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1. Introduction
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Thi s docunment defines a DILS 1.2 [RFC6347] profile that offers

communi cati on security for
is reasonably inplenentable on nany constrai ned devi ces.

meet the foll owi ng goals:

(0]

(0]

(0]

(0]

Internet of Things (l10oT) applications and

It aims to

One-stop shop for inplementers through the specification jungle.

Thi s docunent does not alter the DTLS 1.2 specification

Thi s docunent does not introduce new extensions.

This profile aligns with the DILS security nodes of the
Constrai ned Application Protocol (CoAP) [I-D.ietf-core-coap].

DTLS is used to secure a nunber of applications run over an

unreliabl e datagram transport.
pr ot ocol
envi ronment s.
al so called security nodes.

No

Security Protection at the Transport Layer

CoAP [I-D.ietf-core-coap] is one such
and has been designed specifically for use in |IoT

CoAP can be secured using a nunber of different ways,
These security nodes are

No DTLS is used but

i nstead application |ayer security functionality is assuned.
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Shared Secret-based DTLS Authentication: DILS supports the use of
shared secrets [RFC4279]. This credential is useful if the nunber
of comuni cation rel ati onshi ps between the |oT device and servers
is small and for very constrai ned devices. Shared secret-based
aut henti cati on nmechani sns of fer good perfornance and require a
m ni num of data to be exchanged.

DTLS Aut hentication using Asymretric Credentials: TLS supports
client and server authentication using asymetric credentials.
Two approaches for validating these public key are avail abl e.
First, [I-D.ietf-tls-oob-pubkey] allows raw public keys to be used
in TLS wi thout the overhead of certificates. This approach
requires out-of-band validation of the public key. Second, the
use of X. 509 certificates [RFC5280] with TLS is common on the Wb
today (at least for server-side authentication) and certain |oT
environnments nay al so re-use those capabilities. Certificates
bind an identifier to the public key signed by a certification
authority (CA). A trust anchor store has to be provisioned on the
device to indicate what CAs are trusted. Furthernore, the
certificate may contain a wealth of other information used to make
aut hori zati on deci si ons.

As described in [I-Dietf-lwig-tls-mnimal] an application designer
devel opi ng an | 0T device needs to think about the security threats
that need to be mtigated. For nany Internet connected devices it
is, however, likely that authentication of the device and the server
infrastructure will be required. Along with the ability to upload
sensor data and to retrieve configuration infornmation the need for
integrity and confidentiality protection will arise. Wile these
security services can be provided at different layers in the protoco
stack the use of channel security, as offered by DILS, has been very
popul ar on the Internet and it is likely to be useful for |oT
scenarios as well. In case the channel security features offered by
DTLS neet the security requirenents of your application the renmainder
of the docunent mght offer useful guidance.

Not every |oT deploynment will use CoAP but the discussion regarding
choi ce of credentials and cryptographic algorithns will be very
simlar. As such, the discussions in this docunent are applicable
beyond the use of the CoAP protocol

The design of DILS is intentionally very sinmilar to TLS. Since DTLS
operates on top of an unreliable datagramtransport a few
enhancenments to the TLS structure are, however necessary. RFC 6347
expl ains these differences in great detail. As a short summary, for
those familiar with TLS the differences are:
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0 An explicit sequence nunber and an epoch field is included in the
TLS Record Layer. Section 4.1 of RFC 6347 expl ains the processing
rules for these two new fields. The value used to conpute the MAC
is the 64-bit value fornmed by concatenating the epoch and the
sequence nunber.

0 Stream ci phers nust not be used with DTLS. The only stream ci pher
defined for TLS 1.2 is RCA.

0 The TLS Handshake Protocol has been enhanced to include a
stat el ess cooki e exchange for Denial of Service (DoS) resistance.
Furt hernore, the header has been extended to deal w th nessage
| oss, reordering, and fragnentation. Retransnission timers have
been included to deal with nmessage | oss. For DoS protection a new
handshake nessage, the Hell oVerifyRequest, was added to DTLS
Thi s handshake nessage is sent by the server and includes a
statel ess cookie, which is returned in a CientHello nessage back
to the server. This type of DoS protection nmechani smhas al so
been incorporated into the design of |KEv2. Al though the exchange
is optional for the server to execute, a client inplenmentation has
to be prepared to respond to it.

2. The Conmmuni cati on Model

Thi s docunent describes a profile of DILS 1.2 and to be useful it has
to nmake assunptions about the envisioned conmunication architecture.
The architecture shown in Figure 1 assumes a uni-cast conmuni cation
interaction with an |IoT device acting as a client and the client
interacts with one or nmultiple servers. Wich server to contact is
based on pre-configuration onto the client (e.g., as part of the
firmvare). This configuration information also includes information
about the PSK identity and the corresponding secret to be used with
that specific server (in case of symetric credentials). For
asymetric cryptography nmutual authentication is assuned in this
profile. For raw public keys the public key or the hash of the
public key is assuned to be available to both parties. For
certificate-based authentication the client may have a trust anchor
store pre-popul ated, which allows the client to perform path
validation for the certificate obtained during the handshake with the
server. The client also needs to know which certificate or raw
public key it has to use with a specific server

Thi s docunent only focuses on the description of the DILS client-side
functionality.
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Figure 1: DITLS Profile: Assuned Conmuni cati on Mbdel.

A future version of this docunent may provide profiles for other
communi cati on architectures.

3. The G phersuite Concept
TLS (and consequently DTLS) introduced the concept of ciphersuites
and an IANA registry [I ANA-TLS] was created to keep track of the
specified suites. A ciphersuites (and the specification that defines
it) contains the follow ng information:
0 Authentication and Key Exchange Al gorithm (e.g., PSK)

0 Cipher and Key Length(e.g., AES with 128 bit keys)
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0 Mbde of operation (e.g., CBC

0 Hash Algorithmfor Integrity Protection (e.g., SHA in conbination
wi th HVAC)

0 Hash Algorithmfor use with the Pseudorandom Function (e.g. HVAC
wi th the SHA-256)

o Msc information (e.g., length of authentication tags)

The TLS ci phersuite TLS PSK W TH AES 256 CBC SHA, for exanple, uses a
pre-shared authentication and key exchange algorithm RFC 4279,

whi ch defined this ciphersuite predates publication of TLS 1.2. It
uses the Advanced Encryption Standard (AES) encryption algorithm
which is a block cipher. Since the AES algorithm supports different
key lengths (such as 128, 192 and 256 bits) this information has to
be specified as well and the selected ciphersuite supports 256 bit
keys. A block cipher encrypts plaintext in fixed-size blocks and AES
operates on fixed block size of 128 bits. For nmessages exceeding 128
bits, the nessage is partitioned into 128-bit bl ocks and the AES
cipher is applied to these input blocks with appropriate chaining,
which is called node of operation. |In our exanple, the node of
operation is cipher block chaining (CBC). Since encryption itself
does not provide integrity protection a hash function is specified as
well, which will be used in concert with the HVAC function. 1In this
case, the Secure Hash Al gorithm (SHA)

TLS 1.2 introduced Authenticated Encryption with Associ ated Data
(AEAD) ciphersuites. AEAD is a class of block cipher nodes which
encrypt (parts of) the nmessage and authenticate the nessage

si nul taneously. Exanples of such nodes include the Counter wi th CBC
MAC (CCM node, and the Gal oi s/ Counter Mde (GCM .

TLS 1.2 al so replaced the conbination of MD5/SHA-1 hash functions in
the TLS pseudo random function (PRF) with cipher-suite-specified
PRFs. For this reason authors of nore recent TLS 1.2 ciphersuite
specifications explicitly indicate the MAC al gorithm and the hash
functions used with the TLS PRF.

4, Pre-Shared Secret Authentication with DILS

The use of pre-shared secret credentials is one of the nost basic
techni ques for DTLS since it is both conputational efficient and
bandwi dt h conserving. Pre-shared secret based authentication was
introduced to TLS with RFC 4279 [RFC4279]. The exchange shown in
Figure 2 illustrates the DTLS exchange including the cooki e exchange.
While the server is not required to initiate a cookie exchange with
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every handshake, the client is required to inplenent and to react on
it when chal |l enged.

dientHello  —eeeaao- >

<-mmmm- - Hel | oVeri f yRequest
(contai ns cookie)

dientHello  aeeaa--- >
(with cooki e)

ServerHello

* Ser ver KeyExchange

S Server Hel | oDone
Cl i ent KeyExchange
ChangeCi pher Spec
Fi nished -------- >
ChangeCi pher Spec
S Fi ni shed
Application Data <------- > Application Data

Legend:

* indi cates an optional nessage payl oad

Fi gure 2: DTLS PSK Aut hentication including the Cookie Exchange.

[ RFCA279] does not mandate the use of any particular type of
identity. Hence, the TLS client and server clearly have to agree on
the identities and keys to be used. The nandated encodi ng of
identities in Section 5.1 of RFC 4279 ains to inprove
interoperability for those cases where the identity is configured by
a person using sone managenent interface. Many |0oT devices do
however, not have a user interface and nost of their credentials are
bound to the device rather than the user. Furthernore, credentials
are provisioned into trusted hardware nodules or in the firmware by
the devel opers. As such, the encodi ng considerations are not
applicable to this usage environment. For use with this profile the
PSK identities MJUST NOT assume a structured format (as domai n nanes,
Di stingui shed Nanes, or |P addresses have) and a bit-by-bit

compari son operation can then be used by the server-side

i nfrastructure
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As described in Section 2 clients may have pre-shared keys with
several different servers. The client indicates which key it uses by
including a "PSK identity” in the Cient KeyExchange nessage. To help
the client in selecting which PSK identity / PSK pair to use, the
server can provide a "PSK identity hint" in the Server KeyExchange
message. For lot environnents a sinplifying assunption is nade that
the hint for PSK key selection is based on the donmain nane of the
server. Hence, servers SHOULD NOT send the "PSK identity hint" in

t he Server KeyExchange nmessage and client MJST ignore the nessage.

RFC 4279 requires TLS inplenentations supporting PSK ci phersuites to
support arbitrary PSK identities up to 128 octets in |length, and
arbitrary PSKs up to 64 octets in length. This is a useful
assunption for TLS stacks used in the desktop and nobil e environnent
wher e managenment interfaces are used to provision identities and
keys. For the 10T environnent, however, nany devices are not

equi pped with displays and input devices (e.g., keyboards). Hence,
keys are distributed as part of hardware nodul es or are enbedded into
the firmvare. As such, these restrictions are not applicable to this
profile.

Constrai ned Application Protocol (CoAP) [I-D.ietf-core-coap]
currently specifies TLS PSK WTH AES 128 CCM 8 as the nmandatory to

i mpl ement ci phersuite for use with shared secrets. This ciphersuite
uses the AES algorithmwi th 128 bit keys and CCM as t he node of
operation. The label " _8" indicates that an 8-octet authentication
tag is used. This ciphersuite nmakes use of the default TLS 1.2
Pseudor andom Function (PRF), which uses HVAC with the SHA-256 hash
functi on.

5. Raw Public Key Use with DTLS

The use of raw public keys with DILS, as defined in
[I-D.ietf-tls-oob-pubkey], is the first entry point into public key
cryptography w thout having to pay the price of certificates and a
PKI. The specification re-uses the existing Certificate nessage to
convey the raw public key encoded in the SubjectPublicKeylnfo
structure. To indicate support two new TLS extensi ons had been
defined as shown in Figure 3, nanely the server_certificate_type and
the client _certificate type. To operate this mechani smsecurely it
is necessary to authenticate and authorize the public keys out-of -
band. This docunent therefore assunes that a client inplenmentation
comes with one or multiple raw public keys of servers, it has to
comruni cate with, pre-provisioned. Additionally, a device will have
its own raw public key. To replace, delete, or add raw public key to
this list requires a software update, for exanple using a firmare
updat e.
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ClientHello  -------- >
client _certificate_ type
server_certificate type

R Hel | oVeri f yRequest

ClientHello  -------- >
client _certificate_ type
server_certificate type

ServerHel |l o
client_certificate_type
server_certificate_ type

Certificate

Ser ver KeyExchange
Certificat eRequest
<-mmmm-- Server Hel | oDone

Certificate

Cl i ent KeyExchange
CertificateVerify

[ ChangeCGi pher Spec]

Fi nished  -------- >

[ ChangeG pher Spec]
S Fi ni shed

Fi gure 3: DILS Raw Public Key Exchange including the Cooki e Exchange.

The ciphersuite for use with this credential type is

TLS ECDHE ECDSA W TH AES 128 CCM 8 [I-D. ntgrewtl s-aes-ccm ecc].
This elliptic curve cryptography (ECC) based AES-CCM TLS ci phersuite
uses the Elliptic Curve Diffie Hell man (ECDHE) as the key

est abl i shnent nechanismand an Elliptic Curve Digital Signature

Al gorithm (ECDSA) for authentication. This ciphersuite make use of
the AEAD capability in DTLS 1.2 and utilizes an eight-octet
authentication tag. Based on the Diffie-Hellman it provides perfect
forward secrecy (PFS). Mre details about the PFS can be found in
Section 10.

RFC 6090 [ RFC6090] provides val uable information for inplementing
Elliptic Curve Cryptography al gorithns.
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Since many | oT devices will either have linmted ways to log error or
no ability at all, any error will lead to inplenmentations attenpting
to re-try the exchange.

QUESTION: [I-D.sheffer-tls-bcp] recommends a different ciphersuite,
namely TLS ECDHE RSA W TH_AES 128 GCM SHA256 [ RFC5289] or
alternatively TLS DHE RSA W TH_AES_ 128 GCM SHA256 (with a 2048-bit or
1024 DH paraneters as second and third priority, respectively). |Is
TLS_ECDHE_ECDSA W TH_AES 128 _CCM 8 a good choi ce?

6. Certificate Use with DTLS

The use of nutual certificate-based authentication is shown in

Figure 4. Note that the figure al so nakes use of the cached info
extension, which is indicated by the TLS extension

(cached_i nformati on) and the changed content in the exchanged
certificates. Caching certificate chains allows the client to reduce
t he conmuni cation overhead significantly since otherw se the server
woul d provide the end entity certificate, and the certificate chain.
Because certificate validation requires that root keys be distributed
i ndependently, the self-signed certificate that specifies the root
certificate authority is omtted fromthe chain. dient

i mpl ement ati ons MJUST be provisioned with a trust anchor store that
contains the root certificates. The use of the Trust Anchor
Management Protocol (TAMP) [RFC5934] is, however, not envisioned.
Instead 10T devices using this profile MIST rely a software update
mechani smto provision these trust anchors.

When DTLS is used to secure CoAP nessages then the server provided
certificates MJUST contain the fully qualified DNS dormai n nanme or
"FQDN'. The coaps URI scheme is described in Section 6.2 of
[I-D.ietf-core-coap]. This FQDN is stored in the SubjectAltNane or
in the CN, as explained in Section 9.1.3.3 of [I-D.ietf-core-coap],
and used by the client to match it against the FQDN used during the

| ook-up process, as described in RFC 6125 [RFC6125]. For the profile
in this specification does not assune dynam c di scovery of |oca
servers.

For client certificates the identifier used in the SubjectAl tName or
in the CN MUST be an EU -64 [EU 64], as mandated in Section 9.1.3.3
of [I-D.ietf-core-coap].

For certificate revocation neither the Online Certificate Status
Protocol (OCSP) nor Certificate Revocation Lists (CRLs) are used
Instead, this profile relies on a software update nmechanism \Vhile
mul tiple OCSP stapling [ RFC6961] has recently been introduced as a
mechani smto piggyback OCSP request/responses inside the DILS/ TLS
handshake to avoid the cost of a separate protocol handshake further
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i nvestigations are needed to determine its suitability for the IoT
envi ronnent .

Cient Server
dientHello  —eeeea-- >
cached_i nfornmation

<------- Hel | oVeri f yRequest
dientHello —-eeo--- >

cached_i nformation
ServerHello
cached_i nfornmation
Certificate
Ser ver KeyExchange
Certificat eRequest
<-mmmm-- Server Hel | oDone

Certificate

Cl i ent KeyExchange
CertificateVerify

[ ChangeCGi pher Spec]

Fi nished  -------- >

[ ChangeG pher Spec]
S Fi ni shed

Figure 4: DTLS Miutual Certificate-based Authentication

Regardi ng the ci phersuite choice the discussion in Section 5 applies.
Further details about X 509 certificates can be found in
Section 9.1.3.3 of [I-D.ietf-core-coap].

QUESTI ON: What restrictions regarding the depth of the certificate
chain should be made? 1|s one |evel enough?

7. FError Handling

DTLS uses the Alert protocol to convey error nmessages and specifies a
Il onger list of errors. However, not all error messages defined in
the TLS specification are applicable to this profile. Al error
messages marked as RESERVED are only supported for backwards
compatibility with SSL and are therefore not applicable to this
profile. Those include decryption_failed RESERVED
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no_certificate RESERVE, and export_restriction_RESERVED. A nunber of
the error nmessages are applicable only for certificate-based

aut henti cation ci phersuites. Hence, for PSK and raw public key use
the following error nessages are not applicable: bad certificate,
unsupported certificate, certificate revoked, certificate_expired,
certificate_unknown, unknown ca, and access_deni ed.

Since this profile does not make use of conpression at the TLS | ayer
the deconpression_failure error nessage is not applicable either

RFC 4279 introduced a new al ert nmessage unknown_psk identity for PSK
ci phersuites. As stated in Section 2 of RFC 4279 the
decryption_error error nmessage nmay al so be used instead. For this
profile the TLS server MJST return the decryption_error error nessage
i nstead of the unknown_psk_identity.

Furthernore, the followi ng errors should not occur based on the
description in this specification:

protocol version: This docunent only focuses on one version of the
DTLS pr ot ocol

insufficient_security: This error nessage indicates that the server
requires ciphers to be nore secure. This docunent does, however
specify the only acceptable ciphersuites and client
i mpl ement ati ons nust support them

user_canceled: The IoT devices in focus of this specification are
assunmed to be unattended.

8. Session Resunption

Session resunption is a feature of DILS that allows a client to
continue with an earlier established session state. The resulting
exchange is shown in Figure 5. In addition, the server nmay choose
not to do a cooki e exchange when a session is resuned. Still
clients have to be prepared to do a cooki e exchange with every
handshake.
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10.

dientHello aooo---- >
ServerHello
[ ChangeCi pher Spec]

<mmmmm--- Fi ni shed
[ ChangeGi pher Spec]
Fi ni sheda  -------- >
Application Data <------- > Application Data

Fi gure 5: DTLS Session Resunption.

Clients MJST inplement session resunption to inprove the performance
of the handshake (in ternms of reduced nunber of nessage exchanges,
| ower conputational overhead, and | ess bandw dth conserved).

Since the communi cati on nodel described in Section 2 does not assune
that the server is constrained. RFC 5077 [ RFC5077] describing TLS
session resunption without server-side state is not utilized by this
profile.

TLS Conpression

[1-D.sheffer-tls-bcp] recommends to al ways di sable DILS-1eve
conmpression due to attacks. For 10T applications conpression at the
DTLS i s not needed since application |ayer protocols are highly
optinmized and the conpression algorithns at the DILS | ayer increase
code size and conplexity. Hence, for use with this profile
conpression at the DILS layer MJUST NOT be inplenmented by the DTLS
client.

Perfect Forward Secrecy

Perfect forward secrecy is designed to prevent the conproni se of a

Il ong-term secret key fromaffecting the confidentiality of past
conversations. The PSK ciphersuite recomended in the CoAP
specification [I-D.ietf-core-coap] does not offer this property.
[1-D.sheffer-tls-bcp] on the other hand reconmends using ciphersuites
offering this security property.

QUESTI ON:  Shoul d the PSK ci phersuite offer PFS?
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11.

12.

13.

Keep-Alive

RFC 6520 [ RFC6520] defines a heartbeat nechanismto test whether the
other peer is still alive. The sane nmechani smcan al so be used to
perform path MU di scovery.

QUESTI ON: Do | oT depl oynments make use of this extension?
Negoti ati on and Downgradi ng Attacks

CoAP demands version 1.2 of DTLS to be used and the earlier version
of DTLS is not supported. As such, there is no risk of downgradi ng
to an ol der version of DTLS. The work described in

[1-D. broel I er-tls-downgrade-scsv] is therefore also not applicable to
this environment since there is no | egacy server infrastructure to
worry about.

QUESTI ON:  Shoul d we say sonet hing for non- CoAP use of DTLS?

To prevent the TLS renegotiation attack [ RFC5746] clients MJST
respond to server-initiated renegotiation attenpts with an Alert
message (no_renegotiation) and clients MJUST NOT initiate them TLS
and DTLS allows a client and a server who al ready have a TLS
connection to negotiate new paraneters, generate new keys, etc by
initiating a TLS handshake using a CientHell o nmessage.
Renegoti ati on happens in the existing TLS connection, with the new
handshake packets being encrypted along with application data.

Privacy Consi derations

The DTLS handshake exchange conveys various identifiers, which can be
observed by an on-path eavesdropper. For exanple, the DILS PSK
exchange reveal s the PSK identity, the supported extensions, the
session id, algorithmparaneters, etc. Wen session resunption is
used then individual TLS sessions can be correlated by an on-path
adversary. Wth many |oT deploynments it is likely that keying
material and their identifiers are persistent over a |onger period of
time due to the cost of updating software on these devices.

User participation with many 10T depl oynents poses a chal |l enge since
many of the |oT devices operate unattended, even though they will
initially be enabled by a hunan. The ability to control data sharing
and to configure preference will have to be provided at a system

| evel rather than at the |level of a DILS profile, which is the scope
of this docunent. Quite naturally, the use of DTLS with mutua
authentication will allow a TLS server to collect authentication

i nformati on about the |oT device (potentially over a |ong period of
time). While this strong formof authentication will prevent ms-
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attribution it also allows strong identification. This device-

rel ated data collection (e.g., sensor recordings) will be associated
with other data to be truly useful and this extra data m ght include
personal data about the owner of the device or data about the
environnment it senses. Consequently, the data stored on the server-
side will be vulnerable to stored data conpromi se. For the

conmuni cati on between the client and the server this specification
prevents eavesdroppers to gain access to the communicati on content.
Whi |l e the PSK-based ci phersuite does not provide PFS the asymmretric
versi on does. No explicit techniques, such as extra paddi ng, have
been provided to nmake traffic analysis nore difficult.

14. Security Considerations
This entire docunent is about security.

The TLS protocol requires random nunbers to be avail able during the
protocol run. For exanple, during the dientHello and the
ServerHel |l o exchange the client and the server exchange random
nunbers. Also, the use of the Diffie Hell man exchange requires
random nunbers during the key pair generation. Special care has to
be pai d when generating random nunbers in enbedded systens as nany
entropy sources avail abl e on desktop operating systens or nobile

devi ces might be missing, as described in [Heninger]. Consequently,
if not enough time is given during systemstart tine to fill the
entropy pool then the output m ght be predictable and repeatable, for
exanpl e leading to the sane keys generated again and again.

Gui del ines and requirenents for random nunber generation can be found
in RFC 4086 [ RFC4086] .

We would also Iike to point out that designing a software update
mechanisminto an 10T systemis crucial to ensure that both
functionality can be enhanced and that potential vulnerabilities can
be fixed. This software update nechanismis also useful for changing
configuration information, for exanple, trust anchors and other
keying related infornation.

15. | ANA Consi derations
Thi s docunent includes no request to | ANA
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