DI CE Wrki ng G oup S. Keoh
I nternet-Draft Uni versity of G asgow Si ngapore
I ntended status: Standards Track S. Kumar, Ed.
Expi res: August 18, 2014 O @Garci a- Morchon
E. Djk

Phili ps Research

A. Rahman

InterDigital

February 14, 2014

DTLS- based Mul ticast Security for Low Power and Lossy Networks (LLNs)
draft-keoh-dice-multicast-security-05

Abstract

The CoAP and 6LOWPAN standards are fast energing as key protocols in
the area of resource-constrai ned devices. Such |IP-based systens are
foreseen to be used for building and |ighting control systenms where
wi rel ess devices interconnect with each other, formng | ow power and
| ossy networks (LLNs). Both multicast and its security are key needs
in these networks. This draft presents a nmethod for securing | Pv6
mul ti cast communi cation in LLNs based on the DTLS which is already
supported for unicast comuni cation for CoAP devices. This draft
deals with the adaptation of the DTLS record | ayer to protect

mul ticast group conmuni cation, assuming that all group menbers

al ready have the group security association paraneters in their
possession. The adapted DITLS record | ayer provides nessage
confidentiality, integrity and replay protection to group nessages
usi ng the group keying nmaterial before sending the nessage via | Pv6
mul ti cast to the group.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

There is an increased use of wireless control networks in
environnmental nonitoring, industrial automation, lighting controls
and buil di ng managenent systens. This is mainly driven by the fact
that the independence from physical control wires allows for freedom
of placenent, portability and for reducing the cost of installation
as less cable placenent and drilling are required. Consequently,
there is an ever grow ng nunber of electronic devices, sensors and
actuators that have becone Internet connected, thus creating a trend
towards the Internet-of-Things (10T). These connected devices are
equi pped wi th comuni cation capability that enables themto interact
with each other as well as with the wider Internet services

However, the devices in such wireless control networks are
characterized by power constraints (as these are usually battery-
operated), have linmted conputational resources (low CPU cl ock, snal
RAM and flash storage) and often, the communication bandwidth is
limted and unreliable (e.g., |EEE 802.15.4 radio). Hence, such

wi rel ess control networks are al so known as Low power and Lossy

Net wor ks (LLNs).

In addition to the usual device-to-device unicast comunication that
all ow devices to directly interact with each other, group

comrmuni cation is an inportant feature in LLNs. It is nore effective
in LLNs to convey nessages to a group of devices without requiring
the sender to performmnultiple time and energy consum ng uni cast
transm ssions to reach each individual group nenber. For example, in
a building and Iighting control system the heating, ventilation
air-conditioning and lighting devices are often grouped according to
the layout of the building, and control comrands are issued

simul taneously to a group of devices. Goup comunication for LLNs
is based on the Constrained Application Protocol (CoAP)
[I-D.ietf-core-coap] sent over |IP- multicast
[I-D.ietf-core-groupcomi.

Currently, CoAP nessages are protected using Datagram Transport Layer
Security (DTLS) [RFC6347]. However, DTLS is currently used to secure
a connection between two endpoints and it cannot be used to protect
mul ticast group conmuni cation. Goup comunication in LLNs is

equal ly inportant and should be secured as it is also vulnerable to
the usual attacks over the air (eavesdropping, tanpering, nessage
forgery, replay, etc). There have been a |lot of previous efforts in
| ETF to standardi ze nechanisns to secure nulticast communi cation such
as [ RFC3830], [RFC4082], [RFC3740], [RFC4046], and [ RFCA535].

However, these approaches are not necessarily suitable for LLNs which
have nmuch nore |imted bandwi dth and resources. For exanple, the

M KEY Architecture [RFC3830] is mainly designed to facilitate

mul timedia distribution, while TESLA [ RFC4082] is proposed as a
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protocol for broadcast authentication of the source and not for
protecting the confidentiality of multicast nmessages. [RFC3740] and
[ RFC4046] provide reference architectures for nulticast security.

[ RFCA535] describes Group Secure Association Key Managenent Protoco
(GSAKMP), a security framework for creating and managi ng

crypt ographi c groups on a network which can be reused for key
managenment in our context with any needed adaptation for LLNSs.

This draft describes an approach to use DILS as mandated i n CoAP

uni cast to al so support nulticast security. W will assune that al
devices in the group already have a group security association
paraneters based on a key managenent nechani sm which is outside the
scope of this draft. This draft focuses primarily on the adaptation
of the DTLS record layer to protect multicast nessages to be sent to
the group, and thus providing confidentiality, integrity and replay
protection to the CoAP group nessages.

Lastly, even though this draft is witten fromthe perspective of
securing CoAP based group commrunication, it is inportant to note that
DTLS is a powerful and flexible security protocol. Thus use of DTLS-
based nulticast for application |ayer protocols other than CoAP are
possi ble as long as they follow the approach outlined in this draft.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

This specification uses the follow ng terni nol ogy:

0 Goup Controller: The entity that is responsible for creating a
mul ticast group and establishing security associations anong
aut hori zed group nenbers. It is also responsible for renew ng/
updating the multicast group keys.

0 Sender: The Sender is an entity that sends data to the nulticast
group. In a 1-to-N nmulticast group only a single sender is
aut horized to transmt data to the group. In an Mto-N nulticast
group (where Mand N are not necessarily the sane value), M group
menbers are authorized to be senders.

0 Listener: The entity that receives nulticast nessages when
listening to a nulticast |IP address.

0 Security Association (SA): A set of policy and cryptographic keys
that provide security services to network traffic that natches
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that policy [RFC3740]. A Security Association usually contains
the following attributes:

* selectors, such as source and destination transport addresses.
* properties, such as identities.

* cryptographic policy, such as the al gorithns, nodes, key
lifetimes, and key |l engths used for authentication or
confidentiality.

* keying material for authentication, encryption and signing.

0 Goup Security Association (GSA): A bundling of security
associ ations (SAs) that together define how a group conmuni cates
securely. [RFC3740]

0 Keying material: Data that is specified as part of the SA which is
needed to establish and maintain a cryptographic security
associ ation, such as keys, key pairs, and |Vs [ RFC4949].

1.2. CQutline

This draft is structured as follows: Section 2 notivates the proposed
solution with group conmunication use cases in LLNs and derives a set
of requirements. Section 3 provides an overvi ew of the proposed
DTLS- based nul ticast security assunming that all devices in the group
al ready have a group security association paraneters in their
possession. In Section 4, we describe the details of the adaptation
of DTLS record layer for confidentiality and integrity protection of
the multicast nessages. Section 6 presents the security
consi der ati ons.

2. Use Cases and Requirenents

This section defines the use cases for group comuni cation in LLNs
and specifies a set of security requirements for these use cases.

2.1. Goup Comunication Use Cases

The "G oup Comuni cation for CoAP' draft [I-D.ietf-core-groupcommi
provi des the necessary background for nulticast based CoAP

communi cation in LLNs and the interested reader is encouraged to
first read this docunment to understand the non-security rel ated
details. This docunent also lists a few nmulticast group

communi cati on uses cases with detail ed descriptions and sone are
listed here briefly:
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a. Lighting control: enabling synchronous operation of a group of
6LOWPAN [ RFC4944] [ RFC6282] connected lights in a room floor/
building. This ensures that the |light preset |ike on/off/dim
| evel of a large group of lum naries are changed at the sane
tinme, hence providing a visual synchronicity of light effects to
t he user.

b. Parameter update: configuration settings of a group of simlar
devi ces are updated sinultaneously and efficiently.

c. Device and Service discovery: information about the devices in
the I ocal network and their capabilities can be queried and
requested using nmulticast, e.g. by a conmm ssioning device. The
responses are sent back in unicast.

El aborating on one of the nain use cases that this docunent

addresses, Lighting control, consider a building equipped with
6LOWPAN | P-connected |ighting devices, sw tches, and 6LOoWPAN bor der
routers; the devices are organized in groups according to their
physical location in the building, e.g., lighting devices and
switches in a roonifloor can be configured as a single multicast
group. The switches are then used to control the lighting devices in
the group by sending on/off/dimmng conmmands to all |ighting devices
in the group. 6LoWPAN border routers that are connected to an | Pv6
net wor k backbone (which is also nulticast enabled) are used to

i nterconnect 6LOWPANs in the building. Consequently, this would al so
enabl e multicast groups to be formed across different physica

subnets (which may be individually protected with L2 security). In
such a nulticast group, group nessages can traverse from one physica
subnet to another physical subnet through a | Pv6 backbone which may
not be protected. Additionally, other non-lighting devices (like

wi ndow bl ind controls) may share the physcial subnet for networking.

2.2. Security Requirenents

The "M scel | aneous CoAP Group Conmuni cation Topics" draft
[1-D.dijk-core-groupcomm ni sc] already defines a set of security
requirenents for group communication in LLNs. W re-iterate and
further describe those security requirenments in this section with
respect to the use cases:

a. Milticast comunication topology: W consider both 1-to-N (one
sender with nmultiple listeners) and Mto-N (nmultiple senders with
multiple listeners) comuni cation topol ogies. The 1-to-N
communi cati on topol ogy is the sinplest group comunication
scenario that would serve the needs of a typical LLN.  For
exanple, in the sinple lighting control use case, the switch is
the only entity that is responsible for sending control comrands
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to a group of lighting devices. |In nore advanced |ighting
control use cases, a N-to-M conmunication topol ogy would be
required, for exanple if nultiple sensors (presence or day-light)
are responsible to trigger events to a group of |ighting devices.

b. Milticast group size: The security solutions should support the
typical group sizes that "G oup Comuni cation for CoAP" draft
[I-D.ietf-core-groupcom] intends to support. Goup size is the
combi nation of the nunber of Senders and Listeners in a group
with possible overlap (a Sender can also be a Listener but need
not be always). In LLN use cases nentioned in the docunent, the
nunber of Senders (normally the controlling devices) is nuch
smal | er than the number of Listeners (the controlled devices). A
security solution that supports 1 to 50 Senders woul d cover the
group sizes required for nost use cases that are relevant for
this docunment. The total nunber of group devices nust be in the
range of 2 to 100 devices. Goups larger than these should be
divided into snaller independent nulticast groups such as
grouping lights of a building per floor.

c. Establishnment of a GSA: A secure nechani smnust be used to
distribute keying materials, nmulticast security policies and
security paraneters to nmenbers of a multicast group. A GSA nust
be established by the group controller (which nanages the
mul ticast group) anong the group nenbers. The 6LoWPAN border
router, a device in the 6LOWPAN, or a renpte server outside the
6LOoWPAN could play the role of the group controller. However,
GSA establishnment is outside the scope of this draft, and it is
anticipated that an activity in | ETF dedicated to the design of a
generi c key managenent schenme for the LLN will include this
feature preferably based on [ RFC3740], [RFC4046] and [ RFC4535].

d. Milticast data confidentiality: Milticast nmessage shoul d be
encrypted, as sonme control comuands when sent in the clear could
pose unforeseen privacy risks to the users of the system

e. Milticast data replay protection: It must not be possible to
replay a multicast nessage as this would disrupt the operation of
the group comuni cation

f. Milticast data group authentication and integrity: It is
essential to ensure that a nulticast message originated froma
menber of the group and that messages have not been tanpered with
by attackers who are not nenbers. The nulticast group key which
is known to all group nmenbers is used to provide authenticity to
the multicast nessages (e.g., using a Message Authentication
Code, MAC). This assunes that all other group nenbers are
trusted not to tanmper with the nulticast nessage
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3.

Keoh,

Mul ticast data security ciphersuite: Al group nenbers nust use
the sane ciphersuite to protect the authenticity, integrity and
confidentiality of nulticast nmessages. The ciphersuite is part
of the GSA. Typically authenticity is nore inportant than
confidentiality in LLNs. Therefore the proposed nmulticast data
security protocol nust support at |east ciphersuites with MAC
only (NULL encryption) and AEAD [ RFC5116] ci phersuites. O her
ci phersuites that are defined for data record security in DILS
shoul d al so be preferably supported.

Mul ticast data source authentication: Source authenticity is
required if the group nmenbers are assuned to be untrusted and can
tanmper with the nmulticast messages. This can happen if nodes of
the group can be easily conprom sed. Source authenticity hel ps
to mnimze the risk of any node conpromi se |l eading to the
conpromi se of the whole nulticast group. Source authenticity can
be typically provided using public-key cryptography in which
every nulticast nmessage is signed by the sender. Alternatively,
a |lightweight broadcast authentication, i.e., TESLA [ RFC4082] can
be depl oyed, however it requires devices in the multicast group
to have a trusted clock and have the ability to | oosely
synchroni ze their clocks with the sender. Source authenticity
mechani sns shoul d be preferably defined at the application | ayer
The transport |ayer group |evel security can provide an
additional |ayer of security for the source authenticity
mechani sm agai nst DoS attacks. However, even with source
authenticity the risk still remains that conprom se of a sender
can still conpromi se the whol e group.

Forward security: Devices that |eave the group should not have
access to any future GSAs. This ensures that a past nenber

devi ce cannot continue to decrypt confidential data that is sent
in the group. It also ensures that this device cannot send
encrypted and/or integrity protected data after it |eaves the
group. The GSA update nechani sm has to be defined as part of the
key managenent schene.

Backward confidentiality: A new device joining the group should
not have access to any old GSAs. This ensures that a new nenber
devi ce cannot decrypt data sent before it joins the group. The
key managenent schene should ensure that the GSA is updated to
ensure backward confidentiality.

Overvi ew of DTLS-based Secure Mil ticast

The goal of this draft is to secure CoAP Group comuni cation over
6LoWPAN net wor ks, by extending the use of the DILS security protoco
to allow for the use of DTLS record |layer with nmininmal adaptation
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The | ETF CoRE WG has sel ected DTLS [ RFC6347] as the default nust-

i mpl ement security protocol for securing CoAP, therefore it is
desirabl e that DTLS be extended to facilitate CoAP-based group
conmmuni cati on. Reusing DILS for different purposes while
guaranteeing the required security properties can avoid the need to
i mpl ement nultiple security protocols and this is especially
beneficial when the target depl oynent consists of resource-
constrai ned enbedded devices. This section first describes group
communi cati on based on IP nmulticast, and subsequently sketches a
solution for securing group conmuni cation using DILS

3.1. | P Milticast

Devices in the LLN are categorized into two roles, (1) sender and (2)
listener. Any node in the LLN may have one of these roles, or both
roles. The application(s) running on a device basically determ ne
these roles by the function calls they execute on the I P stack of the
devi ce.

In principle, a sender or |istener does not require any prior access
procedures or authentication to send or listen to a nulticast nessage
[ RFC5374]. A sender to an | Pv6 nulticast group sets the destination
of the packet to an I Pv6 address that has been all ocated for |Pv6

nmul ticast. A device beconmes a listener by "joining" to the specific
| Pv6 nmulticast group by registering with a network routing device,
signaling its intent to receive packets sent to that particular |Pv6
mul ticast group. Figure 1 depicts a 1-to-N nulticast conmmuni cation
and the roles of the nodes. Any device can in principle decide to
listen to any | Pv6 nulticast address. This also neans applications
on the other devices do not know, or do not get notified, when new
listeners join the LLN. Mre details on the |Pv6 nulticast and CoAP
group comuni cation can be found in [I-D.ietf-core-groupcomj. This
draft does not intend to nodify any of the underlying group

conmmuni cation or nulticast routing protocols.
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++++
[ |
--|
++++ [+
|A|--------- | ++++
(I \ ++| B |
++++ \----- | |
Sender ++++
Li steners

Figure 1: The roles of nodes in a 1-to-N nulticast conmuni cation
t opol ogy

.2. Securing Multicast in LLNs

A group controller in an LLN creates a nulticast group. The group
controller may be hosted by a renote server, or a border router that
creates a new group over the network. |n some cases, devices may be
configured using a conmm ssioning tool that nediates the commruni cation
bet ween the devices and the group controller. The controller in the
network can be di scovered by the devices using various nethods
defined in [I-D. vanderstok-core-dna] such as DNS-SD [ RFC6763] and
Resource Directory [I-D.ietf-core-resource-directory]. The group
controll er comunicates with individual device to add themto the new
group. Additionally it distributes the GSA consisting of keying
material, security policies security paraneters and ci phersuites
usi ng a standardi zed key managenent for LLN which is outside the
scope of this draft. Additional ciphersuites may need to be defined
to convey the bul k cipher algorithm MAC al gorithm and key | engths
within the key managenent protocol. W provide two exanpl es of

ci phersuites (based on the security requirenents) that could be
defined as part of a future key managenent nechani sm

Ci phersuite MIS WTH AES 128 CCM 8
C phersuite MI'S W TH_NULL_SHA256

{TBD1, TBD2}
{TBD3, TBD4}

C phersuite MIS WTH AES 128 CCM 8 is used to provide
confidentiality, integrity and authenticity to the nulticast nessages
where the encryption algorithmis AES [FIPS. 197.2001], key length is
128-bit, and the authentication function is CCM[RFC6655] with a
Message Authentication Code (MAC) length of 8 octets. Similar to

[ RFCA785], the ciphersuite MIS WTH NULL_SHA i s used when
confidentiality of nulticast messages is not required, it only
provides integrity and authenticity protection to the nulticast
message. When this ciphersuite is used, the nessage is not encrypted
but the MAC nust be included in which it is conputed using a HVAC
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4.

4.

1.

[ RFC2104] that is based on Secure Hash Function SHA256
[ FI PS. 180- 2. 2002] . Dependi ng on the future needs, other ciphersuites
with different cipher algorithms and MAC | ength may be support ed.

Senders in the group can encrypt and aut henticate the CoAP group
messages fromthe application using the keying material into the DTLS
record. The authenticated encrypted nmessage is passed down to the

| ower layer of the IPv6 protocol stack for transmi ssion to the
mul ti cast address as depicted in Figure 2. The listeners when
receiving the nmessage, use the nulticast |Pv6 destination address and
port (i.e., Milticast identifier) to |look up the GSA needed for that
group connection. The received nessage is then decrypted and the
authenticity is verified using the keying material for that
connecti on.

mul ti cast

| | + +

I | | | + + |
P | | | | | | |
| header | | Header | | nmessage | |
I | | | + + |
| | + +

>
D
QO
o
D
=

Figure 2: Sending a nulticast nessage protected using DILS Record
Layer

Mil ticast Data Security

This section describes in detail the use of DILS record |layer to
secure nulticast nessages. This assunes that group nenbership has
been configured by the group controller, and all nenber devices in
the group have the GSA

SecurityParanmeter derivation

The GSA is used to derive the sane "SecurityParanmeters" structure as
defined in [ RFC5246] for all devices.

The SecurityParaneters. Connecti onEnd should be set to "server" for
senders and "client” for listeners. The current read and wite
states can be derived from SecurityParaneters by generating the six
keyi ng material s:
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client wite MAC key

server wite MAC key

client wite encryption key
server wite encryption key
client wite IV

server wite |V

This requires that the client_random and server_randomw thin the
SecurityParaneters are also set to the sane value for all devices as
part of the GSA to derive the sane keying material for all devices in
the group with the PRF function defined in Section 6.3 of [RFC5246]
Alternatively, the GSA could directly include the above six keying
mat eri al when being configured in all group devices.

The current read and wite states are instantiated for all group
menbers based on the keying naterial and according to their roles:
senders use "server wite" paraneters for the wite state and
listeners use "server wite" paraneters for the read state.

Addi tionally each connection state contains the sequence nunber which
is incremented for each record sent; the first record sent has the
sequence numnber O.

4.2. Record | ayer adaptation

In this section, we describe in detail the adaptation of the DTLS
Record layer to enable nultiple senders in the group to securely send
i nformati on using a commobn group key, while preserving the
confidentiality, integrity and freshness of the nessages.

The following Figure 3 illustrates the structure of the DILS record
| ayer header, the epoch and seq_nunber are used to ensure nessage
freshness and to detect nessage repl ays.

TR TR o m e e oo o m e e oo o m e e oo TS Fom e e +
| 1 Byte | 2 Byte | 2 Byte | 6 Byte | 2 Byte | | |
[ [ [ S, [ S, [ S, B RS o m oo - +
| Content | Version | epoch | seq_ | Length | G phertext | MAC |
[ Type | Ma | M | | nunber | [ (Enc) | (Enc)

TS TS Fom e e e oo Fom e e e oo Fom e e e oo TS Fom e e +

Figure 3: The DTLS record | ayer header and optionally encrypted
payl oad and MAC

The epoch is fixed by the DILS handshake and t he seq_nunber is
initialized to 0. The seq_nunber is increased by one whenever a
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sender sends a new record nessage. This is the nechanismof DILS to
detect message replay. Finally, the nessage is protected (encrypted
and authenticated with a MAC) using the session keys in the "server
wite" paraneters.

One of the problens with supporting multiple senders is that, the
seq_nunber used by senders need to be synchronized to avoid their
reuse, otherw se packets sent by different senders may get di scarded
as replayed packets. Further, the bigger problemis using a single
key in a nmultiple sender scenario | eads to nonce reuse in AEAD ci pher
suites |ike AES-CCM [ RFC6655] and AES- GCM [ RFC5288] as defined in
DTLS. Nonce reuse can conpletely break the security of these cipher
suites.

According to the AES-CCM for TLS, Section 3 [RFC6655], the CCwvNonce
is a conbination of a salt value and the sequence nunber.

struct {

opaque salt[4];

opaque nonce_explicit[8];
} CCMNonce;

The salt is the "client wite IV' (when the client is sending) or the
"server wite I'V' (when the server is sending) as defined in the
"SecurityParanmeters”. Further [RFC6655] requires that the value of
the nonce_explicit MJST be distinct for each distinct invocation of
the CCM encrypt function for any fixed key. Wen the nonce_explicit
is equal to the sequence nunber of the TLS packets, the CCMNonce has
the structure as bel ow

struct {
uint32 client_wite IV; // low order 32-bits
ui nt 64 seq_num /1l TLS sequence numrber
} CCMO i ent Nonce.
struct {
uint32 server_ wite IV; // low order 32-bits
ui nt 64 seq_num /1l TLS sequence nunber

} CCMserver Nonce

In DTLS, the 64-bit sequence number is the 16-bit epoch concatenated
with the 48-bit seq_nunber. Therefore to prevent that the CCwWNonce
is reused, either all senders need to synchronize or separate non-
over |l appi ng sequence nunber spaces need to be created for each
sender. Synchronization between senders is especially hard in LLN
and therefore we go for the second approach of separating the
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sequence nunber spaces by enbeddi ng a uni que sender identifier in the
sequence nunber as suggested in [ RFC5288].

Thus in addition to configuring each device in the group with the
GSA, the controller needs to assign a unique Senderl D to each device
whi ch has the sender role in the group. The size of the SenderIDis
1-octet based on the requirenent for the supported group size
mentioned in Section 2.2. The list of SenderlDs are then distributed
to all the group menbers by the controller

The existing DILS record | ayer header is adapted such that the
6-octet seq nunber field is split into a 1-octet SenderID field and a
5-octet "truncated" trunc_seq_nunber field. Figure 4 illustrates the
adapt ed DTLS record | ayer header.

e e I I I I +
| 1 Byte | 2 Byte | 2 Byte | 1 Byte | 5 Byte | 2 Byte |
N N I I Fommemeeeas I +
| Content | Version | Epoch | Sender | trunc_seq_| Length |
[ Type | Mo | M | [ ID | nunber [ [
Fomm e - Fomm e - Hom e e oo - Hom e e oo - [ S Hom e e oo - +

Fi gure 4: The adapted DTLS record | ayer header
4.3. Sending Secure Milticast Messages

Senders in the nulticast group when sending a CoAP group nessage from
the application, create the adapted DTLS record payl oad based on the
"server wite" parameters. Each sender in the group uses its own

uni que SenderID in the DILS record | ayer header. It also manages its
own epoch and trunc_seq_nunber in the "server wite" connection

state; the first record sent has the trunc_seq nunber 0. After
creating the DTLS record, the trun_seq_nunber is increnented in the
"server wite" connection state. The adapted DTLS record is then
passed down to UDP and I Pv6 |ayer for transm ssion on the multicast

| Pv6 destination address and port.

4.4. Receiving Secure Milticast Messages

Wien a listeners receives a protected nulticast message fromthe
sender, it looks up the corresponding "client read" connection state
based on the multicast |IP destination and port of the packet. This
is fundamentally different fromstandard DILS logic in that the
current "client read" connection state is bound to the source IP
address and port.
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Li stener devices in a multiple senders nulticast group, need to store
multiple "client read" connection states for the different senders
linked to the SenderlDs. The keying material is same for all senders
however the epoch and the trunc_seq nunber of the |last received
packets needs to be kept different for different senders.

The listeners first performa "server wite" keys | ookup by using the
mul ticast |1 Pv6 destination address and port of the packet. By
knowi ng the keys, the listeners decrypt and check the MAC of the
message. This guarantees that no one outside the group has spoofed
the SenderI D, as it is protected by the MAC. Subsequently, by

aut henticating the SenderID field, the listeners retrieve the "client
read" connection state which contains the | ast stored epoch and
trunc_seq_nunber of the sender, which is used to check the freshness
of the message received. The |listeners nust ensure that the epoch is
the sane and trunc_seq_nunber in the nessage received is higher than
the stored val ue, otherw se the nessage is discarded. Alternatively
a wi ndowi ng nechani sm can be used to accept genui ne out-of -order
packets. Once the authenticity and freshness of the nessage have
been checked, the listeners can pass the nessage to the higher |ayer
protocols. The epoch and the trunc_seq_nunber in the correspondi ng
"client read" connection state are updated as well.

4.5. Proxy Qperation

CoAP allows a client to designate a (forward) proxy to process its
CoAP request for both unicast and multicast scenarios as described in
Section 2.10 of [I-D.ietf-core-groupcomi. 1In this case, the proxy
(and not the client) appears as the originating point to the
destination server for the CoAP request.

As nentioned in Section 11.2 of [I-D.ietf-core-coap], proxies are by
their nature nen-in-the-m ddl e and break DTLS protection of CoAP
message exchanges. Therefore, in a DILS-based nulticast scenario
involving a proxy, a two-step approach is required. First, the
client will send a unicast DTLS request to the proxy. The proxy wll
then receive and decrypt the unicast nessage. The proxy will then
take the contents of the received nessage and create a new mnul ticast
message and secure it using DILS-based multicast before sending it
out to the group. For this approach to work properly, the client
needs to be able to designate the proxy as an authorized sender. The
mechani sm for this authorization is outside the scope of this draft.

5. | ANA Consi der ati ons

This meno includes no request to | ANA
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6. Security Considerations

Sone of the security issues that should be taken into consideration
are discussed bel ow.

6.1. Goup |level security

This proposal uses a single group key to protect comunication within
the group. This requires that all group nenmbers are trusted, for
e.g. they do not forge nessages as a different sender in the group

In many usecase, the devices in a group belong to a comopn authority
and are configured by a conmissioner. 1In a professional lighting
scenario, the roles of the senders and listeners are configured by
the lighting comm ssioner and devices follow those roles.

The use of the protocol should take into consideration the risk of
conprom se of a group device in a deploynent scenario. Therefore the
group size should be linted to 100 devices unl ess additional source
aut henticity mechani snms are inplenented at the application |ayer.

Furt her, the damage due to a conpromi sed key can be limted by

i ncreasing the frequency of rekeying based on the uni que unicast key-
pair shared by each device with the controller. Additionally the
risk of conpromise is reduced when depl oynents are in physcially
secured locations, like lighting inside office buildings.

6.2. Late joiners

Li steners who are late joiners to a nulticast group, do not know the
current epoch and trun_seq_nunber being used by different senders.
When they receive a packet froma sender with a random
trunc_seq_nunber in it, it is inpossible for the listener to verify
if the packet is fresh and has not been replayed by an attacker. To
overcone this late joiner security issue, we can use the techniques
simlar to AERO [I-D. ncgrew aero] where the late joining listener on
receiving the first packet froma particular sender, initialize its
| ast seen epoch and trunc_seq nunber in the "client read" state for
that sender, however does not pass this packet to the application

| ayer and instead drops it. This provides a reference point to
identify if future packets are fresher than the | ast seen packet.

Al ternatively, the group controller which can act as a listener in
the multicast group can naintain the epoch and trunc_seq_nunber of
each sender. Wien late joiners send a request to the group
controller to join the multicast group, the group controller can send
the list of epoch and trunc_seq_nunbers as part of the GSA.
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6. 3. Uni queness of Sender| Ds

It is inportant that SenderlDs are unique to maintain the security
properties of the DTLS record | ayer nessages. However in the event
that two or nore senders are configured with the same SenderI D, a
mechani sm needs to be present to avoid a security weakness and
recover fromthe situation. One such nechanismis that all senders
of the multicast group are also listeners. This allows a sender

whi ch receives a packet froma different device with its own Senderl D
in the DILS header to becone aware of a clash. Once aware, the
sender can informthe controller on a secure channel about the clash
along with the source I P address. The controller can then provide a
different SenderI D to either device or both.

6.4. Reduced sequence nunber space

The DTLS record | ayer seq _nunber is truncated from6 octets to 5
octets. This reduction of the seq _nunber space should be taken into
account to ensure that epoch is increnmented before the
trunc_seq_number wraps over. The sender or the controller can

i ncrease the epoch nunmber by sending a ChangeC pher Spec nessage
whenever the trunc_seq _nunber has been exhausted. This should be
done as part of the key managenent nechani smwhich is not defined in
this draft.
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Appendi x A.  Change Log
(To be renoved by RFC editor before publication.)
Changes from keoh-03 to keoh-04:

0 Added description of Proxy operation in a DILS-based nulticast
scenario in Section 4.5 (Proxy Operation).

0 Corrected text in Section 2.2 (Security Requirenents), item"h"
to indicate that multicast source authentication is not specified
inthis version of the draft.

o Carified that draft is witten prinmarily for securing of CoAP
based group comuni cation, but that other protocols may al so be
supported if they have sinilar characteristics. See Section 1
(I'ntroduction).

o Ran I ETF spell checker and ID-Nits tools and corrected various
i ssues throughout the docunent.

0 Various editorial updates.

Changes from keoh-04 to keoh-05:

0o In section 2.1, renoved the firmwvare upgrade usecase and clarified
t he conmi ssioni ng use case. The lighting use-case expanded with

shared and nultiple subnets issues.

o In Section 2.2, (b) reduced the group size to 100; (h) clarified
data source authenticity

0 Added new Section 6.1 (G oup |level security) in security
consi derations to nake clear the risks of the single group key.
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