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Abst r act

Thi s docunment describes the privacy issues associated with the use of
the DNS by Internet users. It is intended to be nostly an analysis
of the present situation, in the spirit of section 8 of [RFC6973] and
it does not prescribe solutions.

Di scussi ons of the docunent shoul d take place on the dns-privacy
mai ling Iist [dns-privacy].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on October 29, 2014.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of

Bort zneyer Expi res Cctober 29, 2014 [ Page 1]



Internet-Draft DNS privacy April 2014

the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Domain Name Systemis specified in [ RFC1034] and [ RFC1035]. It
is one of the nost inportant infrastructure conponents of the
Internet and one of the nobst often ignored or misunderstood. Al nost
every activity on the Internet starts with a DNS query (and often
several). |Its use has many privacy inplications and we try to give
here a conprehensive and accurate list.

Let us start with a snmall rem nder of the way the DNS works (with
sonme sinplifications). A client, the stub resolver, issues a DNS
query to a server, the resolver (also called caching resolver or ful
resol ver or recursive nanme server). For instance, the query is "Wat
are the AAAA records for www exanple.con?". AAAA is the gtype (Query
Type) and www. exanpl e.com the gnanme (Query Nane). To get the answer,

the resolver will query first the root naneservers, which will, nost
of the times, send a referral. Here, the referral will be to .com
nameservers. In turn, they will send a referral to the exanple.com

nameservers, which will provide the answer. The root name servers
the nane servers of .com and those of exanple.comare called
authoritative name servers. It is inmportant, when anal yzing the
privacy issues, to renenber that the question asked to all these nane
servers is always the original question, not a derived question

Unli ke what many "DNS for dummies" articles say, the question sent to
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the root nane servers is "Wiat are the AAAA records for
www. exanpl e. con?", not "What are the name servers of .con?". So, the
DNS | eaks nore information than it shoul d.

Because the DNS uses caching heavily, not all questions are sent to
the authoritative nane servers. |f the stub resolver, a few seconds
| ater, asks to the resolver "Wat are the SRV records of _xnpp-
server. _tcp.exanmple.con?", the resolver will renmenber that it knows
the nane servers of exanple.comand will just query them bypassing
the root and .com Because there is typically no caching in the stub
resol ver, the resolver, unlike the authoritative servers, sees
ever yt hi ng.

Al nmost all the DNS queries are today sent over UDP, and this has
practical consequences if soneone thinks of encrypting this traffic
(sone encryption solutions are typically done for TCP, not UDP)

| should be noted to that DNS resol vers sonetinmes forward requests to
bi gger nmachines, with a larger and nore shared cache, the forwarders.
From the point of view of privacy, forwarders are |ike resolvers
except that the caching in the resol ver before them decreases the
anount of data they can see

Anot her inportant point to keep in nmind when anal yzing the privacy

i ssues of DNSis the mx of nany sort of DNS requests received by a
server. Let’s assune the eavesdropper want to know whi ch Wb page is
visited by an user. For a typical Web page displayed by the user
there are three sorts of DNS requests:

Primary request: this is the domain name that the user typed or
sel ected froma bookmark or choosed by clicking on an hyperklink
Presumably, this is what is of interest for the eavesdropper.

Secondary requests: these are the requests perforned by the user
agent (here, the Wb browser) wi thout any direct involvnent or
know edge of the user. For the Wb, they are triggered by

i ncluded content, CSS sheets, JavaScript code, enbedded inages,
etc. In sonme cases, there can be dozens of domain nanes in a

si ngl e page.

Tertiary requests: these are the requests perforned by the DNS
systemitself. For instance, if the answer to a query is a
referral to a set of nane servers, and the glue is not returned,
the resolver will have to do tertiary requests to turn name
servers’ naned into | P addresses

For privacy-related terns, we will use here the terninol ogy of
[ RFC6973] .
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2. Risks

This draft focuses nostly on the study of privacy risks for the end-
user (the one performing DNS requests). Privacy risks for the hol der
of a zone (the risk that soneone gets the data) are discussed in

[ RFC5936]. Non-privacy risks (such as cache poisoning) are out of
scope.

2.1. The alleged public nature of DNS data

It has long been clained that "the data in the DNS is public". Wile
this sentence nakes sense for an Internet wi de | ookup system there
are nultiple facets to data and neta data that deserve a nore
detailed |look. First, access control lists and private nane spaces
nonw t hst andi ng, the DNS operates under the assunption that public
facing authoritative name servers will respond to "usual"” DNS queries
for any zone they are authoritative for w thout further

aut hentication or authorization of the client (resolver). Due to the
| ack of search capabilities, only a given gnane will reveal the
resource records associated with that name (or that nane’s non

exi stence). In other words: one needs to know what to ask for to
receive a response. The zone transfer qtype [RFC5936] is often

bl ocked or restricted to authenticated/authorized access to enforce
this difference (and maybe for other, nore dubi ous reasons).

Another differentiation to be applied is between the DNS data as
ment i oned above and a particular transaction, nost prom nently but

not limted to a DNS nane | ookup. The fact that the results of a DNS
query are public within the boundaries described in the previous

par agraph and therefore night have no confidentiality requirenents
does not inply the same for a single or a sequence of transactions.

A typical exanple fromoutside the DNS world: the Wb site of

Al coholics Anonynous is public, the fact that you visit it should not
be.

2.2. Data in the DNS request

The DNS request includes many fields but two of them seem specially
rel evant for the privacy issues, the gnane and the source | P address.
"source | P address" is used in a | oose sense of "source |P address +
may be source port", because the port is also in the request and can
be used to sort out several users sharing an | P address (CGN for

i nstance).

The gnanme is the full nane sent by the original user. It gives

i nformati on about what the user does ("Wat are the MX records of
exanpl e. net?" nmeans he probably wants to send enmail to soneone at
exanpl e. net, which may be a donain used by only a few persons and
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therefore very revealing). Some gnhames are nore sensitive than
others. For instance, querying the A record of google-anal ytics.com
reveals very little (everybody visits Wb sites which use Googl e

Anal ytics) but querying the A record of www. verybad. exanpl e where
verybad. exanple is the domain of an illegal or very offensive

organi zation may create nore problens for the user. Another exanple
i s when the gnane enbeds the software one uses. For instance,

_ldap. _tcp.Default-First-Site-Name._sites.gc. _nsdcs. exanple.org. O
some BitTorrent clients that query a SRV record for _bittorrent-
tracker. _tcp. domai n. exanpl e.

Anot her inportant thing about the privacy of the gname is the future
usages. Today, the lack of privacy is an obstacle to putting
interesting data in the DNS. At the noment your DNS traffic m ght

reveal that you are doing enmail but not who with. |[If your MJA starts
| ooki ng up PGP keys in the DNS [I-D. wout ers-dane-openpgp] then
privacy becones a lot nore inportant. And enmail is just an exanple,

there will be other really interesting uses for a nore secure (in the
sense of privacy) DNS

For the conmuni cation between the stub resolver and the resolver, the
source | P address is the one of the user’s machine. Therefore, al
the i ssues and warni ngs about collection of |P addresses apply here.
For the conmmuni cation between the resolver and the authoritative nane
servers, the source |IP address has a different nmeaning, it does not
have the sane status as the source address in a HTTP connection. It
is nowthe I P address of the resolver which, in a way "hides" the
real user. However, it does not always work. Sonetines

[1-D. vander gaast - edns-client-subnet] is used. Sonetinmes the end user
has a personal resolver on her machine. |In that case, the |IP address
is as sensitive as it is for HITP.

A note about |P addresses: there is currently no | ETF docunent which
describes in detail the privacy issues of |P addressing. In the nean
time, the discussion here is intended to include both IPv4 and | Pv6
source addresses. For a nunber of reasons their assignment and
utilization characteristics are different, which may have
inplications for details of information | eakage associated with the
coll ection of source addresses. (For example, a specific |IPv6 source
address seen on the public Internet is less likely than an | Pv4
address to originate behind a CGN or other NAT.) However, for both

I Pv4 and | Pv6 addresses, it's inportant to note that source addresses
are propagated with queries and conprise netadata about the host,
user, or application that originated them

2.3. Cache snooping
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The content of resolvers can reveal data about the clients using it.
This informati on can soneti nes be exam ned by sendi ng DNS queries
with RD=0 to inspect cache content, particularly |ooking at the DNS
TTLs. Since this also is a reconnai ssance technique for subsequent
cache poi soning attacks, sone counter neasures have al ready been
devel oped and depl oyed.

2.4. On the wire

DNS traffic can be seen by an eavesdropper like any other traffic.

It is typically not encrypted. (DNSSEC, specified in [ RFC4033]
explicitely excludes confidentiality fromits goals.) So, if an
initiator starts a HTTPS comunication with a recipient, while the
HTTP traffic will be encrypted, the DNS exchange prior to it will not
be. Wen the other protocols will become nore or nore privacy-aware
and secured agai nst surveillance, the DNS risks to becone "the
weakest |ink" in privacy.

What al so makes the DNS traffic different is that it may take a
different path than the comunicati on between the initiator and the
reci pient. For instance, an eavesdropper may be unable to tap the
wire between the initiator and the recipient but nmay have access to
the wire going to the resolver, or to the authoritative nane servers.

The best place, froman eavesdropper’s point of view, is clearly
between the stub resolvers and the resol vers, because he is not
limted by DNS cachi ng.

The attack surface between the stub resolver and the rest of the
world can vary w dely dependi ng upon how the end user’s conputer is
configured. By order of increasing attack surface:

The resol ver can be on the end user’s conputer. |In (currently) a
smal | nunber of cases, individuals may choose to operate their own
DNS resol ver on their local machine. |In this case the attack surface

for the stub resolver to caching resolver connection is linted to
t hat single machine.

The resolver can be in the AP (Internet Access Provider) prenises.
For nost residential users and potentially other networks the typica
case is for the end user’s conputer to be configured (typically
automatically through DHCP) with the addresses of the DNS resol ver at
the AP. The attack surface for on-the-wire attacks is therefore
fromthe end user system across the |local network and across the | AP
network to the I AP s resol vers

The resol ver may al so be at the |ocal network edge. For many/ nost
enterprise networks and for sone residential users the caching
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resol ver may exist on a server at the edge of the local network. In
this case the attack surface is the local network. Note that in

| arge enterprise networks the DNS resol ver may not be |ocated at the
edge of the local network but rather at the edge of the overal
enterprise network. |In this case the enterprise network could be

t hought of as similar to the | AP network referenced above.

The resol ver can be a public DNS service. Sone end users may be
configured to use public DNS resol vers such as those operated by
Googl e Public DNS or QpenDNS. The end user may have configured their
machi ne to use these DNS resol vers thenselves - or their | AP nmay
choose to use the public DNS resol vers rather than operating their

own resolvers. |In this case the attack surface is the entire public
I nternet between the end user’s connection and the public DNS
servi ce.

2.5. In the servers

Using the terminol ogy of [RFC6973], the DNS servers (resolvers and
authoritative servers) are enablers: they facilitate comunication
between an initiator and a recipient without being directly in the
conmmuni cations path. As a result, they are often forgotten in risk
anal ysis. But, to quote again [RFC6973], "Although [...] enablers
may not generally be considered as attackers, they may all pose
privacy threats (depending on the context) because they are able to
observe, collect, process, and transfer privacy-relevant data." In
[ RFC6973] parl ance, enabl ers becone observers when they start

col l ecting data.

Many prograns exist to collect and anal yze DNS data at the servers
Fromthe "query | og" of sone prograns like BIND, to tcpdunp and nore
sophi sticated prograns |ike PacketQ [ packetq] reference and DNSnmezzo
[dnsnezzo]. The organi zati on managi ng the DNS server can use this
data itself or it can be part of a surveillance programlike PRI SM
[prisn] and pass data to an outside attacker

Sonetinmes, these data are kept for a long time and/or distributed to
third parties, for research purposes [ditl], for security analysis,

or for surveillance tasks. Also, there are observation points in the
net wor k whi ch gather DNS data and then nmake it accessible to third-
parties for research or security purposes ("passive DNS

[ passi ve-dns]™").
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2.5.1. In the resolvers

The resolvers see the entire traffic since there is typically no
caching before them They are therefore well situated to observe the
traffic. To summarize: your resolver knows a | ot about you. The
resolver of a large AP, or a large public resolver can collect data
frommany users. You may get an idea of the data collected by
readi ng the privacy policy of a big public resolver [1].

2.5.2. In the authoritative nane servers

Unli ke the resolvers, they are limted by caching. They see only a
part of the requests. For aggregated statistics ("what is the
percentage of LOC queries?"), it is sufficient but it nay prevent an
observer to observe everything. Nevertheless, the authoritative name
servers sees a part of the traffic and this sanple nmay be sufficient
to defeat sone privacy expectations.

Al so, the end user has typically sone | egal/contractual link with the
resol ver (he has chosen the | AP, or he has chosen to use a given
public resolver) while he is often not even aware of the role of the
authoritative name servers and their observation abilities.

It is an interesting question whether the privacy issues are bigger
in the root or in a large TLD. The root sees the traffic for all the
TLDs (and the huge amount of traffic for non-existing TLD) but a

| arge TLD has | ess caching before it.

As noted before, using a |local resolver or a resolver close to the
machi ne decreases the attack surface for an on-the-w re eavesdropper
But it may decrease privacy agai nst an observer |ocated on an

aut horitative name server since the authoritative nanme server wll
see the I P address of the end client, and not the address of a big
resol ver shared by nmany users. This is no longer true if

[1-D. vander gaast - edns-cl i ent-subnet] is used because, in this case,
the authoritative nanme server sees the original |IP prefix or address
(dependi ng on the setup).

As of today, all the instances of one root nane server, L-root,
recei ve together around 20 000 queries per second. Wile nost of it
is junk (errors on the TLD nane), it gives an idea of the anbunt of
bi g data which pours into nane servers
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2

5.

Many domai ns, including TLD, are partially hosted by third-party
servers, sonetimes in a different country. The contracts between the
domai n manager and these servers may or may not take privacy into
account. But it nay be surprising for an end-user that requests to a
given ccTLD may go to servers nanaged by organi sations outside of the
country.

5.3. Rogue servers

A rogue DHCP server can direct you to a rogue resolver. Mst of the
times, it seens to be done to divert traffic, by providing lies for
some domain nanes. But it could be used just to capture the traffic
and gather information about you. Sane thing for malwares |ike
DNSchanger [ dnschanger] whi ch changes the resolver in the machine’ s
confi guration.

Actual "attacks"

A very quick exami nation of DNS traffic may lead to the fal se

concl usion that extracting the needle fromthe haystack is difficult.
"Interesting"” primary DNS requests are mixed with useless (for the
eavesdropper) second and tertiary requests (see the ternminology in
Section 1). But, in this tine of "big data" processing, powerful

t echni ques now exist to get fromthe raw data to what you're actually
interested in.

Many research papers about malware detection use DNS traffic to
detect "abnornal" behavi our that can be traced back to the activity
of malware on infected machines. Yes, this research was done for the
good but, technically, it is a privacy attack and it denonstrates the
power of the observation of DNS traffic. See [dns-footprint],

[ dagon- mal war e] and [ dar kr eadi ng- dns] .

Passi ve DNS systens [passive-dns] allow reconstruction of the data of
sonmetines an entire zone. It is used for nmany reasons, some good,
some bad. It is an exanple of privacy issue even when no source |IP
address is kept.

Legalities
To our know edge, there are no specific privacy |laws for DNS data.
Interpreting general privacy laws |ike [data-protection-directive]
(European Union) in the context of DNS traffic data is not an easy
task and it seens there is no court precedent here.

Security considerations
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7.

7.

7.

This docunent is entirely about security, nore precisely privacy.
Possi bl e solutions to the issues described here are discussed in
[1-D. bortzneyer-dnsop-privacy-sol] (gname mnim zation, |ocal caching
resolvers), [I-D. hzhwmstart-tls-for-dns] (encryption of traffic) or
in [I-D w jngaards-dnsop-confidentialdns] (encryption also).

Attenpts have been nade to encrypt the resource record data
[I-D.tinmrs-encrypt-naptr].
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1. Introduction and background

The problem statenent is exposed in
[1-D. bortzneyer-dnsop-dns-privacy]. The terninology here is also
defined in this conpani on docunent.

2. Possi bl e techni cal sol utions

We nention here only the solutions that could be deployed in the
current Internet. Disruptive solutions, like replacing the DNS with
a conpletely new resolution protocol, are interesting but are kept
for a future work. Renmenber that the focus of this docunment is on
describing the threats, not in detailing solutions. This sectionis
therefore non-normative and is NOT a technical specification of
solutions. For the sane reason, there are not yet actua
reconmendations in this document.

Rai sing seriously the bar against the eavesdropper will require
SEVERAL actions. Not one is decisive by itself but, together, they
can have an effect. The nobst inportant suggested here are:

gnharme m nim zation,

encryption of DNS traffic,

paddi ng (sendi ng random queries fromtine to tine).

We detail sone of these actions later, classified by the kind of
observer (on the wire, in a server, etc). Some actions will help
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agai nst several kinds of observers. For instance, padding, sending
gratuitous queries fromtinme to time (queries where you' re not
interested in the replies, just to disturb the analysis), is usefu
against all sorts of observers. It is a costly technique, because it
increases the traffic on the network but it seriously blurs the
picture for the observer.

2.1. Onthe wire
2.1.1. Reducing the attack surface

See Section 2.2.1 since the solution described there apply agai nst
on-the-wire eavesdropping as well as against observation by the
resol ver.

2.1.2. Encrypting the DNS traffic

To really defeat an eavesdropper, there is only one solution
encryption. But, fromthe end user point of view, even if you check
that your communi cati on between your stub resolver and the resol ver
is encrypted, you have no way to ensure that the communi cation

bet ween the resolver and the autoritative nane servers will be.
There are two different cases, conmmunication between the stub

resol ver and the resolver (no caching but only two parties so
solutions which rely on an agreenent nmay work) and conmuni cation

bet ween the resolver and the authoritative servers (|l ess data because
of caching, but many parties involved, so any solution has to scale
well). Encrypting the "last mle", between the user’s stub resol ver
and the resolver nay be sufficient since the biggest danger for
privacy is between the stub resolver and the resol ver, because there
is no caching involved there.

The only encryption mechani sm avail able for DNS which is today an

| ETF standard is I Psec in ESP node. Its deploynent in the w de
Internet is very limted, for reasons which are out of scope here.
Still, it may be a solution for "the last mile" and, indeed, many VPN
solutions use it this way, encrypting the whole traffic, including
DNS to the safe resolver. |In the | ETF standards, a possible
alternative could be DILS [RFC6347]. It enjoyed very little actua
depl oynent and its interaction with the DNS has never been

consi dered, studied or of course inplenented. There are al so non
standard encryption techniques |ike DNScrypt [dnscrypt] for the stub
resol ver <-> resolver conmuni cati on or DNScurve [dnscurve] for the
resolver <-> authoritative server conmunication. |t seenms today that
the possibility of nassive encryption of DNS traffic is very renote.

A last "pervasive encryption"” solution for the DNS coul d be the
promising [|-D. wijngaards-dnsop-confidential dns].
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Anot her solution would be to use nore TCP for the queries, together
with TLS [ RFC5246]. DNS can run over TCP and it provides a good way
to |l everage the software and experience of the TLS world. There have
been di scussions to use nore TCP for the DNS, in light of reflection
attacks (based on the spoofing of the source |P address, which is
much nore difficult with TCP). For instance, a stub resolver could
open a TCP connection with the resolver at startup and keep it open
to send queries and receive responses. The server would of course be
free to tear down these connections at will (when it is under stress,
for instance) and the client could reestablish them when necessary.
Remenber that TLS sessions can survive TCP connections so there is no
need to restart the TLS negociation each time. This DNS-over-TLS-

over-TCP is already inplemented in the Unbound resolver. It is safe
only if pipelining nmultiple questions over the same channel. Nane
compressi on should al so be disabled, or CRIME-style [crine] attacks
can apply.

Encryption al one does not guarantee perfect privacy, because of the
avai l abl e metadata. For instance, the size of questions and
responses, even encrypted, provide hints about what queries have been
sent. (DNScrypt uses random | ength padding, and a 64 bytes bl ock
size, to limt this risk, but this raises other issues, for instance
during anplification attacks. Qher security protocols use sinlar
techni ques, for instance ESPv3.) Observing the periodicity of
encrypted questions/responses al so discloses the TTL, which is yet
anot her hint about the queries. Non-cached responses are disclosing
the RTT between the resolver and authoritative servers. This is a
very useful indication to guess where authoritative servers are

| ocated. Wb pages are nade of many resources, leading to nultiple
requests, whose nunber and timng fingerprint which web site is being
browsed. So, observing encrypted traffic is not enough to recover
any plaintext queries, but is enough to answer the question "is one
of nmy enpl oyees browsi ng Facebook?". Finally, attackers can perform
a deni al -of -service attack on possible targets, check if this nakes a
difference on the encrypted traffic they observe, and infer what a

query was.
2. 2. In the servers
2.2.1. In the resolvers

It does not seemthere is a possible solution against a |eaky
resolver. A resolver has to see the entire DNS traffic in clear
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The best approach to linmt the problemis to have |ocal resolvers
whose caching will limt the |eak. Local networks should have a

| ocal caching resolver (even if it forwards the unanswered questions
to a forwarder) and individual |aptops can have their very own

resol ver, too

One nechanismto potentially mitigate on the wire attacks between
stub resolvers and caching resolvers is to deternine if the network
| ocation of the caching resolver can be noved closer to the end
user’s conputer (reducing the attack surface). As noted earlier in
[1-D. bortzneyer-dnsop-dns-privacy], if an end user’s conputer is
configured with a caching resolver on the edge of the | ocal network
an attacker would need to gain access to that local network in order
to successfully execute an on the wire attack against the stub
resolver. On the other hand, if the end user’s conputer is
configured to use a public DNS service as the caching resolver, the
attacker needs to sinply get in the network path between the end user
and the public DNS server and so there is a nmuch greater opportunity
for a successful attack. Configuring a caching resolver closer to
the end user can also reduce the possibility of on the wire attacks.

2.2.2. In the authoritative nane servers

A possible solution would be to minimze the amobunt of data sent from
the resolver. Wen a resolver receives the query "Wat is the AAAA
record for ww. exanpl e.con?", it sends to the root (assuming a cold
resol ver, whose cache is enpty) the very same question. Sending
"What are the NS records for .conP" would be sufficient (since it
will be the answer fromthe root anyway). To do so would be
conmpatible with the current DNS system and therefore could be

depl oyabl e, since it is an unilateral change to the resolvers.

To do so, the resolver needs to know the zone cut [ RFC2181]. There

is not a zone cut at every |label boundary. If we take the nane
www. f 0o. bar. exanple, it is possible that there is a zone cut between
"foo" and "bar" but not between "bar" and "exanple". So, assuning

the resol ver already knows the nane servers of .exanple, when it
receives the query "What is the AAAA record of www foo. bar. exanpl e",
it does not always know if the request should be sent to the name
servers of bar.exanple or to those of exanple. [RFC2181] suggests an
algorithmto find the zone cut, so resolvers may try it.

Not e that DNSSEC-validating resolvers already have access to this
i nformation, since they have to find the zone cut (the DNSKEY record
set is just below, the DS record set just above).

It can be noted that ninimzing the anount of data sent al so
partially addresses the case of a wire sniffer.
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One should note that the behavi our suggested here (nininizing the
anount of data sent in gnanes) is NOT forbidden by the [ RFC1034]
(section 5.3.3) or [RFCL1035] (section 7.2). Sending the full gname
to the authoritative nane server is a tradition, not a protoco
requirnent.

Anot her note is that the answer to the NS query, unlike the referra
sent when the question is a full gname, is in the Answer section, not
in the Authoritative section. It has probably no practica
consequences.

2.2.3. Rogue servers
Tradi tional security neasures (do not |et malware change the system
configuration) are of course a nust. A protection against rogue
servers announced by DHCP could be to have a local resolver, and to
al ways use it, ignoring DHCP

3. Security considerations
Hey, man, the entire docunent is about security!

4. Acknow edgnents
Thanks to O af Kol kman and Francis Dupont for the interesting
di scussi ons, specially about gname m nimnization. Thanks to Mhsen
Soui ssi for proofreadi ng.

5. References

5.1. Normative References

[ RFC1034] Mockapetris, P., "Domain nanes - concepts and facilities"”
STD 13, RFC 1034, Novenber 1987.

[ RFC1035] Mbckapetris, P., "Domain names - inplementation and
speci fication", STD 13, RFC 1035, Novenber 1987.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Levels", BCP 14, RFC 2119, March 1997.

[ RFC6973] Cooper, A., Tschofenig, H., Aboba, B., Peterson, J.,
Morris, J., Hansen, M, and R Smith, "Privacy
Consi derations for Internet Protocols", RFC 6973, July
2013.

[1-D. bortzmeyer-dnsop-dns-privacy]

Bort zneyer Expi res June 20, 2014 [ Page 6]



Internet-Draft Enhancenents to DNS privacy Decenber 2013

Bort zneyer, S., "DNS privacy problem statenent”, draft-
bort zmeyer - dnsop- dns-privacy-00 (work in progress),
Novenber 2013.

5.2. Infornmative References

[RFC2181] Ez, R and R Bush, "Carifications to the DNS
Speci fication", RFC 2181, July 1997.

[ RFC4033] Arends, R, Austein, R, Larson, M, Mssey, D., and S
Rose, "DNS Security Introduction and Requirenents", RFC
4033, March 2005.

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008.

[ RFC5936] Lewis, E. and A Hoenes, "DNS Zone Transfer Protocol
(AXFR)", RFC 5936, June 2010.

[ RFC6347] Rescorla, E. and N. Mddadugu, "Datagram Transport Layer
Security Version 1.2", RFC 6347, January 2012.

[1-D. koch-perpass-dns-confidentiality]
Koch, P., "Confidentiality Aspects of DNS Dat a,
Publ i cation, and Resol ution", draft-koch-perpass-dns-
confidentiality-00 (work in progress), Novenber 2013.

[1-D. vander gaast - edns-cl i ent - subnet ]
Contavalli, C, Gaast, W, Leach, S., and E. Lew s,
"Client Subnet in DNS Requests", draft-vandergaast-edns-
client-subnet-02 (work in progress), July 2013.

[1-D.wijngaards-dnsop-confidential dns]
W jngaards, W, "Confidential DNS", draft-w jngaards-
dnsop- confi denti al dns-00 (work in progress), Novenber
2013.

[ dnsop] | ETF, , "The dnsop mailing list", Cctober 2013.

[ dagon- nal war e]
Dagon, D., "Corrupted DNS Resol ution Paths: The Ri se of a
Mal i ci ous Resol ution Authority", 2007.

[ dns-footprint]
Stoner, E., "DNS footprint of malware", Cctober 2010.

[ dar kr eadi ng- dns]

Bort zneyer Expi res June 20, 2014 [ Page 7]



Internet-Draft Enhancenents to DNS privacy Decenber 2013
Lenmos, R, "Got Ml ware? Three Signs Reveal ed I n DNS
Traffic", May 2013.

[ dnschanger]
W ki pedia, , "DNSchanger", Novenber 2011

[dnscrypt]
Denis, F., "DNSCrypt",

[ dnscurve]

Bernstein, D., "DNScurve",

[prisn NSA, , "PRISM', 2007.

[crine] Ri zzo, J. and T. Dong, "The CRI ME attack against TLS"
2012.

[ditl] , "ADay inthe Life of the Internet (DI TL)", 2002

[ dat a- protection-directive]
, "European directive 95/46/EC on the protection of
individuals with regard to the processing of personal data
and on the free novenment of such data", Novenber 1995

[ passi ve- dns]
Weiner, F., "Passive DNS Replication", April 2005.

[tor-Ieak]
, "DNS | eaks in Tor", 2013.

Aut hor’ s Addr ess

St ephane Bortzneyer

AFNI C

| meubl e | nternationa

Sai nt-Quentin-en-Yvelines 78181
France

Phone:
Emai | :
URI :

Bort znmeyer

+33 1 39 30 83 46
bortzmeyer+ietf@ic.fr
http://ww. afnic.fr/

Expi res June 20, 2014

[ Page 8]



Net wor k Wor ki ng Group Z. Hu

Internet-Draft L. Zhu
I nt ended status: Standards Track J. Hei demann
Expires: January 5, 2015 USC/ I nformat i on Sci ences
Institute
A. Mankin
D. Wessel s

Verisign Labs
July 4, 2014

Starting TLS over DNS
draft-hzhwm start-tl s-for-dns-01

Abstract

Thi s docunent describes a technique for upgrading a DNS TCP
connection to use Transport Layer Security (TLS) over standard ports.
Encryption provi ded by DNS-over-TLS eliminates opportunities for
eavesdroppi ng of DNS queries in the network. The proposed nmechani sm
i s backwards conpatible with clients and servers that are not aware
of DNS-over-TLS

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 5, 2015.

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of

Hu, et al. Expi res January 5, 2015 [ Page 1]



Internet-Draft Starting TLS over DNS July 2014

Hu,

publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

I nt roducti on

Today, nearly all DNS queries ([RFCL034] and [ RFC1035]) are sent
unencrypted, which nakes them vul nerable to eavesdroppi ng by an
attacker that has access to the network channel, reducing the privacy
of the querier. Recent news reports have el evated these concerns,
and ongoing efforts are beginning to identify privacy concerns about
DNS ([draft-bortzneyer-dnsop-dns-privacy]).

Prior work has addressed sonme aspects of DNS security, but none
addresses privacy between a DNS client and server using standard
protocols. DNS Security Extensions (DNSSEC, [RFC4033]) provide
_response integrity_ by defining nmechanisnms to cryptographically sign
zones, allowi ng end-users (or their first-hop resolver) to verify
replies are correct. DNSSEC however does nothing to protect request
or response privacy. Traditionally, either privacy was not
considered a requirenent for DNS traffic, or it was assuned that
network traffic was sufficiently private, however these perceptions
are evolving due to recent events.

More recently, DNSCurve [draft-denpsky-dnscurve] defines a nmethod to
provide link-level confidentiality and integrity between DNS clients
and servers. However, it does so with a new cryptographic protoco
and so does not take advantage of TLS. Confidential DNS

[draft-w jngaards-confidential dns] and | PSECA
[draft-osterweil-dane-i psec] use opportunistic encryption to provide
privacy for DNS queries and responses. However, it is unclear how a
client can locate an RR specific to its first-hop resolver. Finally,
ot hers have suggested DNS-over-TLS. Recent work suggests DNS-over-
TLS ([draft-bortzmeyer-dnsop-privacy-sol]), and the Unbound DNS

sof tware [unbound] includes a DNS-over-TLS inpl enentati on. However,
neither defines nethods to negotiate TLS use over an existing
connection; unbound instead requires DNS-over-TLS to run on a
different port.

The mechani sm described in this docunment enables DNS clients and
servers to upgrade an existing DNS-over-TCP connection to a DNS-over-
TLS connection. It is analogous to STARTTLS [ RFC2595] used in SMIP

[ RFC3207], | MAP [ RFC3501] and POP [ RFC1939].
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Thi s docunent defines only the protocol extensions necessary to
support TLS negotiation. |t does not describe how DNS clients m ght
val i date server certificates or specify trusted certificate
authorities. Solutions for certificate authentication are outside
the scope of this docunent.

Reserved Words

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Prot ocol Changes

Clients and servers indicate their support for, and desire to use,
DNS- over-TLS by setting a bit in the Flags field of the EDNSO

[ RFC6891] OPT nmeta-RR. The "TLS OK' (TO bit is defined as the
second bit of the third and fourth bytes of the "extended RCODE and
flags" portion of the EDNSO OPT neta-RR, immedi ately adjacent to the
"DNSSEC OK" (DO) bit [RFC4033]:

+0 (MSB) +1 (LSB)
i S S
0: | EXTENDED- RCODE | VERSI ON |
T T S
2: |DQ Tg z |

R T e O e T e S i R S
Use by DNS Clients
1. Sending Queries

DNS clients MAY set the TO bit in queries sent using UDP transport to
signal their general ability to support DNS-over-TLS. dients which
get no response to UDP TO=1 queries SHOULD retransnmit them wi thout
the TO bit set.

DNS clients MAY set the TODbit in the initial query sent to a server
using TCP transport to signal their desire that the TCP connection be
upgraded to TLS. DNS clients MJST NOT set the TO bit on subsequent
gueries when using TCP or TLS transport (to avoid ambiguity).

Since the nmotivation for DNS-over-TLS is to preserve privacy, DNS
clients SHOULD use a query that reveals no private information in the
initial TO=1 query to a server. To provide a standard "dummy" query,
it is RECOWENDED to send the initial query with RD=0

QNAME=" STARTTLS", QCLASS=CH, and QIYPE=TXT (" STARTTLS/ CH TXT")

et al. Expi res January 5, 2015 [ Page 3]



Internet-Draft Starting TLS over DNS July 2014

anal ogous to administrative queries already in w despread use
[ RFC4892] .

After sending the initial TO=1 query using TCP transport, DNS clients
MUST wait for the initial response before sendi ng any subsequent
queries over the sane TCP connection

2.1.2. Receiving Responses

A DNS client that receives a response using UDP transport that has
the TO bit set MJST handl e that response as usual. |t MAY record the
server’s support for DNS-over-TLS and use that information as part of
its server selection algorithmin the case where nmultiple servers are
available to service a particular query.

A DNS client that receives a response to its initial query using TCP
transport that has the TO bit set MJUST imediately initiate a TLS
handshake using the procedure described in [ RFC5246].

A DNS client that receives a response to its initial query using TCP
transport that has the TO bit clear MJST not initiate a TLS handshake
and SHOULD utilize the existing TCP connection for subsequent

queries. DNS clients SHOULD renenber server |P addresses that don't
support DNS-over-TLS (including TLS handshake failures) and SHOULD
NOT request DNS-over-TLS fromthem for reasonable period. (W
suggest 1 hour, or when the client discovers a new resolver.)

2.2. Use by DNS Servers
2.2.1. Receiving Queries
A DNS server receiving a query over UDP MJST ignore the TO bit.

A DNS server receiving a query over an existing TLS connecti on MJST
i gnore the TO bit.

A DNS server receiving an initial query over TCP that has the TO bit
set MAY informthe client it is willing to establish a TLS session
as described in the next section.
A DNS server receiving subsequent queries over TCP MJST ignore the TO
bit. (Aclient wishing to start TLS after the initial query MJST
open a new TCP connection to do so.)

2.2.2. Sending Responses

A DNS server sending a response over UDP SHOULD set the TO bit to
indicate its general support for DNS-over-TLS, as long as it is
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willing and able to support a TLS connection with the particul ar
client.

A DNS server receiving an initial query over TCP that has the TO bit
set MAY set the TO bit in its response. The server MJST then proceed
with the TLS handshake protocol

A DNS server receiving a "dumy" STARTTLS/ CH TXT query over TCP MJST
respond with RCODE=0 and a TXT RR in the Answer section. Contents of
the TXT RR are strictly informative (for humans) and MJST NOT be
interpreted by the client software. Reconmended TXT RDATA val ues are
"STARTTLS" or "NO TLS".

Est abl i shed Sessi ons

After TLS negotiation conpletes, the connection will be encrypted and
is now protected from eavesdroppi ng and nornmal DNS queries SHOULD
take pl ace.

Both clients and servers SHOULD fol |l ow exi sting DNS-over-TCP tineout
rul es, which are often inplenentation- and situation-dependent. In
the absence of any other advice, the RECOMVENDED ti meout val ues are
30 seconds for recursive name servers, 60 seconds for clients of
recursive name servers, 10 seconds for authoritative nane servers
and 20 seconds for clients of authoritative nane servers. Current
work in this area may assi st DNS-over-TLS clients and servers sel ect
useful timeout values [draft-wouters-edns-tcp-keepalive] [tdns].

As with current DNS-over-TCP, DNS servers MAY cl ose the connection at
any tine (e.g., due to resource constraints). As with current DNS-
over-TCP, clients MJST handl e abrupt closes and be prepared to
reestabl i sh connections and/or retry queries. DNS servers SHOULD use
the TLS close-notify request to shift TCP TIME-WAIT state to the
clients.

DNS servers SHOULD enabl e fast TLS session resunption [ RFC5077] to
avoi d keepi ng per-client session state.

Downgr ade Attacks and M ddl eboxes

M ddl eboxes [ RFC3234] nmy be present in sone networks and have been
known to interfere with normal DNS resolution and create problens for
DNS- over-TLS. Remarkably, downgrade attacks can affect plaintext
protocols that utilize "STARTTLS" signaling in a simlar way. A DNS
client attenpting DNS-over-TLS through a niddl ebox, or in the
presence of a downgrade attack, could have one of the follow ng

out cones (as discussed in prior RFCs [ RFC3207]):
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1. The DNS client sends a TO=1 query and receives a TO=0 response.
In this case there is no upgrade to TLS and DNS resol uti on occurs
normal |y, w thout encryption

2. The DNS client sends a TO=1 query and receives a TO=1 response,
but the TLS handshake fails because the server’s certificate
cannot be authenticated. In this case the client SHOULD cl ose
the established connection and fall back to unencrypted DNS for a
reasonabl e period (as discussed in Section 2.1.2).

3. The DNS client sends a TO=1 query and receives a TO=1 response,
but the niddl ebox does not understand the TLS negoti ation
M ddl eboxes SHOULD clear TOin replies if they are not prepared
to pass through TLS negotiation. dients SHOULD retry DNS
without TO set if negotiation fails, and then retry with TLS
after a reasonable period (see Section 2.1.2).

4. The DNS client sends a TO=1 query but receives no response at
all. The middl ebox might be silently dropping the query due to
the presence of the TO bit, when it should, in fact, ignore and
pass through unknown flag bits [RFC6891]. The client SHOULD fall
back to nornmal (unencrypted) DNS for a reasonable period (as
di scussed in Section 2.1.2).

In general, clients that attenpt TLS and fail can either fall back on
unencrypted DNS, or wait and retry later, depending on their privacy
requirenents. |If the problem of m ddl eboxes and threat of downgrade
attacks is too serious, the IETF mght consider allocating a

dedi cated port for DNS-over-TLS [ RFC6335].

Per f or mance Consi der ati ons

DNS-over-TLS incurs additional |atency at session startup. It also
requires additional state (menory) increased processing (CPU)

1. Latency: Conpared to UDP, DNS-over-TCP requires an additiona
round-trip-time (RTT) of latency to establish the connection
The TLS handshake adds another two RTTs of l|atency. Cients and
servers shoul d support connection keepalive (reuse) and out-of -
order processing to anortize connection setup costs. Mreover
TLS connection resunption can further reduce the setup del ay.

2. State: The use of connection-oriented TCP requires keeping
additional state in both kernels and applications. TLS has
mar gi nal increases in state over TCP alone. The state
requirenents are of particular concerns on servers with nmany
clients. Smaller timeout values will reduce the nunber of
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concurrent connections, and servers can preenptively close
connections when resources limts are exceeded.

3. Processing: Use of TLS encryption algorithns results in slightly
hi gher CPU usage. Servers can choose to refuse new DNS-over- TCP
clients if processing limts are exceeded.

A full performance evaluation is outside the scope of this
specification. A nore detailed analysis of the performance

i mplications of DNS-over-TLS (and DNS-over-TCP) is discussed in a
technical report [tdns].

| ANA Consi der ati ons

This docunent defines a new bit ("TO') in the Flags field of the
EDNSO OPT neta-RR At the tine of approval of this draft in the
standards track, as per the | ANA Considerations of RFC 6891, IANA is
requested to reserve the second leftnost bit of the flags as the TO
bit, immediately adjacent to the DNSSEC DO bit, as shown in

Section 2.

Security Considerations

The goal of this proposal is to address the security risks that arise
because DNS queries may be eavesdropped upon, as described above.
There are a nunber of residual risks that may inpact this goal

1. There are known attacks on TLS, such as person-in-the-niddle and
prot ocol downgrade. These are general attacks on TLS and not
specific to DNS-over-TLS; we refer to the TLS RFCs for discussion
of these security issues.

2. Any protocol interactions prior to the TLS handshake are
performed in the clear and can be nodified by a nman-in-the-mddle
attacker. For this reason, clients MAY discard cached
i nformati on about server capabilities advertised prior to the
start of the TLS handshake.

3. As with other uses of STARTTLS-upgrade to TLS, the mechani sm
specified here is susceptible to downgrade attacks, where a
person-in-the-mddl e prevents a successful TLS upgrade. Keeping
track of servers known to support TLS (i.e., "pinning") enables
clients to detect downgrade attacks. For servers with no
connection history, clients may choose to refuse non-TLS DNS, or
they may continue without TLS, depending on their privacy
requirenents.
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4. This docunent does not propose new ideas for certificate
aut hentication for TLS in the context of DNS. Several externa
met hods are possi bl e, although each has weaknesses. The current
Certificate Authority infrastructure [RFC5280] is used by HTTP/
TLS [RFC2818]. Wth many trusted CAs, this approach has
recogni zed weaknesses [ CA Conpromise]. Some work is underway to
partially address these concerns (for exanple, with certificate
pinning [certificate_pinning], but nore work is needed. DANE
[ RFC6698] provides nmechanisnms to root certificate trust with
DNSSEC. That use here nust be carefully evaluated to address
potential issues in trust recursion. For stub-to-recursive
resol ver use, certificate authentication is sonetinmes either easy

or nearly inpossible. |If the recursive resolver is manually
configured, its certificate can be authenticated when it is
configured. |If the recursive resolver is automatically

configured (such as with DHCP [ RFC2131]), it could use DHCP
aut henti cati on nmechani sns [ RFC3118]).

Ongoi ng di scussi on of opportunistic TLS (connections wi thout CA
val idation, [draft-hoffman-uta-opportunistic-tls]) may be relevant to
DNS- over - TLS.
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1. Introduction

The Domai n Name System (DNS) [ RFC1034] [RFC1035] is the Internet’s
primary nane | ookup system It consists of a publication aspect,
represented by authoritative nane servers providing access to DNS
data covering parts of the DNS tree in units of zones, and a

resol ution aspect. The latter consists of applications that initite
DNS requests, DNS stub resolvers and DNS full resolvers (sonetines
al so called recursive resolvers or recursive name servers).

Resol vers m ght be chai ned using a forwarding nechanism 1In today’s
reality, there is a variety of intercepting DNS proxies and ot her

m ddl e boxes which are currently out of scope but nmay be addressed in
future versions of this meno.

Threats to the DNS are described in [ RFC3833] and have been addressed
by DNSSEC [ RFC4033] [ RFC4034] [ RFC4035], both to the extent that data
origin authentication is concerned. Confidentiality was not a DNSSEC
desi gn goal, although in subsequent discussion that eventually led to
the specification and depl oynent of NSEC3 [ RFC5155], confidentiality
of zone content was a nmjor issue.

1.1. The alleged public nature of DNS data

It has long been claimed that "the data in the DNSis public". Wile
this sentence nmakes sense for an Internet wi de | ookup system there
are nultiple facets to data and neta data that deserve a nore
detailed |ook. First, access control lists and private nane spaces
nonwi t hst andi ng, the DNS operates under the assunption that public
facing authoritative name servers will respond to "usual" DNS queries
for any zone they are authoritative for wthout further

aut hentication or authorization of the client (resolver). A DNS
query consists of QNAME, QCLASS and QIYPE. Due to the lack of search
capabilities, only a given QONAME will reveal the resource records
associated with that name (or that nanme’s non existence). 1In other
words: one needs to know what to ask for to receive a response. The
zone transfer QTYPE [ RFC5936] is often blocked or restricted to

aut henti cat ed/ aut hori zed access to enforce this difference (and maybe
for other, nore dubious reasons).

Anot her differentiation to be applied is between the DNS data as

menti oned above and a particular transaction, nost proninently but

not limted to a DNS nane | ookup. The fact that the results of a DNS
query are public within the boundaries described in the previous

par agraph and therefore might have no confidentiality requirenments
does not inmply the same for a single or a sequence of transactions.
Any transaction has neta data associated with the query data, e.g., a
source address and a tinestanp.
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.2. Disclainer

The practices listed in this docunent appear only to support an

i nformed di scussion. Their presence (or absence) does not inply any
form of support, engagenent, applicability, appropriateness, fitness,
or stance on |egal status.

DNS El ement wal k t hrough

This section will address the specific confidentiality issues of
verious elenents of the DNS ecosystem W will start at the
authoritative servers, |eaving the provisioning side out of scope,
cover the resolution and recursive resolvers and finally address DNS
queries at |arge and packet capturing.

.1. Authoritative Nane Servers

DNS zone data is published by authoritative name servers. Starting
at the primary master, zone data is transfered in full (AXFR) or
increments (I XFR) to secondary servers along the XFR dependency
graph. The zone data thereby is inevitably revealed to any of the
authoritative servers. Sone zones, including the DNS root zone, are
deli beratly published by nethods other than DNS AXFR

While client as well as server authentication and data integrity are
usual Iy achi eved by TSI G [ RFC2845], there is no DNS protocol feature
that provides zone transfer confidentiality. However, VPNs or other
private arrangenents are occasionally used. [RFC2182] is the nost
recent | ETF docunent potentially dealing with this issue.

.2. DNS Nanme Resol ution

Si nce the conmuni cati on between an application and the |ocal resolver
or between the | ocal (stub) resolver and a full recursive resolver is
rarely authenticated, DNS queries can and hve been redirected. This
has nostly been done with the malicius intent to inject forged
responses, but could also be used as a nan-in-the-middle (MTM
attack to learn a particular systenmis DNS queries and the response
content.

The sane queries (and responses) could be captured on the wire, even
on the way to (and fron) the correct, intended full resol ver

Usually it has been assunmed that the DNS resol uti on would not add
additional intelligence given that subsequent conmuni cation woul d
nmost likely reveal nore than the DNS | ookup. However, with recent
suggestions to encrypt, say, web (HTTP) and nail (SMIP) connecti ons,
the DNS information could be of increased interest, disclosing

ot herwi se unavai |l abl e i nformati on.
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Operators of recursive resolvers could coll ect and exani ne queries
directed to their systens.

The content of resolvers can reveal data about the clients using it.
This informati on can soneti nes be exam ned by sending DNS queries
with RD=0 to inspect cache content, particularly |ooking at the DNS
TTLs. Since this also is a reconnai ssance technique for subsequent
cache poisoning attacks, sone counter neasures have al ready been
devel oped and depl oyed.

DNS Queri es

DNS queries are initiated by an application handed over to a stub
resol ver, sonetimes involving a host dependent nane cachi ng mechani sm
that is out of scope of this document. They consist of a QNAVE
QCLASS and QTYPE, a DNS query ID and other paraneters at the IP or
transport layer. Anobng those are an I P source address, an IP ID and
a source port nunmber [RFC5452]. While sone of these paraneters have
recei ved increased attention due to their significance for DNS
response spoofing mitigation, they do not contribute to
confidentiality and may in fact deliver additional intelligence by
supportig correlation of nultiple queries fromone systemor even a
single process or application at the sane source. This is sonetines
used in resolver software fingerprinting or behavioural analysis.

The source address in a DNS query is necessary to direct the
response, but it may help to identify the requesting entity, be that
a system a process or an end user. For recursive resolvers it is
sonmetines argued that the size of the popul ation 'behind that

resol ver contributes to the noise. However, a private extension
[1-D.vander gaast - edns-client-subnet] exists that will disclose the
source address, or sone prefix of the source address to the receiver,
usual Iy an authoritative name server

The QNAME itself will be an existing or a non existing donmai n nane.
Wth reference to the earlier discussion of the public (or not)
nature of DNS data, the response nay reveal information. More
importantly, due to the use of search paths [ RFC1535] the OQNAME nmay
al so disclose information relative to the querying entity:

_ldap. _tcp.Default-First-Site-Nanme. _sites.gc. nsdcs. exanpl e. org.
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For parts of the domain nane tree that nore deeply enjoy the

hi erarchic nature of the DNS, |like the I Pv6 reverse del egation

[ RFC3596] or ENUM [ RFC6116], the query nane itself, asked for at a
particular time, may disclose related, either ongoing or subsequent
communi cation. This is partly due to the fact that the DNS treats
the QNAME in full all the tine.

Attenmpts have been nade to encrypt the resource record RDATA
[I-D.tinmrs-encrypt-naptr].

DNS Packet Capturing

Bot h epheneral and | ong term DNS captures have becone DNS operationa
practice [DI TL1] [DI TL2]. Taking these packet traces usually occurs
close to the authoritative servers, packets being captuered on the
wi re, but under the control of the endpoint operator.

Initially designed to reconstruct DNS zone content from query
response data, passive DNS [ FW2005] has evolved into a w dely used
tool. These traces are usually sourced by on the wire traffic

bet ween recursive resolver and authoritative server.

Security Considerations

Thi s docunent does not define a new protocol. It deals with
confidentiality issues of the current DNS protocol and operations.

| ANA Consi der ati ons

Thi s docunent does not propose any new | ANA registry nor does it ask
for any allocation froman existing | ANA registry.
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docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

The privacy of the Question, Answer, Authority and Additiona
sections in DNS queries and responses is protected by the
confidential DNS protocol by encrypting the contents of each section
The goal of this change to the DNS protocol is to nake |arge scale
nmoni toring nore expensive, see [draft-bortzneyer-dnsop-dns-privacy]
and [draft-koch-perpass-dns-confidentiality]. Authenticity and
integrity may be provided by DNSSEC, this protocol does not change
DNSSEC and does not offer the nmeans to authenticate responses.

Confidential conmunication between any pair of DNS servers is
supported, both between iterative resolvers and authoritative servers
and between stub resolvers and recursive resol vers.

The confidential DNS protocol has mnimal inpact on the nunber of
packets involved in a typical DNS query/response exchange by

| everagi ng a cacheabl e ENCRYPT Resource Record and an optionally
cacheabl e shared secret. The protocol supports sel ectable
cryptographic suites and paranmeters (such as key sizes).

The client fetches an ENCRYPT RR fromthe server that it wants to
contact. The public key retrieved in the ENCRYPT RRis used to
encrypt a shared secret or public key that the client uses to encrypt
the sections in the DNS query and which the nane server uses to
encrypt the DNS response.

As this is opportunistic encryption, the key is (re-)fetched when the
exchange fails or after the TTL expires. |If the key fetch fails or
the encrypted query fails, comrunication in the clear is perforned.

The server advertises which crypto suites and key | engths nmay be used
in the ENCRYPT RR, the client then chooses a crypto suite fromthis
list and includes that selection in subsequent DNS queri es.

The key fromthe server can be cached by the client, using the TTL
specified in the ENCRYPT RR, the I P address of the server

di stingui shes keys in the cache. The server may al so cache shared
secrets and keys fromclients.

The optional authenticated node of operation uses two nechani sns, one

for authoritative and one for recursive servers, that fetch the
public key for the server and sign it with DNSSEC. For authoritative
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servers, the key is included in an extra DS record in the parent’s
del egation. For recursive servers the key is at the reverse IP
address | ocati on.

2.  ENCRYPT RR Type

The RR type for confidential DNS is ENCRYPT, type TBD (decimal). The
presentation format is:

ENCRYPT [flags] [algo] [id] [data]

The flags, algo and id are unsigned nunbers in decinmal and the data
is in base-64. The wireformat is: one octet flags, one octet algo,
one octet id and the remainder of the rdata is for the data. The
type is class independent. The domain nane of the ENCRYPT record is
"." (the root label) for hop-by-hop exchanges.

In the flags the least two bits are the usage value. The other flag
bits MJUST be sent as zeroes, and the receiver MJST ignore RRs that
have other flag bits set.

0 PAD (usage=0): the ENCRYPT contains padding material. Al go and id
are set to 0. Its data length varies (0-63 octets), and may
contain any value. It is used to pad packets to obscure the
packet |ength. Append such records to nmake the DNS nmessage for
queries and answers a whole multiple of 64 bytes.

0 KEY (usage=1): the ENCRYPT contains a public or symetric key.
The algo field gives the algorithm The id identifies the key,
this id is copied to ENCRYPT type RRS to identify which key to use
to decrypt the data. The data contains the key bits.

0 RRS (usage=2): encrypted data. The data contains encrypted
resource records. The data is encrypted with the sel ected
algorithmand key id. The data contains resource records in DNS
wi reformat [ RFC1034], with a domain name, type, class, ttl,
rdat al ength and rdat a.

0 SYM (usage=3): the ENCRYPT contains an encrypted symmetric key.
The contained, encrypted data is rdata of an ENCRYPT of type KEY
and has the symmetric key. The data is encrypted with the
algorithmand id indicated. The encrypted data enconpasses the
flags, algo, id, data for the symetric key.

The ENCRYPT RR type can contain keys. It uses the sane format as the
DNSKEY record [ RFC4034] for public keys. algo=0 is reserved for
future expansion of the al gorithm nunber above 255. al go=1 is RSA,
the rdata determnmines the key size. algo=2 is AES, aes-chc, size of
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3.

the rdata determnines the size of the key.
Server and Cient Al gorithm

If aclients wants to fetch the keys for the server fromthe server
it performs a query with query type ENCRYPT and query name '.’ (root
I abel). The reply contains the ENCRYPT (or nultiple if a choice is
offered) in the answer section. These ENCRYPTs have the KEY usage.

If aclient wants to perform an encrypted query, it sends an
unencrypted outer packet, with query type ENCRYPT and query nane
(root label). In the authority section it includes an ENCRYPT record
of type RRS. This encrypts a nunber of records, the first is a
query-section style query record, and then zero or nore ENCRYPTs of
type KEY that the server uses to encrypt the reply. If the client
wants to use a symmetric key, it omts the KEYs, and instead includes
an ENCRYPT of type SYMin the authority section. The ENCRYPT of type
RRs then follows after the SYM and can be encrypted with the key from
that SYM

If a server wants to encrypt a reply, it also uses the ENCRYPT type.
The reply looks |ike a normal DNS packet, i.e. it has a nornma
unencrypted outer DNS packet. Because the query nane and query type
have been encrypted, the outer packet has a query nane of '.’' and
query type of ENCRYPT and the reply has an ENCRYPT type RRS in the
answer section. The reply RRs have been encrypted into the data of
the ENCRYPT record. The RRS data starts with 10 bytes of header; the
flags and section counts.

The client may | ookup keys whenever it wants to. It nmay cache the
keys for the server, using the TTL of those ENCRYPT records. It
shoul d al so cache failures to | ookup the ENCRYPT record for some
time. |If the client fails to | ook up the ENCRYPT records it MJST
fall back to unencrypted conmunication (this is the opportunistic
encryption case). The result of an encrypted query nay al so be
timeouts, errors or replies with mangl ed contents, in that case the
client MIUST fall back to unencrypted comunication (this is the
opportuni stic encryption case).

I f sone niddl ebox renoves the ENCRYPT fromthe authority section of
an encrypted query, the query looks Iike a . ENCRYPT | ookup and
likely a reply with ENCRYPTs of type KEY is returned instead of the
encrypted reply with an ENCRYPT of type RRS, and again the client
does the unencrypted fallback (this is the opportunistic encryption
case). |If the server has changed its keys and does not recognize the
keys in an encrypted query, it should return an ENCRYPT record of
type PAD with no data. A server nmy decide it does not (any | onger)
have the resources for encryption and reply with SERVFAIL to
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encrypted queries, forcing unencrypted fallback (this is the
opportuni stic encryption case). Keys for unknown al gorithns shoul d
be ignored by the client, if no usable keys remain, fallback to
insecure (this is for both opportunistic and authenticated).

The client nmay cache the ENCRYPT of type SYMfor a server together
with the symretric secret, this is better for performance, as public-
key operations can be avoided for repeated queries. The server may
al so cache the ENCRYPTs of type SYMw th the decoded secret,
associating a | ookup for the rdata of the SYMrecord with the decoded
secret, avoiding public-key operations for repeated queries. This is
why the SYMrecord is sent separately in the authority section in
queries (it is identical and can be used for cache | ookups).

Key rollover is possible, support the old key for its TTL, while
advertising the new key, for the servers. For clients, generate a
new public or symmetric key and use it.

4. Authenticated Operation

The previ ous docunmented the opportuni stic operation, where depl oynent
is easier, but security is weaker. This docunents options for

aut henticated operation. The client selects if encryption is

aut henti cated, opportunistic, or disabled inits |local policy
(configuration).

The aut hentication happens with a DNSSEC si gned DS record that
carries the key for confidential DNS. This renoves a full roundtrip
fromthe connection setup cost. The DS has hash type TBDhasht ype,
that is specific for confidential DNS. The DS record carries a flag
byte and the public key (in DNSKEY's wireformat) in its rdata. This
means that the confidential DNS keys are acquired with a referral to
the zone and are secured w th DNSSEC

Because the key itself is carried, the probe sequence can be onmitted
and an encrypted query can be sent to the del egated server straight
away. The nanmeservers for that zone then MJST support using that key
for encrypting packets. The servers have the sane key with

aut henti cated node, where with the opportunistic node, every server
could have its own key.

Val i dators do not know or support the DS with ENCRYPT hash type,
those validators ignore them and continue to DNSSEC val i date the
zone. Validators that support the new hash type should use themto
encrypt messages and use the remmining DS records to DNSSEC validate
t he zone.

Thi s changes the opportunistic encryption to authenticated
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encryption. The fallback to insecure is still possible and this may
make depl oynent easier. The one byte at the start of the base64
data, inits least significant bit, signals if fallback to insecure
is allowed (value 0x01). That gives the zone owner the option to
enabl e fallback to insecure or if it should be disabled. The

remai nder of the DS base64 data contains a public key in the same
format as when sent in the rdata of ENCRYPT KEY. The type of the key
is in the key type field of this DS record. Wth fallback to

i nsecure disabled and the keys authenticated the confidential DNS
query and response should be fully secure (i.e. not
"Qpportunistically’ secure).

Wth fallback to insecure disabled, queries fail instead of falling
back to insecure. This nmeans no answer is acquired, and DNS | ookups
for that zone fail because the security failed

The DS nethod works for authority servers. Recursors need anot her
nmet hod. The client | ooks up reverse-of-recursors-I|P.arpa ENCRYPT and
gets the keys signed with DNSSEC fromthere (type ENCRYPT KEY

| ookup). If there is no dnssec secure answer with a key, the
opportuni stic key exchange is attenpted. Do this for DNSSEC-insecure
answers, if there is no trust anchor, or when no such nane and
ENCRYPT are present. |If it is dnssec bogus, then authentication
failed and it is not possible to communicate with the server (with

t he aut henticated comuni cati on node sel ected by the client).

5. | ANA Consi der ations

An RR type registration for type ENCRYPT with nunber TBD and it
references this document [[to be done when this becomes RF(C]].

A DS record hash type is registered TBDhashtype that references this
docunent. It is for the confidential DNS public key, acronym
ENCRYPT.

6. Security Considerations

Qpportuni stic encryption can be configured. Opportunistic encryption
has many drawbacks agai nst active intrusion, but it works against
pervasi ve passive surveillance, and thus it inproves privacy.

Wth authentication (if selected by the client) the key is secured
wi t h DNSSEC.

This techni que encrypts DNS queries and answers, but other data
sources, such as timng, |IP addresses, and the packet size can be
observed. These could provide alnost all the information that was
encrypt ed.
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