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Abst r act
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Iight of recent |ETF discussions on pervasive nonitoring. It focuses
on potential information |eaks rather than prescribing nmethods of
mtigation.
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1. Introduction

The Domai n Name System (DNS) [ RFC1034] [RFC1035] is the Internet’s
primary nane | ookup system It consists of a publication aspect,
represented by authoritative nane servers providing access to DNS
data covering parts of the DNS tree in units of zones, and a

resol ution aspect. The latter consists of applications that initite
DNS requests, DNS stub resolvers and DNS full resolvers (sonetines
al so called recursive resolvers or recursive name servers).

Resol vers m ght be chai ned using a forwarding nechanism 1In today’s
reality, there is a variety of intercepting DNS proxies and ot her

m ddl e boxes which are currently out of scope but nmay be addressed in
future versions of this meno.

Threats to the DNS are described in [ RFC3833] and have been addressed
by DNSSEC [ RFC4033] [ RFC4034] [ RFC4035], both to the extent that data
origin authentication is concerned. Confidentiality was not a DNSSEC
desi gn goal, although in subsequent discussion that eventually led to
the specification and depl oynent of NSEC3 [ RFC5155], confidentiality
of zone content was a nmjor issue.

1.1. The alleged public nature of DNS data

It has long been claimed that "the data in the DNSis public". Wile
this sentence nmakes sense for an Internet wi de | ookup system there
are nultiple facets to data and neta data that deserve a nore
detailed |ook. First, access control lists and private nane spaces
nonwi t hst andi ng, the DNS operates under the assunption that public
facing authoritative name servers will respond to "usual" DNS queries
for any zone they are authoritative for wthout further

aut hentication or authorization of the client (resolver). A DNS
query consists of QNAME, QCLASS and QIYPE. Due to the lack of search
capabilities, only a given QONAME will reveal the resource records
associated with that name (or that nanme’s non existence). 1In other
words: one needs to know what to ask for to receive a response. The
zone transfer QTYPE [ RFC5936] is often blocked or restricted to

aut henti cat ed/ aut hori zed access to enforce this difference (and maybe
for other, nore dubious reasons).

Anot her differentiation to be applied is between the DNS data as

menti oned above and a particular transaction, nost proninently but

not limted to a DNS nane | ookup. The fact that the results of a DNS
query are public within the boundaries described in the previous

par agraph and therefore might have no confidentiality requirenments
does not inmply the same for a single or a sequence of transactions.
Any transaction has neta data associated with the query data, e.g., a
source address and a tinestanp.
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.2. Disclainer

The practices listed in this docunent appear only to support an

i nformed di scussion. Their presence (or absence) does not inply any
form of support, engagenent, applicability, appropriateness, fitness,
or stance on |egal status.

DNS El ement wal k t hrough

This section will address the specific confidentiality issues of
verious elenents of the DNS ecosystem W will start at the
authoritative servers, |eaving the provisioning side out of scope,
cover the resolution and recursive resolvers and finally address DNS
queries at |arge and packet capturing.

.1. Authoritative Nane Servers

DNS zone data is published by authoritative name servers. Starting
at the primary master, zone data is transfered in full (AXFR) or
increments (I XFR) to secondary servers along the XFR dependency
graph. The zone data thereby is inevitably revealed to any of the
authoritative servers. Sone zones, including the DNS root zone, are
deli beratly published by nethods other than DNS AXFR

While client as well as server authentication and data integrity are
usual Iy achi eved by TSI G [ RFC2845], there is no DNS protocol feature
that provides zone transfer confidentiality. However, VPNs or other
private arrangenents are occasionally used. [RFC2182] is the nost
recent | ETF docunent potentially dealing with this issue.

.2. DNS Nanme Resol ution

Si nce the conmuni cati on between an application and the |ocal resolver
or between the | ocal (stub) resolver and a full recursive resolver is
rarely authenticated, DNS queries can and hve been redirected. This
has nostly been done with the malicius intent to inject forged
responses, but could also be used as a nan-in-the-middle (MTM
attack to learn a particular systenmis DNS queries and the response
content.

The sane queries (and responses) could be captured on the wire, even
on the way to (and fron) the correct, intended full resol ver

Usually it has been assunmed that the DNS resol uti on would not add
additional intelligence given that subsequent conmuni cation woul d
nmost likely reveal nore than the DNS | ookup. However, with recent
suggestions to encrypt, say, web (HTTP) and nail (SMIP) connecti ons,
the DNS information could be of increased interest, disclosing

ot herwi se unavai |l abl e i nformati on.
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Operators of recursive resolvers could coll ect and exani ne queries
directed to their systens.

The content of resolvers can reveal data about the clients using it.
This informati on can soneti nes be exam ned by sending DNS queries
with RD=0 to inspect cache content, particularly |ooking at the DNS
TTLs. Since this also is a reconnai ssance technique for subsequent
cache poisoning attacks, sone counter neasures have al ready been
devel oped and depl oyed.

DNS Queri es

DNS queries are initiated by an application handed over to a stub
resol ver, sonetimes involving a host dependent nane cachi ng mechani sm
that is out of scope of this document. They consist of a QNAVE
QCLASS and QTYPE, a DNS query ID and other paraneters at the IP or
transport layer. Anobng those are an I P source address, an IP ID and
a source port nunmber [RFC5452]. While sone of these paraneters have
recei ved increased attention due to their significance for DNS
response spoofing mitigation, they do not contribute to
confidentiality and may in fact deliver additional intelligence by
supportig correlation of nultiple queries fromone systemor even a
single process or application at the sane source. This is sonetines
used in resolver software fingerprinting or behavioural analysis.

The source address in a DNS query is necessary to direct the
response, but it may help to identify the requesting entity, be that
a system a process or an end user. For recursive resolvers it is
sonmetines argued that the size of the popul ation 'behind that

resol ver contributes to the noise. However, a private extension
[1-D.vander gaast - edns-client-subnet] exists that will disclose the
source address, or sone prefix of the source address to the receiver,
usual Iy an authoritative name server

The QNAME itself will be an existing or a non existing donmai n nane.
Wth reference to the earlier discussion of the public (or not)
nature of DNS data, the response nay reveal information. More
importantly, due to the use of search paths [ RFC1535] the OQNAME nmay
al so disclose information relative to the querying entity:

_ldap. _tcp.Default-First-Site-Nanme. _sites.gc. nsdcs. exanpl e. org.
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2.4.

6

1.

For parts of the domain nane tree that nore deeply enjoy the

hi erarchic nature of the DNS, |like the I Pv6 reverse del egation

[ RFC3596] or ENUM [ RFC6116], the query nane itself, asked for at a
particular time, may disclose related, either ongoing or subsequent
communi cation. This is partly due to the fact that the DNS treats
the QNAME in full all the tine.

Attenmpts have been nade to encrypt the resource record RDATA
[I-D.tinmrs-encrypt-naptr].

DNS Packet Capturing

Bot h epheneral and | ong term DNS captures have becone DNS operationa
practice [DI TL1] [DI TL2]. Taking these packet traces usually occurs
close to the authoritative servers, packets being captuered on the
wi re, but under the control of the endpoint operator.

Initially designed to reconstruct DNS zone content from query
response data, passive DNS [ FW2005] has evolved into a w dely used
tool. These traces are usually sourced by on the wire traffic

bet ween recursive resolver and authoritative server.

Security Considerations

Thi s docunent does not define a new protocol. It deals with
confidentiality issues of the current DNS protocol and operations.

| ANA Consi der ati ons

Thi s docunent does not propose any new | ANA registry nor does it ask
for any allocation froman existing | ANA registry.
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