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Abstract

Thi s docunent describes a technique for upgrading a DNS TCP
connection to use Transport Layer Security (TLS) over standard ports.
Encryption provi ded by DNS-over-TLS eliminates opportunities for
eavesdroppi ng of DNS queries in the network. The proposed nmechani sm
i s backwards conpatible with clients and servers that are not aware
of DNS-over-TLS
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

I nt roducti on

Today, nearly all DNS queries ([RFCL034] and [ RFC1035]) are sent
unencrypted, which nakes them vul nerable to eavesdroppi ng by an
attacker that has access to the network channel, reducing the privacy
of the querier. Recent news reports have el evated these concerns,
and ongoing efforts are beginning to identify privacy concerns about
DNS ([draft-bortzneyer-dnsop-dns-privacy]).

Prior work has addressed sonme aspects of DNS security, but none
addresses privacy between a DNS client and server using standard
protocols. DNS Security Extensions (DNSSEC, [RFC4033]) provide
_response integrity_ by defining nmechanisnms to cryptographically sign
zones, allowi ng end-users (or their first-hop resolver) to verify
replies are correct. DNSSEC however does nothing to protect request
or response privacy. Traditionally, either privacy was not
considered a requirenent for DNS traffic, or it was assuned that
network traffic was sufficiently private, however these perceptions
are evolving due to recent events.

More recently, DNSCurve [draft-denpsky-dnscurve] defines a nmethod to
provide link-level confidentiality and integrity between DNS clients
and servers. However, it does so with a new cryptographic protoco
and so does not take advantage of TLS. Confidential DNS

[draft-w jngaards-confidential dns] and | PSECA
[draft-osterweil-dane-i psec] use opportunistic encryption to provide
privacy for DNS queries and responses. However, it is unclear how a
client can locate an RR specific to its first-hop resolver. Finally,
ot hers have suggested DNS-over-TLS. Recent work suggests DNS-over-
TLS ([draft-bortzmeyer-dnsop-privacy-sol]), and the Unbound DNS

sof tware [unbound] includes a DNS-over-TLS inpl enentati on. However,
neither defines nethods to negotiate TLS use over an existing
connection; unbound instead requires DNS-over-TLS to run on a
different port.

The mechani sm described in this docunment enables DNS clients and
servers to upgrade an existing DNS-over-TCP connection to a DNS-over-
TLS connection. It is analogous to STARTTLS [ RFC2595] used in SMIP

[ RFC3207], | MAP [ RFC3501] and POP [ RFC1939].
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Thi s docunent defines only the protocol extensions necessary to
support TLS negotiation. |t does not describe how DNS clients m ght
val i date server certificates or specify trusted certificate
authorities. Solutions for certificate authentication are outside
the scope of this docunent.

Reserved Words

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Prot ocol Changes

Clients and servers indicate their support for, and desire to use,
DNS- over-TLS by setting a bit in the Flags field of the EDNSO

[ RFC6891] OPT nmeta-RR. The "TLS OK' (TO bit is defined as the
second bit of the third and fourth bytes of the "extended RCODE and
flags" portion of the EDNSO OPT neta-RR, immedi ately adjacent to the
"DNSSEC OK" (DO) bit [RFC4033]:

+0 (MSB) +1 (LSB)
i S S
0: | EXTENDED- RCODE | VERSI ON |
T T S
2: |DQ Tg z |

R T e O e T e S i R S
Use by DNS Clients
1. Sending Queries

DNS clients MAY set the TO bit in queries sent using UDP transport to
signal their general ability to support DNS-over-TLS. dients which
get no response to UDP TO=1 queries SHOULD retransnmit them wi thout
the TO bit set.

DNS clients MAY set the TODbit in the initial query sent to a server
using TCP transport to signal their desire that the TCP connection be
upgraded to TLS. DNS clients MJST NOT set the TO bit on subsequent
gueries when using TCP or TLS transport (to avoid ambiguity).

Since the nmotivation for DNS-over-TLS is to preserve privacy, DNS
clients SHOULD use a query that reveals no private information in the
initial TO=1 query to a server. To provide a standard "dummy" query,
it is RECOWENDED to send the initial query with RD=0

QNAME=" STARTTLS", QCLASS=CH, and QIYPE=TXT (" STARTTLS/ CH TXT")
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anal ogous to administrative queries already in w despread use
[ RFC4892] .

After sending the initial TO=1 query using TCP transport, DNS clients
MUST wait for the initial response before sendi ng any subsequent
queries over the sane TCP connection

2.1.2. Receiving Responses

A DNS client that receives a response using UDP transport that has
the TO bit set MJST handl e that response as usual. |t MAY record the
server’s support for DNS-over-TLS and use that information as part of
its server selection algorithmin the case where nmultiple servers are
available to service a particular query.

A DNS client that receives a response to its initial query using TCP
transport that has the TO bit set MJUST imediately initiate a TLS
handshake using the procedure described in [ RFC5246].

A DNS client that receives a response to its initial query using TCP
transport that has the TO bit clear MJST not initiate a TLS handshake
and SHOULD utilize the existing TCP connection for subsequent

queries. DNS clients SHOULD renenber server |P addresses that don't
support DNS-over-TLS (including TLS handshake failures) and SHOULD
NOT request DNS-over-TLS fromthem for reasonable period. (W
suggest 1 hour, or when the client discovers a new resolver.)

2.2. Use by DNS Servers
2.2.1. Receiving Queries
A DNS server receiving a query over UDP MJST ignore the TO bit.

A DNS server receiving a query over an existing TLS connecti on MJST
i gnore the TO bit.

A DNS server receiving an initial query over TCP that has the TO bit
set MAY informthe client it is willing to establish a TLS session
as described in the next section.
A DNS server receiving subsequent queries over TCP MJST ignore the TO
bit. (Aclient wishing to start TLS after the initial query MJST
open a new TCP connection to do so.)

2.2.2. Sending Responses

A DNS server sending a response over UDP SHOULD set the TO bit to
indicate its general support for DNS-over-TLS, as long as it is
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willing and able to support a TLS connection with the particul ar
client.

A DNS server receiving an initial query over TCP that has the TO bit
set MAY set the TO bit in its response. The server MJST then proceed
with the TLS handshake protocol

A DNS server receiving a "dumy" STARTTLS/ CH TXT query over TCP MJST
respond with RCODE=0 and a TXT RR in the Answer section. Contents of
the TXT RR are strictly informative (for humans) and MJST NOT be
interpreted by the client software. Reconmended TXT RDATA val ues are
"STARTTLS" or "NO TLS".

Est abl i shed Sessi ons

After TLS negotiation conpletes, the connection will be encrypted and
is now protected from eavesdroppi ng and nornmal DNS queries SHOULD
take pl ace.

Both clients and servers SHOULD fol |l ow exi sting DNS-over-TCP tineout
rul es, which are often inplenentation- and situation-dependent. In
the absence of any other advice, the RECOMVENDED ti meout val ues are
30 seconds for recursive name servers, 60 seconds for clients of
recursive name servers, 10 seconds for authoritative nane servers
and 20 seconds for clients of authoritative nane servers. Current
work in this area may assi st DNS-over-TLS clients and servers sel ect
useful timeout values [draft-wouters-edns-tcp-keepalive] [tdns].

As with current DNS-over-TCP, DNS servers MAY cl ose the connection at
any tine (e.g., due to resource constraints). As with current DNS-
over-TCP, clients MJST handl e abrupt closes and be prepared to
reestabl i sh connections and/or retry queries. DNS servers SHOULD use
the TLS close-notify request to shift TCP TIME-WAIT state to the
clients.

DNS servers SHOULD enabl e fast TLS session resunption [ RFC5077] to
avoi d keepi ng per-client session state.

Downgr ade Attacks and M ddl eboxes

M ddl eboxes [ RFC3234] nmy be present in sone networks and have been
known to interfere with normal DNS resolution and create problens for
DNS- over-TLS. Remarkably, downgrade attacks can affect plaintext
protocols that utilize "STARTTLS" signaling in a simlar way. A DNS
client attenpting DNS-over-TLS through a niddl ebox, or in the
presence of a downgrade attack, could have one of the follow ng

out cones (as discussed in prior RFCs [ RFC3207]):
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1. The DNS client sends a TO=1 query and receives a TO=0 response.
In this case there is no upgrade to TLS and DNS resol uti on occurs
normal |y, w thout encryption

2. The DNS client sends a TO=1 query and receives a TO=1 response,
but the TLS handshake fails because the server’s certificate
cannot be authenticated. In this case the client SHOULD cl ose
the established connection and fall back to unencrypted DNS for a
reasonabl e period (as discussed in Section 2.1.2).

3. The DNS client sends a TO=1 query and receives a TO=1 response,
but the niddl ebox does not understand the TLS negoti ation
M ddl eboxes SHOULD clear TOin replies if they are not prepared
to pass through TLS negotiation. dients SHOULD retry DNS
without TO set if negotiation fails, and then retry with TLS
after a reasonable period (see Section 2.1.2).

4. The DNS client sends a TO=1 query but receives no response at
all. The middl ebox might be silently dropping the query due to
the presence of the TO bit, when it should, in fact, ignore and
pass through unknown flag bits [RFC6891]. The client SHOULD fall
back to nornmal (unencrypted) DNS for a reasonable period (as
di scussed in Section 2.1.2).

In general, clients that attenpt TLS and fail can either fall back on
unencrypted DNS, or wait and retry later, depending on their privacy
requirenents. |If the problem of m ddl eboxes and threat of downgrade
attacks is too serious, the IETF mght consider allocating a

dedi cated port for DNS-over-TLS [ RFC6335].

Per f or mance Consi der ati ons

DNS-over-TLS incurs additional |atency at session startup. It also
requires additional state (menory) increased processing (CPU)

1. Latency: Conpared to UDP, DNS-over-TCP requires an additiona
round-trip-time (RTT) of latency to establish the connection
The TLS handshake adds another two RTTs of l|atency. Cients and
servers shoul d support connection keepalive (reuse) and out-of -
order processing to anortize connection setup costs. Mreover
TLS connection resunption can further reduce the setup del ay.

2. State: The use of connection-oriented TCP requires keeping
additional state in both kernels and applications. TLS has
mar gi nal increases in state over TCP alone. The state
requirenents are of particular concerns on servers with nmany
clients. Smaller timeout values will reduce the nunber of
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concurrent connections, and servers can preenptively close
connections when resources limts are exceeded.

3. Processing: Use of TLS encryption algorithns results in slightly
hi gher CPU usage. Servers can choose to refuse new DNS-over- TCP
clients if processing limts are exceeded.

A full performance evaluation is outside the scope of this
specification. A nore detailed analysis of the performance

i mplications of DNS-over-TLS (and DNS-over-TCP) is discussed in a
technical report [tdns].

| ANA Consi der ati ons

This docunent defines a new bit ("TO') in the Flags field of the
EDNSO OPT neta-RR At the tine of approval of this draft in the
standards track, as per the | ANA Considerations of RFC 6891, IANA is
requested to reserve the second leftnost bit of the flags as the TO
bit, immediately adjacent to the DNSSEC DO bit, as shown in

Section 2.

Security Considerations

The goal of this proposal is to address the security risks that arise
because DNS queries may be eavesdropped upon, as described above.
There are a nunber of residual risks that may inpact this goal

1. There are known attacks on TLS, such as person-in-the-niddle and
prot ocol downgrade. These are general attacks on TLS and not
specific to DNS-over-TLS; we refer to the TLS RFCs for discussion
of these security issues.

2. Any protocol interactions prior to the TLS handshake are
performed in the clear and can be nodified by a nman-in-the-mddle
attacker. For this reason, clients MAY discard cached
i nformati on about server capabilities advertised prior to the
start of the TLS handshake.

3. As with other uses of STARTTLS-upgrade to TLS, the mechani sm
specified here is susceptible to downgrade attacks, where a
person-in-the-mddl e prevents a successful TLS upgrade. Keeping
track of servers known to support TLS (i.e., "pinning") enables
clients to detect downgrade attacks. For servers with no
connection history, clients may choose to refuse non-TLS DNS, or
they may continue without TLS, depending on their privacy
requirenents.
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4. This docunent does not propose new ideas for certificate
aut hentication for TLS in the context of DNS. Several externa
met hods are possi bl e, although each has weaknesses. The current
Certificate Authority infrastructure [RFC5280] is used by HTTP/
TLS [RFC2818]. Wth many trusted CAs, this approach has
recogni zed weaknesses [ CA Conpromise]. Some work is underway to
partially address these concerns (for exanple, with certificate
pinning [certificate_pinning], but nore work is needed. DANE
[ RFC6698] provides nmechanisnms to root certificate trust with
DNSSEC. That use here nust be carefully evaluated to address
potential issues in trust recursion. For stub-to-recursive
resol ver use, certificate authentication is sonetinmes either easy

or nearly inpossible. |If the recursive resolver is manually
configured, its certificate can be authenticated when it is
configured. |If the recursive resolver is automatically

configured (such as with DHCP [ RFC2131]), it could use DHCP
aut henti cati on nmechani sns [ RFC3118]).

Ongoi ng di scussi on of opportunistic TLS (connections wi thout CA
val idation, [draft-hoffman-uta-opportunistic-tls]) may be relevant to
DNS- over - TLS.
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