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Abst r act

Thi s docunment describes the privacy issues associated with the use of
the DNS by Internet users. It is intended to be nostly an analysis
of the present situation, in the spirit of section 8 of [RFC6973] and
it does not prescribe solutions.

Di scussi ons of the docunent shoul d take place on the dns-privacy
mai ling Iist [dns-privacy].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on October 29, 2014.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Domain Name Systemis specified in [ RFC1034] and [ RFC1035]. It
is one of the nost inportant infrastructure conponents of the
Internet and one of the nobst often ignored or misunderstood. Al nost
every activity on the Internet starts with a DNS query (and often
several). |Its use has many privacy inplications and we try to give
here a conprehensive and accurate list.

Let us start with a snmall rem nder of the way the DNS works (with
sonme sinplifications). A client, the stub resolver, issues a DNS
query to a server, the resolver (also called caching resolver or ful
resol ver or recursive nanme server). For instance, the query is "Wat
are the AAAA records for www exanple.con?". AAAA is the gtype (Query
Type) and www. exanpl e.com the gnanme (Query Nane). To get the answer,

the resolver will query first the root naneservers, which will, nost
of the times, send a referral. Here, the referral will be to .com
nameservers. In turn, they will send a referral to the exanple.com

nameservers, which will provide the answer. The root name servers
the nane servers of .com and those of exanple.comare called
authoritative name servers. It is inmportant, when anal yzing the
privacy issues, to renenber that the question asked to all these nane
servers is always the original question, not a derived question

Unli ke what many "DNS for dummies" articles say, the question sent to
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the root nane servers is "Wiat are the AAAA records for
www. exanpl e. con?", not "What are the name servers of .con?". So, the
DNS | eaks nore information than it shoul d.

Because the DNS uses caching heavily, not all questions are sent to
the authoritative nane servers. |f the stub resolver, a few seconds
| ater, asks to the resolver "Wat are the SRV records of _xnpp-
server. _tcp.exanmple.con?", the resolver will renmenber that it knows
the nane servers of exanple.comand will just query them bypassing
the root and .com Because there is typically no caching in the stub
resol ver, the resolver, unlike the authoritative servers, sees
ever yt hi ng.

Al nmost all the DNS queries are today sent over UDP, and this has
practical consequences if soneone thinks of encrypting this traffic
(sone encryption solutions are typically done for TCP, not UDP)

| should be noted to that DNS resol vers sonetinmes forward requests to
bi gger nmachines, with a larger and nore shared cache, the forwarders.
From the point of view of privacy, forwarders are |ike resolvers
except that the caching in the resol ver before them decreases the
anount of data they can see

Anot her inportant point to keep in nmind when anal yzing the privacy

i ssues of DNSis the mx of nany sort of DNS requests received by a
server. Let’s assune the eavesdropper want to know whi ch Wb page is
visited by an user. For a typical Web page displayed by the user
there are three sorts of DNS requests:

Primary request: this is the domain name that the user typed or
sel ected froma bookmark or choosed by clicking on an hyperklink
Presumably, this is what is of interest for the eavesdropper.

Secondary requests: these are the requests perforned by the user
agent (here, the Wb browser) wi thout any direct involvnent or
know edge of the user. For the Wb, they are triggered by

i ncluded content, CSS sheets, JavaScript code, enbedded inages,
etc. In sonme cases, there can be dozens of domain nanes in a

si ngl e page.

Tertiary requests: these are the requests perforned by the DNS
systemitself. For instance, if the answer to a query is a
referral to a set of nane servers, and the glue is not returned,
the resolver will have to do tertiary requests to turn name
servers’ naned into | P addresses

For privacy-related terns, we will use here the terninol ogy of
[ RFC6973] .
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2. Risks

This draft focuses nostly on the study of privacy risks for the end-
user (the one performing DNS requests). Privacy risks for the hol der
of a zone (the risk that soneone gets the data) are discussed in

[ RFC5936]. Non-privacy risks (such as cache poisoning) are out of
scope.

2.1. The alleged public nature of DNS data

It has long been clained that "the data in the DNS is public". Wile
this sentence nakes sense for an Internet wi de | ookup system there
are nultiple facets to data and neta data that deserve a nore
detailed |look. First, access control lists and private nane spaces
nonw t hst andi ng, the DNS operates under the assunption that public
facing authoritative name servers will respond to "usual"” DNS queries
for any zone they are authoritative for w thout further

aut hentication or authorization of the client (resolver). Due to the
| ack of search capabilities, only a given gnane will reveal the
resource records associated with that name (or that nane’s non

exi stence). In other words: one needs to know what to ask for to
receive a response. The zone transfer qtype [RFC5936] is often

bl ocked or restricted to authenticated/authorized access to enforce
this difference (and maybe for other, nore dubi ous reasons).

Another differentiation to be applied is between the DNS data as
ment i oned above and a particular transaction, nost prom nently but

not limted to a DNS nane | ookup. The fact that the results of a DNS
query are public within the boundaries described in the previous

par agraph and therefore night have no confidentiality requirenents
does not inply the same for a single or a sequence of transactions.

A typical exanple fromoutside the DNS world: the Wb site of

Al coholics Anonynous is public, the fact that you visit it should not
be.

2.2. Data in the DNS request

The DNS request includes many fields but two of them seem specially
rel evant for the privacy issues, the gnane and the source | P address.
"source | P address" is used in a | oose sense of "source |P address +
may be source port", because the port is also in the request and can
be used to sort out several users sharing an | P address (CGN for

i nstance).

The gnanme is the full nane sent by the original user. It gives

i nformati on about what the user does ("Wat are the MX records of
exanpl e. net?" nmeans he probably wants to send enmail to soneone at
exanpl e. net, which may be a donain used by only a few persons and
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therefore very revealing). Some gnhames are nore sensitive than
others. For instance, querying the A record of google-anal ytics.com
reveals very little (everybody visits Wb sites which use Googl e

Anal ytics) but querying the A record of www. verybad. exanpl e where
verybad. exanple is the domain of an illegal or very offensive

organi zation may create nore problens for the user. Another exanple
i s when the gnane enbeds the software one uses. For instance,

_ldap. _tcp.Default-First-Site-Name._sites.gc. _nsdcs. exanple.org. O
some BitTorrent clients that query a SRV record for _bittorrent-
tracker. _tcp. domai n. exanpl e.

Anot her inportant thing about the privacy of the gname is the future
usages. Today, the lack of privacy is an obstacle to putting
interesting data in the DNS. At the noment your DNS traffic m ght

reveal that you are doing enmail but not who with. |[If your MJA starts
| ooki ng up PGP keys in the DNS [I-D. wout ers-dane-openpgp] then
privacy becones a lot nore inportant. And enmail is just an exanple,

there will be other really interesting uses for a nore secure (in the
sense of privacy) DNS

For the conmuni cation between the stub resolver and the resolver, the
source | P address is the one of the user’s machine. Therefore, al
the i ssues and warni ngs about collection of |P addresses apply here.
For the conmmuni cation between the resolver and the authoritative nane
servers, the source |IP address has a different nmeaning, it does not
have the sane status as the source address in a HTTP connection. It
is nowthe I P address of the resolver which, in a way "hides" the
real user. However, it does not always work. Sonetines

[1-D. vander gaast - edns-client-subnet] is used. Sonetinmes the end user
has a personal resolver on her machine. |In that case, the |IP address
is as sensitive as it is for HITP.

A note about |P addresses: there is currently no | ETF docunent which
describes in detail the privacy issues of |P addressing. In the nean
time, the discussion here is intended to include both IPv4 and | Pv6
source addresses. For a nunber of reasons their assignment and
utilization characteristics are different, which may have
inplications for details of information | eakage associated with the
coll ection of source addresses. (For example, a specific |IPv6 source
address seen on the public Internet is less likely than an | Pv4
address to originate behind a CGN or other NAT.) However, for both

I Pv4 and | Pv6 addresses, it's inportant to note that source addresses
are propagated with queries and conprise netadata about the host,
user, or application that originated them

2.3. Cache snooping
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The content of resolvers can reveal data about the clients using it.
This informati on can soneti nes be exam ned by sendi ng DNS queries
with RD=0 to inspect cache content, particularly |ooking at the DNS
TTLs. Since this also is a reconnai ssance technique for subsequent
cache poi soning attacks, sone counter neasures have al ready been
devel oped and depl oyed.

2.4. On the wire

DNS traffic can be seen by an eavesdropper like any other traffic.

It is typically not encrypted. (DNSSEC, specified in [ RFC4033]
explicitely excludes confidentiality fromits goals.) So, if an
initiator starts a HTTPS comunication with a recipient, while the
HTTP traffic will be encrypted, the DNS exchange prior to it will not
be. Wen the other protocols will become nore or nore privacy-aware
and secured agai nst surveillance, the DNS risks to becone "the
weakest |ink" in privacy.

What al so makes the DNS traffic different is that it may take a
different path than the comunicati on between the initiator and the
reci pient. For instance, an eavesdropper may be unable to tap the
wire between the initiator and the recipient but nmay have access to
the wire going to the resolver, or to the authoritative nane servers.

The best place, froman eavesdropper’s point of view, is clearly
between the stub resolvers and the resol vers, because he is not
limted by DNS cachi ng.

The attack surface between the stub resolver and the rest of the
world can vary w dely dependi ng upon how the end user’s conputer is
configured. By order of increasing attack surface:

The resol ver can be on the end user’s conputer. |In (currently) a
smal | nunber of cases, individuals may choose to operate their own
DNS resol ver on their local machine. |In this case the attack surface

for the stub resolver to caching resolver connection is linted to
t hat single machine.

The resolver can be in the AP (Internet Access Provider) prenises.
For nost residential users and potentially other networks the typica
case is for the end user’s conputer to be configured (typically
automatically through DHCP) with the addresses of the DNS resol ver at
the AP. The attack surface for on-the-wire attacks is therefore
fromthe end user system across the |local network and across the | AP
network to the I AP s resol vers

The resol ver may al so be at the |ocal network edge. For many/ nost
enterprise networks and for sone residential users the caching
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resol ver may exist on a server at the edge of the local network. In
this case the attack surface is the local network. Note that in

| arge enterprise networks the DNS resol ver may not be |ocated at the
edge of the local network but rather at the edge of the overal
enterprise network. |In this case the enterprise network could be

t hought of as similar to the | AP network referenced above.

The resol ver can be a public DNS service. Sone end users may be
configured to use public DNS resol vers such as those operated by
Googl e Public DNS or QpenDNS. The end user may have configured their
machi ne to use these DNS resol vers thenselves - or their | AP nmay
choose to use the public DNS resol vers rather than operating their

own resolvers. |In this case the attack surface is the entire public
I nternet between the end user’s connection and the public DNS
servi ce.

2.5. In the servers

Using the terminol ogy of [RFC6973], the DNS servers (resolvers and
authoritative servers) are enablers: they facilitate comunication
between an initiator and a recipient without being directly in the
conmmuni cations path. As a result, they are often forgotten in risk
anal ysis. But, to quote again [RFC6973], "Although [...] enablers
may not generally be considered as attackers, they may all pose
privacy threats (depending on the context) because they are able to
observe, collect, process, and transfer privacy-relevant data." In
[ RFC6973] parl ance, enabl ers becone observers when they start

col l ecting data.

Many prograns exist to collect and anal yze DNS data at the servers
Fromthe "query | og" of sone prograns like BIND, to tcpdunp and nore
sophi sticated prograns |ike PacketQ [ packetq] reference and DNSnmezzo
[dnsnezzo]. The organi zati on managi ng the DNS server can use this
data itself or it can be part of a surveillance programlike PRI SM
[prisn] and pass data to an outside attacker

Sonetinmes, these data are kept for a long time and/or distributed to
third parties, for research purposes [ditl], for security analysis,

or for surveillance tasks. Also, there are observation points in the
net wor k whi ch gather DNS data and then nmake it accessible to third-
parties for research or security purposes ("passive DNS

[ passi ve-dns]™").
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2.5.1. In the resolvers

The resolvers see the entire traffic since there is typically no
caching before them They are therefore well situated to observe the
traffic. To summarize: your resolver knows a | ot about you. The
resolver of a large AP, or a large public resolver can collect data
frommany users. You may get an idea of the data collected by
readi ng the privacy policy of a big public resolver [1].

2.5.2. In the authoritative nane servers

Unli ke the resolvers, they are limted by caching. They see only a
part of the requests. For aggregated statistics ("what is the
percentage of LOC queries?"), it is sufficient but it nay prevent an
observer to observe everything. Nevertheless, the authoritative name
servers sees a part of the traffic and this sanple nmay be sufficient
to defeat sone privacy expectations.

Al so, the end user has typically sone | egal/contractual link with the
resol ver (he has chosen the | AP, or he has chosen to use a given
public resolver) while he is often not even aware of the role of the
authoritative name servers and their observation abilities.

It is an interesting question whether the privacy issues are bigger
in the root or in a large TLD. The root sees the traffic for all the
TLDs (and the huge amount of traffic for non-existing TLD) but a

| arge TLD has | ess caching before it.

As noted before, using a |local resolver or a resolver close to the
machi ne decreases the attack surface for an on-the-w re eavesdropper
But it may decrease privacy agai nst an observer |ocated on an

aut horitative name server since the authoritative nanme server wll
see the I P address of the end client, and not the address of a big
resol ver shared by nmany users. This is no longer true if

[1-D. vander gaast - edns-cl i ent-subnet] is used because, in this case,
the authoritative nanme server sees the original |IP prefix or address
(dependi ng on the setup).

As of today, all the instances of one root nane server, L-root,
recei ve together around 20 000 queries per second. Wile nost of it
is junk (errors on the TLD nane), it gives an idea of the anbunt of
bi g data which pours into nane servers
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2

5.

Many domai ns, including TLD, are partially hosted by third-party
servers, sonetimes in a different country. The contracts between the
domai n manager and these servers may or may not take privacy into
account. But it nay be surprising for an end-user that requests to a
given ccTLD may go to servers nanaged by organi sations outside of the
country.

5.3. Rogue servers

A rogue DHCP server can direct you to a rogue resolver. Mst of the
times, it seens to be done to divert traffic, by providing lies for
some domain nanes. But it could be used just to capture the traffic
and gather information about you. Sane thing for malwares |ike
DNSchanger [ dnschanger] whi ch changes the resolver in the machine’ s
confi guration.

Actual "attacks"

A very quick exami nation of DNS traffic may lead to the fal se

concl usion that extracting the needle fromthe haystack is difficult.
"Interesting"” primary DNS requests are mixed with useless (for the
eavesdropper) second and tertiary requests (see the ternminology in
Section 1). But, in this tine of "big data" processing, powerful

t echni ques now exist to get fromthe raw data to what you're actually
interested in.

Many research papers about malware detection use DNS traffic to
detect "abnornal" behavi our that can be traced back to the activity
of malware on infected machines. Yes, this research was done for the
good but, technically, it is a privacy attack and it denonstrates the
power of the observation of DNS traffic. See [dns-footprint],

[ dagon- mal war e] and [ dar kr eadi ng- dns] .

Passi ve DNS systens [passive-dns] allow reconstruction of the data of
sonmetines an entire zone. It is used for nmany reasons, some good,
some bad. It is an exanple of privacy issue even when no source |IP
address is kept.

Legalities
To our know edge, there are no specific privacy |laws for DNS data.
Interpreting general privacy laws |ike [data-protection-directive]
(European Union) in the context of DNS traffic data is not an easy
task and it seens there is no court precedent here.

Security considerations
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7.

7.

7.

This docunent is entirely about security, nore precisely privacy.
Possi bl e solutions to the issues described here are discussed in
[1-D. bortzneyer-dnsop-privacy-sol] (gname mnim zation, |ocal caching
resolvers), [I-D. hzhwmstart-tls-for-dns] (encryption of traffic) or
in [I-D w jngaards-dnsop-confidentialdns] (encryption also).

Attenpts have been nade to encrypt the resource record data
[I-D.tinmrs-encrypt-naptr].
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