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Abst ract

When an energency call is sent to a Public Safety Answering Point
(PSAP), the device that sends it, as well as any application service
provider in the path of the call, or access network provider through
which the call originated may have information about the call, the
caller or the location which the PSAP nay be able to use. This
docunent describes data structures and a nmechanismto convey such
data to the PSAP. The mechani smuses a Uniform Resource Identifier
(URI), which may point to either an external resource or an object in
the body of the SIP nessage. The nechanismthus allows the data to
be passed by reference (when the URI points to an external resource)
or by value (when it points into the body of the message). This
follows the tradition of prior energency services standardization
wor k where data can be conveyed by value within the call signaling
(i.e., in body of the SIP nmessage) and al so by reference.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

When an | P-based energency call is initiated, a rich set of data from

mul tiple data sources is conveyed to the Public Safety Answering
Point (PSAP). This data includes information about the calling party
identity, the multinmedia capabilities of the device, the energency
service nunber, location information, and neta-data about the sources
of the data. The device, the access network provider, and any
service provider in the call path nmay have even nore information
useful for a PSAP. This document extends the basic set of data

communi cated with an | P-based energency call, as described in
[ RFC6443] and [RFC6881], in order to carry additional data which may
be useful to an entity or call taker handling the call. This data is

"additional” to the basic information found in the emergency cal
si gnal i ng used.

In general, there are three categories of this additional data that
may be transmitted with an emergency call:

Data Associated with a Location: Primary location data is conveyed
in the Presence Information Data Format Location Object (PlIDFLO
data structure as defined in RFC 4119 [ RFC4119] and extended by
RFC 5139 [RFC5139] and RFC 6848 [ RFC6848] (for civic |ocation
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i nformation), RFC 5491 [ RFC5491] and RFC 5962 [ RFC5962] (for
geodetic location information), and
[I-D.ietf-geopriv-relative-location] (for relative |ocation).
This primary location data identifies the |ocation or estinated
| ocation of the caller. However, there may exi st additional
secondary data which is specific to the |ocation, such as fl oor
pl ans, tenant and buil di ng owner contact data, heating,
ventilation and air conditioning (HVAC) status, etc. Such
secondary |l ocation data is not included in the |ocation data
structure but can be transnmtted using the nechani sns defined in
this docunent; although this docunent does not define any
structures for such data, future docunments may do so follow ng the
procedures defined here.

Data Associated with a Call: Wile sonme information is carried in
the call setup procedure itself (as part of the SIP headers as
well as in the body of the SIP nessage), there is additional data
known by the device naking the call and/or a service provider
along the path of the call. This information nmay include the
service provider contact information, subscriber identity and
contact information, the type of service the service provider and
the access network provider offer, what type of device is being
used, etc. Sone data is broadly applicable, while other data is
dependent on the type of device or service. For exanple, a
medi cal nonitoring device may have sensor data. The data
structures defined in this docunment (Data Provider |nformation
Devi ce Information, and Oaner/ Subscri ber Information) all fal
into this category ("Data Associated with a Call").

Data Associated with a Caller: This is personal data about a caller
such as nedical information and energency contact data. Although
this docunment does not define any structures within this category,
future docunents may do so following the procedures defined here.

Whil e this docunent defines data structures only within the category
of Data Associated with a Call, by establishing the overall franmework
of Additional Data, along with general mechanisns for transport of
such data, extension points and procedures for future extensions, it
m nimzes the work needed to carry data in the other categories.

O her specifications nmay nake use of the facilities provided here.

For interoperability, there needs to be a comon way for the

i nformati on conveyed to a PSAP to be encoded and identified.
Identification allows energency services authorities to know during
call processing which types of data are present and to determine if
they wish to access it. A common encoding allows the data to be
successful |y accessed.
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Thi s docunent defines an extensible set of data structures, and
mechani sms to transnit this data either by value or by reference,
either in the Session Initiation Protocol (SIP) call signaling or in
the Presence Information Data Format Location bject (PIDF-LO). The
data structures are usable by other conmmunication systens and

transports as well. The data structures are defined in Section 3,
and the transport mechanisns (using SIP and HTTPS) are defined in
Section 4.

Each data structure described in this docunent is encoded as a

"bl ock" of information. Each block is an XML structure with an
associ ated Mil tipurpose Internet Mail Extensions (MME) type for
identification within transport such as SIP and HTTPS. The set of
bl ocks is extensible. Registries are defined to identify the bl ock
types that nmay be used and to allow bl ocks to be included in
energency call signaling.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent al so uses terninology from[RFC5012]. W use the term
service provider to refer to an Application Service Provider (ASP)

A Voice Service Provider (VSP) is a special type of ASP. Wth the
term "Access Network Provider"” we refer to the Internet Access
Provider (I1AP) and the Internet Service Provider (1SP) without
further distinguishing these two entities, since the difference
between the two is not relevant for this docunent. Note that the
roles of ASP and access network provider nay be provided by a single

conpany.

Wthin each data bl ock definition (see Section 3), the values for the

"Use:" |l abel are specified as one of the foll ow ng:

"Required’: nmeans they MJST be present in the data structure.

"Conditional’: means they MJIST be present if the specified
condition(s) is met. They MAY be present if the condition(s) is
not net.

"Optional’: nmeans they MAY be present.

vCard is a data format for representing and exchanging a variety of
i nformati on about individuals and other entities. For applications
that use XML the format defined in vCard is not i mediately
applicable. For this purpose an XM.-based encodi ng of the
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i nformati on el enents defined in the vCard specification has been
defined and the nanme of that specification is xCard. Since the term
vCard is nore fam liar to nost readers, we use the termxCard and
vCard i nterchangeably.

3. Data Structures
This section defines the following five data structures, each as a

data bl ock. For each bl ock we define the MM type, and the XM
encoding. The five data structures are:

"Data Provider’: This block supplies name and contact information
for the entity that created the data. Section 3.1 provides the
details.

"Service Information’: This block supplies information about the

service. The description can be found in Section 3.2.

"Device Information’: This block supplies information about the
device placing the call. Device information can be found in
Section 3. 3.

" Omner/ Subscriber’: This block supplies infornmation about the owner
of the device or about the subscriber. Details can be found in
Section 3.4.

"Comment’: This block provides a way to supply free form human

readabl e text to the PSAP or energency responders. This sinple
structure is defined in Section 3.5.

Each bl ock contains a mandat ory <Dat aProvi der Ref erence> el ement. The
pur pose of the <DataProviderReference> elenent is to associate all

bl ocks added by the sane data provider as a unit. The

<Dat aPr ovi der Ref erence> el ement associ ates the data provider block to
each of the other blocks added as a unit. Consequently, when a data
provi der adds additional data to an enmergency call (such as device
information) it MJST add information about itself (via the data

provi der block) and the bl ocks added contain the same value in the
<Dat aPr ovi der Ref erence> el enent. All bl ocks added by a single entity
at the sanme tine MJUST have the sanme <Dat aProvi der Ref erence> val ue.
The val ue of the <DataProvi der Ref erence> el enent has the sane syntax
and properties (specifically, world-uniqueness) as the value of the
"Content-I1 D' nmessage body header field specified in RFC 2045

[ RFC2045] except that the <DataProvi der Reference> el ement is not

encl osed in brackets (the "<" and ">" synbols are omitted). |In other
words, the value of an <DataProvi der Reference> elenent is
syntactically an addr-spec as specified in RFC 822 [ RFC0822].
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Note that the xCard format is re-used in some of the data structures
to provide contact information. 1In an xCard there is no way to
specify a "main" tel ephone nunber. These nunbers are useful to
energency responders who are called to a large enterprise. This
docunent adds a new property value to the "tel" property of the TYPE
parameter called "main". It can be used in any xCard in additiona
dat a.

3. 1. Data Provider Information

This block is intended to be supplied by any service provider in the
path of the call or the access network provider. It includes
identification and contact information. This block SHOULD be
supplied by every service provider in the call path, and by the
access network provider. Devices MAY use this block to provide
identifying information. The M ME subtype is "application/

Ener gencyCal | Dat a. Provi derInfo+xm ". An access network provider
SHOULD provide this block either by value or by reference in the
Provi ded-By section of a PlIDF-LO

3.1.1. Data Provider String
Data El enent: Data Provider String
Use: Required
XML El ement: <Dat aProvi derString>
Description: This is a plain text string suitable for displaying the
nane of the service provider that supplied the data structure. |If
the device creates the structure, it SHOULD use the val ue of the

contact header in the SIP | NVITE

Reason for Need: Informthe call taker of the identity of the entity
provi ding the data.

How Used by Call Taker: Allows the call taker to interpret the data
in this structure. The source of the information often influences
how the information is used, believed or verified.

3.1.2. Data Provider ID

Data El enent: Data Provider ID

Use: Conditional. This data SHOULD be provided if the service
provi der or access provider is located in a jurisdiction that

mai ntains such IDs. For exanple, in North Anerica, this would be
a NENA Conpany | D.
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XML El emrent: <Providerl D>

Description: A jurisdiction-specific code for the access network
provi der or service provider shown in the <DataProvi dedBy> el enent
that created the structure. NOTE: In the US, the provider’'s NENA
Conpany | D MJST appear here. Additional information can be found
at NENA Conpany ldentifier Program[1] or NENA Conpany ID [2].

The NENA Conpany ID MJST be in the formof a URI in the foll ow ng
format: urn:nena: conpanyi d: <NENA Conpany | D>

Reason for Need: Informthe call taker of the identity of the entity
provi ding the data.

How Used by Call Taker: \Where jurisdictions have lists of providers
the Data Provider ID provides useful information about the data
source.

3.1.3. Data Provider ID Series
Data El enent: Data Provider ID Series

Use: Conditional. |If Data Provider IDis provided, Data Provider ID
Series is required.

XML El enent: <Providerl DSeries>
Description: ldentifies the issuer of the Providerld. The Provider

ID Series Registry (see Section 9.1) initially contains the
following valid entries

*  NENA
*  EENA
Reason for Need: |Identifies howto interpret the Data Provider |D.

How Used by Call Taker: Determnines which provider IDregistry to
consult for nore information

3.1.4. Type of Data Provider
Data El enent: Type of Data Provider ID

Use: Conditional. |If Data Provider IDis provided, Type of Data
Provider IDis required.

XM. El enent: <TypeO Provi der| D>

Rosen, et al. Expi res August 16, 2014 [ Page 9]



Internet-Draft Additional Call Data February 2014

Description: ldentifies the type of data provider |ID being supplied
in the ProviderID data element. A registry with an initial set of
values is shown in Figure 1 (see also Section 9.1).

| Access Network Provider
| Servi ce Provider

| Subcontract or

| Tel ematics Provider

Access network service provider |
Calling or Origination tel ecom SP

A contractor to another SP |

A sensor based SP, especially
vehi cl e based

A spoken | anguage translation SP

An emergency service provider
conveying information to another
enmer gency service provider

I

I

Language Transl ation Provider |
I

I

I

An energency call specific |
I

I

I

I

I

I

Emer gency Service Provider

Energency Mddality Transl ation
nmodal ity translation service
e.g., for sign | anguage
Ainterpretation SP, for exanple,
video relay for sign | anguage
interpreting

O her Any ot her type of service provider

o e e o e e e e oo +
Figure 1: Type of Data Provider ID Registry.

Reason for Need: |Identifies the category of data provider

How Used by Call Taker: This information nmay be hel pful when
deci ding whom to contact when further information is needed.

3.1.5. Data Provider Contact UR
Data El enent: Data Provider Contact UR
Use: Required
XML El ement: <Cont act URI >
Description: Wen provided by a service provider or an access

network provider, this information MIST be a URI to a 24/7 support
organi zation tasked to provide PSAP support for this emergency

call. If the call is froma device, this SHOULD be the contact
informati on of the owner of the device. |If a telephone nunber is
the contact address then it MJST be a tel URI. If it is provided

as a SIP URI then it MJST be in the form of
si p: t el ephonenunber @er vi ceprovi der: user=phone. Note that this
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contact information is not used by PSAPs for callbacks (a cal
froma PSAP directly related to a recently terninated energency
call, placed by the PSAP using a SIP Priority header field set to
"psap-cal | back", as described in [I-D.ietf-ecrit-psap-callback]).

Reason for Need: Additional data providers nmay need to be contacted
in error cases or other unusual circunstances.

How Used by Call Taker: To contact the supplier of the additiona
data for assistance in handling the call.

3.1.6. Data Provider Languages(s) Supported
Data El enent: Data Provider Language(s) supported
Use: Required
XM. El enent: <Language>

Description: The | anguage used by the entity at the Data Provider
Contact URI, as an al pha 2-character code as defined in I SO
639-1: 2002 Codes for the representation of nanes of |anguages --
Part 1. Alpha-2 code Multiple instances of this el enent may occur
O der is significant; preferred | anguage shoul d appear first. The
content MUST reflect the | anguages supported at the contact URI

Note that the ’'|anguage’ nedia feature tag, defined in RFC 3840
[ RFC3840] and the nore extensive | anguage negoti ati on nechani sm
proposed with [I-D. gell ens-negotiati ng-hunman-1anguage] are

i ndependent of this data provider |anguage indication

Reason for Need: This information indicates if the emergency service
authority can directly conmunicate with the service provider or if
an interpreter will be needed.

How Used by Call Taker: |f call taker cannot speak | anguage(s)
supported by the service provider, a translation service will need
to be added to the conversation. Alternatively, other persons at
the PSAP, besides the call taker, mght be consulted for help
(dependi ng on the urgency and the type of interaction).

3.1.7. xCard of Data Provider
Data El enent: xCard of Data Provider
Use: Optional

XML El emrent: <Dat aProvi der Cont act >
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Description: There are many fields in the xCard and the creator of
the data structure is encouraged to provide as rmuch information as
they have available. N, ORG ADR, TEL, EMAIL are suggested at a
m nimum N SHOULD contain the nane of the support group or device
owner as appropriate. |f nore than one TEL property is provided,
a paraneter fromthe vCard Property Val ue registry MJST be
specified on each TEL. For encoding of the xCard this
speci fication uses the XM.-based encodi ng specified in [ RFC6351],
referred to in this document as "xCard"

Reason for Need: Information needed to deternine additional contact
i nf ormati on.

How Used by Call Taker: Assists call taker by providing additional
contact information that may not be included in the SIP invite or
the PI DF-LO

3.1.8. Subcontractor Principal

Data El enent: Subcontractor Principal

Use: Conditional. This data is required if the Data Provider type
i s subcontractor.

XM. El ement: <SubcontratorPrincipal >

Description: Some providers outsource their obligations to handle
aspects of energency services to specialized providers. [|f the
data provider is a subcontractor to another provider this el enent
contains the DataProviderString of the service provider to
i ndi cate which provider the subcontractor is working for

Reason for Need: |Identify the entity the subcontractor works for

How Used by Call Taker: Allows the call taker to understand what the
rel ati onshi p between data providers and the service providers in
the path of the call are.

3.1.9. Subcontractor Priority
Data El enent: Subcontractor Priority

Use: Conditional. This elenent is required if the Data Provider
type is set to "Subcontractor”.

XM. El enent: <SubcontractorPriority>
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Description: |f the subcontractor has to be contacted first then
this el enent MUST have the value "sub". |f the provider the
subcontractor is working for has to be contacted first then this
el ement MJST have the value "main".

Reason for Need: Informthe call taker whomto contact first, if
support is needed.

How Used by Call Taker: To decide which entity to contact first if
assi stance i s needed.

3.1.10. Providerlnfo Exanpl e

<?xm version="1.0" encodi ng="UTF-8"?>
<ad: Ener gencyCal | Dat a. Provi derInfo
xm ns:ad="urn:ietf:parans: xm : ns: Emer gencyCal | Dat a: Provi der | nf 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<ad: i d>12345</ad: i d>
<ad: Dat aPr ovi der Ref er ence>stri ng0987654321@xanpl e. or g
</ ad: Dat aPr ovi der Ref er ence>
<ad: Dat aPr ovi der Stri ng>Exanpl e Vol P Provi der
</ ad: Dat aProvi der Stri ng>
<ad: Provi der | D>ur n: nena: conpanyi d: | D123</ ad: Pr ovi der | D>
<ad: Provi der | DSeri es>NENA</ ad: Provi der | DSeri es>
<ad: TypeO Provi der >Servi ce Provider</ad: TypeCX Provi der >
<ad: Cont act URI >si p: voi p- provi der @xanpl e. conx/ ad: Cont act URI >
<ad: Language>EN</ ad: Language>
<ad: Dat aPr ovi der Cont act
xm ns="urn:ietf:parans: xm :ns:vcard-4.0">
<vcard>
<f n><t ext >Hannes Tschof eni g</t ext ></f n>
<n>
<sur name>Hannes</ sur nane>
<gi ven>Tschof eni g</ gi ven>
<addi tional / >
<prefix/>
<suffix>Dipl. Ing.</suffix>
</ n>
<bday><dat e>- - 0203</ dat e></ bday>
<anni ver sary>
<dat e- ti me>20090808T1430- 0500</ date-ti me>
</ anni ver sary>
<gender ><sex>M</ sex></ gender >
<l ang>
<par anet er s><pr ef ><i nt eger >1</ i nt eger ></ pr ef >
</ par anet er s>
<l anguage-t ag>de</ | anguage-t ag>
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</l ang>
<l ang>

<par anet er s><pr ef ><i nt eger >2</ i nt eger ></ pref >
</ par anet er s>
<l anguage-t ag>en</ | anguage-t ag>
</l ang>
<or g>
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >Exanpl e Vol P Provi der </t ext>
</ org>
<adr >
<par anet er s>
<t ype><t ext >wor k</ t ext ></ t ype>
<l abel ><t ext >Hannes Tschof eni g
Li nnoitustie 6
Espoo , Finland
02600</ t ext ></ | abel >
</ par anet er s>
<pobox/ >
<ext/>
<street>Linnoitustie 6</street>
<l ocal i t y>Espoo</l ocal ity>
<r egi on>Uusi maa</ r egi on>
<code>02600</ code>
<count ry>Fi nl and</ country>

</ adr>
<tel >
<par anet er s>
<type>

<t ext >wor k</t ext >
<t ext >voi ce</t ext >
</type>
</ par anet er s>
<uri>tel:+358 50 4871445</uri >
</tel >
<enmi | >
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >hannes. t schof eni g@sn. conx/ t ext >
</ email >
<geo>
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<uri >geo: 60. 210796, 24. 812924</ uri >
</ geo>
<key>
<par anet er s><t ype><t ext >honme</ t ext ></ t ype>
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</ par anet er s>
<uri>
http://ww.tschofenig.priv.at/key. asc
</uri>
</ key>
<t z><t ext >Fi nl and/ Hel si nki </text></tz>
<url >
<par anet er s><t ype><t ext >home</ t ext ></ t ype>
</ par anet er s>
<uri>http://ww.tschofenig.priv.at</uri>
</url>
</vcard>
</ ad: Dat aPr ovi der Cont act >
</ ad: Ermer gencyCal | Dat a. Pr ovi der | nf o>

Fi gure 2: EmergencyCal | Dat a. Provi der| nfo Exanpl e.
3.2. Service Information
This bl ock describes the service that the service provider provides
to the caller. It SHOULD be included by all SPs in the path of the
call. The mine subtype is "application/
Ener gencyCal | Dat a. Servi cel nf o+xm ".
3.2.1. Service Environnent
Data El enent: Service Environnent

Use: Required

XML El emrent: <SvcEnvi ronnent >

Description: This element defines whether a call is froma business
or residence caller. Currently, the only valid entries are
"Busi ness’ or 'Residence’. New values can be defined via the

registry created in Figure 22

Reason for Need: To assist in determ ning equi pmrent and manpower
requirenents.

How Used by Call Taker: [Infornmation nmay be used to assist in
det ermi ni ng equi pnent and rmanpower requirenments for energency
responders. As the information is not always avail able, and the
registry is not all enconpassing, this is at best advisory
information, but since it mmnmcs a simlar capability in sone
current energency calling systens, it is known to be val uabl e.
The service provider uses its best infornmation (such as a rate
plan, facilities used to deliver service or service description)
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3.2.2.

Data El enment:

Use:

to determne the information and is not
determ ning the actua

Addi ti onal Call Data

call originates from

Service Delivered by Provider to End User

Requi r ed

XM. El ement: <SvcDel ByProvi der >

Descri pti on:
subscri bed to.

in Figure 3.

o m e e oo oo e e e e e e e e e e e e e e e e meeeoo oo

| Nane | Description

Fomm e - - B

| Wless | Wrel ess Tel ephone Service: Includes

[ [ Satellite, CDMA, GSM W-Fi, W MAX

| | LTE (Long Term Evol ution)

| Coin | Fixed Public Pay/Coin tel ephones: Any

| | coin or credit card operated device

| 1way | One way out bound service

| Prison | Inmate call/service

| Tenp | Soft dialtone/quick servicel/warm

| | di sconnect / suspended

| MLTS | Multi-line tel ephone system Includes

| | all PBX, Centrex, key systens,

| | Shared Tenant Service

| SenseU | Sensor, unattended: Includes devices

[ [ that generate DATA ONLY. This is

| | one-way i nfornmation exchange and

[ | there will be no other form of

[ [ conmuni cati on

| SenseA | Sensor, attended: Includes devices

| | that are supported by a nonitoring

[ [ service provider or automatically

| | open a two-way conmmuni cation path

| POTS | Wreline: Plain Ad Tel ephone Service

| VOP | Vol P Tel ephone Service: A type of

| | service that offers conmmuni cation

| | over internet protocol, such as Fixed

[ [ Nomadi ¢, Mbobil e,

| Renote | Of prem se extension

| Relay | Relay Service: a type of service where
Rosen, et al. Expi res August 16, 2014

Service Delivered by Provider to End User

February 2014

responsi ble for
characteristics of the |ocation where the

This defines the type of service the end user has
The inplied mobility of this service cannot be

relied upon. A registry with an initial set of values is defined
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3.

2

there is a human 3rd party agent who

provi des sone kind of additional |
assistance to the caller. Includes |
sign language relay and telematics [
services which provide a service |
assistant on the call. [

Figure 3: Service Delivered by Provider to End User Registry.

More than one val ue MAY be returned. For exanple, a VolP innmate
t el ephone service is a reasonabl e conbi nation

Reason for Need: Knowing the type of service may assist the PSAP
with the handling of the call.

How Used by Call Taker: Call takers often use this information to
determi ne what kinds of questions to ask callers, and how nuch to
rely on supportive information. An energency call froma prison
is treated differently that a call froma sensor device. As the
information is not always available, and the registry is not al
enconpassing, this is at best advisory information, but since it
mmcs a simlar capability in sone current energency calling
systens, it is known to be val uabl e.

3. Service Mbility Environnent

Data El enent: Service Mbility Environnent

Use: Required

XML El enent: <SvcMbility>

Description: This provides the service providers view of the
mobility of the caller. As the service provider nay not know the
characteristics of the actual access network used, the val ue not
be relied upon. A registry will reflect the following initia
valid entries:

*  Mbbile: the device should be able to nbve at any tine

* Fixed: the device is not expected to nove unless the service is
rel ocated

*  Nomadi c: the device is not expected to change its point of
attachnent while on a cal
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* Unknown: no information is known about the service nobility
environnment for the device

Reason for Need: Knowing the service provider’s belief of mobility
may assist the PSAP with the handling of the call

How Used by Call Taker: To determ ne whether to assunme the | ocation
of the caller m ght change.

3.2.4. EnergencyCal |l Dat a. Servi cel nfo Exanpl e

<?xm version="1.0" encodi ng="UTF-8"?>

<svc: Emer gencyCal | Dat a. Servi cel nfo
xm ns: sve="urn:ietf:parans: xm : ns: EmergencyCal | Dat a. Ser vi cel nf 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<svc: Dat aProvi der Ref er ence>st ri ng0987654321@xanpl e. org
</ svc: Dat aPr ovi der Ref er ence>
<svc:id>12345</svc:id>
<svc: SvcEnvi r onnent >Busi ness</ svc: SvcEnvi r onnment >
<svc: SvcDel ByProvi der >MLTS</ svc: SvcDel ByPr ovi der >
<svc: SvcMobi | i t y>Fi xed</ svc: Svchwbi lity>

</ svc: Ener gencyCal | Dat a. Ser vi cel nf o>

Fi gure 4: EmergencyCal | Dat a. Servi cel nfo Exanpl e.
3.3. Device Information

This block provides information about the device used to place the
call. It should be provided by any service provider that knows what
device is being used, and by the device itself. The mnme subtype is
"appl i cati on/ Ener gencyCal | Dat a. Devi cel nf o+xni ™.

3.3.1. Device Cassification

Data El enent: Device Cassification

Use: Optiona

XML El ement: <Deviced assification>

Description: This data el ement defines the kind of device naking the
emergency call. If the device provides the data structure, the
device informati on SHOULD be provided. |If the service provider
provides the structure and it knows what the device is, the
service provider SHOULD provide the device information. Oten the

carrier does not know what the device is. It is possible to
receive two Additional Data Associated with a Call data
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structures, one created by the device and one created by the
service provider. This information describes the device, not how
it is being used. This data elenent defines the kind of device
maki ng the energency call. The registry with the initial set of
val ues is shown in Figure 5.

F oo m e e e e e e e e e e e e e e e me— oo - +
| Token | Description |
Fom e e e - - o m e e e e e e e e e e e e e e e e e e ee— o +
| Cordl ess| Cordl ess handset

Fi xed Fi xed phone

Mobi | e Mobi | e handset

ATA anal og term nal adapter

Sat phone| Satellite phone

FSense Stationary conputing device (al arm

system data sensor)

Guard Guardi an devi ces

Deskt op| Desktop PC

Lapt op Lapt op conputing device

Tabl et Tabl et conputing device

Al arm Al arm syst em

Msense Mobi | e Data sensor

Beacon Per sonal beacons (spot)

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
| Auto | Auto telematics
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

Truck Truck tel ematics

Farm Farm equi pnent tel ematics

Mari ne Marine tel ematics

PDA Personal digital assistant

PND Per sonal navi gation device)

Snrt Phn| Smart phone

I'tab I nternet tabl et

Gane Gani ng consol e

Vi deo Vi deo phone

Text O her text device
Sof t Phn Soft phone or soft client software
NA Not Avail abl e

F oo m e e e e e e e e e e e e e e e me— oo - +

Figure 5: Device Cassification Registry.

Reason for Need: The device classification inplies the capability of
the calling device and assists in identifying the nmeaning of the
emergency call location information that is being presented. For
exanpl e, does the device require human intervention to initiate a
call or is this call the result of programmed instructions? Does
the calling device have the ability to update | ocation or
condition changes? 1s this device interactive or a one-way
reporting device?
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How Used by Call Taker: May assist with location of caller. For
exanpl e, a cordl ess handset may be outside or next door. My
provi de the calltaker some context about the caller, the
capabilities of the device used for the call or the environnent
the device is being used in.

3.3.2. Device Manufacturer

Data El enent: Device Manufacturer

Use: Optional

XML El ement: <Devi ceM gr>

Description: The plain | anguage name of the manufacturer of the
devi ce.

Reason for Need: Used by PSAP nmanagenent for post-nortem
i nvestigation/resol ution.

How Used by Call Taker: Probably not used by the calltaker, but by
PSAP managenent .

3.3.3. Device Mdel Nunber
Data El enent: Device Mddel Numnber
Use: Optional
XML El ement: <Devi ceMbdel Nr>
Description: Mddel number of the device.

Reason for Need: Used by PSAP nmanagenent for after action
i nvestigation/resol ution.

How Used by Call Taker: Probably not used by the calltaker, but by
PSAP managenent .

3.3.4. Unique Device Identifier
Data El enent: Unique Device Identifier
Use: Optional
XM. El enent: <Uni queDevi cel D>

XML Attribute: <TypeO Devicel D>
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Description: A string that identifies the specific device naking the
call or creating an event.

The <TypeODevicelD> attribute identifies the type of device
identifier. Aregistry with an initial set of values can be seen

in Figure 6.

Fomm e - - B +
| Token | Description |
Hom e e oo - o e m e e e e e e e e e e e e e e e e e ao oo +

VEI D Mobi | e Equi prrent ldentifier (CDWVA)

ESN El ectronic Serial Nunber(GSM

MAC Medi a Access Control Address (I EEE)

W MAX Device Certificate Unique ID

I I I
I I I
| | |
| I MEI | I'nternational Mbile Equipnment ID (GSM |
I I I
I I I
I I I

uDi Uni que Device ldentifier
RFI D Radi o Frequency ldentification
SN Manuf acturer Serial Nunber
F oo m e e e e e e e e e e e e e e e me— oo - +

Figure 6: Registry with Device Identifier Types.

Reason for Need: Uniquely identifies the device (independent of any
signaling identifiers present in the call signaling stream.

How Used by Call Taker: Probably not used by the call taker; may be
used by PSAP managenent during an investigation.

Exanpl e:  <Uni queDevi cel D TypeO Devi cel D="SN'>12345</ Uni queDevi cel D>

3.3.5. Devicel/Service Specific Additional Data Structure

Data El enent: Device/service specific additional data structure
Use: Optional
XM. El ement: <Devi ceSpeci fi cDat a>

Description: A URl representing additional data whose schema is
specific to the device or service which created it. (For exanple,
a medi cal device or nedical device nonitoring service nay have a
defined set of nmedical data.) The URI, when dereferenced, MJST
yield a data structure defined by the Device/service specific
additional data type value. Different data may be created by each
classification; e.g., a nedical device created data set.

Reason for Need: Provides devicel/service specific data that nmay be
used by the call taker and/or responders.
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How Used by Call Taker: Provide information to guide call takers to
sel ect appropriate responders, give appropriate pre-arriva
instructions to callers, and advi se responders of what to be

prepared for. My be used by responders to gui de assistance
provi ded.

3.3.6. Devicel/Service Specific Additional Data Structure Type

Data El enent: Type of device/service specific additional data
structure

Use: Conditional. MJST be provided when devi ce/service specific
additional URI is provided

XML El ement: <Devi ceSpecificType>

Description: Value froma registry defined by this docunent to
describe the type of data that can be retrieved fromthe device/
service specific additional data structure. Initial values are:

* | EEE 1512

*  VEDS

| EEE 1512 is the USDoT nodel for traffic incidents and VEDS
provi des data el enents needed for an efficient emergency response
to vehicul ar energency incidents.

Reason for Need: This data elenent allows identification of
external ly defined schemas, which may have additional data that
may assi st in energency response.

How Used by Call Taker: This data elenent allows the end user
(calltaker or first responder) to know what type of additiona

data nmay be available to aid in providing the needed energency
services

Note: Information which is specific to a location or a caller
(person) should not be placed in this section

3.3.7. Issues with getting new types of data into use

Thi s docunent describes two mechani snms which al |l ow extension of the
ki nd of data provided with an energency call: define a new bl ock or
define a new service specific additional data URL for the Devicelnfo
bl ock. Wile defining new data types and getting a new device or
application to send the new data nay be easy, getting PSAPs and
responders to actually retrieve the data and use it will be
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difficult. New nmechani sm providers shoul d understand that acquiring
and using new forns of data usually require software upgrades at the
PSAP and/or responders, as well as training of call takers and
responders in howto interpret and use the information. Legal and
operational review may al so be needed. Overwhelnmng a call taker or
responder with too nmuch information is highly discouraged. Thus, the
barrier to supporting new data is quite high

The mechani sms this docunent describes are nmeant to encourage

devel opnment of wi dely supported, conmon data formats for classes of
devices. If all manufacturers of a class of device use the sane
format, and the data can be shown to inprove outcones, then PSAPs and
responders rmay be encouraged to upgrade their systens and train their
staff to use the data. Variations, however well intentioned, are
unlikely to be support ed.

| mpl enenters shoul d consider that data from sensor-based devices in
sone cases may not be useful to call takers or PSAPs (and privacy or
ot her considerations may preclude the PSAP from touching the data),
but may be of use to responders. Sone standards being devel oped by
other organizations to carry data fromthe PSAP to responders are
designed to carry all additional data supplied in the call that
conformto this document, even if the PSAP does not fetch or
interpret the data. This allows responders to get the data even if
t he PSAP does not.

3.3.8. Choosing between defining a new type of block or new type of
devi ce/ service specific additional data

For devices that have device or service specific data, there are two
choices to carry it. A new block can be defined, or the device/
service specific additional data URL the Devicelnfo block can be used
and a new type for it defined . The data passed would likely be the
same in both cases. Considerations for choosing which nechanismto
regi ster under incl ude:

Applicability: Information which will be carried by nmany kinds of
devices or services are nore appropriately defined as separate
bl ocks.

Privacy: Information which may contain private data nmay be better
sent in the Devicelnfo block, rather than a new bl ock so that
i mpl ementations are not tenpted to send the data by val ue, and
thus having nore exposure to the data than forcing the data to be
retrieved via the URL in Devicel nfo.

Size: Information which nmay be very nmay be better sent in the
Devi cel nfo bl ock, rather than a new bl ock so that inplenentations
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are not tenpted to send the data by value. Conversely, data which
is small may best be sent in a separate block so that it can be
sent by val ue

Avail ability of a server: Providing the data via the device bl ock
requires a server be nade available to retrieve the data.
Providing the data via new block allows it to be sent by val ue
(aD.

3.3.9. EnergencyCal | Dat a. Devi cel nfo Exanpl e

<?xm version="1.0" encodi ng="UTF-8"?>
<dev: Emer gencyCal | Dat a. Devi cel nf o
xm ns: dev="urn:ietf:parans: xm : ns: EmergencyCal | Dat a: Devi cel nf 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<dev: Dat aPr ovi der Ref er ence>st ri ng0987654321@xanpl e. org
</ dev: Dat aPr ovi der Ref er ence>
<dev:i d>12345</dev:i d>
<dev: Devi ced assi fi cati on>Fi xed phone</dev: Devi ceCl assi fication>
<dev: Devi ceM gr >Noki a</ dev: Devi ceM gr >
<dev: Devi ceMbdel Nr >Lum a 800</ dev: Devi ceMbdel Nr >
<dev: Uni queDevi cel D TypeO Devi cel D="1 MEl " >35788104
</ dev: Uni queDevi cel D>
</ dev: Ener gencyCal | Dat a. Devi cel nf o>

Fi gure 7: EmergencyCal | Dat a. Devi cel nf o Exanpl e.
3.4. Owmner/Subscriber Information

Thi s bl ock describes the owner of the device (if provided by the
device) or the subscriber information, if provided by a service
provider. The contact location is not necessarily the |ocation of
the caller or incident, but is rather the nom nal contact address.
The m ne subtype is "application/EnergencyCal | Dat a. Subscri ber +xm ".

In sone jurisdictions sonme or all parts of the subscriber-specific
i nformati on are subject to privacy constraints. These constraints
vary but dictate what information and be displayed and | ogged. A
general privacy indicator expressing a desire for privacy is
provided. The interpretation of howthis is appliedis left to the
receiving jurisdiction as the custodi ans of the |ocal regulatory
requirenents.

3.4.1. Subscriber Data Privacy I|ndicator

Attribute: privacyRequested, bool ean
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Use:

Conditional. This attribute MJST be provided if the owner/
subscriber information block is not enpty.

Description: The subscriber data privacy indicator specifically

expresses the subscriber’s desire for privacy. In sone
jurisdictions subscriber services can have a specific "Type of
Servi ce" which prohibits information, such as the nane of the
subscri ber, from being displayed. This attribute should be used
to explicitly indicate whether the subscriber service includes
such constraints.

Reason for Need: Sone jurisdictions require subscriber privacy to be

observed.

How Used by Call Taker: Where privacy is indicated the call taker

3.4.2.

may not have access to sone aspects of the subscriber information

xCard for Subscriber’s Data

Data El ement: xCARD for Subscriber’'s Data

Use:

Conditional. Subscriber data is provided unless it is not
avai l abl e. Sone services, for exanple prepaid phones, non-
initialized phones, etc., do not have information about the
subscri ber.

XML El ement: <Subscri ber Dat a>

Description: |Information known by the service provider or device

about the subscriber; e.g., Nane, Address, |ndividual Tel ephone
Nunber, Main Tel ephone Nunber and any other data. N, ORG (if
appropriate), ADR, TEL, EMAIL are suggested at a mininum |If nore
than one TEL property is provided, a parameter fromthe vCard
Property Val ue regi stry MIST be specified on each TEL.

Reason for Need: Wen the caller is unable to provide information,

this data may be used to obtain it

How Used by Call Taker: btaining critical information about the

3.4.3.

caller and possibly the location when it is not able to be
obt ai ned ot herwi se.

Enmer gencyCal | Dat a. Subscri berI nfo Exanpl e

<?xm version="1.0" encodi ng="UTF-8""?>
<sub: Enmer gencyCal | Dat a. Subscri berInfo

Rosen,
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Rosen,

xm ns: xsi ="http://wwm. w3. or g/ 2001/ XM_Schena- i nst ance"
privacyRequest ed="fal se" >
<sub: Dat aPr ovi der Ref er ence>st ri ng0987654321@xanpl e. org
</ sub: Dat aPr ovi der Ref er ence>
<sub: Subscri berData xm ns="urn:ietf:parans: xn :ns:vcard-4.0">
<vcards>
<vcard>
<f n><t ext >Si non Perreaul t </text></fn>
<n>
<sur name>Perr eaul t </ sur nanme>
<gi ven>Si non</ gi ven>
<addi tional />
<prefix/>
<suffix>ing. jr</suffix>
<suffix>M Sc. </ suf fi x>
</ n>
<bday><dat e>- - 0203</ dat e></ bday>
<anni versary>
<dat e-ti me>20090808T1430- 0500</ date-ti me>
</ anni ver sary>
<gender ><sex>M</ sex></ gender >
<l ang>
<par anet er s><pr ef ><i nt eger >1</i nt eger ></ pr ef >
</ par anet er s>
<l anguage-t ag>fr </ | anguage-t ag>
</l ang>
<l ang>
<par anet er s><pr ef ><i nt eger >2</ i nt eger ></ pr ef >
</ par anet er s>
<l anguage-t ag>en</ | anguage-t ag>
</l ang>
<or g>
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >Vi ageni e</ t ext >
</ org>
<adr >
<par anet er s>
<t ype><t ext >wor k</t ext ></ t ype>
<l abel ><t ext >Si non Perreaul t
2875 boul . Laurier, suite D2-630
Quebec, QC, Canada
GlV 2M2</t ext ></| abel >
</ par anet er s>
<pobox/ >
<ext/>
<street>2875 boul. Laurier, suite D2-630</street>
<l ocal i t y>Quebec</locality>
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<r egi on>QC</ r egi on>
<code>GlV 2M2</ code>
<count r y>Canada</ count ry>
</ adr >
<tel >
<par anet er s>
<type>
<t ext >wor k</ t ext >
<t ext >voi ce</t ext >
</type>
</ par anet er s>
<uri>tel:+1-418-656-9254; ext =102</ uri >
</tel >
<tel >
<par anet er s>
<type>
<t ext >wor k</t ext >
<t ext >t ext </t ext >
<t ext >voi ce</t ext >
<t ext>cel | </ text>
<t ext >vi deo</t ext >
</type>
</ par anet er s>
<uri>tel:+1-418-262-6501</uri >
</tel >
<emai | >
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >si non. perreaul t @i ageni e. ca</text>
</ email >
<geo>
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<uri >geo: 46. 766336, - 71. 28955</ uri >
</ geo>
<key>
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<uri>
http://wwv. vi ageni e. ca/ si non. perreaul t/si non. asc
</uri>
</ key>
<t z><t ext >Aneri ca/ Montreal </text></tz>
<url >
<par anet er s><t ype><t ext >home</ t ext ></ t ype>
</ par anet er s>
<uri>http://nom s80. org</uri>
</url>
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</vcard>
</ vcards>
</ sub: Subscri ber Dat a>
</ sub: Ener gencyCal | Dat a. Subscri ber | nf o>

Fi gure 8: EmergencyCal | Dat a. Subscri ber| nfo Exanpl e.

3.5. Commrent

This bl ock provides a nmechanismfor the data provider to supply
extra, human readable information to the PSAP. |t is not intended
for a general purpose extension mechani smnor does it aimto provide
machi ne-reabl e content. The nine subtype is "application/

Emer gencyCal | Dat a. Corment +xm "

3.5.1. Comment
Data El enent: EnergencyCall Dat a. Corment
Use: Optional
XML El enent: <Conmment >

Description: Human readabl e text providing additional infornmation to
the PSAP staff.

Reason for Need: Explanatory information for values in the data
structure

How Used by Call Taker: To interpret the data provided

3.5.2. EnergencycCal |l Dat a. Conment Exanpl e

<?xm version="1.0" encodi ng="UTF-8""?>
<com Ener gencyCal | Dat a. Comment
xm ns: sub="urn:ietf:parans: xm : ns: EmergencyCal | Dat a: Corment "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<com Dat aPr ovi der Ref er ence>st ri ng0987654321@xanpl e. org
</ com Dat aPr ovi der Ref er ence>
<com Comment xm :lang="en">This is an exanpl e text.</com Coment >
</ com Ener gencyCal | Dat a. Conmrent >

Fi gure 9: EmergencyCal | Dat a. Corment Exanpl e.

4. Data Transport Mechani sns

Rosen, et al. Expi res August 16, 2014 [ Page 28]



Internet-Draft Additional Call Data February 2014

This section defines how to convey additional data to an energency
service provider. Two different nmeans are specified: the first uses
the call signaling; the second uses the <provi ded-by> el enment of a
Pl DF- LO [ RFC4119] .

1.

Rosen,

First, the ability to enbed a Uniform Resource Identifier (URI)
in an existing SIP header field, the Call-Info header, is
defined. The URI points to the additional data structure. The
Call-Info header is specified in Section 20.9 of [RFC3261]. This
docunent adds a new conpound token starting with the val ue

"EnergencyCal | Data’ for the Call-Info "purpose" paraneter. |If
the "purpose" paraneter is set to a value starting with
"EmergencyCal | Data’, then the Call-Info header contains either an

HTTPS URL pointing to an external resource or a CID (content
indirection) URI that allows the data structure to be placed in
the body of the SIP nessage. The "purpose" paraneter also

i ndi cates the kind of data (by its MM type) that is available
at the URI. As the data is conveyed using a URl in the SIP
signaling, the data itself may reside on an external resource, or
may be contained within the body of the SIP nmessage. Wen the
URI refers to data at an external resource, the data is said to
be passed by reference. Wien the URI refers to data contai ned
within the body of the SIP nessage, the data is said to be passed
by value. A PSAP or energency responder is able to exanine the
type of data provided and selectively inspect the data it is
interested in, while forwarding all of it (the values or
references) to downstreamentities. To be conveyed in a SIP
body, additional data about a call is defined as a series of MM
obj ects. Each block defined in this docunment is an XM. data
structure identified by its MM type. (Blocks defined by others
may be encoded in XM. or not, as identified by their MM
registration.) As usual, whenever nore than one M ME part is
included in the body of a nmessage, M Me-mnultipart (i.e.
"multipart/mxed ) encloses themall. This docunent defines a
set of XML schemas and M ME types used for each bl ock defined
here. Wen additional data is passed by value in the SIP
signaling, each CID URL points to one block in the body.

Multiple URIs are used within a Call-Info header field (or
multiple Call-Info header fields) to point to nultiple blocks.
When additional data is provided by reference (in SIP signaling
or Provided-By), each HTTPS URL references one block; the data is
retrieved with an HTTPS GET operation, which returns one of the
bl ocks as an object (the bl ocks defined here are returned as XM
obj ects).

Second, the ability to enbed additional data structures in the

<provi ded- by> el enent of a PIDF-LO [RFC4119] is defined. Besides
a service provider in the call path, the access network provider

et al. Expi res August 16, 2014 [ Page 29]



Internet-Draft Additional Call Data February 2014

may al so have sinilar information that may be valuable to the
PSAP. The access network provider may provide location in the
formof a PIDF-LO froma | ocation server via a |location
configuration protocol. The data structures described in this
docunent are not specific to the location itself, but rather
provi des descriptive information having to do with the inmredi ate
ci rcunst ances about the provision of the location (who the access
network is, howto contact that entity, what kind of service the
access network provides, subscriber information, etc.). This
data is simlar in nearly every respect to the data known by
service providers in the path of the call. Wen the access
networ k provider and service provider are separate entities, the
access network does not participate in the application |ayer
signaling (and hence cannot add a Call-Info header field to the
SI P nessage), but may provide location information to assist in
|l ocating the caller’s device. The <provided-by> el enent of the
PIDF-LO is a nechanismfor the access network provider to supply
the informati on about the entity or organization that supplied
this location information. For this reason, this docunent

descri bes a nanespace per RFC 4119 for inclusion in the

<provi ded- by> el enent of a PIDF-LO for adding informtion known
to the access network provider

One or nore bl ocks of data registered in the Energency Cal

Additional Data registry, as defined in Section 9.1, may be included
or referenced in the SIP signaling (using the Call-I1nfo header field)
or in the <provided-by> elenent of a PIDF-LO  Every bl ock nust be
one of the types in the registry. Since the data of an energency
call may cone fromnultiple sources, the data itself needs

i nformati on describing the source. Consequently, each entity adding
addi tional data MJUST supply the "Data Provider" block. Al other

bl ocks are optional, but each entity SHOULD supply any bl ocks where
it has at | east some of the information in the bl ock

4.1. Transnmitting Bl ocks using the Call-Info Header

A URI to a block MAY be inserted in a SIP request or response method
(rmost often INVITE or MESSAGE) with a Call-Info header field
containing a purpose value starting with 'EnergencyCal | Data’ and the
type of data available at the URI. The type of data is denoted by
including the root of the MME type (not including the
"EnergencyCal | Data’ prefix and any suffix such as "+xm’') with a '.
separator. For exanple, when referencing a block with M M type
"appl i cation/ EmrergencyCal | Dat a. Provi der |l nfo+xm ', the ’purpose
paraneter is set to ' EmergencyCall Data.Providerinfo’. An exanple
"Call -Info" header field for this would be:

Rosen, et al. Expi res August 16, 2014 [ Page 30]



Internet-Draft Additional Call Data February 2014

Call -1 nfo: https://ww. exanpl e. com 23seddes;
pur pose="Ener gencyCal | Dat a. Provi der | nf 0"

A Call-info header with a purpose value starting with
"EnergencyCal | Data’ MJUST only be sent on an energency call, which can
be ascertai ned by the presence of an energency service urn in a Route
header of a SIP nessage.

If the data is provided by reference, an HITPS URI MJST be incl uded
and consequently Transport Layer Security (TLS) protection is applied
for protecting the retrieval of the information.

The data may al so be supplied by value in a SIP nessage. In this
case, Content Indirection (CID) [RFC2392] is used, with the CID URL
referencing the M ME body part.

More than one Call-Info header with a purpose value starting with
"EnergencyCal | Data’ can be expected, but at |east one MJST be
provided. The device MJST provide one if it knows no service
provider is in the path of the call. The device MAY insert one if it
uses a service provider. Any service provider in the path of the
call MJST insert its own. For exanple, a device, a telenmatics
service provider in the call path, as well as the nobile carrier
handling the call will each provide one. There may be circunstances
where there is a service provider who is unaware that the call is an
energency call and cannot reasonably be expected to determine that it
is an energency call. 1In that case, that service provider is not
expected to provide EnergencyCall Dat a.

4.2. Transnitting Bl ocks by Reference using the Provided-By El enent

The ' EnergencyCal | Dat aRef erence’ elenment is used to transmt an
additional data block by reference within a ' Provided-By’ el enent of
a PIDF-LO.  The ' EnergencyCal | Dat aRef erence’ el enent has two
attributes: 'ref’ to specify the URL, and 'purpose’ to indicate the
type of data block referenced. The value of 'ref’ is an HTTPS URL
that resolves to a data structure with informati on about the call
The val ue of ’'purpose’ is the sane as used in a ’'Call-Info’ header
field (as specified in Section 4.1).

For exanple, to reference a block with MM type "application/

Enmer gencyCal | Dat a. Provi derInfo+xm ', the 'purpose’ paraneter is set
to ' EmergencyCal | Dat a. Providerinfo’. An exanple

" Ener gencyCal | Dat aRef erence’ el ement for this would be:

<Ener gencyCal | Dat aRef erence ref="htt ps://ww. exanpl e. conf 23sedde3"
pur pose="Ener gencyCal | Dat a. Provi der I nfo"/>
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Transmitting Bl ocks by Val ue using the Provided-By El enent

It is RECOWENDED that access networks supply the data specified in
this docunent by reference, but they MAY provide the data by val ue.

The ’ EmergencyCal | Dat aVal ue’ el enent is used to transnit an

addi tional data block by value within a 'Provided-By' elenment of a

PI DF-LO  The ' EmergencyCal | Dat avVal ue’ el enent has one attri bute:
"purpose’ to indicate the type of data bl ock contained. The val ue of
"purpose’ is the sane as used in a "Call-Info’ header field (as
specified in Section 4.1, and in Section 4.1). The sane XM
structure as would be contained in the corresponding M ME type body
part is placed inside the 'EnmergencyCall DataVal ue’ el enment.

For exanpl e:

<provi ded- by

xm ns="urn:ietf:paranms: xnl :ns: EmergencyCal | Dat a" >

<Ener gencyCal | Dat a>
<byRef purpose="EnmergencyCal | Dat a. Servi cel nf 0"

ref="https://exanple.coniref2"/>
<sub: Ener gencyCal | Dat a. Comment
xm ns: sub="urn:ietf:params: xm : ns: Ener gencyCal | Dat a. Conment " >
<sub: Conment xml :lang="en">This is an exanple text.

</ sub: Comrent >
</ sub: Ener gencyCal | Dat a. Conmrent >

</ Ener gencyCal | Dat a>

<Ener gencyCal | Dat aVal ue
pur pose="Emer gencyCal | Dat a. Provi der | nf 0" >
<Provi der | D>Test </ Provi der | D>
<Provi der | DSer i es>NENA</ Pr ovi der | DSer i es>
<TypeO Provi der| D>Access Infrastructure Provider

</ TypeOf Provi der | D>
<Cont act URI >si p: 15555550987 @ur f . exanpl e. com user =phone
</ Cont act URI >

</ Ener gencyCal | Dat aval ue>

</ provi ded- by>

Exanpl e Provi ded-By by Val ue.
The Content-Di sposition Paraneter
RFC 5621 [ RFC5621] di scusses the handling of message bodies in SIP
It updates and clarifies handling originally defined in RFC 3261

[ RFC3261] based on inplenentation experience. Wile RFC 3261 did not
mandat e support for 'multipart’ nessage bodies, 'nultipart/m xed
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M ME bodi es are used by many extensions (including this docunent)

t oday.

For exanple, adding a PIDF-LO, SDP, and additional data in

body of a SIP nessage requires a 'nultipart’ message body.

RFC 3204 [ RFC3204] and RFC 3459 [ RFC3459] define the 'handling’
paraneter for the Content-Disposition header field. These RFCs

descri

be how a UAS reacts if it receives a nmessage body whose content

type or disposition type it does not understand. |If the ’handling
paraneter has the value "optional”, the UAS ignores the nessage body.
If the "handling paraneter has the value "required", the UAS returns

a 415

(Unsupported Medi a Type) response. The 'by-reference’

di sposition type allows a SIP nessage to contain a reference to the
body part, and the SIP UA processes the body part according to the
reference. This is the case for the Call-info header containing a
Content Indirection (ClID) URL.

As an

exanpl e, a SIP nmessage indicates the Content-Disposition

paranmeter in the body of the SIP nmessage as shown in Figure 10.

Cont ent - Type: application/sdp

...0rnit Content-Disposition here; defaults are ok
...SDP goes in here

--boundary1l

Cont ent - Type: application/ pi df +xm

Content-1D: <targetl23@tl ant a. exanpl e. conp

Cont ent - Di sposi tion: by-reference; handl i ng=opti onal
...PIDF-LO goes in here

--boundaryl- -

Cont ent - Type: application/ EmrergencyCal | Dat a. Provi der | nf o+xmi
Content-1D: <1234567890@t | ant a. exanpl e. con®

Content-Di sposition: by-reference; handling=optional

...Data provider infornmation data goes in here

--boundaryl- -

Figure 10: Exanple for use of the Content-Disposition Parameter in

Sl P.
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5. Exanpl es

This section illustrates a | onger and nore conpl ex exanple, as shown
in Figure 11. In this exanple additional data is added by the end
device, included by the Vol P provider (via the PIDF-LO), and provided
by the access network provider.

[ 1 (1) [ ]
[ O +----+ ] Ener gency Cal | [ ]
I A R S B U N B e > ]
[ [ +----+ ] +Device Info [ ]
[ 7\ ] +Data Provider Info | ]
[ ] +Location URI [ ]
[ Access Network ] [ ]
[ Provi der ] [ Vol P Provider ]
[ ] [ exanple.org |
[ n ] [ ]
[ ] [ ——————————=—= :::]

(3) T +
.................... > PSAP ] Emergency Cal
Locati on [ ] +Device Info
+Omer/ Subscriber Info | ] +Data Provider Info #2
+Device Info [ ] +Location URI
+Data Provider Info #3 | ]

Legend:

--- Energency Call Setup Procedure
Location Retrieval / Response

Figure 11: Additional Data Exanple Fl ow

The exanpl e scenario starts with the end device itself adding device
i nformation, owner/subscriber information, a location URI, and data
provider information to the outgoing energency call setup nessage
(see step #1 in Figure 11). The SIP INVITE exanple is shown in
Figure 12.

I NVI TE urn: service:sos SIP/ 2.0
Via: SIPS/ 2.0/ TLS server. exanpl e. com branch=z9hG4bK74bf 9
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Max- Forwards: 70
To: <urn:service: sos>
From Hannes Tschof eni g <si ps: hannes@xanpl e. conP; t ag=9f xced76sl
Cal | -1 D: 3848276298220188511@xanpl e. com
Call -Info: <http://www. exanpl e. conf hannes/ phot o. j pg> ; pur pose=i con,
<htt p: // ww. exanpl e. com hannes/ > ; pur pose=i nf o,
<ci d: 1234567890@t | ant a. exanpl e. con
; pur pose=Ener gencyCal | Dat a. Provi der | nf o,
<ci de: 0123456789@t | ant a. exanpl e. con»
; pur pose=Ener gencyCal | Dat a. Devi cel nfo
Geol ocation: <https://|s.exanpl e. net: 9768/ 357yc6s64ceyoi uy5ax3o0>
Geol ocati on-Routing: yes
Accept: application/sdp, application/pidf+xmn,
appl i cati on/ Emer gencyCal | Dat a. Pr ovi der | nf o+xmi
CSeq: 31862 INVITE
Cont act: <sips: hannes@xanpl e. conp
Content - Type: multipart/nm xed; boundary=boundaryl

Cont ent - Lengt h:

--boundary1l

Cont ent - Type: application/sdp

...SDP goes here

- -boundaryl- -

Cont ent - Type: application/ EnmergencyCal | Dat a. Devi cel nf o+xmi

Content-1D: <0123456789@t | ant a. exanpl e. con
Cont ent - Di sposi tion: by-reference; handl i ng=opti onal

<?xm version="1.0" encodi ng="UTF-8"?>

<dev: Ener gencyCal | Dat a. Devi cel nfo

xm ns: dev="urn:ietf:parans: xm : ns: EnergencyCal | Dat a: Devi cel nf 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<dev: Dat aPr ovi der Ref er ence>st ri ng0987654321@xanpl e. org
</ dev: Dat aPr ovi der Ref er ence>
<dev: Devi ced assi fi cati on>Sof t Phn</ dev: Devi ced assi fication>
<dev: Uni queDevi cel D
TypeO Devi cel D=" MAC' >00- 0d- 4b- 30- 72- df </ dev: Uni queDevi cel D>

</ dev: Ener gencyCal | Dat a. Devi cel nf o>

Rosen,

- -boundaryl- -

Cont ent - Type: application/ EmergencyCal | Dat a. Provi der | nf o+xmi
Content-1D: <1234567890@t | ant a. exanpl e. con
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Cont ent - Di sposi tion: by-reference; handl i ng=opti ona
<?xm version="1.0" encodi ng="UTF-8"?>
<pi : Emer gencyCal | Dat a. Provi derInfo
xm ns: pi ="urn:ietf:parans: xnl : ns: Ener gencyCal | Dat a: Pr ovi der | nf 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<pi :id>12345</pi :id>
<pi : Dat aPr ovi der Ref er ence>stri ng0987654321@xanpl e. or g
</ pi : Dat aPr ovi der Ref er ence>
<pi : Dat aPr ovi der Stri ng>Hannes Tschof eni g
</ pi : Dat aProvi der Stri ng>
<pi : TypeO Provi der >t her </ pi : TypeO Provi der >
<pi : Cont act URI >si p: hannes@xanpl e. conk/ pi : Cont act URI >
<pi : Language>EN</ pi : Language>
<xc: Dat aPr ovi der Cont act
xm ns: xc="urn:ietf:parans: xm : ns:vcard-4.0">
<vcard>
<f n><t ext >Hannes Tschof eni g</t ext ></f n>
<n>
<sur nane>Hannes</ sur name>
<gi ven>Tschof eni g</ gi ven>
<additional />
<prefix/>
<suffix>Dipl. Ing.</suffix>
</ n>
<bday><dat e>- - 0203</ dat e></ bday>
<anni ver sary>
<dat e- ti me>20090808T1430- 0500</ dat e-ti me>
</ anni ver sary>
<gender ><sex>M</ sex></ gender >
<l ang>
<par anet er s><pr ef ><i nt eger >1</i nt eger ></ pref >
</ par anet er s>
<l anguage-t ag>de</ | anguage-t ag>
</l ang>
<l ang>
<par amet er s><pr ef ><i nt eger >2</i nt eger ></ pref >
</ par anet er s>
<l anguage-t ag>en</ | anguage-t ag>
</l ang>
<adr >
<par anet er s>
<t ype><t ext >wor k</t ext ></ t ype>
<l abel ><t ext >Hannes Tschof eni g
Li nnoitustie 6
Espoo, Finl and
02600</ t ext ></ | abel >
</ par anet er s>
<pobox/ >
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<ext/>

<street>Li nnoitustie 6</street>
<l ocal i t y>Espoo</| ocal i ty>

<r egi on>Uusi maa</ r egi on>
<code>02600</ code>

<count ry>Fi nl and</ country>

</ adr >
<tel >
<par anet er s>
<type>

<t ext >wor k</t ext >
<t ext >voi ce</t ext >
</type>
</ par anet er s>
<uri>tel:+358 50 4871445</uri >
</tel >
<enmi | >
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >hannes. t schof eni g@sn. conx/ t ext >
</ emai | >
<geo>
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<uri >geo: 60. 210796, 24. 812924</ uri >
</ geo>
<key>
<par anet er s>
<t ype><t ext >hone</t ext ></ type>
</ par anet er s>
<uri>https://ww. exanpl e. com key. asc

</uri>
</ key>
<t z><t ext >Fi nl and/ Hel si nki </ text></tz>
<url >

<par anet er s><t ype><t ext >honme</ t ext ></ t ype>
</ par anet er s>
<uri>http://exanpl e. com hannes. t schof eni g</ uri >
</url>
</vcard>
</ xc: Dat aPr ovi der Cont act >
</ pi : Emer gencyCal | Dat a. Pr ovi der | nf o>
--boundaryl- -

Figure 12: End Device sending SIP INVITE with Additional Data.

In this exanple, infornmation available to the access network operator
is included in the call setup nessage only indirectly via the use of
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the location reference. The PSAP has to retrieve it via a separate

| ook-up step. Since the access network provider and the Vol P service
provider are two independent entities in this scenario, the access
network operator is not involved in application |ayer exchanges; the
SIP INVITE transits the access network transparently, as illustrated
in step #1. No change to the SIP INVITE is appli ed.

When the Vol P service provider receives the nessage and deterni nes
based on the Service URN that the incom ng request is an energency
call. It performs the typical energency services rel ated tasks,

i ncluding | ocation-based routing, and adds additional data, nanely
service and subscriber information, to the outgoing nmessage. For the
exanpl e we assume a Vol P service provider that depl oys a back-to-back
user agent allowi ng additional data to be included in the body of the
SI P nessage (rather than per reference in the header), which allows
us to illustrate the use of nultiple data provider info blocks. The
resulting nessage is shown in Figure 13.

I NVI TE si ps: psap@xanple.org SIP/ 2.0
Via: SIPS/2.0/TLS server. exanpl e. com branch=z9hG4bK74bf 9
Max- Forwards: 70
To: <urn:service:sos>
From Hannes Tschof eni g <si ps: hannes@xanpl e. con®; t ag=9f xced76s
Call -1 D: 3848276298220188511@xanpl e. com
Call-Info: <http://www. exanpl e. conf hannes/ phot 0. j pg> ; pur pose=i con
<http://ww. exanpl e. com hannes/ > ; pur pose=i nf o,
<ci d: 1234567890@t | ant a. exanpl e. con®
; pur pose=Ener gencyCal | Dat a. Provi der | nfo
<ci d: 0123456789@t | ant a. exanpl e. con
; pur pose=Ener gencyCal | Dat a. Devi cel nf o

Cal I -1 nfo: <cid: bl oorpyhex@t| ant a. exanpl e. con
; pur pose=Ener gencyCal | Dat a. Servi cel nfo
Cal | -1 nfo: <cid: aaabbb@t| ant a. exanpl e. conP

; pur pose=Ener gencyCal | Dat a. Provi der | nfo

Geol ocation: <https://|s.exanpl e. net: 9768/ 357yc6s64ceyoi uy5ax3o0>
Geol ocati on-Routing: yes
Accept: application/sdp, application/pidf+xmn,

appl i cati on/ Emer gencyCal | Dat a. Pr ovi der | nf o+xmi
CSeq: 31862 INVITE
Contact: <sips: hannes@xanpl e. conp
Cont ent - Type: multi part/ni xed; boundary=boundaryl

Cont ent - Lengt h:
--boundaryl

Cont ent - Type: application/sdp
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...SDP goes here
- -boundaryl- -

Cont ent - Type: application/ EnergencyCal | Dat a. Devi cel nf o+xmi
Content-1D: <0123456789@t | ant a. exanpl e. con
Cont ent - Di sposi tion: by-reference; handl i ng=opti ona

<?xm version="1.0" encodi ng="UTF-8"?>

<dev: Ener gencyCal | Dat a. Devi cel nfo

xm ns: dev="urn:ietf:parans: xm : ns: EnergencyCal | Dat a: Devi cel nf 0"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >

<dev: Dat aPr ovi der Ref er ence>st ri ng0987654321@xanpl e. org

</ dev: Dat aPr ovi der Ref er ence>

<dev: Devi ced assi fi cati on>Sof t Phn</ dev: Devi ced assi ficati on>

<dev: Uni queDevi cel D

TypeO Devi cel D=" MAC' >00- 0d- 4b- 30- 72- df </ dev: Uni queDevi cel D>

</ dev: Ener gencyCal | Dat a. Devi cel nf o>

- -boundaryl- -

Cont ent - Type: application/EnergencyCal | Dat a. Provi der | nf o+xmni
Content-1D: <1234567890@t | ant a. exanpl e. conp
Cont ent - Di sposi tion: by-reference; handl i ng=opti ona
<?xm version="1.0" encodi ng="UTF-8"?>
<pi : Emer gencyCal | Dat a. Provi derInfo
xm ns: pi ="urn:ietf:parans: xm : ns: EnergencyCal | Dat a: Provi der | nf 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<pi : Dat aPr ovi der Ref er ence>stri ng0987654321@xanpl e. or g
</ pi : Dat aPr ovi der Ref er ence>
<pi : Dat aPr ovi der St ri ng>Hannes Tschof enig
</ pi : Dat aProvi der Stri ng>
<pi : TypeO Provi der >t her </ pi : TypeOf Pr ovi der >
<pi : Cont act URI >si p: hannes@xanpl e. conx/ pi : Cont act URI >
<pi : Language>EN</ pi : Language>
<xc: Dat aPr ovi der Cont act
xm ns: xc="urn:ietf:parans: xnm :ns:vcard-4.0">
<vcard>
<f n><t ext >Hannes Tschof eni g</t ext ></f n>
<n>
<sur nane>Hannes</ sur name>
<gi ven>Tschof eni g</ gi ven>
<addi tional / >
<prefix/>
<suffix>Dipl. Ing.</suffix>
</ n>
<bday><dat e>- - 0203</ dat e></ bday>
<anni versary>

Rosen, et al. Expi res August 16, 2014 [ Page 39]



Internet-Draft

Rosen,

et al.

Additional Call Data February 2014

<dat e-ti me>20090808T1430- 0500</ date-ti me>
</ anni ver sary>
<gender ><sex>M</ sex></ gender >
<l ang>
<par anet er s><pr ef ><i nt eger >1</ i nt eger ></ pref >
</ par anet er s>
<l anguage-t ag>de</ | anguage-t ag>
</l ang>
<l ang>
<par anet er s><pr ef ><i nt eger >2</ i nt eger ></ pr ef >
</ par anet er s>
<l anguage- t ag>en</ | anguage-t ag>
</l ang>
<adr >
<par anet er s>
<t ype><t ext >wor k</t ext ></ t ype>
<l abel ><t ext >Hannes Tschof eni g
Li nnoitustie 6
Espoo, Finl and
02600</ t ext ></ | abel >
</ par anet er s>
<pobox/ >
<ext/>
<street>Linnoitustie 6</street>
<l ocal i t y>Espoo</l ocal ity>
<r egi on>Uusi maa</ r egi on>
<code>02600</ code>
<count ry>Fi nl and</ country>

</ adr >
<tel >
<par anet er s>
<type>

<t ext >wor k</ t ext >
<t ext >voi ce</t ext >
</type>
</ par anet er s>
<uri>tel:+358 50 4871445</uri >
</tel >
<emi | >
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >hannes. t schof eni g@sn. conx/t ext >
</ email >
<geo>
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<uri >geo: 60. 210796, 24. 812924</ uri >
</ geo>
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<key>
<par anet er s>
<t ype><t ext >honme</t ext ></ type>
</ par anet er s>
<uri>https://ww. exanpl e. com key. asc

<luri>
</ key>
<t z><t ext >Fi nl and/ Hel si nki </ text></tz>
<url >

<par anet er s><t ype><t ext >honme</ t ext ></ type>
</ par anet er s>
<uri>http://exanpl e. com hannes. t schof eni g</ uri >
</url>
</vcard>
</ xc: Dat aPr ovi der Cont act >
</ pi : Emer gencyCal | Dat a. Pr ovi der | nf o>

--boundaryl- -

Cont ent - Type: application/ EmrergencyCal | Dat a. Ser vi cel nf o+xmi
Content-1D: <bl oorpyhex@t! ant a. exanpl e. conp
Content-Di sposition: by-reference; handl i ng=opti onal
<?xm version="1.0" encodi ng="UTF-8"?>
<svc: Enmer gencyCal | Dat a. Servi cel nfo
xm ns:sve="urn:ietf:paranms: xm : ns: Emer gencyCal | Dat a. Ser vi cel nf 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<svc: Dat aPr ovi der Ref er ence>st ri ng0987654321@xanpl e. org
</ svc: Dat aPr ovi der Ref er ence>
<svc: SvcEnvi ronnent >Resi dence</ svc: SvcEnvi r onment >
<svc: SvcDel ByProvi der >VO P</ svc: SvcDel ByPr ovi der >
<svc: SvcMbi | i t y>Unknown</ svc: SvcMbi lity>
</ svc: Ener gencyCal | Dat a. Ser vi cel nf o>

--boundaryl- -

Cont ent - Type: application/ EmrergencyCal | Dat a. Provi der | nf o+xmi
Content-1D: <aaabbb@t!| ant a. exanpl e. con
Content - Di sposition: by-reference; handl i ng=opti onal
<?xm version="1.0" encodi ng="UTF-8"?>
<pi : EmergencyCal | Dat a. Provi derInfo
xm ns: pi ="urn:ietf:parans: xm : ns: Ener gencyCal | Dat a: Provi der | nf 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<pi : Dat aPr ovi der Ref er ence>stri ng0987654321@xanpl e. or g
</ pi : Dat aPr ovi der Ref er ence>
<pi : Dat aPr ovi der Stri ng>Exanpl e Vol P Provi der
</ pi : Dat aProvi der Stri ng>
<pi : Provi der | D>ur n: nena: conpanyi d: | D123</ pi : Provi der | D>
<pi : Provi der | DSeri es>NENA</ pi : Provi der | DSer i es>
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<pi : TypeOf Provi der >Ser vi ce Provider</pi: TypeOX Provi der >
<pi : Cont act URI >si p: voi p- provi der @xanpl e. conx/ pi : Cont act URI >
<pi : Language>EN</ pi : Language>
<xc: Dat aPr ovi der Cont act
xm ns: xc="urn:ietf:parans: xm :ns:vcard-4.0">
<vcar d>
<f n><t ext >John Doe</t ext></fn>
<n>
<sur nanme>John</ sur nane>
<gi ven>Doe</ gi ven>
<addi tional / >
<prefix/>
<suf fix/>
</ n>
<bday><dat e>- - 0203</ dat e></ bday>
<anni ver sary>
<dat e- ti me>20090808T1430- 0500</ date-ti me>
</ anni ver sary>
<gender ><sex>M</ sex></ gender >
<l ang>
<par anet er s><pr ef ><i nt eger >1</i nt eger ></ pref >
</ par anet er s>
<l anguage-t ag>en</ | anguage-t ag>
</l ang>
<or g>
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >Exanpl e Vol P Provi der </t ext>
</ org>
<adr >
<par anet er s>
<t ype><t ext >wor k</ t ext ></ t ype>
<l abel ><t ext >John Doe
Downi ng Street 10
London, UK</text></I|abel >
</ par anet er s>
<pobox/ >
<ext/>
<street>Downi ng Street 10</street>
<l ocal i ty>London</l ocal ity>
<regi on/ >
<code>SWLA 2AA</ code>
<count ry>UK</ count ry>
</ adr>
<tel >
<par anet er s>
<t ype>
<t ext >wor k</ t ext >
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<t ext >voi ce</t ext >
</type>
</ par anet er s>
<uri >si ps: j ohn. doe@xanpl e. conx/ uri >
</tel >
<enui | >
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >j ohn. doe@xanpl e. conx/ t ext >
</ email >
<geo>
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<uri >geo: 51. 503396, 0.127640</uri >
</ geo>
<t z><t ext >Eur ope/ London</ t ext ></t z>
<url >
<par anet er s><t ype><t ext >honme</t ext ></ t ype>
</ par anet er s>
<uri>http://ww. exanpl e. cont j ohn. doe</ uri >
</url>
</vcard>
</ xc: Dat aPr ovi der Cont act >
</ pi : Emer gencyCal | Dat a. Pr ovi der | nf o>

Figure 13: Vol P Provider sending SIP INVITE with Additional Data.

Finally, the PSAP requests |location information fromthe access
network operator. The response is shown in Figure 14. Along with
the location information additional data is provided in the

<Provi ded- By> el erent of the PIDF-LO

<?xm version="1.0" encodi ng="UTF-8""?>
<presence xm ns="urn:ietf:parans: xm :ns: pi df"
xm ns: gp="urn:ietf:parans: xn : ns: pi df : geopri v1i0"
xm ns: gbp="urn:ietf:paranms: xn : ns: pidf:geopriv10: basi cPolicy"
xm ns: dm="urn:ietf:parans: xnl : ns: pi df : dat a- nodel "
entity="pres:alice@tl anta. exanpl e. com' >
<dm devi ce id="target 123-1">
<gp: geopri v>
<gp: | ocati on-i nf o>
<ci vi cAddr ess
xm ns="urn:ietf:paranms: xm : ns: pi df : geopri v10: ci vi cAddr " >
<count r y>AU</ count r y>
<A1>NSW&/ Al1>
<A3>Wl | ongong</ A3>
<Ad>Nort h Wl | ongong</ A4>
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<RD>FIl i nder s</ RD>
<STS>Str eet </ STS>
<RDBR>Campbel | St reet </ RDBR>
<LMK>G | Iigan' s | sl and</ LMK>
<LOC>Cor ner </ LOC>
<NAM>Vi deo Rental Store</ NAM>
<PC>2500</ PC
<ROOMWest erns and O assi cs</ ROOW
<PLC>st or e</ PLC>
<POBOX>Privat e Box 15</ POBOX>
</ ci vi cAddr ess>
</ gp: | ocation-info>
<gp: usage-rul es>
<gbp: retransmni ssi on-al | oned>t rue
</ gbp: retransm ssi on-al | owed>
<gbp: retention-expi ry>2013-12-10T20: 00: 00Z
</ gbp:retention-expiry>
</ gp: usage-rul es>
<gp: net hod>802. 11</ gp: net hod>

<provi ded- by
xm ns="urn:ietf:parans: xm : ns: Emer gencyCal | Dat a" >

<Ener gencyCal | Dat aRef erence purpose="EnergencyCal | Dat a. Ser vi cel nf 0"
ref="https://exanple.comref2"/>

<Ener gencyCal | Dat aVal ue>
<Ener gencyCal | Dat a. Provi derl nfo
xm ns="urn:ietf:parans: xm : ns: EmergencyCal | Dat a: Provi der | nf 0" >
<Dat aPr ovi der Ref er ence>st ri ng0987654321@xanpl e. org
</ Dat aPr ovi der Ref er ence>
<Dat aProvi der Stri ng>Uni versity of California, Irvine
</ Dat aPr ovi der Stri ng>
<Pr ovi der | D>ur n: nena: conpanyi d: uci </ Provi der | D>
<Provi der | DSeri es>NENA</ Pr ovi der | DSeri es>
<TypeO Provi der >Ot her </ TypeO Provi der >
<Cont act URI >t el : +1 9498245222</ Cont act URI >
<Language>EN</ Language>
</ Emer gencyCal | Dat a. Pr ovi der | nf 0>

<Ener gencyCal | Dat a. Conment
xm ns="urn:ietf:parans: xn : ns: EmergencyCal | Dat a: Conment " >
<Dat aPr ovi der Ref er ence>st ri ng0987654321@xanpl e. org
</ Dat aPr ovi der Ref er ence>
<Comment xmnl:lang="en">This is an exanpl e text.</ Comrent >
</ Ener gencyCal | Dat a. Corment >

</ Ener gencyCal | Dat aval ue>

al . Expi res August 16, 2014 [ Page 44]



Internet-Draft Additional Call Data February 2014

</ provi ded- by>
</ gp: geopri v>
<dm devi cel D>mac: 00- 0d- 4b- 30- 72- df </ dm devi cel D>
<dm ti nmest anp>2013- 07- 09T20: 57: 29Z</dm t i nest anp>
</ dm devi ce>
</ presence>

Figure 14: Access Network Provider returning PIDFLO with Additiona
Dat a.

6. XM Schenms

This section defines the XML schemas of the five data bl ocks.
Additionally, the Provided-By schema is specified.

6.1. EnergencyCall Data.Providerlnfo XM. Schena

<?xm version="1.0"?>
<xs:schema
t ar get Nanmespace=
"urn:ietf:parans: xnl : ns: EnergencyCal | Dat a: Provi der | nf 0"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"
xm ns: pi ="urn:ietf:paranms: xm : ns: EmergencyCal | Dat a: Provi der | nf 0"
xm ns: xm ="http://ww. w3. or g/ XM_/ 1998/ nanespace”
xm ns: xc="urn:ietf:paranms: xm : ns: vcard-4. 0"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >

<xs:inport namespace="http://ww. wW3. or g/ XM_/ 1998/ nanespace"
schemalLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<xs:inport namespace="urn:ietf:parans: xm :ns:vcard-4.0">

<xs: si npl eType nane="i so3166a2">
<xs:restriction base="xs:token">
<xs:pattern value="[A-Z]{2}"/>
</xs:restriction>
</ xs: si npl eType>

<xs: el enent
name="Ener gencyCal | Dat a. Pr ovi der | nf o"
type="pi: Provi derl nfoType"/>

<xs: el enent nane="Dat aPr ovi der Ref er ence"
type="xs:token" m nCccurs="1" nmaxCccurs="1"/>

Rosen, et al. Expi res August 16, 2014 [ Page 45]



Internet-Draft Additional Call Data February 2014

<xs: si npl eType name="SubcontractorPriorityType">
<xs:restriction base="xs:string">
<xs:enuneration val ue="sub"/>
<xs:enuneration val ue="nmai n"/>
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType nane="Provi der| nfoType" >
<XS: sequence>
<xs: el enent nanme="id"
type="xs:string" mnCccurs="1" maxCccurs="1"/>

<xs: el enent name="Dat aProvi der String"
type="xs:string" mnCccurs="1" maxCccurs="1"/>

<xs: el enent nanme="Provider| D"
type="xs:string" mnCccurs="0" maxCccurs="1"/>

<xs: el enent name="Provider| DSeries"
type="xs:string" mnCccurs="0" maxCccurs="1"/>

<xs: el enent nane="TypeO Provi der"
type="xs:string" mnCccurs="0" maxCccurs="1"/>

<xs: el enent name="Contact URI " type="xs:anyURl"
m nCccurs="1" maxQccurs="1"/>

<xs: el enent nane="Language" type="pi:iso3166a2"
m nCccur s="0" maxCccur s="unbounded" />

<xs: el enent nane="Dat aProvi der Cont act"
type="xc: vcardType" m nCccurs="0"
maxQccur s="1"/>

<xs: el enent nane="SubcontratorPrinci pal "
type="xs:string" mnCccurs="0" maxCccurs="1"/>

<xs: el enent nanme="SubcontractorPriority"
type="pi: SubcontractorPriorityType" m nCccurs="0" nmaxCccu
I,s:u 1"/ >
<xs:any nanmespace="##ot her" processContents="1ax"
nm nCccur s="0" maxCOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: schema>

Fi gure 15: EnergencyCall Dat a. Provi derlnfo XML Schema
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6.2. EnergencyCall Data. Servicelnfo XM. Schema

<?xm version="1.0"?>
<xs:schema
t ar get Nanmespace=
"urn:ietf:parans: xm : ns: EmergencyCal | Dat a: Ser vi cel nf 0"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: sve="urn:ietf:parans: xm : ns: Emer gencyCal | Dat a: Ser vi cel nf 0"
xm ns: xm ="http: //ww. w3. or g/ XM/ 1998/ nanespace”
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">

<xs:inport namespace="http://ww. wW3. or g/ XM_/ 1998/ nanespace"
schemalLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<xs: el enent nane="Ener gencyCal | Dat a. Servi cel nfo" type="svc: Servi cel nfoTyp
e"/>

<xs: conpl exType nane="Servi cel nfoType">
<Xs:sequence>
<xs: el enent nanme="Dat aPr ovi der Ref er ence”
type="xs:token" m nCccurs="1" nmaxCccurs="1"/>

<xs: el enent nanme="SvcEnvi ronnent"
type="xs:string" mnCccurs="1" maxCccurs="1"/>

<xs: el enent nanme="SvcDel ByProvi der"
type="xs:string" mnCccurs="1" maxCccurs="1"/>

<xs: el enent name="SvcMobility"
type="xs:string" mnCccurs="1" maxCccurs="1"/>

<xs: el enent nanme="Li nk"
type="xs:string" mnCccurs="0" maxCccurs="1"/>

<xs:any nanmespace="##ot her" processContents="1ax"
nm nCccur s="0" maxCOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: schema>

Fi gure 16: EnergencyCall Data. Servi cel nfo XM. Schena.
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6. 3. EnergencyCal | Dat a. Devi cel nfo XML Schenma

<?xm version="1.0"?>
<xs:schema
t ar get Namespace="urn: i etf: paramnms: xm : ns: Ener gencyCal | Dat a: Devi cel nf 0"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schera"
xm ns: dev="urn:ietf:parans: xm : ns: Ener gencyCal | Dat a: Devi cel nf 0"
xm ns: xm ="http://ww. w3. or g/ XM_/ 1998/ nanespace”
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">

<xs:inport namespace="http://ww. w3. or g/ XM./ 1998/ nanespace"
schemalLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<xs: el enent nanme="Ener gencyCal | Dat a. Devi cel nfo" type="dev: Devi cel nf oType"
/>

<xs: conpl exType nanme="Devi cel nf oType" >
<Xs:sequence>
<xs: el enent nane="Dat aPr ovi der Ref er ence"
type="xs:token" m nCccurs="1" maxCccurs="1"/>

<xs: el enent nanme="Devi ced assification"
type="xs:string" mnCccurs="0" maxCccurs="1"/>

<xs: el enent name="Devi ceM gr"
type="xs:string" mnCccurs="0" maxCccurs="1"/>

<xs: el enent nane="Devi ceModel Nr"
type="xs:string" mnCccurs="0" maxCccurs="1"/>

<xs: el enent nanme="Uni queDevi cel D' m nCccurs="0"
maxQccur s="unbounded" >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute name="TypeO Devi cel D'
type="xs:string"
use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nane="Devi ceSpeci fi cDat a"
type="xs:anyURI" m nCccurs="0" maxCccurs="1"/>

<xs: el enent name="Devi ceSpeci fi cType"
type="xs:string" mnCccurs="0" maxCccurs="1"/>
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<xs:any nanmespace="##ot her" processContents="1ax"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

</ xs: schema>
Figure 17: EmergencyCall Dat a. Devi cel nfo XM. Schena.

6.4. EnergencyCall Dat a. Subscri berlnfo XM. Schena

<?xm version="1.0"?>
<xs:schema
t ar get Nanespace=
"urn:ietf:parans: xn : ns: EmergencyCal | Dat a: Subscri ber | nf

xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"

xm ns: sub="urn:ietf:parans: xm : ns: EmergencyCal | Dat a: Subscri ber | nf 0"
xm ns: xc="urn:ietf:parans: xn : ns: vcard-4.0"

xm ns: xm ="http://ww. w3. or g/ XM_/ 1998/ nanespace”

el ement For mDef aul t =" qual i fi ed" attri but eFornDefaul t="unqualified">

<xs:inport namespace="http://ww. w3. or g/ XM./ 1998/ nanespace"
schemalLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<xs:inport namespace="urn:ietf:paranms: xm:ns:vcard-4.0"/>

<xs: el enent nanme="Ener gencyCal | Dat a. Subscri ber | nfo" type="sub: Subscri ber
nf oType"/ >

<xs: conpl exType name="Subscri berl nfoType">
<xs: conpl exCont ent >
<XS:sequence>
<xs: el enent nanme="Dat aProvi der Ref er ence"
type="xs:token" m nCccurs="1" maxCccurs="1"/>

<xs: el enent nane="SubscriberData" type="xc:vcardType"
m nCccur s="0" maxCccurs="1" />

<XS:any nanespace="##ot her" processContents="1ax"
nm nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="privacyRequested" type="xs:bool ean" use="requ
ired"/>
</ xs: conpl exCont ent >
</ xs: conpl exType>

</ xs: schena>

Fi gure 18: EnmergencyCall Data. Subscri berlnfo XM. Schena.

Rosen, et al. Expi res August 16, 2014 [ Page 49]



Internet-Draft Additional Call Data February 2014

6.5. EnergencyCal | Dat a. Conment XML Schema

<?xm version="1.0"?>
<xs:schema
t ar get Nanmespace=
"urn:ietf:parans: xm : ns: Emer gencyCal | Dat a: Conment "
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: con="urn:ietf:parans: xm : ns: Emer gencyCal | Dat a: Comment "
xm ns: xm ="http: //ww. w3. or g/ XM/ 1998/ nanespace”
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">

<xs:inport namespace="http://ww. wW3. or g/ XM_/ 1998/ nanespace"
schemalLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<xs: el enent nanme="Ener gencyCal | Dat a. Coment" type="com Conment Type"/ >

<xs: conpl exType nane="Commrent Type" >
<Xs:sequence>
<xs: el enent nane="Dat aPr ovi der Ref er ence"
type="xs:token" m nCccurs="1" maxCccurs="1"/>

<xs: el enent nane="Comment"
type="com Comment SubType" m nCccurs="0"
maxCccur s="unbounded"/ >

<xs:any nanespace="##ot her" processContents="1ax"
m nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="Comment SubType" >
<xs: si npl eCont ent >
<Xs: extension base="xs:string">
<xs:attribute ref="xm:lang"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs: schema>

Fi gure 19: EnergencyCall Data. Cooment XM. Schena.
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6.6. Provided-By XML Schenma
This section defines the Provi ded-By schena.
<?xm version="1.0"?>

<xs:schema
t ar get Nanespace=

"urn:ietf:parans: xm : ns: EmergencyCal | Dat a"

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns: ad="urn:ietf:parans: xm : ns: Ener gencyCal | Dat a"

xm ns: xm ="http:// ww. w3. or g/ XM./ 1998/ nanespace"

xm ns: pi ="urn:ietf:paranms: xm : ns: EmergencyCal | Dat a: Provi der | nf 0"
xm ns: sve="urn:ietf:parans: xm : ns: Ener gencyCal | Dat a: Servi cel nf 0"

xm ns: dev="urn:ietf:parans: xm : ns: EmergencyCal | Dat a: Devi cel nf 0"

xm ns: sub="urn:ietf:parans: xn : ns: EmergencyCal | Dat a: Subscri ber | nf o"
xm ns: cone"urn:ietf:parans: xnm : ns: EnergencyCal | Dat a: Conment "

el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">

February 2014

Emer gencyCal | Dat a: Provi derlIn
Ener gencyCal | Dat a: Servi cel nf
Emer gencyCal | Dat a: Devi cel nfo
Emer gencyCal | Dat a: Subscri ber

Ener gencyCal | Dat a: Comment "/ >

<xs:inport namespace="urn:ietf:parans: xm :ns:
fo"/>
<xs:inport namespace="urn:ietf:parans: xnl:ns:
0"/ >
<xs:inport nanmespace="urn:ietf:parans: xm :ns:
II/>
<xs:inport namespace="urn:ietf:parans: xm :ns:
Info"/>
<xs:inport namespace="urn:ietf:parans: xnl:ns:
<xs: el enent name="provi ded-by" type="ad: provi ded- by- Type"/ >
<xs: conpl exType nane="provi ded- by- Type" >
<XS:sequence>
<xs: el enent nane="Dat aProvi der Ref erence"
type="xs:token" m nCccurs="1" nmaxCccurs="1"/>
<xs: el enent name="Emer gencyCal | Dat aRef er ence"
type="ad: ByRef Type"
m nCccur s="0" maxQccur s="unbounded"/ >
<xs: el enent nanme="Ener gencyCal | Dat aVal ue"
t ype="ad: Ener gencyCal | Dat aVal ueType"
nm nCccur s="0" maxCOccur s="unbounded"/ >
<xs:any nanespace="##ot her" processContents="1ax"
m nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<!-- Additional Data By Reference -->
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<xs: conpl exType name="ByRef Type">
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<XS:sequence>
<Xs:any nanespace="##ot her" nmi nQccurs="0"
maxQccur s="unbounded" processContents="|ax"/>
</ xs: sequence>
<xs:attribute name="purpose" type="xs:anyURl"
use="required"/>
<xs:attribute nane="ref" type="xs:anyURl"
use="required"/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Additional Data By Value -->

<xs: conpl exType name="Ener gencyCal | Dat aVal ueType" >
<XS:sequence>
<xs: el enent name="Enmer gencyCal | Dat a. Pr ovi der | nf 0"
type="pi: Provi der | nf oType"
m nCccur s="0" maxQccur s="unbounded"/ >
<xs: el enent nanme="Ener gencyCal | Dat a. Ser vi cel nf 0"
type="svc: Servi cel nfoType"
nm nCccur s="0" maxCOccur s="unbounded"/ >
<xs: el enent nane="Ener gencyCal | Dat a. Devi cel nf 0"
type="dev: Devi cel nf oType"
m nCccur s="0" maxQccur s="unbounded"/ >
<xs: el enent nanme="Ener gencyCal | Dat a. Subscri ber | nf 0"
type="sub: Subscri ber| nf oType"
nm nCccur s="0" maxCOccur s="unbounded"/ >
<xs: el enent name="Emer gencyCal | Dat a. Conment "
type="com Comment Type"
m nCccur s="0" maxQccur s="unbounded"/ >

<xs:any nanmespace="##ot her" processContents="1ax"
nm nCccur s="0" maxCOccur s="unbounded"/ >

</ xs: sequence>
</ xs: conpl exType>

</ xs: schema>
Fi gure 20: Provided-By XM. Schena.

Security Considerations
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The information in this data structure will usually be considered
private. HITPS is specified to require the provider of the
information to validate the credentials of the requester. VWhile the
creation of a public key infrastructure (PKI) that has gl obal scope
may be difficult, the alternatives to creating devices and services
that can provide critical information securely are nore daunti ng.
The provider may enforce any policy it wi shes to use, but PSAPs and
responder agencies should deploy a PKI so that providers of
additional data can check the certificate of the client and decide
the appropriate policy to enforce based on that certificate.

Ideal |y, the PSAP and energency responders will be given credentials
signed by an authority trusted by the data provider. |In nost

ci rcunstances, nationally recognized credentials would be sufficient,
and if the emergency services arranges a PKI, data providers could be
provisioned with the root CA public key for a given nation. Sone
nations are developing a PKI for this, and rel ated, purposes. Since
calls could be made from devi ces where the device and/or the service
provider(s) are not local to the enmergency authorities, globally
recogni zed credentials are useful. This m ght be acconplished by
extending the notion of the "forest guide" described in [ RFC5222] to
all ow the forest guide to provide the credential of the PKI root for
areas that it has coverage information for, but standards for such a

mechani sm are not yet available. In its absence, the data provider
will need to obtain the root CA credentials for any areas it is
willing to provide additional data by out of band neans. Wth the

credential of the root CA for a national energency services PKl, the
data provider server can validate the credentials of an entity
requesting additional data by reference.

The data provider also needs a credential that can be verified by the
energency services to know that it is receiving data fromthe right
server. The energency authorities could provide credential s,

di stinguishable fromcredentials it provides to enmergency responders
and PSAPs, which could be used to validate data providers. Such
credentials would have to be acceptable to any PSAP or responder that
could receive a call with additional data supplied by that provider
This woul d be extensible to global credential validation using the
forest guide as above. In the absence of such credentials, the
enmergency authorities could maintain a list of |local data providers
credentials provided to it out of band. At a mninum the energency
authorities could obtain a credential fromthe DNS entry of the
domain in the Additional Data URI to at |east validate that the
server is known to the domain providing the URI.

Data provi ded by devices by reference have sinilar credenti al

validation issues to service providers, and the solutions are the
sare.
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8.

Privacy Considerations

Thi s docunment enables functionality for conveying additiona
information about the caller to the callee. Sone of this infornation
is personal data and therefore privacy concerns arise. An explicit
privacy indicator for information directly relating to the callers
identity is defined and use is nandatory. However, observance of
this request for privacy and what information it relates to is
controlled by the destination jurisdiction

There are a nunber of privacy concerns with regular real-tine

conmuni cation services that are al so applicable to emergency calling.
Data protection regul ati on worl d-wi de has, however, decided to create
exceptions for emergency services since the drawbacks of disclosing
personal data in conparison to the benefit for the energency caller
are often towards the latter. Hence, the data protection rights of

i ndividual s are often waived for energency situations. There are,
however, still various countries that offer sone degree of anonynity
for the caller towards PSAP call takers

The functionality defined in this document, however, far exceeds the
anmount of information sharing found in the Plain old tel ephone system
(POTS). For this reason there are additional privacy threats to
consider, which are described in nore detail in [RFC6973].

Stored Data Conpromise: First, there is an increased risk of stored
data conprom se since additional data is collected and stored in
dat abases. W thout adequate neasures to secure stored data from
unaut hori zed or inappropriate access at access network operators,
service providers, end devices, as well as PSAPs individuals are
exposed to potential financial, reputational, or physical harm

M sattribution: |If the personal data collected and conveyed is
incorrect or inaccurate then this may lead to misattribution
M sattribution occurs when data or conmunications related to one
i ndividual are attributed to another

Identification: By the nature of the additional data and its
capability to provide nuch richer information about the caller
the call, and the location the calling party is identified in a
much better way. Sone users nmay feel unconfortable with this
degree of information sharing even in energency services
situations.

Secondary Use: Furthernore, there is the risk of secondary use.
Secondary use is the use of collected information about an
i ndi vi dual wi thout the individual’'s consent for a purpose
different fromthat for which the information was collected. The
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stated purpose of the additional data is for energency services
pur poses but theoretically the sane information could be used for
any other call as well. Additionally, parties involved in the
energency call may retain the obtained informati on and rmay re-use
it for other, non-energency services purposes.

Di scl osure: When the data defined in this document is not properly
security (while in transit with traditional conmunication security
techni ques, and while at rest using access control mechani sns)
there is the risk of disclosure, which is the revel ation of
i nformati on about an individual that affects the way others judge
t he i ndivi dual

To mtigate these privacy risks the foll ow ng counterneasures can be
t aken.

In regions where callers can elect to suppress certain personally
identifying information, the network or PSAP functionality can

i nspect privacy flags within the SIP headers to deterni ne what

i nformati on may be passed, stored, or displayed to conply with |oca
policy or law. RFC 3325 [ RFC3325] defines the "id" priv-value token
The presence of this privacy type in a Privacy header field indicates
that the user would like the network asserted identity to be kept
private with respect to SIP entities outside the trust domain with
whi ch the user authenticated, including the PSAP

Thi s docunment defines various data structures that constitutes
personal data. Local regul ations may govern what data nust be
provided in enmergency calls, but in general, the energency cal
systemis often aided by the kinds of infornmation described in this
docunment. There is a tradeoff between the privacy considerations and
the utility of the data. For adequate protection this specification
requires all data exchanges to be secured via comunication security
techni ques (nanely TLS) agai nst eavesdroppi ng and inception

Furt hernore, security safeguards are required to prevent unauthorized
access to data at rest. Various security incidents over the last 10
years have shown data breaches are not not uncomon and are often
caused by | ack of proper access control franeworks, software bugs
(buffer overflows), or missing input parsing (SQ injection attacks).
The risks of data breaches is increased with the obligation for
energency services to retain energency call related data for extended
periods, e.g., several years are the norm

Finally, it is also worth to highlight the nature of the SIP

communi cati on architecture, which introduces additional conplications
for privacy. Sone forns of data can be sent by value in the SIP
signaling or by value (URL in SIP signaling). Wen data is sent by
val ue, all intermediaries have access to the data. As such, these

Rosen, et al. Expi res August 16, 2014 [ Page 55]



Internet-Draft Additional Call Data February 2014

intermedi ari es nmay al so i ntroduce additional privacy risk

Therefore, in situations where the conveyed information raises
privacy concerns and internediaries are involved transmtting a
reference is nore appropriate (assum ng proper access contro

policies are available for distinguishing the different entities
dereferencing the reference). Wthout access control policies any
party in possession of the reference is able to resolve the reference
and to obtain the data, including intermnediaries.

9. | ANA Consi derations

9.1. Registry creation
This docunment creates a new registry called ' Emergency Call
Additional Data’. The follow ng sub-registries are created for this
registry

9.1.1. Provider ID Series Registry
Thi s docunment creates a new sub-registry called 'Additional Call Data
Provider ID Series’. As defined in [ RFC5226], this registry operates
under "Expert Review' rules. The expert should deternine that the
entity requesting a new value is a legitimte issuer of service
provider IDs suitable for use in Additional Call Data.

The content of this registry includes:

Name: The identifier which will be used in the ProviderlDSeries
el ement

Source: The full name of the organization issuing the identifiers
URL: A URL to the organization for further information

The initial set of values is listed in Figure 21

| National Energency [
| Nunber Association |
| European Emergency |
| Nunber Association [

Figure 21: Provider ID Series Registry.
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9.1.2. Service Environment Registry
Thi s docunment creates a new sub-registry called 'Additional Call
Service Environnent’. As defined in [RFC5226], this registry
operates under "Expert Review' rules. The expert should determn ne
that the entity requesting a new value is relevant for this service
el ement .
The content of this registry includes:
Token: The value to be used in <SvcEnvironment> el ement.
Description: A short description of the token

The initial set of values is listed in Figure 22

| Business | [[This RF(C] |
| Residence | [[This RF(C] |
Fi gure 22: Service Environment Registry.
9.1.3. Service Provider Type Registry
This docunent creates a new sub-registry called ' Service Provider
Type'. As defined in [RFC5226], this registry operates under "Expert
Revi ew'. The expert should determine that the proposed new value is
di stinct fromexisting values and appropriate for use in the
TypeO Servi cer Provi der el enent
The content of this registry includes:
Nane: The value to be used in TypeO Servi ceProvi der
Description: A short description of the type of service provider
The initial set of values is defined in Figure 1.
9.1.4. Service Delivered Registry
Thi s docunment creates a new sub-registry called ' Service Delivered
As defined in [RFC5226], this registry operates under "Expert Review'
rules. The expert shoul d consi der whether the proposed service is

uni que fromexisting services and the definition of the service wll
be clear to inplenmentors and PSAPS/responders.
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The content of this registry includes:
Nanme: Enuneration token of the service.
Description: Short description identifying the service.
The initial set of values are defined in Figure 3.

9.1.5. Device Cassification Registry
This docunent creates a new sub-registry called 'Device
Classification’. As defined in [RFC5226], this registry operates
under "Expert Review' rules. The expert shoul d consider whether the
proposed class is unique fromexisting classes and the definition of
the class will be clear to inplenentors and PSAPS/responders.
The content of this registry includes:
Name: Enuneration token of the device classification
Description: Short description identifying the device type.
The initial set of values are defined in Figure 5.

9.1.6. Device ID Type Type Registry
Thi s docunment creates a new sub-registry called 'Additional Call Data
Device ID Type'. As defined in [RFC5226], this registry operates
under "Expert Review' rules. The expert should ascertain that the
proposed type is well understood, and provides the information usefu
to PSAPs and responders to uniquely identify a device.
The content of this registry includes:
Nane: Enuneration token of the device id type.
Description: Short description identifying type of device id.
The initial set of values are defined in Figure 6

9.1.7. Devicel/Service Data Type Registry
Thi s docunment creates a new sub-registry called ’'Devicel/ Service Data
Type Registry’. As defined in [RFC5226], this registry operates
under "Expert Review' and "Specification Required" rules. The expert
shoul d ascertain that the proposed type is well understood, and

provi des information useful to PSAPs and responders. The
specification nust contain a conplete description of the data, and a
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precise format specification suitable to allow interoperable
i mpl enent ati ons.
The content of this registry includes:
Nane: Enuneration token of the data type.
Description: Short description identifying the the data.
Specification: Citation for the specification of the data.

The initial set of values are listed in Figure 23.

Fomm e oo - B B +
| Token | Description | Specification |
Fomm e - o e m e e e e e e e e e e e e e e e e e ao oo e e e e +
| I'EE1512 | Conmmon | ncident Managenent Message Set | | EEE 1512- 2006 |
N T N . +
| VEDS | Vehicle Emergency Data Set | APCO NENA VEDS |
Fomm e oo - B B +

Fi gure 23: Devicel/Service Data Type Registry.
9.1.8. Additional Data Bl ocks Registry

Thi s docunment creates a new sub-registry called ' Additional Data

Bl ocks’ in the purpose registry established by RFC 3261 [ RFC3261].

As defined in [ RFC5226], this registry operates under "Expert Review'
and "Specification Required" rules. The expert is responsible for
verifying that the docunent contains a conplete and clear

speci fication and the proposed functionality does not obviously
duplicate existing functionality.

The content of this registry includes:
Nanme: El ement Name of encl osing bl ock
Ref erence: The docunent that describes the bl ock

The initial set of values are listed in Figure 24.

| Providerinfo | [This RFC] |
| Servicelnfo | [This RFC |
| Devicelnfo | [This RFC] |
| Subscri ber | [This RFC] |
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| Comment | [This RFC] |

Figure 24: Additional Data Bl ocks Registry.
9.2. ’'EmergencyCal |l Data’ Purpose Paraneter Val ue

Thi s docunment defines the ’EmergencyCall Data’ val ue for the "purpose”
paraneter of the Call-Info header field. The Call-Info header and
the corresponding registry for the 'purpose’ paraneter was
established with RFC 3261 [ RFC3261].

Header Par anet er New
Field Name Val ue Ref er ence
Call-Info pur pose Enmer gencyCal | Dat a [ This RFC]

9.3. URN Sub- Nanespace Regi stration for provided-by Registry Entry
This section registers the nanespace specified in Section 9.5.1 in
the provided-by registry established by RFC 4119, for usage within
the <provi ded-by> el enent of a PIDF-LO

The schema for the provided-by schema used by this docunent is
specified in Section 6.6.

9.4. M ME Registrations

9.4.1. MM Content-type Registration for ’application/
Ener gencyCal | Dat a. Provi der | nf o+xni”’

This specification requests the registration of a new M ME type
according to the procedures of RFC 4288 [ RFC4288] and guidelines in
RFC 3023 [ RFC3023].

M ME nedia type nane: application

M ME subtype nane: EnmergencyCal | Dat a. Provi der| nf o+xm

Mandat ory paraneters: none

Optional paraneters: charset |Indicates the character encodi ng of
encl osed XM..
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9.4.2.

Thi

Encodi ng consi derations: Uses XM., which can enploy 8-bit
characters, depending on the character encodi ng used. See
Section 3.2 of RFC 3023 [ RFC3023].

Security considerations: This content type is designed to carry
the data provider information, which is a sub-category of
addi ti onal data about an energency call. Since this data contains
personal information appropriate precautions have to be taken to
limt unauthorized access, inappropriate disclosure to third
parties, and eavesdropping of this information. Please refer to
Section 7 and Section 8 for nore information.

Interoperability considerations: None

Publ i shed specification: [TBD: This specification]

Applications which use this nedia type: Energency Services

Addi tional information: Magic Nunber: None File Extension: .xn
Maci ntosh file type code: ' TEXT

Person and enmi|l address for further information: Hannes
Tschof eni g, Hannes. Tschof eni g@nx. net

I nt ended usage: LIM TED USE

Author: This specification is a work itemof the IETF ECRIT
working group, with mailing list address <ecrit@etf.org>.

Change controller: The IESG <ietf@etf.org>

M ME Content-type Registration for 'application/
Emer gencyCal | Dat a. Ser vi cel nf o+xm’

s specification requests the registration of a new MM type

according to the procedures of RFC 4288 [ RFC4288] and guidelines in
RFC 3023 [ RFC3023].

Rosen,

M ME nedia type nane: application
M ME subtype nane: EnmergencyCal |l Dat a. Servi cel nf o+xni
Mandat ory paraneters: none

Optional paraneters: charset |Indicates the character encodi ng of
encl osed XML..
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9.4.3.

Thi

Encodi ng consi derations: Uses XM., which can enploy 8-bit
characters, depending on the character encodi ng used. See
Section 3.2 of RFC 3023 [ RFC3023].

Security considerations: This content type is designed to carry
the service information, which is a sub-category of additiona
data about an enmergency call. Since this data contains persona

i nformati on appropriate precautions have to be taken to limt
unaut hori zed access, inappropriate disclosure to third parties,
and eavesdropping of this information. Please refer to Section 7
and Section 8 for nore information.

Interoperability considerations: None

Publ i shed specification: [TBD: This specification]

Applications which use this nedia type: Energency Services

Addi tional information: Magic Nunber: None File Extension: .xn
Maci ntosh file type code: ' TEXT

Person and enmi|l address for further information: Hannes
Tschof eni g, Hannes. Tschof eni g@nx. net

I nt ended usage: LIM TED USE

Author: This specification is a work itemof the IETF ECRIT
working group, with mailing list address <ecrit@etf.org>.

Change controller: The IESG <ietf@etf.org>

M ME Content-type Registration for 'application/
Emer gencyCal | Dat a. Devi cel nf o+xm ’

s specification requests the registration of a new MM type

according to the procedures of RFC 4288 [ RFC4288] and guidelines in
RFC 3023 [ RFC3023].

Rosen,

M ME nedia type nane: application
M ME subtype nane: EmergencyCall Dat a. Devi cel nf o+xm
Mandat ory paraneters: none

Optional paraneters: charset |Indicates the character encodi ng of
encl osed XML..
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9.4.4.

Thi

Encodi ng consi derations: Uses XM., which can enploy 8-bit
characters, depending on the character encodi ng used. See
Section 3.2 of RFC 3023 [ RFC3023].

Security considerations: This content type is designed to carry
the device information information, which is a sub-category of
addi ti onal data about an energency call. Since this data contains
personal information appropriate precautions have to be taken to
limt unauthorized access, inappropriate disclosure to third
parties, and eavesdropping of this information. Please refer to
Section 7 and Section 8 for nore information.

Interoperability considerations: None

Publ i shed specification: [TBD: This specification]

Applications which use this nedia type: Energency Services

Addi tional information: Magic Nunber: None File Extension: .xn
Maci ntosh file type code: ' TEXT

Person and enmi|l address for further information: Hannes
Tschof eni g, Hannes. Tschof eni g@nx. net

I nt ended usage: LIM TED USE

Author: This specification is a work itemof the IETF ECRIT
working group, with mailing list address <ecrit@etf.org>.

Change controller: The IESG <ietf@etf.org>

M ME Content-type Registration for 'application/
Emer gencyCal | Dat a. Subscri ber I nf o+xni”’

s specification requests the registration of a new MM type

according to the procedures of RFC 4288 [ RFC4288] and guidelines in
RFC 3023 [ RFC3023].

Rosen,

M ME nedia type nane: application
M ME subtype nane: EmergencyCall Dat a. Subscri ber | nf o+xm
Mandat ory paraneters: none

Optional paraneters: charset |Indicates the character encodi ng of
encl osed XML..
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9.4.5.

Thi

Encodi ng consi derations: Uses XM., which can enploy 8-bit
characters, depending on the character encodi ng used. See
Section 3.2 of RFC 3023 [ RFC3023].

Security considerations: This content type is designed to carry
owner/subscriber information, which is a sub-category of

addi ti onal data about an energency call. Since this data contains
personal information appropriate precautions have to be taken to
limt unauthorized access, inappropriate disclosure to third
parties, and eavesdropping of this information. Please refer to
Section 7 and Section 8 for nore information.

Interoperability considerations: None

Publ i shed specification: [TBD: This specification]

Applications which use this nedia type: Energency Services

Addi tional information: Magic Nunber: None File Extension: .xn
Maci ntosh file type code: ' TEXT

Person and enmi|l address for further information: Hannes
Tschof eni g, Hannes. Tschof eni g@nx. net

I nt ended usage: LIM TED USE

Author: This specification is a work itemof the IETF ECRIT
working group, with mailing list address <ecrit@etf.org>.

Change controller: The IESG <ietf@etf.org>

M ME Content-type Registration for 'application/
Emer gencyCal | Dat a. Comment +xm ’

s specification requests the registration of a new MM type

according to the procedures of RFC 4288 [ RFC4288] and guidelines in
RFC 3023 [ RFC3023].

Rosen,

M ME nedia type nane: application
M ME subtype nane: EnergencyCal | Dat a. Conment +xm
Mandat ory paraneters: none

Optional paraneters: charset |Indicates the character encodi ng of
encl osed XML..
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9.

9.

5.

5.

Encodi ng consi derations: Uses XM., which can enploy 8-bit
characters, depending on the character encodi ng used. See
Section 3.2 of RFC 3023 [ RFC3023].

Security considerations: This content type is designed to carry a
comrent, which is a sub-category of additional data about an
energency call. This data nmay contain personal infornation.
Appropriate precautions nmay have to be taken to limt unauthorized
access, inappropriate disclosure to third parties, and
eavesdropping of this information. Please refer to Section 7 and
Section 8 for nore information.

Interoperability considerations: None

Publ i shed specification: [TBD: This specification]

Applications which use this nedia type: Energency Services

Addi tional information: Magic Nunber: None File Extension: .xn
Maci ntosh file type code: ' TEXT

Person and enmi|l address for further information: Hannes
Tschof eni g, Hannes. Tschof eni g@nx. net

I nt ended usage: LIM TED USE

Author: This specification is a work itemof the IETF ECRIT
working group, with mailing list address <ecrit@etf.org>.

Change controller: The IESG <ietf@etf.org>
URN Sub- Nanespace Regi stration
1. Registration for urn:ietf:parans: xn:ns: EmergencyCal | Dat a

This section registers a new XM. nanespace, as per the guidelines in
RFC 3688 [ RFC3688].

URI: wurn:ietf:parans: xm :ns: EmergencyCal | Dat a

Regi strant Contact: |ETF, ECRI T working group, <ecrit@etf.org> as
del egated by the | ESG <i esg@etf. org>.

XM
BEG N

<?xm version="1.0""?7>
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<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht nl - basi ¢/ xht m - basi ¢10. dt d" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm " >
<head>
<meta http-equiv="content-type"
content="text/html ;charset=i so-8859-1"/>
<titl e>Namespace for Additional Energency Call Data</title>
</ head>
<body>
<hl>Nanespace for Additional Data related to an Energency Call </ hl>
<p>See [ TBD: This docunent].</p>
</ body>
</htm >
END

9.5.2. Registration for
urn:ietf:paranms: xm : ns: EmergencyCal | Dat a: Provi der | nfo

This section registers a new XM_ nanespace, as per the guidelines in
RFC 3688 [ RFC3688] .

URI: urn:ietf:parans: xm :ns: EnmergencyCal | Dat a: Provi der | nfo

Regi strant Contact: |ETF, ECRIT working group, <ecrit@etf.org> as
del egated by the | ESG <i esg@etf.org>

XM:
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BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht nl - basi ¢/ xht nl - basi c10. dt d" >
<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htnl; charset=i so-8859-1"/>
<titl e>Namespace for Additional Energency Call Data:
Data Provider Information</title>
</ head>
<body>
<hl>Nanespace for Additional Data related to an Energency Call </ hl>
<h2>Dat a Provi der |nformation</h2>
<p>See [ TBD: This docunent].</p>
</ body>
</htm >
END

9.5.3. Registration for
urn:ietf:parans: xm : ns: EnergencyCal | Dat a: Servi cel nfo

This section registers a new XM. nanespace, as per the guidelines in
RFC 3688 [ RFC3688].

URI: wurn:ietf:parans: xm :ns: EmergencyCal | Dat a: Servi cel nfo

Regi strant Contact: |ETF, ECRI T working group, <ecrit@etf.org> as
del egated by the | ESG <i esg@etf. org>.

XM
BEG N

<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht nl - basi ¢/ xht m - basi ¢10. dt d" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm " >
<head>
<meta http-equiv="content-type"
content="text/html ; charset=i so-8859-1"/>
<titl e>Nanmespace for Additional Enmergency Call Data:
Service Information</title>
</ head>
<body>
<hl>Nanespace for Additional Data related to an Energency Call</hl>
<h2>Servi ce | nformation</h2>

Rosen, et al. Expi res August 16, 2014 [ Page 67]



Internet-Draft Additional Call Data February 2014

<p>See [TBD: This docunent].</p>
</ body>

</htm >

END

9.5.4. Registration for
urn:ietf:parans: xm : ns: Emer gencyCal | Dat a: Devi cel nf o

This section registers a new XM. nanespace, as per the guidelines in
RFC 3688 [ RFC3688].

URI: urn:ietf:paranms: xn:ns: EmergencyCal | Dat a: Devi cel nfo

Regi strant Contact: |ETF, ECRI T working group, <ecrit@etf.org> as
del egated by the |1 ESG <i esg@etf.org>

XML:
BEG N

<?xm version="1.0"?>

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht nl - basi ¢/ xht m - basi c10. dt d" >

<htm  xm ns="http://ww. w3. org/ 1999/ xht m ">

<head>
<meta http-equiv="content-type"

content="text/html ; charset=i so-8859-1"/>
<title>Nanespace for Additional Energency Call Data:
Device Information</title>

</ head>

<body>
<hl>Nanespace for Additional Data related to an Energency Call </ hl>
<h2>Devi ce | nformation</h2>

<p>See [ TBD: This docunent].</p>

</ body>

</htm >

END

9.5.5. Registration for
urn:ietf:parans: xm : ns: EmergencyCal | Dat a: Subscri berInfo

This section registers a new XM_ nanespace, as per the guidelines in
RFC 3688 [ RFC3688] .

URI: urn:ietf:parans: xm :ns: EnmergencyCal | Dat a: Subscri berlnfo
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Regi strant Contact: |ETF, ECRIT working group, <ecrit@etf.org> as
del egated by the | ESG <i esg@etf.org>

XM
BEG N

<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht nl - basi ¢/ xht nl - basi c10. dt d" >
<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htnl; charset=i so-8859-1"/>
<titl e>Namespace for Additional Energency Call Data:
Owner/ Subscriber Information</title>
</ head>
<body>
<hl>Nanespace for Additional Data related to an Energency Call </ hl>
<h2> Owner/ Subscri ber | nformtion</h2>
<p>See [ TBD: This docunent].</p>
</ body>
</htm >
END

9.5.6. Registration for
urn:ietf:parans: xm : ns: Ener gencyCal | Dat a: Comment

This section registers a new XM. nanespace, as per the guidelines in
RFC 3688 [ RFC3688].

URI: wurn:ietf:parans: xm :ns: Emer gencyCal | Dat a: Comment

Regi strant Contact: |ETF, ECRIT working group, <ecrit@etf.org> as
del egated by the | ESG <i esg@etf. org>.

XM
BEG N

<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht nl - basi ¢/ xht m - basi ¢10. dt d" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/html ; charset=i so-8859-1"/>
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9. 6.

Thi

<title>Namespace for Additional Energency Call Data: Comrent</title>
</ head>
<body>
<hl>Nanespace for Additional Data related to an Energency Call </ hl>
<h2> Comment </ h2>
<p>See [TBD: This docunent].</p>
</ body>
</htm >
END

Schema Regi strations

s specification registers five schenmas, as per the guidelines in

RFC 3688 [ RFC3688] .

Rosen,

URI: urn:ietf:parans: xn :schena: ener gencycal | dat a: Provi der | nfo

Regi strant Contact: |ETF, ECRIT Wrking Goup (ecrit@etf.org), as
del egated by the I ESG (i esg@etf.org).

XM.: The XML schenma can be found in Figure 15.
URI: urn:ietf:parans: xm :schena: emergencycal | dat a: Servi cel nfo

Regi strant Contact: |ETF, ECRIT Wrking Goup (ectit@etf.org), as
del egated by the I ESG (i esg@etf.org).

XM.: The XM. schena can be found in Figure 16
URI: urn:ietf:parans: xm :schema: emer gencycal | dat a: Devi cel nf o

Regi strant Contact: |ETF, ECRIT Wrking Goup (ecrit@etf.org), as
del egated by the I ESG (i esg@etf.org).

XM.: The XML schema can be found in Figure 17
URI: urn:ietf:parans: xm : schema: emer gencycal | dat a: Subscri berInfo

Regi strant Contact: |ETF, ECRIT Wrking Goup (ecrit@etf.org), as
del egated by the I ESG (i esg@etf.org).

XM.: The XML scherma can be found in Section 6.4.
URI: urn:ietf:parans: xm : schema: ener gencycal | dat a: conmrent

Regi strant Contact: |ETF, ECRIT Wrking Goup (ecrit@etf.org), as
del egated by the | ESG (iesg@etf.orqg).
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XM.: The XML scherma can be found in Section 6.5.
7. VCard Paraneter Value Registration

This docunent registers a new value in the vCARD Par aneter Val ues
registry as defined by [ RFC6350] with the follow ng tenplate:

Val ue: main

Purpose: The nmin tel ephone nunber, typically of an enterprise, as
opposed to a direct dial nunber of an individual enployee

Conformance: This value can be used with the "TYPE" paraneter
applied on the "TEL" property.

Exanmpl e(s): TEL; VALUE=uri ; TYPE="nmi n, voi ce"; PREF=1:tel : +1- 418- 656- 90
00
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Appendi x A.  XM. Schema for vCard/xCard

This section contains the vCard/ xCard XM. schema version of the Rel ax
NG schema defined in RFC 6351 [ RFC6351] for sinplified use with the
XM. schenas defined in this docunent. The schema in RFC 6351

[ RFC6351] is the normative source and this section is informative
only.

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema xm ns: xs="http://wwmv. w3. or g/ 2001/ XM_Schenma"
el ement For mDef aul t =" qual i fi ed"

t ar get Nanespace="urn:ietf: paramnms: xm : ns: vcard-4.0"

xm ns: nsl="urn:ietf:parans: xm:ns:vcard-4.0">

<l--
3.3
i ana-token = xsd:string { pattern = "[a-zA-Z0-9-]+" }
x-name = xsd:string { pattern = "x-[a-zA-Z0-9-]+" }
-->

<xs: si npl eType nane="i ana-t oken">
<xs:annot ati on>
<xs:docunent ati on>vCard Fornmat Specification
</ xs: docunent ati on>
</ xs: annot ati on>
<xs:restriction base="xs:string"/>
</ xs: si npl eType>
<xs: si nmpl eType name="x- name">
<xs:restriction base="xs:string"/>
</ xs: si npl eType>
<l--
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<xs: el enent name="text" type="xs:string"/>
<xs: group nane="val ue-text-list">
<XS: sequence>
<xs: el ement maxCccur s="unbounded" ref="nsl:text"/>
</ xs: sequence>
</ xs: group>
<l-- 4.2 -->
<xs: el enent name="uri" type="xs:anyURl "/>
<l-- 4.3.1 -->
<xs: el enent nane="date"
substituti onG oup="nsl: val ue-date-and-or-tine">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="\d{8}|\d{4}-\d\d|
--\dvd(\d\d) ?| ---\d\d"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<l-- 4.3.2 -->
<xs: el enent name="tinme"
substituti onG oup="ns1: val ue-dat e-and-or-tine">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="(\d\d(\d\d(\d\d)?)?|-\d\d(\d\d?)|--\d\d)
(Z[+\-1\d\d(\d\d)?)?"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<l-- 4.3.3 -->
<xs:el enent nane="date-tinme"
substituti onG oup="ns1: val ue-dat e-and-or-tine">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs: pattern val ue=
"(\Nd{8}|--\d{4}|---\d\d) T
\dvd(\dvd(\d\d)?2)?2(Z] [+\-]\d\d(\d\d)?)?"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<l-- 4.3.4 -->
<xs: el enent nanme="val ue-date-and-or-tine" abstract="true"/>
<l-- 4.3.5 -->
<xs: conpl exType nane="val ue-ti nestanp">
<Xs:sequence>
<xs:elenent ref="nsl:tinestanp"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el enent name="ti nestanp">
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<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="\d{8}T\d{6}(Z| [+ -]\d\d(\d\d)?)?"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<l-- 4.4 -->
<xs: el enent nanme="bool ean" type="xs: bool ean"/>
<l-- 4.5 -->
<xs: el enent name="integer" type="xs:integer"/>
<l-- 4.6 -->
<xs: el enent name="float" type="xs:float"/>
<l-- 4.7 -->
<xs: el enent name="utc-of fset">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="[+\ -]\d\d(\d\d)?"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<l-- 4.8 -->
<xs: el enent nanme="I| anguage-tag">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern
val ue="([a-z]{2,3}((-[a-2z]{3}){0,3})?| [a-z]{4,8})
(-Ta-z]{4})?(-([a-z] {2} [\d{3})) ?(-([0-9a-z] {5, 8}|
\d[0-9a-2]{3}))*(-[0-9a-wyz] (-[0-9a-2z]{2,8})+)*
(-x(-[0-9a-z]{1,8})+)?| x(-[0-9a-z]{1,8})+ [a-z]{1, 3}
(-[0-9a-z]{2,8}){1,2}"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<l--

5.1
-->
<XS: group nane="paraml| anguage">
<xs:annot ati on>
<xs:docunent ati on>Section 5: Paraneters</xs:docunmentation>
</ xs: annot ati on>
<XS:sequence>
<xs: el enent m nCccurs="0" ref="nsl:|anguage"/>
</ xs: sequence>
</ xs: group>
<xs: el enent nane="I| anguage" >
<xs: conpl exType>
<XS:sequence>

Rosen, et al. Expi res August 16, 2014 [ Page 76]



Internet-Draft Additional Call Data February 2014

<xs: el enent ref="nsl:|anguage-tag"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 5.2 -->
<Xs:group nanme="param pref">
<Xs:sequence>
<xs:elenent m nCccurs="0" ref="nsl:pref"/>
</ xs: sequence>
</ xs: group>
<xs: el enent name="pref">
<xs: conpl exType>
<Xs:sequence>
<xs: el enent nane="integer">
<xs:si npl eType>
<xs:restriction base="xs:integer">
<xs: mnlncl usive val ue="1"/>
<xs: maxl| ncl usi ve val ue="100"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 5.4 -->
<xs:group nane="paramaltid">
<XS:sequence>
<xs:element m nCccurs="0" ref="nsl:altid"/>
</ xs: sequence>
</ xs: group>
<xs:el enent name="altid">
<xs: conpl exType>
<XS:sequence>
<xs:elenment ref="nsl:text"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 5,5 -->
<XS: group nane="param pid">
<XS:sequence>
<xs: el enent m nCccurs="0" ref="nsl:pid"/>
</ xs: sequence>
</ xs: group>
<xs: el enent nane="pid">
<xs: conpl exType>
<XS:sequence>
<xs: el enment maxCccur s="unbounded" name="text">
<xs: si npl eType>
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<xs:restriction base="xs:string">
<xs:pattern val ue="\d+(\.\d+)?"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<l-- 5.6 -->
<XS: group nanme="paramtype">
<XS:sequence>
<xs:elenent m nCccurs="0" ref="nsl:type"/>
</ xs: sequence>
</ xs: group>
<xs: el enent nanme="type">
<xs: conpl exType>
<XS:sequence>
<xs: el enent maxCccur s="unbounded" nane="text">
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="work"/>
<xs:enuneration val ue="hone"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 5.7 -->
<XS: group nane="param nedi at ype" >
<Xs:sequence>
<xs: el enent m nCccurs="0" ref="nsl: nedi atype"/>
</ xs: sequence>
</ xs: group>
<xs: el enent nanme="nedi at ype" >
<xs: conpl exType>
<Xs:sequence>
<xs:elenent ref="nsl:text"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</-- 5.8 -->
<Xs:group name="param cal scal e">
<Xs:sequence>
<xs: el enment m nCccurs="0" ref="nsl:cal scale"/>
</ xs: sequence>
</ xs: group>
<xs: el enent nane="cal scal e">
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<xs: conpl exType>
<Xs: sequence>
<xs: el enent name="text">
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="gregorian"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 5.9 -->
<XS:group name="paramsort-as">
<XS:sequence>
<xs: el ement mnCccurs="0" ref="nsl:sort-as"/>
</ xs: sequence>
</ xs: group>
<xs: el enent nanme="sort-as">
<xs: conpl exType>
<XS:sequence>
<xs: el ement maxCccur s="unbounded" ref="nsl:text"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 510 -->
<XS:group nanme="param geo">
<XS:sequence>
<xs: el enent m nCccurs="0" nane="geo">
<xs: conpl exType>
<Xs:sequence>
<xs:elenent ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: group>
<l-- 511 -->
<xS:group nanme="paramtz">
<XS:sequence>
<xs: el enent ninCccurs="0" nane="tz">
<xs: conpl exType>
<xs: choi ce>
<xs:elenent ref="nsl:text"/>
<xs:elenent ref="nsl:uri"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
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</ xs: sequence>
</ xs: group>
<l--

6.1.3
-->
<xs: el enent name="source">
<xs: conpl exType>
<XS: sequence>
<xs: el enent nane="paraneters">
<xs: conpl exType>
<XS: sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenent ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.1.4 -->
<xs: el enent name="ki nd">
<xs: conpl exType>
<XS:sequence>
<xs: el ement minCccurs="0" maxQccurs="unbounded" nanme="text">
<xs: si npl eType>
<xs:uni on menber Types="ns1: x- nane nsl:iana-token">
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="indi vi dual "/ >
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="group"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="org"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs: enuneration val ue="Il ocation"/>
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</xs:restriction>
</ xs: si npl eType>
</ Xs: uni on>
</ xs: si npl eType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.2.1 -->
<xs: el enent nanme="fn">
<xs: conpl exType>
<Xs: sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs: group ref="nsl: param | anguage"/ >
<xs:group ref="nsl: paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenment ref="nsl:text"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.2.2 -->
<xs: el enent name="n">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs: group ref="nsl: param| anguage"/ >
<xs:group ref="nsl:paramsort-as"/>
<xs:group ref="nsl:paramaltid"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enment maxCccur s="unbounded" ref="ns1: surnanme"/>
<xs: el enent maxCccur s="unbounded" ref="nsl:given"/>
<xs: el enment maxQCccur s="unbounded" ref="ns1:additional"/>
<xs: el enent maxCccur s="unbounded" ref="nsl:prefix"/>
<xs: el enent maxCccur s="unbounded" ref="nsl:suffix"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
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<xs: el enent name="surnane" type="xs:string"/>
<xs: el enent name="gi ven" type="xs:string"/>
<xs: el enent nane="additional" type="xs:string"/>
<xs: el enent name="prefix" type="xs:string"/>
<xs: el enent name="suffi x" type="xs:string"/>
<l-- 6.2.3 -->
<xs: el enent nanme="ni cknane">
<xs: conpl exType>
<XS: sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<Xs: sequence>
<xs:group ref="nsl: param| anguage"/ >
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:group ref="nsl:value-text-list"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.2.4 -->
<xs: el enent nanme="phot 0" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenment ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.2.5 -->
<xs: el enent nanme="bday">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
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<xs: conpl exType>
<Xs: sequence>
<xs:group ref="nsl:paramaltid"/>
<xs: group ref="nsl: paramcal scal e"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: choi ce>
<xs: el enent ref="nsl:val ue-date-and-or-tine"/>
<xs:elenment ref="nsl:text"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<l-- 6.2.6 -->
<xs: el enent nanme="anni versary">
<xs: conpl exType>
<Xs: sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl: paramaltid"/>
<xs: group ref="nsl: paramcal scal e"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<xs: choi ce>
<xs: el enent ref="nsl:val ue-date-and-or-tine"/>
<xs:elenment ref="nsl:text"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.2.7 -->
<xs: el enent nane="gender">
<xs: conpl exType>
<Xs:sequence>
<xs: el enent ref="nsl:sex"/>
<xs:elenment m nCccurs="0" ref="nsl:identity"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="sex">
<xs:si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue=""/>
<xs:enuneration val ue="M/>
<xs: enuneration val ue="F"/>
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<xs:enuneration value="0"'/>
<Xs:enuneration val ue="N'/>
<XS:enuneration value="U"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
<xs: el enent name="identity" type="xs:string"/>

6.3.1 -->

<Xxs: group nane="paraml abel ">

<XSs:sequence>

<xs: el enment m nCccurs="0" ref="nsl:|abel"/>

</ xs: sequence>

</ xs: group>
<xs: el emrent nane="| abel ">
<xs: conpl exType>

<XS: sequence>

<xs:elenment ref="nsl:text"/>

</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="adr">
<xs: conpl exType>

<XS: sequence>

Rosen,

<xs: el enent m nCccurs="0"

<xs: conpl exType>
<XS:sequence>

<XS:
<XS:
<XS:
<XS.:

<XSs

<XS:
<XS:

<XSs

<XSs

<XSs

:group ref="nsl: param| anguage"/>
<XS:
<XS:
<XS:

group ref="nsl:paramaltid"/>
group ref="nsl1: parampid"/>
group ref="nsl: parampref"/>

:group ref="nsl:paramtype"/>
<XS:
<XS:
:group ref="nsl: paraml abel "/ >

group ref="nsl: param geo"/>
group ref="nsl:paramtz"/>

</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

el ement maxCccur s="unbounded" ref="nsl
el ement maxCccur s="unbounded" ref="nsl
el enent nmaxQccur s="unbounded" ref="nsl
el enent nmaxQccur s="unbounded" ref="nsl
:el ement maxQccur s="unbounded" ref="ns1l
el enment nmaxQccur s="unbounded" ref="nsl
el ement maxCccur s="unbounded" ref="nsl

</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="pobox" type="xs:string"/>

et al.
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pobox"/ >
ext"/>
street"/>

| ocality"/>
region"/>
code"/>
country"/>
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<xs: el enent nanme="ext" type="xs:string"/>
<xs: el enent name="street" type="xs:string"/>
<xs: el enent nanme="locality" type="xs:string"/>
<xs: el enent nanme="regi on" type="xs:string"/>
<xs: el enent nanme="code" type="xs:string"/>
<xs: el enent name="country" type="xs:string"/>
<l-- 6.4.1 -->
<xs: el enent name="tel">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs: el enent m nCccurs="0" nane="type">
<xs: conpl exType>
<XS:sequence>
<xs: el enent maxQccur s="unbounded" nane="text">
<xs:si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="work"/>
<xs: enuneration val ue="hone"/ >
<xs:enuneration value="text"/>
<xs:enuneration val ue="voice"/>
<xs:enuneration val ue="fax"/>
<xs:enuneration value="cell"/>
<xs:enuneration val ue="vi deo"/ >
<xs: enuneration val ue="pager"/>
<xs: enuneration val ue="t ext phone"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: choi ce>
<xs:elenent ref="nsl:text"/>
<xs:elenent ref="nsl:uri"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
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<l-- 6.4.2 -->
<xs: el enent name="email ">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS: sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenent ref="nsl:text"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.4.3 -->
<xs: el enent name="inpp">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenment ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.4.4 -->
<xs: el enent nanme="I| ang">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<Xs:sequence>
<xs:group ref="nsl:paramaltid"/>
<xs: group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
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</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent ref="nsl:|anguage-tag"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.5.1 -->
<XS:group name="property-tz">
<XS:sequence>
<xs: el enent nanme="tz">
<xs: conpl exType>
<Xs:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl: paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs:group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: choi ce>
<xs:elenent ref="nsl:text"/>
<xs:elenent ref="nsl:uri"/>
<xs:elenment ref="nsl:utc-offset"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: group>
<l-- 6.5.2 -->
<XS: group name="property-geo">
<Xs:sequence>
<xs: el enent nane="geo">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<Xs:sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
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</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenment ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>

</ xs: el ement >
</ xs: sequence>
</ xs: group>
<l-- 6.6.1 -->

<xs: el enent nane="title">

<xs: conpl exType>
<Xs: sequence>

<xs: el enment m nCccurs="0"

<xs: conpl exType>
<XS:sequence>
<xs: group ref="nsl: param| anguage"/ >
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
</ xs: sequence>
</ xs: conpl exType>

</ xs: el enent >

<xs:element ref="nsl:text"/>

</ xs: sequence>

</ xs: conpl exType>
</ xs: el enent >
<l-- 6.6.2 -->

<xs: el enment nane="rol e">

<xs: conpl exType>
<XS:sequence>

<xs: el enment m nCccurs="0"

<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl: param | anguage"/ >
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
</ xs: sequence>
</ xs: conpl exType>

</ xs: el enent >

<xs:element ref="nsl:text"/>

</ xs: sequence>

</ xs: conpl exType>
</ xs: el ement >
<l-- 6.6.3 -->

Rosen, et al
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<xs: el enent name="I| ogo" >
<xs: conpl exType>
<XS: sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<Xs: sequence>
<xs:group ref="nsl: param| anguage"/ >
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenment ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.6.4 -->
<xs: el enent nanme="org">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<Xs:sequence>
<xs:group ref="nsl: param| anguage"/ >
<xs:group ref="nsl: paramaltid"/>
<xs: group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs:group ref="nsl: paramsort-as"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:group ref="nsl:value-text-list"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.6.5 -->
<xs: el enent nanme="nenber" >
<xs: conpl exType>
<XS: sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl: paramaltid"/>
<xs:group ref="nsl: param pid"/>
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<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenent ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<!/-- 6.6.6 -->
<xs: el enent nane="rel ated">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl: paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs: el enent m nCccurs="0" nane="type">
<xs: conpl exType>
<XS:sequence>
<xs: el enment maxCccur s="unbounded" name="text">
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="work"/>
<xs: enuneration val ue="hone"/>
<xs:enuneration val ue="contact"/>
<xs: enuneration val ue="acquai ntance"/ >
<xs:enuneration value="friend"/>
<xs:enuneration value="net"/>
<xs:enuneration val ue="co-worker"/>
<xs:enuneration val ue="col | eague"/ >
<xs:enuneration val ue="co-resident"/>
<xs: enuneration val ue="nei ghbor"/>
<xs: enuneration value="child"/>
<xs:enuneration val ue="parent"/>
<xs:enuneration value="sibling"/>
<xs: enuneration val ue="spouse"/>
<xs:enuneration val ue="kin"/>
<xs:enuneration val ue="nuse"/>
<xs: enuneration val ue="crush"/>
<xs:enuneration val ue="date"/>
<xs:enuneration val ue="sweet heart"/>
<xs:enuneration val ue="ne"/>
<Xs: enuneration val ue="agent"/>
<xs: enuneration val ue="energency"/ >
</ xs:restriction>
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</ xs: si npl eType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: choi ce>
<xs:elenent ref="nsl:uri"/>
<xs:elenment ref="nsl:text"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<l-- 6.7.1 -->
<xs: el enent nanme="cat egori es" >
<xs: conpl exType>
<Xs:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:group ref="nsl:value-text-list"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<l-- 6.7.2 -->
<xs: el enent name="note">
<xs: conpl exType>
<Xs:sequence>
<xs: el enment m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs: group ref="nsl: param | anguage"/ >
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
</ xs: sequence>
</ xs: conpl exType>
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</ xs: el ement >
<xs:elenent ref="nsl:text"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.7.3 -->
<xs: el enent nanme="prodi d">
<xs: conpl exType>
<XS: sequence>
<xs:elenment ref="nsl:text"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.7.4 -->
<xs: el enent nanme="rev" type="nsl:val ue-tinestanp"/>
<l-- 6.7.5 -->
<xs: el enent nanme="sound">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs: group ref="nsl: param| anguage"/ >
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenent ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.7.6 -->
<xs: el enent nane="uid">
<xs: conpl exType>
<XS:sequence>
<xs:elenment ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.7.7 -->
<xs: el enent nanme="cli ent pi dmap" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent ref="nsl:sourceid"/>
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<xs:elenent ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="sourcei d" type="xs:positivelnteger"/>
<l-- 6.7.8 -->
<xs:el enent nane="url">
<xs: conpl exType>
<XS: sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<Xs: sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenent ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.8.1 -->
<xs: el enent nane="key">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: choi ce>
<xs:elenment ref="nsl:uri"/>
<xs:elenment ref="nsl:text"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.9.1 -->
<xs: el enent name="fburl">
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<xs: conpl exType>
<Xs: sequence>
<xs: el enment m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenent ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.9.2 -->
<xs: el enent name="cal adruri">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<Xs: sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:elenent ref="nsl:uri"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- 6.9.3 -->
<xs: el enent nanme="cal uri">
<xs: conpl exType>
<XS:sequence>
<xs: el enent m nCccurs="0" nane="paraneters">
<xs: conpl exType>
<XS:sequence>
<xs:group ref="nsl:paramaltid"/>
<xs:group ref="nsl: param pid"/>
<xs:group ref="nsl: parampref"/>
<xs:group ref="nsl: paramtype"/>
<xs: group ref="nsl: param nedi atype"/>
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sequence>

</ xs: conpl exType>
</ xs: el ement >

</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- Top-Ievel
<XS:group nanme="property">
<xs: choi ce>

<XS.:
<XS:
<XSs
<XS:
<XS:
<XS:
<XS.:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS.:
<XSs
<XS:
<XS:
<XS:
<XS:
<XS.:
<XS:
<XSs
<XS:
<XS:
<XS:
<XS.:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS.:
<XSs
<XS:
<XS:

</ xs: choi ce>
</ xs: group>

ref="nsl:uri"/>

grammr -->

el enent ref="nsl:adr"/>

el ement ref="nsl:anniversary"/>
celement ref="nsl: bday"/>

el ement ref="nsl:cal adruri"/>
element ref="nsl:caluri"/>

el ement ref="nsl:categories"/>
el ement ref="nsl:clientpidmp"/>
elenent ref="nsl.emil"/>

el ement ref="ns1l:fburl"/>
element ref="nsl:fn"/>

group ref="nsl: property-geo"/>
el ement ref="nsl:inpp"/>

el ement ref="nsl: key"/>

el ement ref="nsl: kind"/>

el ement ref="nsl:lang"/>

el ement ref="nsl:1o0go"/>

el ement ref="nsl: nenber"/>

el enent ref="ns1:n"/>

el enent ref="nsl1:ni cknane"/>
el enent ref="nsl:note"/>
celenent ref="nsl:org"/>

el ement ref="nsl: photo"/>

el ement ref="nsl:prodid"/>

el enent ref="nsl:rel ated"/>

el enent ref="nsl:rev"/>

el enent ref="nsl:role"/>

el ement ref="nsl:gender"/>

el ement ref="nsl: sound"/>

el ement ref="nsl: source"/>

el enent ref="nsl:tel"/>

el enent ref="nsl:title"/>
sgroup ref="nsl:property-tz"/>
el enent ref="ns1:uid"/>
element ref="nsl:url"/>

<xs: el enent nane="vcards">
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<xs: conpl exType>
<Xs: sequence>
<xs: el ement maxCccur s="unbounded" ref="nsl:vcard"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: conpl exType name="vcardType">
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs: choi ce maxCccur s="unbounded" >
<xs:group ref="nsl: property"/>
<xs: el enent ref="nsl:group"/>
</ xs: choi ce>

</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el enent nanme="vcard" type="nsl:vcardType"/>

<xs: el enent name="group" >
<xs: conpl exType>
<xs:group m nCccurs="0" maxCccur s="unbounded"
ref="nsl: property"/>
<xs:attribute name="nane" use="required"/>
</ xs: conpl exType>
</ xs: el enent >
</ xs: schema>
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