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1. Introduction

BGP origin validation based on RPKI [RFC6811] is in early stages of
depl oynent. As with other new technol ogies, there are inpedinents to
its global adoption as its full value is not yet perceived.
Particularly, RPKI based origin validation involves on one side the
creation of a |arge enough set of signed objects and on the other
side the application of network policies based on these signed

obj ects by network operators. An operator that does not see a large
enough set of signed objects in the RPKI repository systemis not
encouraged to inplenent these set of policies. Conversely, IP
address space resource holders that are not required by network
operators (i.e. transit providers, peers or operators comunity in
general) to create and mantain their RPKI objects have little
incentive to do so.
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To overcone this bootstrap problem it is necessary to create a
success story that brings enough value to both: network operators and
resource holders. Mboreover, one possible strategy for the adoption
of a security technology is the creation of islands of trust where
the technology is fully deployed in a reduced environnent. In this
direction, some organizations carried forward a full inplenentation
of an island of trust in Ecuador. This was a nulti stakehol der

proj ect where each party (resource holders, an Internet Exchange
Poi nt manager, a Regional Internet Registry and an equi pnent

manuf acturer) contributed to its success.

Thi s docunment describes the experience of inplenenting RPKI-based
origin validation in Ecuador and it is expected to be an useful guide
to start other simlar projects.

Below, it is described the different roles in the project and the
i nvol ved parti es.

1.1. Policer Network

In this docunment, the "Policer Network"” is the networking
infrastructure where the origin validation based on RPKI will be
depl oyed to apply polices on BGP announcenents. NAP. EC (www. nap. ec)
was selected for this role.

NAP. EC is the Internet Exchange Point (IXP) in Ecuador with two

Poi nts of Presence (POPs): Quito (UO and Guayaquil (GYE). It has a
BGP route-server in each location with a mandatory nmultilatera
routing policy (i.e. all participants have a BGP session to the
route-server). Each location uses a different |IP address bl ock and
Aut ononous System Number (ASN). NAP.EC is a neeting point where nany
organi zations (lnternet Service Providers, content providers, root
servers, etc.) exchange routing information

The participants connected to NAP. EC announce al nost 100% of the
total address space used in Ecuador (be believe it is 100% but we
cannot be certain though). 1In sone cases they announce their own
address space and in some cases they are transit providers for their
customers’ resources

AEPROVI (www. aeprovi.org.ec) nmanages the NAP. EC i nfrastructure. It
is a non-profit organi zation, based on nmenbership and brings together
around 30 Ecuadorian |ICT-rel ated conpani es. AEPROVI al so has an
excel l ent reputation as an innovator in the | ocal networking
community thanks to projects such as | Pv6 adoption and CDN cache
servers hosting. These projects have given the |ocal conmunity
concrete value and have build the trust on the teamthat nanages the
| ocal | XP.
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Thanks to this trust, and to the fact that all |ocal BGP
announcenents are performed through the route servers, NAP.EC is

uni quely positioned to becone the "policer network” for this project.
At the sanme tine, it can be said that inplenenting origin validation
at the NAP.EC route servers is equivalent to inplenenting it for al
inter-domain routing in the country.

1.2. The resource hol ders

In this docunment, an organi zation which operates their owm IP
prefixes is called resource holder or sinply the holder. They nay
have resources allocated/assigned froma Regional Internet Registry
(RIR) and/or |egacy resources (if the allocation was done before RIR
formation). Resource holders are responsible for creating the RPKI
signed objects for this project.

NAP. EC routing tables involve a nunber of hol ders, including

organi zations like Internet Service Providers, content providers,

uni versities, .ec domain adm nistrator and root servers. Mst of
them are Ecuadori an conpani es and have received |IP resources only
from LACNI C, but sone have both RIR and | egacy resources. Moreover,
a few holders are foreign conpanies and their resources are | egacy or
fromother RIRs (e.g. root servers and content providers).

Not all resource holders are directly connected to the NAP. EC fabric;
some have | P address resources but not an ASN and sonme others are
smal |l networks that receive traffic fromother bigger networks. In
this case their | P address prefixes are announced by their transit
providers. One of the nain challenges for this project was to
identify all the resource holders that needed to be contacted and to
encour age network admi nistrators fromthese organi zations to
parti ci pate.

In addition, sone resource holders are part of a larger (and
sonmetines international) organization, with strong change nanagenent
processes. This neans that any change on their configurations needed
to be planned ahead of tine and consulted outside of the country.

In NAP.EC - U O the routing table includes prefixes used in Ecuador
and ot her countri es.

In NAP. EC - GYE, the routing table includes prefixes from conpani es
operating only in Ecuador

For the project, the target was linmted to prefixes used in Ecuador

by Ecuadorian hol ders that had recei ved resources from LACNI C unti
m d- 2013.
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1.3. RPKI certificate authorities and repository

The five Regional Internet Registries (RIRs) have a critical role in
the RPKI trust nodel since they nanage the trust anchors of the RPKI
hi erarchic design. Additionally, due to sone reasons (e.qg.
economics, skills) the scenario where the Certification Authority
(CA) certificate is hosted by a RRR will be the nost popular for a
long tine, in which case, RIR s online software tools to nanage RPK
objects are inperative

The RIR-hosted RPKI CA nodel was used for this project. Local RPK
val idation servers (validation and cache) were |ocally depl oyed

This means that all resource holders had to create and nanage their
RPKI signed objects using the online tools inplemented by LACNI C and
that the | ocal validation servers retrieve these objects fromthe
RIR s public global repositories. No local RPKI CA nor repository
were configured

LACNI C al so runs a RPKI testbed (test CA with correspondent GU and
Trust Anchor material). This infrastructure was used during the
training activity.

1.4. The technical support

RPKI and origin validation are in the early stage of deployment. Few
peopl e have full know edge about its RFCs, the inplenentation support
in different routers and the mai ntenance of RPKI signed objects. To

i nvol ve trained people and train new ones is very inportant.

Peopl e from an equi prrent nmanufacturer (G sco) contributed with
support in the startup stage and to train the holders’ staff.
LACNI C s staff contributed devel oping new online RPKI tools and
traini ng about how to use them

2. (Objective
Considering all the definitions given during the introduction and
after several discussions through face and online neetings anmong the
i nvol ved parties, the follow ng objective was agreed on
"Depl oy RPKI-based BGP origin validation in NAP. EC s route servers.
For the success of the project, 80% of the Ecuadorian prefixes (both
| Pv4 and | Pv6) received by those routers should have a valid origin."

In order to nonitor the progress, NAP.EC - GYE was taken as reference
because NAP. EC - Ul O had non- Ecuadori an prefixes announced.

Mejia, et al. Expi res August 18, 2014 [ Page 5]



Internet-Draft BGP origin validation in Ecuador February 2014

3.

3.

Pl anni ng

The project started with an initial idea froma very reduced nunber
of enthusiasts that identified a suitable network (the island of
trust), involved the appropriate organi zations and set milestones in
order to carry forward a full inplenentation of the technology. Into
the process, all parties identified the gaps and proposed sol utions
to overcome them

One point that it was wanted to guarantee is that we would be able to
create the appropriate "buzz" around the project. So, a

communi cati on strategy should not be overlooked. |In this case,
LACNI C and AEPROVI signed a MoU in April 2013 and all parties
(LACNI C, AEPROVI and Cisco) announced the project and issued a press
rel ease at the LACNIC event in May 2013.

Sone points that required specific discussion by the core team
i ncl uded:

1. RPKlI-based origin validation support in the route-servers
equi prment s

2. How to deploy a RPKI cache into the Network

3. How to populate the RPKI database with the correct and necessary
i nformation

4, Action to take with Not Found and Invalid prefixes
1. RPKI-based origin validation support

NAP. EC uses Cisco equipnent. The project started with the initial
idea of to inplement origin validation into existing routers used as
route servers, sinply after a software update or upgrade. However,
the vendor had no plans to support it in the existing platform
AEPROVI had future plans to carry forward a routers renewal, then
this issue was overcane but it stopped the project for sone tine.
Descri bi ng the equi pment renewal process is beyond the scope of this
docunent .

For Cisco equipnent, the vendor has nade avail abl e sonme online
software tools to check the support. About origin validation, the
routers must support: RTR protocol [RFC6810] and RPKI-based origin
val idation [ RFC6811]. Mbreover, anong other things, four octects ASN
support [RFC6793] and I Pv6 routing support ([RFC2545] and sone
others) are nandatory in NAP. EC
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The selected routers were two Cisco ASR- 1000 series routers (one for
Quito and ot her for Guayaquil).

3.2. Deploying a RPKI cache into the network

Based on avail abl e resources and existing skills, it was decided to
use Virtual Mchines (VM as RPKI caches, which would run GNU Li nux.

The validating software is in the early stages of its devel opment and
there could be bugs or reliability problens, so it was decided using
two di fferent packages (processes) in each VM

To ensure high availability, it was decided to deploy two VM5, each
one in different host server.

There are no servers in Guayaquil, therefore both VMs would be in
Quito within the NAP. EC managenent network and connect via the RTR
protocol to the route-servers located in Quito and Guayaqui l

Additionally, the firewall rules allow RTR connections fromthe
NAP. EC LANs to the RPKI validator servers in order to facilitate
participants to performorigin validation in their edge equipnents
(if they wish to in the future).

3.3. Popul ating the RPKI database

The 1P resource holders nust create all needed RPKI data for the
project, at least certificates and Route Origin Authorizations
(ROAs). Mbreover, the technical staff needed training about RPKI and
origin validation because it is a new technology. Accordingly, a
reasonabl e method to achieve it should be contrived.

It was decided to organize an event with two objectives: training and
RPKI object signing. One key planning activity was to create the
list of participants and to nake sure that at |east one parti ci pant
per network had the authentication credentials to the LACNI C system
to create its RPKI signed objects.

The target community was linmted to Ecuadorian organi zati ons that had
received | P resources fromLACNIC until md-2013. That meant around
fifty (50) organizations including Internet Services Providers,

uni versities, banks, etc., or expressing it in prefixes: around 8600
I Pv4 and 60 | Pv6 bl ocks.

Sone weeks before the depl oynent, there was informal dissemnation
meeti ngs between the NAP. EC administrator and the participants. The
project milestones were reported and the attendees received

i nformation about RPKI and origin validation for the first time. A
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complete training was offered as a project nilestone in the next few
weeks.

Al'l organi zations were contacted and received an invitation to the
event. More information about this can be found in Section 5.

3.4. Action to take with Not Found and Invalid prefixes

Despite the efforts, the RPKI database information nmay be inconplete,
therefore the routing tables often will have Not Found prefi xes.
Moreover, it is needed sone tinme after the first contact with RPKI -
based origin validation technology to fix possible errors (e.g.
invalid prefixes) and to assess the inmpact. A strict policy of
dropping prefixes did not seem convenient as a starting point for the
proj ect .

It was decided that NAP. EC proceeds as foll ows:

- At the beginning, the NAP.EC s routers only would nonitor the RPKI
origin state of prefixes without action

- In the near future, NAP.EC adm nistration m ght change the action
based on results of the signing-party event and conmunity
consensus.

As part of the second stage, sone days after the signing event, each

prefix is being marked with a BGP conmunity to identify its RPK

origin state, sending that information to the partici pants.

Finally, some nonths later, a date was set to begin applying a strict

policy. The policy was defined as follows: dropping Invalid prefixes

and setting a | ower local preference for Not Found prefixes.
4. Depl oynent

Following is the NAP. EC topol ogy during the depl oynment:
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4.1. RPKI Validation servers
A virtual machine (naned VML) on VMware ESXi was depl oyed, running
G\U Li nux, Centos distribution. The other one (named VM2) was cl oned
fromthis one.
Each virtual nmachine has access to the Internet through 1 (one)
ethernet interface with a public I Pv4 address within the same subnet
like this: 192.0.2.2/27 for VM, 192.0.2.3/27 for VM and 192.0. 2.1/
27 for network gateway.
The 192.0.2.0/27 network is within AS 27814. AS 27814 contai ns
NAP. EC noni tori ng equi pnent (anong other things) and it is connected
to NAP.EC - Quito and NAP. EC - Quayaqui l

Each VM has the foll owi ng packages (installation and configuration
gui des of these packages are beyond the scope of this docunment):

- ntpd (as NTP client)
- iptables (as firewall)
- apache (as web server)

- validating software from R PE (http://ww.ripe.net/lir-services/
resour ce- managenent/certification/tool s-and-resources)

- validating software fromthe rpki.net project (http://rpki.net/
wi ki / doc/ RPKI /I nstallation)

Each validating software was setup on a different port:

- validating software from Rl PE, port 65001
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4.

2

- validating software fromthe rpki.net project, port 65002

Each validating software has a nonitoring web page, each one was
configured on different port:

- RIPE software, port 65081,

- rpki.net software, port 65082

Oigin validation setting

Since the routers renewal, NAP.EC - Qito and NAP. EC - CGuayaquil have
each one a Cisco ASR-1000 series router as route server. These
routers have |1 0S-XE version 3 which runs a process with I OS version
15.

First, it is required to configure conmunication via RTR protoco
between the routers and the RPKI validation servers (caches). In
this step, the necessary data are: |P addresses and service ports of
the caches and the tine which the router will re-query the cache
(refresh tinme). Currently, RPKI information does not change quickly,
t heref ore 600 seconds (10 minutes) nmay be consi dered enough for
refresh tine.

Cisco I 0S 15 drops Invalid prefixes by default, but there is a
command to avoid this behavior (ibgp bestpath prefix-validate allow
invalid). This nmust be applied while the policy is no action

Later, a route-map is required to configure any action as applying
different BGP | ocal preference or marking each prefix with a BGP
community based on its RPKI origin state (also send-community option
must be enabled within the BGP session configuration):

The follow ng community assignnment policy was applied:

- <IXP-ASN>:21 --> Valid origin

- <I XP-ASN>; 22 --> Not Found origin

- <IXP-ASN>:23 --> Invalid origin

Wher e <| XP- ASN> equal s:

- 52482 for NAP.EC - Quito, or

- 52483 for NAP. EC - Quayaquil .

The tenplate used in NAP.EC is in Appendix A
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5.

Trai ning and RPKI signing event

The event was called "Sem nari o sobre seguridad en el encam nani ento
de Internet: BGP RPKI - Validacion de origen" and was schedul ed for
Sept enber 4-5, 2013. The agenda included theoretical and practi cal
training, plus two tine slots to sign RPKI objects: one at the end of
the first day and other one during the second day.

Lack of training nmaterials was a issue to overcome during preparatory
work of the event. Sonme necessary activities were:

- The instructors (four people) prepared materials to cover topics
such as BGP, RPKI, origin validation and the new NAP. EC pl atform

- LACNIC s staff devel oped two new on-line tools: RPKI ROA w zard
(http://tools.labs.lacnic.net/roa-w zard/) and RPKI announcenent
(http://tools.labs.lacnic.net/announcenent/), further inproved the
demo environnent of the RPKI system (http://

r pki deno. | abs. l acni c. net/).

- Cisco's staff inplenented a tenporary virtualized network with
many routers supporting RPKI and origin validation

The event took place in a hotel and had Internet to access the
training tools and the real LACNIC s hosted RPKI system

Not all organizations sent a representative. The attendance
represented around 80% of the target prefixes.

Qut cone and post-event activities

Before the event, |less 1% of the Ecuadorian prefixes were signed. At
the start of the second day, |ess than 20% of the Ecuadorian prefixes
were covered by a ROA. At the end of the event, around 80% of the
Ecuadori an prefixes had a RPKI origin state as Valid.

MRTG graphs were inplenented to nonitor the amount of Valid, NotFound
and Invalid prefixes after the event.

Feedback was received from attendees before closing the event. Sone
peopl e recommended appl yi ng an acceptable policy in order do not
wast e the successful effort.

A few days after the event, some non-attendi ng organi zati ons were
contacted by the NAP. EC admi ni strator and neetings were coordinated
for ROA creation. After these activities, alnost 100% of Ecuadorian
prefixes are covered for a ROA
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Conmruni cation activities performed after the event included:

Thi s docunment and presentation at relevant | ETF Worki ng G oups.
Presentation at | EPG LACN C and other NOG events

Publication at tech sites

Note at |ocal regul ator newsletter

Docunent and presentation at ClI TEL (Organi zati on of American
St at es)

Bl oggi ng and social media in relevant platforns

As subsequent operational tasks, an update of validating software was
perfornmed. Overall, managenent has been sinple and wi thout ngjor
probl ens.

Lessons | earned and best practices

| npl enent ati on support needs to be verified in all target
pl at f or ns.

The | P resource holders comunity need RPKI-based origin
validation training. Operators are |ess conservative than
original though by organizers and once RPKI |ocal space was full
support for renoving invalid was unani nous.

One day for a RPKI signing party is insufficient. the

partici pants may noy be confident about their skills or may need
further authorization. Two days is a better practice (people need
to sl eep over what they |earned the first day).

From now on, when a new | SP wants to join NAP.EC, it receives
i nformati on about RPKI-based origin validation and it is invited
to create its ROAs.

The event was a great opportunity to assenble the |ocal conmmunity,
particularly resource holders that had no previous participation
at the local |IXP

Initial work to have the "right people" in the roomis a key to
success. Particularly, operators need to have access to their RIR
account .

Post event conmmuni cati on needs to be di scussed ahead of tine.
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8. | ANA Consi derations
No | ANA requirenents

9. Security Considerations
Thi s docunent describes the experience of inplenmenting a BGP origin
validation island of trust in Ecuador. The actions taken are
explicitly to be able to validate the origin in a BGP adverti senent.
There were no security-related issues identified during the
depl oynent .
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Appendi x A.  Router configuration tenpl ates

TEMPLATE 1

Policy: only marking prefixes based on RPKI origin state.

router bgp <I XP- ASN>

bgp rpki
bgp rpki
bgp rpki
bgp rpki
!

nei ghbor
nei ghbor
!

nei ghbor

nei ghbor

server tcp 192.0.2.2 port

server tcp 192.0.2.2 port

server tcp 192.0.2.3 port

server tcp 192.0.2.3 port

<nei ghbor - | Pv4>

<nei ghbor - | Pv4>

<nei ghbor - | Pv6>

<nei ghbor - | Pv6>

address-fam ly ipv4

renot e-as

version 4

renot e-as

version 4

65001 refresh 600
65002 refresh 600
65001 refresh 600

65002 refresh 600

<nei ghbor - | Pv4- ASN>

<nei ghbor - | Pv6- ASN>

bgp bestpath prefix-validate allowinvalid

nei ghbor <nei ghbor-1Pv4> send-comunity

nei ghbor <nei ghbor -1 Pv4> rout e-nmap <route-map- nane> out

exit-address-famly

address-fam ly ipv6

bgp bestpath prefix-validate allowinvalid

nei ghbor <nei ghbor-1Pv6> send-comunity
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nei ghbor <nei ghbor -1 Pv6> rout e-nmap <route-map- nane> out
exit-address-famly
!
!
i p bgp-comunity newformat
!
!
rout e-map <route-map-nane> permt 10
match rpki valid
set community <l XP- ASN>: 21 no- export
!
rout e-map <route-nmap-nane> pernmt 20
mat ch rpki not-found
set community <l XP- ASN>: 22 no- export
!
rout e-map <route-map-nane> pernmt 30
mat ch rpki invalid
set comunity <I XP- ASN>: 23 no- export
!
TEMPLATE 2

Policy: Dropping Invalid prefixes and setting | ower |ocal preference
for Not Found prefixes.

router bgp <l XP- ASN>
bgp rpki server tcp 192.0.2.2 port 65001 refresh 600

bgp rpki server tcp 192.0.2.2 port 65002 refresh 600
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bgp rpki server tcp 192.0.2.3 port 65001 refresh 600
bgp rpki server tcp 192.0.2.3 port 65002 refresh 600
!
nei ghbor <nei ghbor -1 Pv4> renot e-as <nei ghbor - | Pv4- ASN>
nei ghbor <nei ghbor-1Pv4> version 4
!
nei ghbor <nei ghbor-1Pv6> renot e-as <nei ghbor -1 Pv6- ASN>
nei ghbor <nei ghbor-1Pv6> version 4
!
address-famly ipv4d
nei ghbor <nei ghbor-1Pv4> send-comunity
nei ghbor <nei ghbor-1Pv4> rout e-nmap <route-nmap-hame> out
exit-address-fanily
!
address-fam |y ipv6
nei ghbor <nei ghbor -1 Pv6> send- conmuni ty
nei ghbor <nei ghbor-1Pv6> route-map <route-map-nanme> out
exit-address-fanmly
|
1
i p bgp-comunity newfornat
|
|

route-map <route-map-nanme> permit 10

Mejia, et al. Expi res August 18, 2014 [ Page 16]



Internet-Draft BGP origin validation in Ecuador February 2014

mat ch rpki valid
set community <l XP- ASN>: 21 no- export
!
rout e-map <route-map-nane> pernmt 20
mat ch rpki not-found
set local -preference 50
set conmmunity <l XP- ASN>: 22 no- export
!
!
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