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Abst r act

The "http" and "https" URl schemes do not have a fixed character
encodi ng. This docunent defines HTTP headers to enable an
explicit indication of the character encoding.

Status of this Meno

This Internet-Draft is subnmitted to |ETF in full conformance
with the provisions of BCP 78 and BCP 79. This docunment nay
contain material from | ETF Docurments or | ETF Contributions
publ i shed or made publicly avail abl e before Novenber 10, 2008.
The person(s) controlling the copyright in sone of this materia
may not have granted the | ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards
Process. Wthout obtaining an adequate |icense fromthe
person(s) controlling the copyright in such materials, this
docunent may not be nodified outside the | ETF Standards Process,
and derivative works of it may not be created outside the | ETF
St andards Process, except to fornmat it for publication as an RFC
or to translate it into |anguages other than English

Internet-Drafts are working docunments of the Internet

Engi neering Task Force (I1ETF), its areas, and its working
groups. Note that other groups may al so distribute working
docunents as Internet-Drafts

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other
docunents at any tine. It is inappropriate to use Internet-
Drafts as reference material or to cite themother than as "work
in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/lid-abstracts.txt.
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The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on August, 2014.

Copyri ght

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as descri bed
in Section 4.e of the Trust Legal Provisions and are provided
without warranty as described in the Sinplified BSD License.
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I nt roducti on

The "http" and "https" URl schenes don’t have a fixed character
encodi ng. The URI RFC [ RFC3986] tal ks about the generic syntax
for URI conponents:

Legacy URI conponents (before 2005) tend to use UTF-8 "or
some ot her superset of the US-ASCI| character encoding"

New schenes (after 2005) use UTF-8 with percent encoding for
reserved characters

The first bullet explains why the character encoding for "http"
and "https" URIs is not deterministic. This is particularly
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probl emati c when parsing URIs at the server side or at
i nternmedi ate proxies (e.g., when |ooking for a cache hit).

URI's have different conponents with different character
encodi ng i ssues.

Per the IDNA rules in [RFC5890], the host conponent is encoded
usi ng A-1l abel s.

There is nore non-determnismwth respect to the path and query
conponents. Furthernmore, these two conponents are not
necessarily encoded the sanme way [ Handbook].

Thi s docunment defines HTTP headers that explicitly state the
character encoding for the path and query conponents.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOr*, "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and

"OPTIONAL" in this document are to be interpreted as descri bed
in RFC 2119 [ RFC2119].

2. URI Path and Query Encodi ng Headers
The URI Path encoding is conveyed in the foll ow ng header
URI - Pat h- Encodi ng = "URI - Pat h- Encodi ng" ":" 1charset
The URI Query encoding is conveyed in the follow ng header:
URI - Quer y- Encodi ng = "URI - Query- Encodi ng" ":" 1charset
charset is defined in section 3.4 of [RFC2616]. The expected val ue
i ndi cates the character encoding for the path or query conponent in
the URI prior to percent encoding. (A value of UTF-8 does not nean

that the URI carries raw UTF-8.)

If the user agent is certain that the path conponent was forned from
percent -encoded UTF-8, it sets the header as foll ows:

URI - Pat h- Encodi ng: UTF-8
Simlarly, for the query conponent:
URI - Query- Encodi ng: UTF-8
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This signals that the query conponent in the URl is in UTF-8 with
percent encodi ng.

Absence of the URI-Path-Encoding or URI - Query-Encodi ng header is
equi valent to the |l egacy situation of non-deternminismwth respect
to the path or query conponent, respectively, as nentioned above in
section 1.

Li kewi se, if the URI-Path-Encoding or URI -Query-Encodi ng header is
set to an invalid value or unrecogni zed charset, this is equival ent

to the legacy situation of non-determinismwth respect to the path
or query conponent, respectively, nentioned above in section 1.

3. I ANA Consi derations
I ANA is requested to add these headers to the "Pernanent Message

Header Field Nanes" registry. Per [RFC3864], the tenplate for
these headers is specified bel ow.

3. 1. URI-Path-Encodi ng
Applicabl e protocol: http
Status: standard
Aut hor/ change controller:
| ETF (i esg@etf.org)
Speci fication docunent(s):

Thi s docunent.

3.2. URI-Query-Encoding
Applicable protocol: http
Status: standard
Aut hor/ change controller:

| ETF (i esg@etf.org)
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Speci fication docunent(s):

Thi s docunent.

4. Security Considerations

Due to the non-determnistic character encoding of URI's, URI
parsing at servers or proxies currently nmay involve trying

di fferent possible character encodi ngs searching for a match.
This represents a potential attack vector [RFC6943]. The headers
proposed in this docunment could be used to reduce the attack
surface by enabling a nore explicit interpretation of the data
within a URI, thus preventing unintended consequences.
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