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Abst ract

Motivated by the need to find and eval uate better ways for reaching
on-line content in upcom ng Future Internet environnents, |CN has
been increasingly deployed in an broad range of research and
experinental actions. Sone deploynents even go as far as subjecting
ICN to new scenari os beyond content-reachi ng, exposing the
flexibility of ICN core prinmitives in supporting such nmechanisnms. In
this sense, besides anal yzi ng and di scussing the role of network
managenent procedures in ICN environnents, this document al so

anal yzes possibilities on howintrinsic core |ICN nmechani sns can be
reutilized for network nanagenent. W consider that the availability
of managenent nechanisns for ICN will foster their deploynment and, as
such, should be tackled still in the design and experinentation
phases. Perhaps ICN can adapt successful mechani snms fromthe host-
centric paradigm or new network managenent schenes can be desi gned
Per haps even both. This docunent centralizes that discussion,
drawi ng the attention of the | CNRG comunity to this underdevel oped
area of research in ICN

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

Information-centric networking (1 CN) enables new i deas for nam ng and
addressing, privacy, security, and trust, and should also lead us to
t hi nk new ways for deploying, operating and nmanagi ng networks in the
future. By default, users, prograns, information objects and hosts
are in general untrustworthy and nobile in an information-centric
network. This neans that many of the assunptions in traditiona

net wor k managenent, including all aspects of FCAPS (Fault,
Configuration, Accounting, Performance, and Security) need to be

ret hought. However, despite the different instantiations of ICN
architectures, and the plethora of novel research work built on top
of them little attention has been paid to nanagenent aspects so far
This includes both enabling "traditional" network nmanagenent
operations (which work well fromsmall networks to |arge
infrastructure networks), and supporting and optinizing intrinsic
procedures of the ICN fabric.

This docunent ains to draw the attention of ICNRG to the inportance
of network managenent for real-world depl oynents. Today, network
managenent is practically an add-on to host-centric deploynents. W
can do better as we nove forward in ICN research considering the ful
range of deploynents from hone-office environnents to chal |l enged
networks to tier-1 networks. To this end, we draft sone first
management consi derations that, on the one hand, capitalize on ICN
concepts for defining nanagenment procedures and, on the other,

expl ore the possibilities for defining a conmon nanagement framework
irrespective of the ICN approach taken. W reckon that the later is
a much nore form dable task and we are | ooking forward to tackling it
together with other nmenbers of ICNRG In this docunment, different

I CN research aspects tackled by | CNRG nenbers are anal yzed in respect
to nmanagenent possibilities and inpact.

We argue that addressing nmanagenent at an early stage is not only
i mportant for real-world adoption and the successful future

depl oynent of ICN, but also to deal with scenarios where nmanagenent
can sinplify, enhance or optimize ICN network utilization and
performance. The subject becones particularly challenging, as

di sparate characteristics fromdifferent |ICN approaches (e.g., in
terns of nanespace, granularity, routing, and so on) inpact the
definition and design of these managenent mechani sns. Section 2
bel ow provides an initial assessnent, showcasing considerations on
Face Managenent Section 2.1, Video Adaptation Section 2.2, Content
Management Section 2.3, Network Policies Section 2.4 and Cache
Management Section 2.5.

We plan to increnentally develop the draft, incorporating
consi derations on other ICN aspects as well as different approaches
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(e.g., [PURSU T] and [NetlInf]) as well as address other pertinent
aspects as we receive feedback fromthe research group nenbers

2. | CN Managenent Consi derations

This section addresses managenent considerations regarding specific

I CN depl oynents and scenarios, by analyzing the opportunities,
requirenents and possibilities for managenent depl oynent therein.
This analysis starts with the proposal of a NDN based face nmanagenent
framework, followed by considerations fromvideo adaptation, content
managenent and network policies scenari os.

2.1. A Managenent Framework for NDN - The Face Managenent Exanpl e

The Naned Data Networking [NDN] I CN architecture provides a new
communi cation framework built on named data. Like other ICN
counterparts, such as [NetlInf], [PURSU T] and [ DONA], NDN
intrinsically supports security, routing/forwarding, reliability,
caching and even nobility, aimng at scalable and nore efficient
content-distribution than today’ s | P-based approaches. Fostered by
an open-source inplenmentation [ CCNx], NDN has been at the heart of an
active topic with several research contributions evaluating its

depl oynent feasibility and perfornmance in a nunber of scenarios

[1 CN- Scenari os] .

NDN i ntroduces the concept of a Strategy Layer, which can contro

I nterest packet forwarding behavior. It basically determ nes which
is the best interface (or set of interfaces) to send an |nterest
packet. The "strategy" conponent establishes a pre-configured

al gorithm for tackling Interest packet decisions, ranging from
sending it sequentially on each interface until a Data packet is
recei ved, to evaluating which interfaces provide better performance
(i.e., lower average RIT) in retrieving certain content (as discussed

in [NDN]).

It is inportant to keep in nmind that NDN repl aces the commonly used
term"interface" with the term"face", since packets can be forwarded
over hardware network interfaces as well as between application
interfaces, further acknow edging the information di ssem nation
capabilities of ICN. This aspect is considered in [NDN] and [ NDN-R],
where prograns can be associated to the NDN governing structures
(like the FIB), defining configurations such as "sendToAl|l" and
"sendToBest" with respect to managi ng the content reachi ng process.
Corujo et al. |[NDN- MauIl exploit these concepts enabling managenent
mechani sms to be depl oyed, and steer network operations and NDN
operation, as described in the follow ng section
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An i nmportant aspect supporting network managenent procedures is the
interaction of network information residing at the network side with
i nformati on about the network fromthe perspective of clients
connected to it. The fornmer includes, for instance, information
stored in the network operator core about user profiles, associated
policies, or data collected by the access network equi prment, such as
current and past traffic load levels, active flows, and mai ntenance
i nformati on. Today, such information can be retrieved for managenent
and operation support through dedicated signaling protocols (e.g.

[ RFC1157], [RFC6733]), or Qperation Support Services (0SS) web
services. The client point of view of the network includes
information that, for exanple, a wireless terninal can provide
indicating wireless link quality, average return-trip tines (RTT) or
perceived Quality of Experience (QE)

Both types of information can be capitalized upon allow ng, for
exanpl e, the network to coordi nate network nanagenent procedures
considering as input information obtained fromother network el enments
as well as fromuser nodes. One way to generate nmanagenent
information in network entities and at client nodes, as well as to
consume and act upon it (i.e., using the managenent information
exchange as a control channel) is to couple NDN nodes w th Managenent
Agent (MA) entities.

Fig. 1 (redrawn here from [ NDN- MGMI] for convenience) illustrates how
a MA can be deployed in both network and client entities, interfacing
with different operational aspects and protocol |ayers of an NDN
node. By using NDN content reaching and di ssem nati ng nechani sns,
managenent information can be consuned by the MA to steer not only

t he behavi or of application processes and network interfaces, but
also to interface with NDN supporting structures (i.e. Content Store
(CS), Forward Information Base (FIB) and Pendint Interest

Table (PIT). Effectively, different kinds of information can be
conveyed to a network node responsible for nanagi ng the network
(under different perspectives and processes), and resubnitted back
towards client nodes, affecting the way applications interface with
network interfaces and the NDN fabric.

Corujo, et al. Expi res August 18, 2014 [ Page 5]



Internet-Draft I CN Managenent Consi derations February 2014

NDN Fabri c

S +

| Face 0 |

I + +---+ Homm - - - +
| |Content Store | ptr/type |  <---->WAN |
I Ao+ - t--- -+ +---+ | e +
[ Fommemee- + [ Face 1

| B T + oo - + +---+| oo - +
| | Pending S + [ | <---->|LTE |
| |Interest Tabl e| +o----- + S +
R + | ] | Face i

| e + +---+ | e +
| e + I e B
| | Forward | R + L I +
| |Information <--------- + [ Face j |

| | Base | S R R ST +
R + | <---->VolP |
| +---+ | |Video |
T R +  H------ +

Figure 1. NDN Managenent Franework

MA can interface with the PIT and FIB structures, acting as a
dynani c, application- and/or network-controlled interface to the
strategy layer. This could also be used to direct how to forward NDN
Interest and Data packets, in a configurable manner. Regarding
network interfaces, the MA can interface with themnot only to
control (i.e., initiate wireless access scanni ng procedures), but
also to collect information (i.e., an infornmational event regarding
detected access points). Finally, the MA can also interface with
application processes, drawi ng out information about the perceived
QS/ QE (e.g., lost packets or delay froma real-tine video feed) and
al so to execute commands, such as selecting a better video codec when
the network commands the video flow to be accessed froma different
wirel ess access interface.

Conversely, MA entities residing in network equi pnent can provide

i nformati onal events as well, but related to network-side link |ayer
characteristics (such as nunber of attached nodes or |oad), as well
as accepting commands fromthe network (i.e., activate nmaintenance
procedures). Managenent processes residing in the network core can

| everage information collected fromapplications, client termnals
and network equi pnent, to drive optimnization procedures. Such
optimization procedures can also tap into other entities, containing
compl enentary information such as policies and subscription
information, and use it to produce an overall network decision, which
can then be forwarded to nultiple client nodes, in a policy enforcing
way.
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An inmportant consideration fromthe NDN architecture, is the

hi erarchi cal nanespace, all owi ng nodes to request and convey
managenent data, by sinply using an appropriate prefix (e.g., ccn://
domai n/ managenent / MVE) .

By | everaging the NDN i nformation-centric dissenination nechanisns to
convey managenent information and comrands as content, these
managenent extensions inherit the intrinsic capabilities of the NDN
architecture, including security and reliability, which are
fundanental for nmanagenent procedures.

2.1.1. NDN Managenent Operations

In order to inplenment managenent operations, besides the interfacing
capabilities of the MA entity nentioned in the previous section, a
managenent framework needs other supporting nechanisns in order to
provi de the envisioned nanagenent capabilities, while naintaining the
i nherent NDN capabilities. Concretely, when nodes connect to the
networ k, the managenent entities need to beconme aware of the
managenent capabilities of the new y-connected node. In addition, an
asynchronous information exchange capability needs to be provided,

all owing not only the request of managenent information, but also the
ability to push information towards a renote node (i.e., sending a
conmand or an informational event).

2.1.1.1. Discovery Procedure

The di scovery procedure is illustrated in Fig. 2 (redrawn from

[ NDN- MaMT] ), and borrows for the procedures described in [ NDN-VO P].
The procedure starts with the newy connected User Equi prent (UE)
broadcasting an I nterest packet (Fig. 2:1) perhaps with a well-known
content name (e.g., ccn://domain/ management/ ngnt-case/VE) to its

| ocal networKk.
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|
(6) DATA |
-/ domai n/ managenent / ngnt - case/ MA- publ i sher-id/----- >|
/ nonce (encrypted) |
DATA: Encrypted nonce received |

Figure 2. Secure Managenent Session Establishnent

The "ngnt-case" part of the name can be used to select different
aspects of managenent capabilities allowed by a Managenent Entity
(ME) (i.e., a managenent decision point in the network). The ME then
replies to this Interest with a Data packet (Fig. 2:2), providing its
shorthand identifier (i.e., ME publisher-key) and a key | ocator
indicating howto retrieve its public key (assumng it is authorized
by another key trusted by the UE). In this way, the MA at the UE
recogni zes the ME as a valid signer (and provider) of nanagenent
content.

A session key, Ks, is generated by the MA, considering an encryption
algorithmfromthe ones indicated by the ME in the Data packet. The
MA then expresses its desire to receive (and reply to) Interests

mat chi ng a specific NDN name associated with the nanagenent service
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(e.g., ccn://domai n/ managenent / ngnt - case/ VE/ MA- publ i sher-id), where
MA- publ i sher-id uniquely and globally identifies the MA, through a
cryptographic digest of its public key. After this, the MA sends an
Interest packet (Fig. 2:3) to retrieve managenent Data fromthe ME
containing the short-hand identifier of the MA (MA-publisher-id), the
chosen encryption algorithmand session key (Ks), both encrypted with
the public key of the ME. In this way, the confidentiality of the
content exchanged between the ME and the MA is guaranteed. The ME
responds with a Data packet (Fig. 2:4) signaling the reception of the
sessi on Key.

Bef ore the actual exchange of managenent data begins, the ME
generates a challenge (i.e., a nonce) which is sent via an Interest
packet (Fig. 2:5) to the MA, indicating through a naned data name
that it requests the reception of the response to this chall enge,

sent by the MA using a Data packet (Fig. 2:6). This allows the ME
after verifying the signature of the Data packet, to verify that the
encryption algorithmand the session key are valid for the MA making
it ready to exchange information for coordi nati ng managenent
procedures in the network.

2.1.1.2. Managenent Data Exchange

After the discovery and security establishnent procedures have been
finalized, the framework provides the capability for both the MA and
the ME to securely obtain managenent content from one anot her.

In order to push unsolicited content, a dual Interest/Data procedure
can naintain conpatibility with the Interest and Data exchange/
consunption of the NDN architecture. Fig. 3 (redrawn fromFig.2 of

[ NDN-MGMT] ) illustrates the procedure which is initiated by the MA
In this case, the MA intends to push managenent information to the
ME. It does so via an Interest packet nmanifesting its interest in
recei ving managenent content with a | ocal sequence nunber. This
sequencing allows the recovery of new content over cached content.

If the MEis interested in retrieving content fromthe MA it answers
back with a Data packet, where it indicates that it is willing to
recei ve managenent content. Then, the ME sends an Interest packet to
retrieve the managenent data with the sequence nunber provided by the
MA, which responds with a Data packet containing the information it
wanted to push into the ME
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Fi gure 3. Content Managenent Push
2.1.2. Inplenmentation Experience

As a proof-of-concept, a software prototype of the managenent
framewor k, [ NDNFI exManager] was devel oped for [NDN-MGMI], using the
CCNx Java APl [CCNx]. At this stage, it includes the support of the
di scovery procedure described in Section Section 2.1.1.1, as well as
t he managenent data exchange operations outlined in

Section Section 2.1.1.2. The framework provides an APl to easy the
devel opment of managenent applications, i.e., MAs and MEs, which can
request and push unsolicited content to each other, related with
managenment operations.

To validate this basic prototype, [ NDN-MAMI] considered a specific
use case supported by the framework, i.e., face managenent. This
entails configuring and selecting an appropriate face in a UE to
retrieve a given content. Based on the CCNx, an eval uation test-bed
was depl oyed including an NDN UE (featuring an MA and a set of
network interfaces), a content server and a network node (featuring
an ME). These entities are interconnected by a set of NDN routers.
The purpose of the evaluation scenario is to denonstrate feasibility
for the protocol exchanges nentioned earlier. Note that the code has
been tested in a snall-scale environnent where the ME i s topol ogy-
aware and keeps track of conditions of the access networks that are
available to the UE. Thus, the ME can provide the MA with nmanagenent
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information reporting the appropriate face for content retrieval, or
an alternative point of access that could be used to inprove the
performance. The MA uses the managenent information to reconfigure
the FIB (and possibly the network interfaces) in the UE, setting the
appropriate face to forward subsequent I|nterests.

For validation purposes, a |local application was also inplenented at
the NDN UE that works simlarly to a ping utility, generating
periodic Interests that match a given prefix (served by the content
server), and conputing the Round Trip Tine of each Interest/Data
exchange. The RTT val ues obtained by this application in [ NDN-MGMI]
i ndi cate that the performance that can be achi eved by using the NDN
managenent framework in the considered eval uation scenario is
satisfactory, given the early stage of this work. Further

devel opment and testing is ongoi ng.

2.2. Video Adaptation

This section investigates |CN managenent consi derations for the
delivery of video data, and especially the adaptive delivery of
video. Froma content perspective, multinmedia is omipresent in the
Internet, e.g., producing 62% of the total Internet traffic in North
Anerica's fixed access networks [ G PR2013].

Video, and nultinedia content in general, is has specific
characteristics, which have to be considered and where network
managenent consi derati on are necessary. The consunption of

mul ti medi a content conmes along with timng requirenents for the
delivery of the content, for both, |live and on-denmand consunpti on.
Long startup del ays, buffering periods or poor quality, etc. should
be avoided to achieve a good Quality of Experience of the consumer of
the content. O course, these requirements are heavily influenced by
routing decision and caching, which are central parts of ICN, and

whi ch nmay be | everaged nore efficiently by an intelligent network
managemnent .

2.2.1. Adaptive Delivery of Miultinmedia Content in ICN

Today’ s domi nant stream ng systens are based on the common approach
of leveragi ng HTITP-based Internet infrastructures, which are
consequently based on the Transni ssion Control Protocol (TCP) and the
Internet Protocol (IP). Especially the adaptive multinmedia stream ng
(AMS) via HTTP is gaining nore and nore nmonentum and resulted in the
standardi zati on of MPEG DASH [ MPEG DASH], which stands for Dynamc
Adaptive Streanmi ng over HITP. The basic idea of AHS is to split up
the nmedia file into segnments of equal |ength, which can be encoded at
different resolutions, bitrates, etc. The segnents are stored on
conventional HTTP Web server and can be accessed through HTTP GET
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requests fromthe client. Due to this, the streaning systemis pul
based and the entire streamng logic is on the client side. This
means that the client fully controls the bitrate of the strean ng
medi a on a per-segnent basis, which has several advantages, e.g., the
client knows its bandwi dth requirenments and capabilities best. As
one can see, |CN and adaptive nultinedia stream ng have severa

el ements in common, such as the client-initiated pull approach, the
content being dealt with in pieces as well as the support of
efficient replication and distribution of content pieces within the
network. As ICNis a prom sing candidate for the Future Internet
(FI') architecture, it is useful to investigate its suitability in
combi nation with AMS systens and standards |i ke MPEG DASH as shown in
[ Adapt CCN] [ I nt er Adapt CCN], as well as the possibilities and benefits
of intelligent network managenent to inprove the performance of AMS
in ICN as well as the resulting QoE at the client.

One of the nobst prom sing aspects in this context is the possibility
of ICN to consune content fromdifferent origin nodes as well as over
different network links in parallel, which can be seen as an
intrinsic error resilience feature w.r.t. the network. This is a
useful feature of ICN for adaptive nmultinmedia streaming within nobile
environnments since nost nobile devices are equipped with nultiple
network links. Here, a focus of |ICN nanagenent could be in the |oad
bal anci ng of such traffic between the available links. This would

i ncrease the effective nedia throughput of the multimedia content,
however, it could potentially lead to high variations of the
resulting bandwi dth which is available to the client. As DASH is
designed for environnments with dynam ¢ bandw dth conditions, they can
be conmpensated in general. However, nore conservative adaptation

al gorithms may prevent too frequent switching between the content’s
bitrate representations as well as conpensate short-term bandwi dth
drops caused by network link switches nore smoothly.

2.3. Content Mnagenent

An I CN network ains to facilitate access to, and delivery of,

i nformati on objects (content and services). Content (in particular
vi deo) access and delivery seenms to be the doni nant use case in
traditional, host-based networks, so ICN networking is forced to
adopt content delivery as a mninumrequirenent. Indeed, virtually
all 1 CN approaches so far target at |east content delivery.

From the perspective of a content owner or provider, an |ICN network
functions essentially as a content delivery network. This creates a

set of requirenents for ICN. First of all, end-users and content
providers alike should be able to Read (consune) a content object
avail able on the ICN network. In addition, content providers need

the ability to Create (publish), Update, and Del ete content.
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Finally, Accounting (logging) is necessary to support business nodel s
that typically require charging, analytics, and nonitoring.

The Read operation has received the lion's share in ICN research

This is expected as content access and delivery is at the heart of
ICN. Gven a request for a nanmed content object, the |ICN network
resol ves that name to an object replica and proceeds with delivery to
the end-user. O course, different |ICN approaches enpl oy different
mechani sms to achi eve the Read operation. For example, name

resol ution can be done with a hierarchical systemresenbling DNS

with DHTs, or with flooding. Simlarly, content delivery can be done
over normal best-effort paths fromthe origin server, over
dynani cal | y conputed provisioned paths, or from caches close to the
end-user. Sonme approaches can even cater to nobil e end-users and
content hosts. |ICN should be able to handl e frequent Reads as well
as Read spikes (flash crowds). In fact, it seens crucial for ICN s
depl oynent chances to at |east match the capabilities of incunbent
content delivery systens.

I CN research has not addressed Create as much as Read, but some
effort has been expanded on mechani snms for publishing content. Muich
of this effort has focused on content nam ng schenes that enable

gl obal wuni queness of names and hence all ow gl obal addressing of the
content objects. It has been difficult to bal ance hunman readability
of names, efficiency in machi ne processing, and name aggregation
(that can realistically enable request routing by nane). Although a
fully automated nechani smfor (human-readabl e) name assi gnnent woul d
be desirable, so far it seens that a nmanual process, simlar to that
of donmmin nane registration in DNS, is necessary to allocate at |east
namespaces. No other restrictions on naning have been seriously
consi dered. The consensus seens to be that with | CN anyone shoul d be
able to publish anything. Content semantics are a higher |ayer

i ssue. This mght be a prudent approach when building a transport

| ayer technology, but it could underm ne the potential of ICN

depl oynent. A content owner woul d not want copies of its content
publi shed on an I CN network under different names. |In any case, once
a nane has been assigned, the Create operation is mainly about
creating an entry in the nane resolution system This is obviously a
security risk and furthernore, for highly distributed nane resol ution
systens, it can suffer fromconsiderable lag in availability.
Fortunately, Create is a rare operation conpared to Read.

Update is an operation that seeks to alter an already created object.
A content provider would want to nodify the data or the netadata of a
publ i shed object either to rectify publication errors or to augnent
the object. It is debatable whether the provider should address the
|ater sinply by creating a new object. Another use case for Update
cones fromthe need to rebrand or alias an object when its rights
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have been sold to another party. Neverthel ess, the Update operation
has received mnimal attention in ICN research. The main problemis
one of consistency: once an update has been committed, an I CN network
with highly distributed nanme resolution and content delivery
(caching) would host both the old and new versions of the updated
content object for sonme tinme. Security concerns for the Update and
Create operations are sinmilar. Update is nornmally rarer than Create,
but this will not be the case for collaborative nedia.

Content providers may occasionally need to renove a published object.
This is the goal of the Del ete operation. An object night be deleted
when it was published by nistake, because it’s no | onger useful or

rel evant, or because it's illegal. Consistency is a major challenge
for the Delete operation as well. The high degree of distribution in
ICN can sustain a network state where some data or netadata replicas
of an object have been deleted, while others persist. On the other
hand, this lag can be beneficial if deletion was initiated
erroneously or maliciously. Like with the Update operation, Delete
has not been properly investigated in ICN research. Deletes are
typically less often than updates.

From the point of view of content providers and end users, an ICN
network resenbles a content directory and repository, with Create,
Read, Update, and Delete as typical operations. As with any database
system the reliability of those operations (or transactions) depends
on the properties of atomicity, consistency, isolation, and
durability. The challenge for ICN research is to build systens at a
massi ve scal e that enploy those properties.

2.4. Network Policies
2.4.1. Netlnf Management Consi derations

Earl y-phase work in Netlnf managenment [NetlnfSelfX] discussed a two-
fold problem The first question that arises is whether it is
possi bl e by adopting a new set of network primitives and in-network
storage to usher a new type of network managenent. |n other words
can network managenment becone information-centric while handling
often host-centric data? The second question is whether an
information-centric network is nore suitable for self-nmanagenent
mechani snms than | P-based networks are. |In particular with respect to
the later, [NetlInfSelfX] introduced sonme design considerations for
addi ng sel f - managenment mechani sms in Netlnf.

O interest fromthis early work are two exanpl es where network
managenent can play a newrole. First, network managenent can get

i nvol ved i n decisions about caching and (re)distribution of content,
and not only whether an (inter)face is on or off, or what traffic
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limts should be enforced. Mreover, network policies can be
distributed securely in the sane way as other content in the network,
renovi ng the need for centralized managenent, and enabling inproved
recovery procedures. Second, network managenent can get involved in
nmore intricate processes such as controlling nultiaccess support,
intermedi ating for content adaptati on when deened appropriate, and
enabling richer tools for traffic engineering.

2.5. Cache Managenent

Caching is a hot topic research nowadays in ICN. The chall enges of
caching in ICN are different than those of web caching, mainly
because the forner has to deal with high Iine rates and with a huge
anount of content. Sone |ICN works propose to cache content in all
ICN routers traversed by the data packet, in an LCE (Leave Copy
Everywhere) fashion as in [NDN]. Sone studies, like [LAMICN], have
shown that other cache decision policies, focused to reduce the cache
redundancy, may increase the overall caching performance. Sone of

t hese decision policies only use the local information avail able at
the 1CN routers, but others use the information avail able at other
nodes to cache or not the incom ng content. This is known as
explicit cache coordination decision, and there are several proposals
around this concept [ICN-CACH NG . The idea behind the explicit
coordination is to exchange topol ogical information, individua
cache's state and content popularity view anbng a set of |ICN routers,
in order to coordinate cachi ng deci sions.

This way, a given ICNrouter may forward a request towards another
router storing the requested content. 1In this context, the routing
protocol is affected by the cache’s state of surroundi ng nei ghbours.
For exanple, in [CATT] the authors propose to distinguish between the
source(s) and routers’ caches that hold a copy of that content: the
former paths are globally advertised, while the latter are only
advertised within the router’s neighbourhood. 1In all these cases,
the use of a managenent franework may bring significant advantages,
providing standard interfaces that allow the routers to dynanically
manage their caches.
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5.

Security Considerations
TBD
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