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Abst ract

Thi s docunment describes an end-to-end Session ldentifier for use in
| P-based nul ti nedi a conmuni cation systens that enabl es endpoints,

i ntermedi at e devi ces, and managenent systens to identify a session
end-to-end, associate nultiple endpoints with a given nultipoint
conference, track conmuni cati on sessions when they are redirected,
and associate one or nore nedia flows with a given commruni cati on
sessi on.

Thi s docunent al so describes a backwards conpatibility nechanism for
an existing "in the wild" session identifier inplenentation that is
sufficiently different fromthe procedures defined in this document.
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This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.
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Drafts.
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn

This Internet-Draft will expire on August 14, 2014.
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I ntroduction

| P-based mul timedi a comuni cation systens |ike SIP [RFC3261] and

H. 323 [H. 323] have the concept of a "call identifier" that is
globally unique. The identifier is intended to represent an end-to-
end conmmuni cation session fromthe originating device to the
termnating device. Such an identifier is useful for

troubl eshooti ng, session tracking, and so forth.

For several reasons, however, the current call identifiers defined in
SIP and H. 323 are not suitable for end-to-end session identification
A fundanental issue in protocol interwrking is the fact that the
syntax for the call identifier in SIP and H 323 is different. Thus,

if both protocols are used in a call, it is inpossible to exchange
the call identifier end-to-end.
Anot her reason why the current call identifiers are not suitable to

identify a session end-to-end is that, in real-world depl oynents,
devices like session border controllers often change the session
signaling as it passes through the device, including the value of the
call identifier. While this is deliberate and useful, it nakes it
very difficult to track a session end-to-end.

This draft presents a newidentifier, referred to as the Session
Identifier, or "Session ID', and associated syntax intended to
overcone the issues that exist with the currently defined cal
identifiers. The proposal in this docunment attenpts to conply with
the requirements specified in [I-D.ietf-insipid-session-id-reqts].
This proposal also has capabilities not mentioned in [I-D.ietf-

i nsi pi d-session-id-reqts], shown in call flows in section 9.
Additionally, this proposal attenpts to account for a previous,
proprietary version of a SIP Session | D header, proposing a backwards
compatibility approach, described in section 10.

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119]
when they appear in ALL CAPS. These words may al so appear in this
docunent in | ower case as plain English words, absent their normative
meani ngs.

The terns "Session ldentifier" and "Session ID' refer to the val ue of
the identifier, whereas "Session-ID"' refers to the header used to
convey the identifier.
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3. Session ldentifier Requirements and Use Cases

Requi rements and use cases for the end-to-end Session ldentifier
along with a definition of "session identifier" and "conmmunication
session", can be found in [I-D.ietf-insipid-session-id-reqts].

4. Constructing and Conveying the Session ldentifier
4.1. Constructing the Session ldentifier

The Session ldentifier conprises two UUI Ds [ RFC4122], with each UUI D
representing one of the endpoints participating in the session

The version nunber in the UU D indicates the manner in which the UU D
i s generated, such as using random val ues or using the MAC address of
the endpoint. To satisfy the requirenent that no user or device

i nformati on be conveyed, endpoints SHOULD generate version 4 (randon
or version 5 (SHA-1) UUI Ds.

When generating a version 5 UU D, endpoints or intermediaries MJST
utilize the followi ng "nane space I D' (see Section 4.3 of [RFC4122]):

uui d_t NaneSpace_Sessionl D = {
/* a58587da-c93d- 11e2- ae90- f 4ea67801e29 */

0xab58587da,

0xc93d,

Ox11le2,

Oxae, 0x90, Oxf4, Oxea, 0x67, 0x80, Oxle, 0x29

}

Further, the "nane" to utilize for version 5 UUIDs is the
concatenation of the Call-1D header value and the "tag" paraneter
that appears on the "Froni or "To" |ine associated with the device

for which the UUIDis created. Once an endpoint generates a UU D for
a session, the UUI D never changes, even if values originally used as
input into its construction change over tine.

Internediaries that insert a Session-1D header into a SIP nessage on
behal f of a sending User Agent MJST utilize version 5 UUIDs to ensure
that UU Ds for the comruni cation session are consistently generated.
If an intermedi ary does not know the tag value for an endpoint, the
intermedi ary MJUST NOT attenpt to generate a UUID for that endpoint.
Note that if an intermediary is statel ess and the endpoint on one end
of the call is replaced with another endpoint due to sonme service
interaction, the values used to create the UU D mi ght change and, if
so, the internediary will conpute a different UU D

4.2. Conveying the Session ldentifier

The SIP user agent (UA) initially transmitting the SIP request, i.e.
a User Agent Cient (UAC), will create a UUID and transnmit that to
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the ultimate destination UA. Likewise, the responding UA, i.e., a
User Agent Server (UAS), will create a UUD and transnmit that to the
first UA. These two distinct UUDs formwhat is referred to as the
Session ldentifier and is represented in this docunent in set
notation of the form{A B}, where Ais UUID value fromthe UA
transmtting a nessage and B is the UU D value of the intended
recipient of the nessage, i.e., not an intermediary server along the
signaling path. The Session lIdentifier {A B} is equal to the Session
Identifier {B,A}.

In the case where only one UUID is known, such as when a UA first
initiates a SIP request, the Session I D would be {A N}, where "A"
represents the UUID value transnitted by the UA and "N' is what is
referred to as the null UU D (see section 5).

Since SIP sessions are subject to any nunber of service interactions,
SIP INVI TE nessages m ght be forked as sessions are established, and
since conferences might be established or expanded with endpoints
calling in or the conference focus calling out, the construction of
the Session ldentifier as a set of UUDs is inportant.

To understand this better, consider that a UA participating in a
communi cati on session m ght be replaced with another, such as the
case where two "legs" of a call are joined together by a PBX

Suppose that UA A and UA B both call UA C  Further suppose that UA C
uses a local PBX function to join the call between itself and UA A
with the call between itself and UA B, resulting in a single

remai ning call between UA A and UA B. This nerged call can be
identified using two UUI D val ues assigned by each entity in the
conmmuni cation session, nanmely {A B} in this exanple.

In the case of forking, UA A nmight send an INVITE that gets forked to
five different UAs, as an exanple. A nmeans of identifying each of
these separate conmunicati on sessions is needed and all ow ng the set
of {A, B1}, {A B2}, {A B3}, {A B4}, and {A B5} nakes this
possi bl e.

For conferencing scenarios, it is also useful to have a two-part
Session ldentifier where the conference focus specifies one UU D for
each conference participant. This will allow for correl ati on anong
the participants in a single conference. For exanple, in a
conference with three participants, the Session Identifiers might be
{AM, {BM, and {C M, where "M is assigned by the conference

f ocus.

How a device acting on Session Identifiers stores, processes, or

utilizes the Session lIdentifier is outside the scope of this
docunent .
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5. Transmitting the Session ldentifier in SIP

Each session initiated or accepted MJST have a uni que | ocal UA-
generated UUID. This value MJST renmai n unchanged t hroughout the
duration of the session.
A SI P UA MIUST convey its Session ldentifier UUDin all transnmtted
messages by including the Session-1D header. The Session-1D header
has the follow ng ABNF [ RFC5234] synt ax:

session-id = "Session-1D" HCOLON | ocal -uuid

*(SEM sess-id-paran
| ocal - uui d = sess-uuid / nul

sess-uuid / nul

renmot e- uui d
sess-uui d = 32(DIA T/ %61-66) ;32 chars of [0-9a-f]
sess-id-param = renote-param/ generi c-param

"renot e" EQUAL renote-uuid

renot e- param
nul | = 32("0")

The productions "SEM ", "EQUAL", and "generic-parant' are defined in
[ RFC3261]. The production DIG@T is defined in [ RFC5234].

The Session-|1D header MUST NOT have nore than one "renote" paraneter.
In the case where an entity conpliant with this specification is
interworking with an entity that inplenented [I-D. kapl an-insi pi d-
session-id], the "renote" paraneter m ght be absent, but otherw se
the renote paraneter MJST be present. The details under which those
conditions apply are described in Section 10. Except for backwards
compatibility with [I-D. kapl an-i nsi pi d-session-id], the "renote"

par amet er MJST be present.

A special null UU D val ue conposed of 32 zeros is required in certain
situations. A null UUID is expected in the "renote" UU D of every
initial standard SIP request since the initiating endpoint would not
initially know the UU D val ue of the renote endpoint. This null value
will get replaced by the ultinmate destination UAS when that UA
generates a UUID in response. One caveat is explained in Section 10
for a possible backwards conpatibility case. A null UUD value is

al so returned by sone internediary devices that send provisiona
replies as a "local-uuid", as described in Section 6

The "local -uuid" in the Session-I1D header represents the UU D val ue

of the UA transmtting the nessage. |If the UA transmitting the
message previously received a UUI D value fromits peer endpoint, it
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MUST include that UUID as the "renote" paranmeter in each nessage it
transmits. For exanple, a Session-1D header m ght appear l|ike this:

Session-1D: ab30317f 1a784dc48ff 824d0d3715d86
renot e=47755a9de7794ba387653f 2099600ef 2

The UUI D values are presented as strings of |ower-case hexadeci nmal
characters, with the nost significant octet of the UU D appearing
first.

6. Endpoi nt Behavi or

To conply with this specification, non-intermediary SIP UAs MJST

i nclude a Session-1D header-value in all SIP nessages transnmtted as
a part of a conmunication session. The UUD of the transmtter of
the message MJST appear in the "local -uuid" portion of the Session-I1D
header-val ue. The UU D of the peer device, if known, MJIST appear as
the "renote" parameter following the transmitter’s UU D. The nul
UUI D val ue MJUST be used the peer device’'s UUID is not known.

Once a UA allocates a UU D value for a comuni cation session, the UA
MUST NOT change that UUI D value for the duration of the session
i ncl udi ng when

- conmuni cation attenpts are retried due to receipt of 4xx
nessages or request tineouts;

- the session is redirected in response to a 3xx message; or

- a session is transferred via a REFER nessage [ RFC3515]; or

- a SIP dialog is replaced via an INVITE with Repl aces [ RFC3891].

A non-internmediary UA that receives a Session-1D header MJST take
note of the first UUID value (i.e., the "local-uuid") that it
receives in the Session-1D header and assume that that is the UU D of
the peer endpoint within that conmunications session. UAs MJST
include this received UU D value as the "renote" paraneter when
transmitting subsequent nessages, naking sure not to change this UU D
value in the process of nmoving the value internally fromthe "l ocal -
uuid" field to the "renote-uuid" field.

It should be noted that nmessages received by a UA might contain a

"l ocal -uui d" val ue that does not match what the UA expected the far
end UA's UWUDto be. It is also possible to for the UA to receive a
"renot e-uui d* val ue that does not match the UA's assigned UUI D for
the session. Either m ght happen as a result of service interactions
by intermediari es and MJUST NOT negatively affect the comunication
session. However, the UA may log this event for the purposes of

t roubl eshoot i ng.

A UA MUST assune that the UU D val ue of the peer UA MAY change at any

time due to service interactions. |If the UU D value of the peer UA
changes, the UA MJST accept the new UUI D as the peer’s UU D and
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include this new UUI D as the "renote" paraneter in any subsequent
nessages.

It is also inportant to note that if an internmediary in the network
forks a session, the initiating UA may receive nultiple responses
back fromdifferent endpoints, each of which contains a different
UUI D ("local -uuid") value. UAs MIST take care to ensure that the
correct UU D value is returned in the "renpte" paraneter when
interacting with each endpoint.

A Miultipoint Control Unit (MCU) is a special type of conferencing
endpoint and is discussed in Section 8.

7. Processing by Internediaries

Internmediaries MJUST NOT alter the UU D val ues found in the Session-I1D
header, except as described in this section

I ntermedi ary devices that transfer a call, such as by joining
together two different "call |egs", MJIST properly construct a

Sessi on-1D header that contains the correct UU D val ues and correct

pl acenent of those values. As described above, the recipient of any
message initiated by the internediary will assume that the first UUID
val ue bel ongs to the peer endpoint.

If an intermediary receives a SIP nessage w thout a Session-ID header
val ue, the internediary MAY assign a "local -uuid" value to represent
the sending endpoint and insert that value into all signaling
messages on behal f of the sending endpoint. |If the internediary is
aware of a "renote" value that identifies the receiving UA, it MJIST
insert that value if also inserting the "local-uuid" val ue.

Devices that initiate communi cati on sessions follow ng the procedures
for third party call control MJST fabricate a UUID value that will be
utilized only tenporarily. Once the respondi ng endpoint provides a
UUI D value in a response nessage, the tenporary val ue MIST be

di scarded and replaced with the endpoint-provided UU D val ue. Refer
to the third-party call control exanple for an illustration

Whenever there is a UA that does not inplenent this specification
communi cati ng through a B2BUA, the B2BUA MAY becone di al og st at ef ul
and insert a UU D value into the Session-1D header on behal f of the
UA according to the rules stated in Section 6.

When internedi aries transmt provisional responses, such as 100
(Trying) or the 181 (Call Forwarding), and when the UU D of the
destination UA is unknown, the sending internmediary MJST pl ace the
one known UUIDin the "renote-uuid" field and set the "l ocal -uuid"
field to the null UU D val ue.
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A CANCEL request sent by an internediary that has not received a UU D
fromthe destination UA MJST construct a Session-1D header val ue
exactly like the INVITE to that UA, with the known "I ocal -uui d" val ue
for the initiating UA and the null UUI D as the "renote-uuid" val ue
for the destination UA

If a SIPinternediary initiates a dialog between two UAs in a 3PCC

scenario, the SIP request in the initial INVITE will have a non-nul
"l ocal -uuid" value; call this tenporary UU D X. The request will
still have a null "renote-uuid" value; call this value N. The SIP

server MJST be transaction stateful. The UU D pair in the INVITE
will be {X;NN. A non-redirected or rejected response will have a
UUID pair {A X}. This transaction stateful, dialog initiating SIP
server MJST replace its own UUID, i.e., X, with a null UUD (i.e.
{A, N}) as expected by other UAS (see Section 9.7 for an exanple).

8. Associating Endpoints in a Miltipoint Conference

Mul tipoint Control Units (MCUs) group two or nore sessions into a
single multipoint conference. MCUs, including cascaded MCUs, MJST
utilize the same UU D value ("local -uuid" portion of the Session-1D
header-value) with all participants in the conference. In so doing,
each individual session in the conference will have a unique Session
Identifier (since each endpoint will create a unique UUD of its
own), but will also have one UU D in common with all other
participants in the conference.

When creating a cascaded conferencing, an MCU MJUST convey the UU D
value to utilize for a conference via the "local -uuid" portion of the
Session-1D header-value in an INVITE to a second MCU when using SIP
to establish the cascaded conference. A conference bridge, or MCU
needs a way to identify itself when contacting another MCU.  RFC 4579
[ RFCA579] defines the "isfocus" Contact: header paraneter just for
this purpose. The initial MCU MJUST include the UU D of that
particul ar conference in the "local -uuid" of an INVITE to the other
MCU(s) participating in that conference. Also included in this
INVITE is an "isfocus" Contact header parameter identifying that this
INVITE is coming froman MCU and that this UUDis to be given out in
all responses fromUAs into those MCUs participating in this sanme
conference. This ensures a single UU D is comobn across al
participating MCUs of the sane conference, but is unique between

di fferent conferences.

I nternediary devices, such as proxies or session border controllers,
or network diagnostics equi prent night assune that when they see two
or nore sessions with different Session ldentifiers, but with one
UUID in comopn, that the sessions are part of the sane conference.
However, the assunption that two sessions having one common UU D
bei ng part of the sane conference is not always correct. In a SIP
forking scenario, for example, there m ght al so be what appears to be
multiple sessions with a shared UU D value; this is intended. The
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desire is to allow for the association of related sessions,
regardl ess of whether a session is forked or part of a conference.

9. Various Call Flow Qperations Utilizing the Session ID

Seei ng sonething frequently nakes understanding easier. Wth that in
m nd, we include several call flow exanples with the initial UU D and
the conplete Session ID indicated per nmessage, as well as when the
Session I D changes according to the rules within this docunment during
certain operations/functions.

This section is for illustrative purposes only and i s non-nornative.
In the following flows, RTP refers to the Real -time Transport
Pr ot ocol [RFC3550].

"N' represents a null UUID in those exanples in this section that
have an N

9.1. Basic Session ID Construction with 2 UU Ds

Session ID

--- Alice B2BUA Bob Car ol
{AN [----INVITE----- >| |
{AN | [----1INVITE----- >|
{B, A} | [ <---200 OK------ |
{B, A} [ <---200 OK------ | |
{A B} |------ ACK- - - -~ >| |
{A B} | |- ACK- - - - - - >|
| < RTP >|

Figure 1 - Session ID Creation when Alice calls Bob
General operation of this exanple:

0 UA-Alice popul ates the "local -uuid" portion of the Session-ID
header - val ue.

0 UA-Alice sends its UUDin the SIP INVITE, and popul ates the
"renote" paraneter with a null value (32 zeros).

0 B2BUA receives an INVITE with both a "local -uuid" portion of the
Sessi on-1D header-value from UA-Alice as well as the nul
"remote" UUID, and transmits the INVITE towards UA-Bob with an
unchanged Session-1D header -val ue.

0 UA-Bob receives Session-I1D and generates and replaces its
"l ocal -uuid" portion of the Session-1D header-value UUD to
construct the whol e/ conpl ete Session-ID header-val ue, at the
same tinme transferring Alice’s UUI D unchanged to the "renote-
uui d" portion of the Session-1D header-value in the 200 K SIP
response.
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0 B2BUA receives the 200 OK response with a conplete Session-ID
header - val ue from UA-Bob, and transmits 200 OK towards UA-Alice
wi th an unchanged Sessi on-1D header-val ue.

0 UA-Alice, upon reception of the 200 OK fromthe B2BUA, transnits
the ACK towards the B2BUA. The construction of the Session-I1D
header-value in this ACKis that of Alice’s UU D is the "local-
uui d", and Bob’s UUI D popul ates the "renote-uuid" portion of the
header - val ue.

0 B2BUA receives the ACK with a conpl ete Session-1D header-val ue
fromUA-Alice, and transmts ACK towards UA-Bob with an
unchanged Session-1D header - val ue.

9.2. Basic Call Transfer using REFER
Fromthe exanple built within Section 9.1 (the basic session ID
establishnent), we proceed to this 'Basic Call Transfer using REFER
exanpl e.

Session I D

--- Alice B2BUA Bob Car ol
I I I I
| < RTP >| |
{B, A} I |<---rel N\VI TE-- - - | |
{B, A} | <---relN\VITE----| (puts Alice on Hold) |
{A B} [----- 200 OK---- > | I
{A B} | | ----- 200 OK----> |
{B A I | <----- ACK- - - - - - - | |
{B, A I< ----- ACK- - ----- I I I
{B A I | <----REFER------ | |
{B A | <----REFER------ | | I
{A B} [ ----- 200 OK----> | |
{A B} I |----- 200 OK---->| |
{A B} [----- NOTI FY- - - - 3| | |
{A B} I | ----- NOTI FY- - - - >| |
{B A | <----200 OK----- | |
{B A} | <----200 OK----- | | I

I I I I
{A N | ----- I NVI TE- - - - > |
{A N | | ----- INVITE------ccmmmmmmemeo o >|
{C A | | <----200 OK---mmmmmmmmme e |
{C A | <----200 OK----- | |
{A C [------ ACK- - - - - - >| |
{AC | [------ ACK- = - mmmm e e >|

I I I I

| < RTP >|

I I I I
{A B} [----- NOTI FY- - - - > | |
{A B} | [----- NOTI FY- - - - 3| |
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{B, A} | | <----200 OK-----| |
{B, A} | <----200 OK-----| | |
(B, A} | | <----BYE------- | |
{B A | <-----BYE------- | | |
{A B} |----- 200 OK---->| | |
{A B} | |----- 200 OK---->| |

I

I I I
Figure 2 - Call Transfer using REFER

General operation of this exanple:

Starting fromthe existing Alice/Bob call described in Figure 1 of
this docunment, which established an existing Session-ID header -
val ue. ..

(0]

Jones,

UA- Bob requests Alice to call Carol, using a REFER transaction,
as described in [RFC3515]. UA-Alice is initially put on hold,
then told in the REFER who to contact with a new INVITE, in this

case UA-Carol. This Alice-to-Carol dialog will have a new Call -
ID, therefore it requires a new Session-1D header-value. The
winkle here is we can, and will, use Alice’s UU D from her

existing dialog with Bob in the new INVITE to Carol.

UA-Alice retains her UUID fromthe Alice-to-Bob call {A} when
requesting a call with UA-Carol. This is placed in the "local -
uui d" portion of the Session-1D header-value, at the same time
inserting a null "renote-uuid" value (because Carol’s UA has not
yet received the UUI D value). This sane UUI D traverses the B2BUA
unchanged.

UA- Carol receives the INVITE with a Session ID UUID {A N},
replaces the A UUID value into the "renote-uuid" portion of the
Sessi on-1D header-val ue and creates its own UUID {C} and pl aces
this value in the "local -uuid" portion of the Session-I|D header-
val ue - thereby removing the N (null) value altogether. This
conbination forms a full Session ID {C A} in the 200 K to the
INVITE. This Session-1D header-val ue traverses the B2BUA
unchanged towards UA-Ali ce.

UA-Alice receives the 200 K with the Session ID {C A} and both
responds to UA-Carol with an ACK (just as in Figure 1 - switches
pl aces of the two UUID fields), and generates a NOTIFY to Bob
with a Session ID {A B} indicating the call transfer was
successful .

It does not matter which UA terminates the Alice-to-Bob call;
Fi gure 2 shows UA-Bob doing this transaction.
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9.3. Basic Call Transfer using rel NVITE

[[ Editor’s Note: This section needs to be discussed further.
Standard SIP signaling does not use an INVITE to performa call
transfer. However, it is common for PBX systens to performa
transfer "behind the scenes" wherein a REFER is not consistently
utilized. Do we drop the exanple or do we need further explanatory
text? 1]

Fromthe exanple built within Section 9.1 (the basic Session ID
establishnent), we proceed to this "Basic Call Transfer using
rel NVITE exanpl e.

Alice is talking to Bob. Bob pushes a button on his phone to transfer
Alice to Carol via the B2BUA (using rel NVITE).

Session | D

.- Alice B2BUA Bob Car ol
I I I I
| < RTP >| |
I I I I
{B A I | <---rel NVI TE- - - - | |
{A B} I |----- 200 OK- - - - > |
{B A} I I< ----- ACK- - - - - - - I I
{A N | |----- INVI TE- == cmmmmmmmmmmmemmmm >|
{C A} | | <----200 OK----mmmmmmmmmm e e - |
{AC | [------ ACK- == == mmmmmmmem e >|
I I I I
| < RTP >|
I I I I
{B A I | <----- BYE------- | |
{A B} I | ----- 200 OK---- > |
| |

I I
Figure 3 - Call transfer using relNVITE

General operation of this exanple:

o W assune the call between Alice and Bob from Section 9.1 is
operational with Session ID {A B}.

0 Bob sends a relINVITE to Alice (with the Session-ID "I ocal -uui d"
= Bob’s UU D and "rempote-uuid" = Alice’s UU D), informng her to
transfer her existing call to Carol.

0 The B2BUA intercepts this rel NVITE and sends a new INVITE with
Alice’s UWUD {"local -uuid" = "A"} to Carol.
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0 Carol receives the INVITE and accepts the request and adds her
UUD{C to the Session ID for this session {"local -uuid" ="C",
"renote-uuid* = "A"}.

0 Bob terminates the call with a BYE using the Session ID {"l ocal -

uuid* = "B", "remote-uuid" = "A"}. The B2BUA intercepts this
BYE and responds to Bob since Alice and Carol are nowin a new
call.

9.4. Single Focus Conferencing

Multiple users call into a conference server (say, an MCU) to attend
one of many conferences hosted on or managed by that server. Each
user has to identify which conference they want to join, but this
information is not necessarily in the SIP messaging. It might be
done by having a dedicated address for the conference or via an | VR
as assuned in this exanple and depicted with the use of M, M, and
MB. Each user in this exanple goes through a two-step process of
signaling to gain entry onto their conference call, which the
conference focus identifies as M.

Session ID Conf er ence
--- Alice Focus Bob Car ol
I I I I
I I I I
{A N | ----1NVI TE-- - - - >| | |
{ML, A} | <---200 OK------ | | |
{A M} [----- ACK------- >| | |
| <====RTP > | |
{M, A | <---relNVITE----] (to change the | [
{AM} [----- 200 OK---->| UUDto M) | |
(M, A < ACK oo | | |
| | | |
I I I I
{B N} I | <----INVITE----- | |
{M, B} I |----- 200 OK---->| |
{sm} | | <-- - ACK---- - - | |
| | < RTP: >| |
{M, B} | (to change the |----relNVITE--->| |
{B,M} [ UWIDto M) |<----200 CK----- [ |
{M, B} I |------ ACK- - - - - - >| |
I I I I
I I I I
{CN | | <mmm e | NVI TE- - - - - |
{M8, C} | [ = mmmmm e 200 OK---- >
{C, M8} I | <ommmm ACK------- |
I | < RTP >|
{M,C | (to change the |-------------------- rel NVI TE- - - >|
{CM} |  WIDtoM) [<----mmmmmmmmnaaooo- 200 OK----- |
{mM,CG | [ -mmmmm - ACK- - - - - - >|
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Figure 4 - Single Focus Conference Bridge
General operation of this exanple:

Alice calls into a conference server to attend a certain conference
This is a two-step operation since Alice cannot include the
conference ID at this time and/or any passcode in the I NVITE request.
The first step is Alice’s UA calling another UA to participate in a
session. This will appear to be similar as the call-flowin Figure 1
(in section 9.1). Wat is unique about this call is the second step
the conference server calls back with a relNVITE request with its
second UUI D, but nmaintaining the UU D Alice sent in the first INVITE
Thi s subsequent UU D fromthe conference server will be the same for
each UA that calls into this conference server participating in this

same conference bridge/call, which is generated once Alice typically
aut henticates and identifies which bridge she wants to participate
on.

0 Alice sends an INVITE to the conference server with her UU D {A}
and a "renote" UUI D of N

0 The conference server responds with a 200 OK response which
replaces the NUUDwth a tenporary UU D ("ML") as the "local -
uuid" and a "renote-uuid" = "A"

NOTE: this 'tenmporary’ UUDis areal UUD, it is only tenporary
to the conference server because it knows that it is going to
generate another UUID to replace the one just send in the 200 K

0 Once Alice, the user, gains access to the IVR for this
conference server, she enters a specific conference ID and
what ever passcode (if needed) to enter a specific conference
call.

0 Once the conference server is satisfied Alice has identified
whi ch conference she wants to attend (including any passcode
verification), the conference server relNVITEsS Alice to the
specific conference and includes the Session-ID header-val ue of
"local -uuid" ="M" (and "rempte-uuid" = "A") for that
conference. All valid participants in the sanme conference will
receive this sane UUID for identification purposes and to better
enabl e nonitoring, and tracking functions.

0 Bob goes through this two-step process of an I NVITE transaction
followed by a relNVITE transaction to get this same UUD ("M™")
for that conference

o In this exanple, Carol (and each additional user) goes through

the sane procedures and steps as Alice and Bob to get on this
same conference
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<----- ACK------- [
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into sane Webex conf erence

| Transaction |

| ----- I NVI TE---->
| <----200 OK----- |
[====--- ACK- - - - - - >|

< RTP: >|

I
|
I
I
I
I
| |
|<** l_rrTPS *****>| |
I
I
I
I
|
I
I
I
I
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|_|'|'TPS *****>
Transacti on

I I NVI TE- - - - - >|
RS 200 OK------ |
[----cmmmm e - - ACK------- >|
| < RTP >|

Figure 5 - Single Focus Webex Conference

operation of this exanple:

o Alice communicates with Webex server with desire to join a

Jones,

certain
cont act

exanpl e,
units.

nmeeting, by neeting nunber;

i nformati on (phone nunber, UR

al so includes UA-Alice’'s
and/ or
for each device she wants for this conference call

| P addr ess,
For

etc.)

the audi o and video play-out devices could be separate

Conf erence Focus server sends | NVITE (Session-ID header-val ue
"l ocal -uuid" = Mand a renote UU D of N, where M equals the

"l ocal -uui d" for each participant on this conference bridge) to
UA-Alice to start session with that server for this AV
conference call.

Upon receiving the INVITE request fromthe conference focus

server,

Alice responds with a 200 OK. Her

UA noves the "l ocal -

uui d" unchanged into the "renote-uuid" field, and generates her
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own UUI D and places that into the "local-uuid" field to conplete
the Session-1D construction.

0 Bob and Carol performsane function to join this sanme AV
conference call as Alice

9.6. Cascadi ng Conference Bridge Support for the Session ID
To expand conferencing capabilities requires cascadi ng conference
bridges. A conference bridge, or MCU needs a way to identify itself
when contacting anot her MCU. RFC 4579 [ RFC4579] defines the 'isfocus
Contact: header paranmeter just for this purpose.

Session I D

--- MCU- 1 MCU- 2 MCU- 3 MCU- 4
{M!N} |_"'|NV|TE ----- >| | |
{J.M} | <---200 OK------ | | |
{Ma‘J} | """ ACK------- >| | |

Figure 6 - MCUs Conmuni cating Session ID UU D for Bridge

Regardl ess of which MCU (1 or 2) a UA contacts for this conference
once the above exchange has been received and acknow edged, the UA
will get the same {M,N} UU D pair fromthe MCU for the conplete
Session | D

A nore conplex formwould be a series of MCUs all being inforned of
the sane UUID to use for a specific conference. This series of MCUs
can either be inforned

o All by one MCU (that initially generates the UU D for the
conf erence),

0 The one MCU that generates the UUID inforns one or several MCUs
of this common UUI D, and they inform downstream MCUs of this
common UUI D each will be using for this one conference, or

Session I D

--- MCU- 1 MCU- 2 MCU- 3 MCU- 4

| | | |
{M,N | ---- I NVI TE-- - - - >| | |
{J, M} | <---200 OK------ | | I
{M,J} I ----- ACK- - - - --- >| I I
{M, N R I NVI TE- - - - - >| |
{K M} | <o 200 OK------ | |
{M, K LR EE R ACK- - - - -~ >| |

| |
{M, N [ - INVITE----- >|
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9.

6

Figure 7 - MCU Communicating Session ID UUID to Murre than One
General operation of this exanple:

0 The MCU generating the Session ID UUI D conmmunicates this in a
separate I NVITE, having a Contact header with the ’isfocus
header paraneter. This will identify the MCU as what RFC 4579
conference-aware SIP entity.

0 An MCU that receives this {M,N UUD pair in an inter-MU
transaction, can conmunicate the M UU D in a manner in which it
was received (though this time this second MCU woul d be the UAC
MCU), unless local policy dictates otherw se.

1. Calling into Cascaded Conference Bridge for the Session ID

Here is an exanple of how a UA, say Robert, calls into a cascaded
conference focus. Because MCU-1 has al ready contacted MCU- 3, the MCU
where Robert is going to join the conference, MCU-3 al ready has the
Session-1D (M) for this particular conference call

Session ID
--- MCU- 1 MCU- 2 MCU- 3 Rober t

| |
| -<--1NVI TE-- - - - >|

ciz
»
R
v

DL
"
N
o
)
5

| <---1 NVI TE-- - - - |
|----200 OK---->

=0 ZXZ &£
by

X
=528

Figure 8 - AUACalling into a Cascaded MCU UU D
General operation of this exanple:

0 The UA, Robert in this case, INVITEs the MCUto join a
particul ar conference call. Robert’s UA does not know anyt hi ng
about whether this is the main MCU of the conference call, or a
cascaded MCU. Robert likely does not know MCUs can be cascaded,
he just wants to join a particular call. Like as with any
standard i npl enentation, he includes a null "renote-uuid".
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(o]

The cascaded MCU, upon receiving this INVITE from Robert,
replaces the null UUID with the UU D val ue comuni cated from
MCU-1 for this conference call as the "local-uuid" in the SIP
response. Thus, noving Robert’s UU D "R' to the "renote-uuid"
val ue.

The ACK has the Session-ID {R M}, conpleting the 3-way
handshake for this call establishnent. Robert has now joi ned the
conference call originated from MCU 1.

9.7. Basic 3PCC for two UAs

External entity sets up call to both Alice and Bob for themto talk
to each ot her.

Session | D

--- Alice B2BUA Bob Car ol

I I I
{X, N} | <----INVITE----- | |
{A X} [----- 200 OK---->| |
{A N | [----1TNVITE----- >|
{B, A | | <---200 OK------ [
{A B} | <----- ACK------- | I
{A B} | |------ ACK- - - - - - >|

| < RTP: >|

Figure 8 - 3PCC initiated call between Alice and Bob

General operation of this exanple:

(0]

Jones,

Some out of band procedure directs a B2BUA (or other SIP server)
to have Alice and Bob talk to each other. In this case, the SIP
server MJST be transaction stateful, if not dialog stateful

The SIP server INVITEs Alice to a session and uses a tenporary
UUD {X} and a null UU D pairing.

Alice receives and accepts this call set-up and repl aces the
null UUIDwth her UUD {A} in the Session ID, now {A X}

The transaction stateful SIP server receives Alice’s UUD {A} in
the local UU D portion and keeps it there, and discards its own

UUD {X}, replacing this with a null UUID value in the INVITE to
Bob as if this came fromAice originally.

Bob receives and accepts this INVITE and adds his own UU D {B}
to the Session ID, now {B, A} for the response.

And the session is established.
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9.8. Session ID Handling in 100 Trying SI P Response and CANCEL Request

The follow ng two subsections show exanples of the Session ID for a
100 Trying response and a CANCEL request in a single call-flow

9.8.1. Session ID Handling in a 100 Trying SIP Response

The followi ng 100 Trying response is taken froman existing RFC, from
[ RFC5359] Section 2.9 ("Call Forwarding - No Answer").

Session ID Alice SI P Server Bob- 1 Bob- 2
I I I
{A N [----1TNVITE----- >| |
{A N [---1NVITE---->|
{N, A} <--100 Trying---| [

{B1, A
{B1, A

| <-180 Ri ngi ng- |
I
I

<--180 Ri ngi ng--|

I
*Request Ti neout *

I

{A B1} |
{B1, A}
{B1, A}
{A B1}

| <--200 OK----- |
| <---487------- [

{N, A}

{B2, A}
{B2, A}
{B2, A}
{B2, A}
{A B2}
{A B2}

I

I

I

|

I

I

I

I

I I
- - - CANCEL- - - - >| |
I

I

I

I

I

|

I

I

I

{A B2}
{A B2}
{B2, A}

I
|
I
I
I
I
I
|
I
I
I
I

| |

{A N [ R I NVI TE------ >

I
I
I
I
|
I
I
I
I
I
I
{B2, A} [
I

Figure 9 - Session IDin the 100 Tryi ng and CANCEL Messagi ng
Bel ow i s the explanatory text from RFC 5359 Section 2.9 detailing

what the desired behavior is in the above call flow (i.e., what the
call-flowis attenpting to achieve).
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"Bob wants calls to Bl forwarded to B2 if Bl is not answered
(information is known to the SIP server). Alice calls Bl and no
one answers. The SIP server then places the call to B2."

General operation of this exanple:

o0 Alice generates an | NVITE request because she wants to invite

9.8.2.

Bob to join her session. She creates a UUID as described in
section 9.1, and places that value in the "local -uuid" field of
the Session-1D header-value. Alice also generates a "renote-
uui d" of null and sends this along with the "l ocal -uuid".

The SIP server (imagine this is a B2BUA), upon receiving Alice's
I NVI TE, and generates the optional provisional response 100
Trying. Since the SIP server has no know edge Bob’s UUI D for
his part of the Session ID value, it cannot include his "local-
uui d". Rather, any 100 Trying response includes Alice’s UUD in
the "renote-uuid" portion of the Session-ID header-value with a
null "local -uuid" value in the response. This is consistent with
what Alice’s UA expects to receive in any SIP response
containing this UU D

Session IDin a CANCEL SI P Request

In the sanme call-flow exanple as the 100 Trying response is a CANCEL
request. Please refer to Figure 9 for the CANCEL request exanple.

General operation of this exanple:

o In Figure 9 above, Alice generates an INVITE with her UU D val ue

Jones,

in the Session-|D header-val ue.

Bob-1 responds to this INVITE with a 180 Ringing. In that
response, he includes his UU D in the Session-ID header-val ue
(i.e., {B1,A}); thus conpleting the Session-1D header-val ue for
this session, even though no final response has been generated
by any of Bob’s UAs.

This nmeans that if the SIP server were to generate a SIP request
within this session, in this case a CANCEL request, it would
have a conplete Session IDto include in that request. In this
case, the "local-uuid" = "A", and the "renote-uuid" = "B1l".

As it happens with this CANCEL, the SIP server intends to invite
anot her UA of Bob (i.e., B2) for Alice to comrunicate wth.

In this exanple call-flow, taken from RFC 5359, Section 2.9, a
181 (Call is being Forwarded) response is sent to Alice. Since
the SIP server generated this SIP request, and has no know edge
of Bob-2's UU D value, it cannot include that value in this 181
Thus, and for the exact reasons the 100 Trying including the
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only Alice’s UUD is included in the renote-

with a null UU D

9.9. Session IDin an out-of-dial og REFER Transacti on

[[ Editor’s Note: In

related to the OOD REFER exchange.
treated as a distinct session.

this section,

we use {X Y} as the Session-1D
This ensures that the exchange is
Do we want that or do we want to

consi der such exchanges to be part of the sane session and re-use
{ABt? ]]

The following call-flow was extracted from Section 6.1 of [ RFC5589]

("Successful

Transfer"),

with the only changes being the nanes of the

UAs to maintain consistency within this docunent.

Alice is the transferee
Bob is the transferer

and Carol is the transfer-target
Session ID Bob Alice Car ol

I I I
{A N | <----- INVI TE-------- | |
{B A} [------ 200 OK------- >| |
{A B} [ <------ ACK-=-------- | |

| | |
{B, A} | --1INVITE {hol d}---->| |
{A B} | <-200 OK------------ | |
{B, A} |--- ACK -----mmuen-- >| |

| | |
{X N} | -- REFER------------ >| (Ref er - To: Carol ) |
{y, %} | <-202 Accepted------ | |

I I I
{Y, X} | <NOTI FY {100 Tryi ng}| [
{X Y} | -200 OK------------ >| |

| | |
{A N I [ <= INVITE- - mmmmmme- >|
{C A} | | <-200 OK------------- |
{A G I I G >I
{A B} | <--NOTI FY {200 OK}--| |
{B A} |---200 OK---------- >| |

I I I
{ Bl A} | --BYE-------------- >| |
{A B} | <-200 OK----=---=----- | |
{C A | SRR BYE- - - - - |
{AG I EEEEET . 200 OK- >|

Fi gure 10: Basic Transfer Call Flow
General operation of this exanple:
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0 Just as in Section 9.2, Figure 2, Alice invites Bob to a
session, and Bob eventually transfers Alice to comrunicate with
Car ol

o What is different about the call-flowin Figure 10 is that Bob's
REFER is not in-dialog, neaning it would have the sane UU D
pair. Rather, in this case, Bob’s using an out-of-dial og REFER
meani ng Bob generates a new UUID for this SIP request, and
Alice, subsequently would also generate a new UUI D for the 202
(Accepted) response, replacing the null "renote-uuid in the
REFER.

0 Alice will use her existing UUD {A N in the INVITE towards
Carol (who generates UUID "C' for this session), thus
mai ntai ning the common UUID within the Session ID for this new
Alice-to-Carol session.

10. Conpatibility with a Previous |nplenmentation

There is a nuch earlier and proprietary docunment that specifies the
use of a Session-ID header [I-D.kapl an-i nsi pi d-session-id] that we
will herewith attenpt to achi eve backwards conpatibility. Neither
Sessi on-1D header has any versioning information, so nerely adding
that this docunment describes "version 2" is insufficient. Here are
the set of rules for conpatibility between the two specifications.
For the purposes of this discussion, we will |abel the proprietary
specification of the Session-1D as the "ol d" version and this
specification as the "new' version of the Session-ID.

The previous (i.e., "old") version only has a single value as a
Session-1D, but has a generic-paraneter value that can be of use.

In order to have an "ol d" version talk to an "ol d" version
i npl ement ation, nothing needs to be done as far as the IETF is
concer ned.

In order to have a "new' version talk to a "new' version
i mpl ement ation, both inplenmentations need to follow ng this docunent
(to the letter) and everything should be just fine.

But that is where conpatibility is not ensured, given the unknowns
related to the behavior of entities inplenmenting the pre-standard

i mpl erentation. For this "new' inplementation to work with the "ol d"
i mpl ement ati on *and* any "ol d" inplenentation to work with "new'

i npl ement ations, there needs to be a set of rules for all "new

i mpl ement ati ons MJST foll ow.

- since no option tags or feature tags are to be used for
di stingui shing versions, the presence and order of any "renote-
uui d" value within the Session-1D header value is to be used to
di stingui sh inpl enentation versions.
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11.

if a SIP request has a "renote-uuid" value, this cones froma
standard i nmpl enentation, and not a pre-standard one.

if a SIP request has no "renote-uui d* value, this comes froma pre-
standard i npl enentation, and not a standard one. In this case, one
UUDis used to identify this dialog, even if the responder is a
standard i nplenentation of this specification

if a SIP response has a non-null "local -uuid" that is 32 octets

Il ong, this response cones froma standard inplenentation. There are
two exceptions to this rule: a 100 Trying response and a 181 Cal
Forwar ded response will have null "local-uuid" val ues.

if a SIP response has a non-null "local-uuid" that is not 32 octets
I ong, this response cones froma m sbehaving inplementation, and
its Session-ID header value MIUST be discarded. That said, the
response mght still be valid according to the rules within SIP

[ RFC3261], and SHOULD be checked further

if a SIP response arrives that has the sane val ue of Session-I1D
UUIDs in the sane order as was sent, this cones froma pre-standard
i mpl ementation, and MUST NOT be discarded for not altering the nul
"remote-uuid". In this case, any new transaction within this dialog
MUST preserve the order of the two UUIDs within all Session-ID
header - val ues, including the ACK, until this dialog is termni nated.

if a SIP response only contains the "local -uuid" that was sent
originally, this cones froma pre-standard i npl enentation and MJST
NOT be discarded for renoving the null "renote-uuid". In this case,
all future transactions within this dialog MIST contain only the
UUID received in the first SIP response. Any new transaction
starting a new dialog fromthe standard Session-I1D inpl enentation
MUST i nclude and "l ocal -uuid" and a null "renote-uuid", even if
that new dialog is between the sane two UAs.

St andard i npl ement ati ons SHOULD NOT expect pre-standard

i mpl ementations to be consistent in their inplenentation, even
within the sane dialog. For exanple, perhaps the first, third and
tenth responses contain a "renote-uuid", but all the others do not.
Thi s behavi or MIUST be all owed by inplenentations of this

speci fication.

Al'l of this does not apply to other paraneters that m ght be
defined in the future, i.e., currently unknown. They are discarded.

Security Considerations

When creating a UU D val ue, endpoints SHOULD ensure that there is no
user or device-identifying information contained within the UUD. In
some environnents, though, use of a MAC address, which is one option
when constructing a UU D, may be desirable, especially in sone
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enterprise environnents. \Wen comuni cating over the Internet,
t hough, the UUI D val ue MJUST utilize random val ues.

The Session ldentifier mght be utilized for |ogging or
troubl eshooti ng, but MJST NOT be used for billing purposes.

[[ Editor’s Note: W need to consider privacy-related concerns. Can
we enunerate the security and privacy issues that nmight arise through
the use of the Session-1D? ]]

12. | ANA Consi derati ons

12.1. Registration of the "Session-ID' Header Field
The following is the registration for the ’Session-1D header field
to the "Header Name" registry at http://ww.iana. org/assi gnnents/sip-
paraneters
RFC nunber: RFC XXXX
Header name: ' Session-|D

Conpact form none

[RFC Editor: Please replace XXXX in this section and the next with
the this RFC nunber of this docunent.]

12.2. Registration of the "renote" Paraneter
The followi ng parameter is to be added to the "Header Field

Paraneters and Paraneter Val ues" section of the SIP paraneter
registry:

e e e e oo oo e e e e S [ S +
| Header Field | Parameter Nanme | Predefined Values | Reference

o e e e o - o a oo e e e e oo Fom e e oo - +
| Session-1D | renote | No | [RFCXXXX] |
s B ) B +
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