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Abstract

SI P networks use signalling nonitoring tools to diagnose user
reported problemand for regression testing if network or user agent
software is upgraded. As networks grow and becomne interconnected,

i ncludi ng connection via transit networks, it beconmes inpractical to
predict the path that SIP signalling will take between user agents,
and therefore inpractical to nonitor SIP signalling end-to-end.

This draft describes potential solutions to neet requirenments for
addi ng an indicator to the SIP protocol which can be used to mark
signalling as of interest to logging. Such marking will typically be
applied as part of network testing controlled by the network operator
and not used in regular user agent signalling. However, such marking
can be carried end-to-end including the SIP user agents, even if a
session originates and ternminates in different networks.
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1. Introduction

I f users experience problens with setting up sessions using SIP
their service provider needs to find out why by exanining the SIP

signalling. Al so, if network or user agent software or hardware is
upgraded regression testing is needed. Such diagnostics apply to a

15
15
15
16
16
16
17
17

smal | proportion of network traffic and can apply end-to-end, even if

signalling crosses several networks possibly belonging to severa

different network operators. It nmay not be possible to predict the

pat h through those networks in advance, therefore a mechanismis

needed to mark a session as being of interest to enable SIP entities
along the signalling path to provide diagnostic |logging. This draft

describes potential solutions to neet the requirenents for such a

"log me’ marker for SIP signalling defined in draft-dawes-insipid-

| ogme-reqs [I|-D. dawes-i nsi pi d-1ogne-reqs].

2. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT"

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunment are to be interpreted as described in RFC 2119 [ RFC2119].

3. Mdtivating Scenario

Signalling for SIP session setup can cross several networks, and
these networks nmay not have conmon ownership and also nmay be in
differrent countries. |If a single operator w shes to perform
regression testing or fault diagnosis end-to-end, the separate

ownershi p of networks that carry the signalling and the explosion in
t he nunber of possible signalling paths through SIP entities fromthe

originating to the termi nating user nake it inpractical to pre-
configure | ogging of an end-to-end SIP signalling of a session of
i nterest.

The figure bel ow shows an exanple of a signalling path through
mul ti pl e networKks.
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Figure 1: Exanple signalling path through nultiple networks
4. Skel eton Di agnostic Procedure

The skel eton diagnostic procedure is as foll ows:

0 The user’s user agent is placed in debug node. The user agent
logs its own signalling and inserts a log nme marker into SIP
requests for session setup

o Al SIP entities that the signalling traverses, fromthe first

proxy the user agent connects to at the edge of the network to the
destination user agent, can detect that the log me marker is
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5.

5.

5.

5.

1.

1.

1.

present and can log SIP requests and responses that contain the
marker if configured to do so

0 Subsequent responses and requests in the sanme dial og are | ogged.

0 Logging stops, either because the dialog has ended or because a
"stop event’, typically expiry of a certain anmount of tine,
occurred

0 The user’s user agent and any other SIP entity that has | ogged
signalling sends logs to a server that is co-ordinating
di agnosti cs.

Potential Solutions for Log Me Marking

This clause describes and conpares potential solutions to the |og-ne
requi renents described in draft-dawes-insipid-|ogne-reqs
[I-D. dawes-i nsi pi d-| ogrme-reqs] .

Functionality Common to all Sol utions
1. Starting and Stopping | og-ne marking

A proxy or user agent needs to determine when it needs to | og-nme nark
a SIP request or response. A user agent or proxy log-ne nmarks a
request or response for two reasons: either it is configured to do so
or it has detected that a dialog is being | og-nme marked and nai nt ai ns
state to ensure that all requests and responses in the dialog are

| og-nme marked. A regression test mght be configured to | og-nme mark
all SIP dialogs created during a given time period whereas a

troubl eshooting test m ght be configured to mark a di al og based on
criteria specific to a reported fault. When configuration has caused
a user agent or proxy to start |og-ne marking requests and responses,
mar ki ng continues until the dial og ends.

2. Configuration for |og-me marking

Configuration of a user agent or proxy to perform]log-ne marking can
be done in any way that is convenient to the configured entity. For
exanple, an XML file mght be used to list conditions for starting
and st opping based on tine.

<start>09: 00: 00</start>
<st op>09: 10: 00</ st op>

Figure 2: Sinple exanple | og-nme configuration
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Logging is on a per-dialog basis and individual |ogs are
differentiated by their test identifier (test identifier is described
in draft-dawes-insipid-logme-reqs [I|-D. dawes-insipid-|ogne-reqs]).
Therefore, an individual |og for an individual dialog is closed when
that dialog ends. Logging is typically done separately fromregual ar
operation, which neans that tests can be designed to be short enough
to troubl eshoot quickly and to linmit the size of individual logs. |If
Il ogging is configured so that everything is | ogged for a specified
nunber of minutes then several separate dialogs mght start and
finish neaning that several |ogs nmay be generated, each one

di stinguished by its test identifier

5.1.3. End Points of Lognme Marking

Log-me marking is initiated on a dialog creating side controlled by
configuration. The dialog terninating side detects an incom ng | og-
me mar ker and reacts accordingly.

5.1.3.1. Oiginating and Terminating User Agent

In the sinplest case, an originating user agent will insert a |og-me
mar ker in the dialog-creating SIP request and all subsequent SIP
requests within that dialog. The log-ne nmarker is carried to the
term nating user agent and the term nating user agent echoes the |og-
me marker in responses. |f the terminating user agent sends an in-
di al og request on a dialog that is being | og-ne nmarked, it inserts a
| og-nme marker and the originating user agent echoes the | og-me marker
in responses. This basic case suggests the follow ng principles:

0o The originating user agent is configured for debug

o The term nating user agent is not configured for debug and cannot
initiate | og-me marking.

0 The originating user agent logs its own signalling and inserts a
log nme marker into the dial og-creating SIP request and subsequent
i n-dialog SIP requests.

o The term nating user agent can detect that a dialog is of interest
to logging by the existence of a | og-nme narker in an incon ng
di al og-creating SIP request.

0 The terminating user agent nust echo a | og-ne marker in responses
to a SIP request that included a | og-ne narker.

o If the termnating user agent has detected that a dialog is being

|l og-ne marked, it inserts a log-ne marker in any in-dialog SIP
requests that it sends.
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5.1.3.2. Oiginating Edge Proxy and Terni nati ng Edge Proxy

Sone user agents m ght not support log-me marking. 1In order to test
sessions involving such user agents, the |l og-ne marker is inserted by
edge proxies on the originating and terninating sides. The |og-ne
marker is carried to the ternmi nating user agent but the term nating
user agent is not able to echo the log-nme marker in responses to that
request. Therefore the termnating edge proxy inserts a |og-ne

mar ker in reponses to the request. Likewise, if the term nating user
agent sends an in-dialog request, the term nating edge proxy inserts
a |l og-ne nmarker and the originating edge proxy echoes the | og-ne

mar ker in responses to that request. This case suggests the

foll owi ng principles:

o The originating edge proxy is configured for debug.

o0 The terminating edge proxy is not configured for debug and cannot
initiate | og-me marking.

o0 The originating edge proxy logs its own signalling and inserts a
log ne marker into SIP requests for session setup

o The terminating edge proxy can detect that a dialog is of interest
to logging by the existence of a log-ne nmarker in an incomng SIP
request.

o0 The term nating edge proxy nust echo a | og-nme marker in responses
to a SIP request that included a | og-ne narker.

o |If the ternminating edge proxy has detected that a dialog is being
| og-me marked, it inserts a log-nme narker in in-dialog SIP
requests fromthe term nati ng user agent.

o The originating edge proxy echoes the | og-ne nmarker in responses
to in-dialog requests received fromthe term nating side.

5.1.4. Maintaining State

If a proxy inserts a log-me marker in a SIP request (because a user
agent did not) then it nust ensure that a |l og-ne nmarker is al so
inserted in responses to that request. A proxy on the termnating
side that receives a SIP reqeust with a | og-ne marker may al so ensure
that responses to that requset contain a | og-ne nmarker by inserting
one if the term nating user agent did not. Entities that perform
this |l og-me marking or checking nust maintain a record of which

di al ogs are being | og-ne narked.
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In the figure below, the edge proxy in the originating network

mai ntains state to ensure | og-ne marking of SIP requests and in the
term nating network the registrar maintains state to ensure | og-mne

mar ki ng of SIP responses. Such behaviour is useful for logging if

end devices do not insert or echo a | og-ne narker.

Alice Pr oxy Regi strar
ul. f oocorp.com pl.foocorp.com rl.foocorp.com
I I I
| (1) INVITE | |
| (ul does not insert |log-nme marker in SIP request)
|- >| I
| | (2) INVITE |
| | Logne: |
[ [ (pl inserts |log-ne marker. pl maintains
| | state and inserts |log-ne nmarker in all
| | requests on this dialog)
I |- >|
| | | (3) INVITE
| | | LogMe:
[ [ [-------- > (to barcorp)
I I I
I I I
I I I
| | | (8) 200 X
| | | Logne:
[ | (9) 200 K [ <-------- (from bar corp)
I I Loghve I
| | <o |
| (10) 200 K | |
I LogMe: I I
| <o | |
I I I
| (11) ACK I I
I i i >
I I I

Pr oxy Regi strar Bob

pl. barcorp.com rl.barcorp.com ul.barcorp.com

I

(3) INVITE
Logne:

I
| (4) INVITE

I I
I I
I I
————— >| (from f oocor p) | |
I I
I I
| Logne: | |
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[EREREEEEEEEEREEES > |
| (rl detects that this dialog is

I

| | being | og-nme marked)
I I I

I I I
| | (5) INVITE

[ Logne:

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
—— v

I

| (6) 200 CK

| (ul does not echo LogMe:
| to SIP response)|
I
I

(7) 200 K

LogMe: | |
(rl inserts log-ne marker. rl maintains
state and inserts |log-ne narker in all
responses on this dialog)

(rl inserts log-nme marker into in-dialog
requests sent fromthe terminating user agent)

N I I
I I
(8) 200 XK | |
| og- ne: [ [
<---- I I
I I I
(11) ACK | |
fromfoocorp) -------------------------- >|
I I I
I I I
| | (12) re-INVITE |
I | <---mmmmmiee o I
| | (in-di al og request)
I I I
| (13) re-INVITE | |
| LogMe: [ [

I

I

I

I

Figure 3: Maintaining state for | og-ne narking
5.1.5. Mssing Log-nme Marker in Dialog Being Logged
A term nating user agent or term nating edge proxy that has been
echoing markers in responses for a given dialog mght receive a SIP

request that has not been | og-ne narked. Since log-nme nmarking is
done per dialog, this is an error. |In such cases, the proxy should
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consider log-me marking to have ended and not mark a response to the
unmar ked request, responses to subsequent requests in the dialog, or

i n-di al og requests sent fromthe ternmnating side. Simlarly, |og-ne
mar ki ng that begins md-dialog is an error case and the term nating
user agent or edge proxy nust not | og-ne nmark responses to the narked
request, responses to subsequent requests in the dialog, or in-dialog
requests fromthe termninating side

5.1.6. Logging Miultiple Sinmultaneous D al ogs
An originating or term nating user agent and SIP entities on the
signaling path can log nultiple SIP dialogs sinultaneously, these
di al ogs can be differentiated by their test identifier

5.1.7. Forked Requests and Back to Back User Agents

5.1.7.1. Propagating the Log-ne Marker in Forked Requests
Log-ne marking is copied into forked requests.

5.1.7.2. B2BUA processing of Log-me Marker
A B2BUA shoul d act on the term nating side as described for a
term nating user agent and therefore | og marked incom ng requests,
echo log-ne marking in responses to | og-ne marked requests, and | og-
me mark in-dialog SIP requests that it sends if the dialog is being
| og- ne nar ked.
A B2BUA shoul d act on the originating side as described for an
originating user agent and therefore mark SIP requests if and only if
configured to do so, and echo log-ne nmarking in responses to in-
di al og requests received fromthe term nating side

5.1.8. Sending logs to a debug server

5.1.8.1. Protecting |ogs
A SIP entity that has | ogged information should encrypt it, such that
it can be decrypted only by the debug server, before sending in order
to protect the content of logs froma third party.

5.2. Solution A Log-Me header field

5.2.1. Log-ne Marker

A new SI P header field, e.g. 'LogMe:’, is defined as the |og-ne
mar ker. The LogMe header field is defined with one header field
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paranmeter that contains a free-text name of the test case being
per f or med.

5.2.2. ldentifying test cases
The new header field has a paraneter that contains a free-text nane
of the test case being performed which acts as the test case
identifier (test identifier is described in draft-dawes-insipid-
| ogme-reqgs [I|-D. dawes-insipid-1ogne-reqs]).

5.2.3. Collecting logged information at a debug server

User agents and SIP proxies may send | ogged information to a debug
server.

5.2.4. Exanples

Alice Pr oxy Regi strar Debug Server
ul. f oocorp.com pl.foocorp.com rl.foocorp.com dl. f oocorp. com
| | | |
| (1) INVITE [ [ [
| LogWe: testCaseNane="test01"; debugServer="d1l.foocorp.cont
[EREREEREEEEEREEES > | |
| (2) INVITE | |
| Logne: | |
[-----mmmmme - >| |
| (3) INVITE [
| LogMe:

[-------- > (to barcorp)
I
I

I

| |
| (8) 200 OK

I

I

(9) 200 X <-m-m---- (from bar corp)
LogMe |
SREEEEEEEEEEEEEEE | |
(10) 200 | |
LogMe: | |
S | | |
I I I
(11) ACK I I I
I i I >
I I I I
Pr oxy Regi strar Bob Debug Server
pl. barcorp.com r1. barcorp.com ul.barcorp.com d1. barcorp. com
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I
(3) INVITE
Logne:
_____ >| (from foocorp)

I
I
I
l I
| (4) INVITE [
I
I
I
I

I I

I I

| |

I I

I I

I I

| Logne: | |
[----mmmmmme - > I I

| (5) INVITE | (ul copies Loghe:|
Logne: | to SIP response)|

I [ === >| I

I I I

I | (6) 200 K I I

I I LogMe: I I

| | <----mmmmmmee e | |

| (7) 200 &K I I I

| Loge: I I I

| <---mmmmmieee I I I

I I I I

(8) 200 XK | | |
LogMe: | | |
<---- I I I
I I I I

(11) ACK I I I
(fromfoocorp) ----------mmmmm i >| |
I I

Figure 4: Signalling exanple for the LogMe header field solution

5.3. Solution B: New Val ue for purpose header field parameter in Call-
I nf o:

5.3.1. Log-ne Marker

A new value is defined for the purpose header field parameter used in
Call-1nfo header field as the | og-nme marker.

The Call-Info: header field is defined in clause 20.9 of RFC 3261
[ RFC3261] .
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Alice Pr oxy Regi strar Debug Server
ul. f oocorp.com pl.foocorp.com rl.foocorp.com dl. f oocor p. com
| | | |
| (1) INVITE [ [ [
| Call-Info: mailto:"SIP | ogging"<siplogs@l.foocorp.con», purpos
e="debug"
|- >| I I
I I I I
Figure 5: Signalling exanple for the Call-Info: purpose paraneter
sol ution

The Call-Info: header field can be included in nethods | NVITE,

OPTI ONS, REQ STER (Tabl e 2: Sunmmary of header fields, A--Oin RFC
3261 [ RFC3261] clause 20.1), INFO (RFC 6086 [ RFC6086]), MESSAGE ( RFC
3428 [ RFC3428]), PUBLISH (RFC 3903 [ RFC3903]), and UPDATE (RFC 3311
[ RFC3311]), and in responses to those nethods. Call-Info: header
field cannot be included in nmethods NOTIFY, SUBSCRIBE, PRACK, or
REFER.

5.3.2. ldentifying test cases

The Call-Info: header field has no protocol elenent that can be used
to indicate the test case nanme, therefore in this solution the test

case is identified by the Session-I1D header field (described in |I-D
.ietf-insipid-session-id-reqts [I-D.ietf-insipid-session-id-reqts]).

5.4. Solution C. New 'debug’ header field paraneter to be used in
Session-1D header field

5.4.1. Log-nme Marker
A new header field paraneter called debug is defined to be used with

the Session-1D header field (described in I-D.ietf-insipid-session-
id-reqts [I-D.ietf-insipid-session-id-reqts]).

Alice Pr oxy Regi strar Debug Server
ul. f oocorp.com pl.foocorp.com rl.foocorp.com dl. f oocor p. com
I I I I
| (1) INVITE I I I
| Session-ID: debug="test CaseNane" [ [
| o >| | |

I I

Figure 6: Signalling exanple for the Session-1D: header field
par aneter sol ution
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5.4.2. ldentifying test cases
In this solution the test case is identified by the Session-ID header
field (described in I-D.ietf-insipid-session-id-reqts
[I-D.ietf-insipid-session-id-reqts]).

5.5. Conparison of Potential Solutions

The table bel ow summari zes the features of each potential solution
O her solutions are not excl uded.

| A | Log- Me:
| header field

Specify a new SIP header field. Could be
included in all SIP requests and responses.
Al'l behavi our including proxy handling in
terns of add, delete, nodify, and read, and
whi ch requests may or may not include the
header field nust be defined.

I I
I I I
I I I I
I I I I
I I I I
I I I I
I I I I
| B | New val ue | Rules for including, reading, nodifying etc. [
| | for the | are already defined by Call-Info. Call-Info |
| | purpose | cannot be inserted in all requests and |
| | parameter of | responses, but can be included for the SIP |
| | the Call- | nmethods of nobst interest to debuggi ng and |
| | I'nfo header | regression testing. No elenment to hold a test |
[ | field e.g. | case name so test case is identified by the [
| | "debug" | Session-ID header field. |
I I I I
| C| New header | Mght be viewed as a reason to renove the |
| | field | Session-ID header field, which would violate |
| | parameter | the Session-1D requirement: "REQ3: The |
[ | for Session- | solution nust require that the identifier, if |
| | I'D header | present, pass unchanged through SI P B2BUAs or
| | field e.g. | other internediaries.” in I-D.ietf-insipid- |
| | debug | session-id-reqts |
| | | [I1-D.ietf-insipid-session-id-reqts] |
Fomm e e e o g +

Table 1: Sunmary conparison of potential solutions
6. Security Considerations

Al'l drafts are required to have a security considerations section.
See RFC 3552 [ RFC3552] for a guide.
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6.1. Trust Donmin

Since a log ne marker may cause a SIP entity to |l og the SIP header
and body of a request or response, the |log ne marker should be
renoved at a trust dommin boundary. |If a prior agreenent to |og
sessions exists with the net hop network then the | og ne narker might
not be renoved

6.2. Security Threats
6.2.1. Log-ne narking

The log me marker is not sensitive information, although it will
sometinmes be inserted because a particul ar device is experiencing
pr obl ens.

The presence of a log me marker will cause sone SIP entities to |og
signalling. Therefore, this marker nust be renoved at the earliest
opportunity if it has been incorrectly inserted.

Activating a debug node affects the operation of a user agent,
therefore it nust be supplied by an authorized server to an

aut hori zed user agent, it nust not be altered in transit, and it nust
not be readable by an unauthorized third party.

Logged signalling is privacy-sensitive data, therefore it nust be
passed to an authorized server, it nust not be altered in transit,
and it nust not be readable by an unauthorized third party.

6.2.2. Debug server address

Log me marking may include the address of a debug server in the form
of a URL. In order to prevent sending of |logs to an unauthorised
server a SIP entity that supports |ogging should authenticate the
debug server, for exanple by referring to a statically configured
white list of allowed destination domains.

6.2.3. Sending |ogged information
A SIP entity that has | ogged information should encrypt it, such that

it can be decrypted only by the debug server, before sending it to a
debug server in order to protect the content of logs froma third

party.
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