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Abst ract

This docunment is a collection of inplementation reports from vendors,
consortiuns, and researchers who have inplenented one or nore of the
standards published fromthe | ETF | NC dent Handling (I NCH) and
Managenent | nci dent Lightwei ght Exchange (M LE) worki ng groups.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 15, 2014.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

2.

2.

2.

I ntroduction
This docunment is a collection of inplementation reports from vendors
and researchers who have inpl enented one or nore of the standards
published fromthe I NCH and M LE worki ng groups. The standards
i ncl ude:
0 |Incident Object Description Exchange Format (I ODEF) v1, RFC5070,

0 |Incident Object Description Exchange Format (I ODEF) v2, RFC5070-
bi s,

0 Extensions to the | ODEF-Docunment C ass for Reporting Phishing,
RFC5901

o0 Sharing Transaction Fraud Data, RFC5941
0 | ODEF-extension for Structured Cybersecurity Information, RFCXXXX
0 Real-time Inter-netwrk Defense (RI D), RFC6545

0 Transport of Real-tinme Inter-network Defense (RI D) Messages over
HTTP/ TLS, RFC6546.

The inplenentation reports included in this docunment have been

provi ded by the team or product responsible for the inplenentations
of the mentioned RFCs. Additional subnissions are wel cone and shoul d
be sent to the draft editor. A nore conplete |ist of

i mpl ement ati ons, including open source efforts and vendor products,
can al so be found at the follow ng | ocation:

http://siis.real nv6. org/inplementations/

Consortiunms and I nformation Sharing and Anal ysis Centers (| SACs)
1. Anti-Phishing Wrking G oup

Description of how | ODEF is used will be provided in a future
revision.

2. Advanced Cyber Defence Centre (ACDC)

Description of how | ODEF is used will be provided in a future
revision. http://ww.botfree. eu/
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3.  Open Source | nplenmentations
3.1. EMJRSA RI D Agent

The EMC RSA RID agent is an open source inplenentation of the

I nt ernet Engi neering Task Force (I ETF) standards for the exchange of

i ncident and indicator data. The code has been rel eased under an MT
Iicense and devel oprment will continue with the open source comunity

at the Gthub site for RSA Intelligence Sharing:

htt ps://github. com RSAI nt el Share/ RI D- Server. git

The code inplenents the RFC6545, Real -tine |nter-network Defense
(RID) and RFC6546, Transport of RI D over HITP/TLS protocol. The code
supports the evol ving RFC5070-bi s I ncident Object Description
Exchange Format (|1 ODEF) data nodel fromthe work in the | ETF working
group Managed Incident Lightweight Exchange (M LE).

3.2. NI CT | ODEF-SClI inplenentation

Japan’s National Institute of Information and Conmuni cations
Technol ogy (NICT) Network Security Research Institute inplenented
open source tools for exchanging, accunul ating, and | ocating | ODEF-
SCl documents.

Three tools are available in GtHub. They assist the exchange of

| ODEF- SCI documents between parties. |ODEF-SCI is the |IETF draft

t hat extends | ODEF so that | ODEF docunent can enbed structured
cybersecurity information (SCl). For instance, it can enbed MVDEF,
CEE, MAEC in XML and CVE identifiers.

The three tools are generator, exchanger, and parser. The generator
gener ates | ODEF- SCI docunent or appends an XM. to existing | ODEF
docunent. The exchanger sends the | ODEF docunent to its
correspondent node. The parser receives, parses, and stores the

| ODEF- SCI docunent. It also equips the interface that enable users
to |l ocate | ODEF- SCI docunents it has ever received. The code has
been rel eased under an MT license and devel opnent will continue

her e.

Note that users can enjoy this software with their own
responsibility.

Avai |l abl e Onl i ne:

htt ps://github. com Takeshi Takahashi /| ODEF- SCI
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4. Vendor | npl ement ati ons
4.1. Deep Secure
Deep- Secure Cuards are built to protect a trusted donmain from

0 releasing sensitive data that does not neet the organisationa
security policy

o applications receiving badly constructed or malicious data which
could exploit a vulnerability (known or unknown)

Deep- Secure Cuards support HTTPS and XMPP (optinised server to server
protocol) transports. The Deep-Secure Quards support transfer of XM
based busi ness content by creating a schema to translate the known
good content to and fromthe internediate format. This neans that

t he Deep-Secure GQuards can be used to protect:

o | ODEF/ RID using the HTTPS transport binding (RFC 6546)

o | ODEF/ RI D using an XMPP bi ndi ng

0 ROLIE using HTTPS transport binding (draft-field-mle-rolie-02)
0 STIX/TAXI| using the HTTPS transport binding

Deep- Secure Cuards al so support the SMIP transport and perform deep
content inspection of content including XML attachnents. The Mai
Guard supports S/M M and Deep Secure are working on support for the
upcom ng PLASMA standard which enables information centric policy
enf orcement of data.

4. 2. IncMan Suite, DFLabs

The Incident Object Description Exchange Format, docunented in the
RFC 5070, defines a data representation that provides a framework for
sharing information conmonly exchanged by Conputer Security |ncident
Response Teans (CSI RTs) about computer security incidents. |ncMan
Suite inplenments the | ODEF standard for exchangi ng details about
incidents, either for exporting and inporting activities. This has
been introduced to enhance the capabilities of the various CSIRT, to
facilitate coll aboration and sharing of useful experiences, conveying
awar eness on specific cases.

The 1 ODEF inplenmentation is specified as an XML schema, therefore all
data are stored in an xm file: inthis file all data of an incident
are organized in a hierarchical structure to describe the various
objects and their relationships.
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IncMan Suite relies on | ODEF as a transport fornmat, conposed by
various classes for describing the entities which are part of the

i nci dent description: for instance the various relevant tinestanps
(detect tinme , start tine, end tine, report tine), the techni ques
used by the intruders to perpetrate the incident, the inpact of the
incident, either technical and non-technical (time and nonetary) and
obviously all systens involved in the incident.

4.2.1. Exporting Incidents

Each incident defined in IncMan Suite can be exported via a User
Interface feature and it will populate an xm docunment. Due to the
nature of the data processed, the | ODEF extraction m ght be

consi dered privacy sensitive by the parties exchanging the
informati on or by those described by it. For this reason, specific
care needs to be taken in ensuring the distribution to an appropriate
audi ence or third party, either during the docunent exchange and
subsequent processing.

The xm document generated will include description and details of
the incident along with all the systens involved and the rel ated
information. At this stage it can be distributed for inport into a
remote system

4.2.2. Inporting Incidents

IncMan Suite provides a functionality to inport incidents stored in
files and transported via | ODEF-conpliant xm docunents. The

i mporting process conprises of two steps: firstly, the file is

i nspected to validate if well fornmed, then all data are upl oaded

i nside the system

If an incident is already existing in the systemw th the sane
incident id, the new one being inported will be created under a new
id. This approach prevents fromaccidentally overwiting existing
info or merging inconsistent data.

IncMan Suite includes also a feature to upload incidents fromenails.

The incident, described in xm format, can be stored directly into
the body of the emmil nessage or transported as an attachnent of the
email. At regular intervals, custonizable by the user, IncMan Suite
monitors for incomng emails, filtered by a configurable white-1i st
and bl ack-1ist mechani smon the sender’s enail account, then a parser
processes the received email and a new incident is created
automatically, after having validated the enmail body or the
attachnent to ensure it is a well fornmed fornmat.
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4.3. Surevine Proof of Concept

XMPP i s enhanced and extended through the XWMPP Extension Protocols
(or XEPs). XEP-0268 (http://xnpp.org/extensions/xep-0268. htnl)
describes incident managenent (using | ODEF) of the XMPP network
itself, effectively supporting self-healing the XMPP network. In
order to nore generically cover incident managenent of a network and
over a network, XEP-0268 requires some updates. W are working on
these changes together with a new XEP that supports "soci al

net wor ki ng" over XWMPP, enhanci ng the publish-and-subscri be XEP ( XEP-
0060). This now allows nodes to publish any type of content and
subscribe to and therefore receive the content. XEP-0268 will be
used to describe | ODEF content. W now have an al pha version of the
server-side software and client-side software required to denonstrate
the "social networking"” capability and are currently enhancing this
to support Cyber Incident managenent in real-tine.

5. Vendors with Planned Support
5.1. Threat Central, HP

HP has devel oped HP Threat Central, a security intelligence platform
that enabl es autonmated, real-time collaboration between organizations
to conmbat today’s increasingly sophisticated cyber attacks. One way
aut omat ed sharing of threat indicators is achieved is through close
integration with the HP ArcSight SIEM for autonmated upl oad and
consunption of information fromthe Threat Central Server. In
addition HP Threat Central supports open standards for sharing threat
informati on so that participants who do not use HP Security Products
can participate in the sharing ecosystem GCeneral availability of
Threat Central will be in 2014. It is planned that future versions
al so support |1 ODEF for the automated upl oad and downl oad of threat

i nformation.
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7. | ANA Consi derations

This meno includes no request to | ANA

8. Security Considerations

This draft provides a summary of inplenentation reports from
researchers and vendors who have inplenented RFCs and drafts fromthe
M LE and I NCH worki ng groups. There are no security considerations
added in this draft because of the nature of the docunent.
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