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Abst r act

The Incident Object Description Exchange Format (1 ODEF) defines a XML
representation for information about conputer security incidents.

The driver for the standardization effort for 10ODEF is the desire to
share the information as part of the cybersecurity response. As the
security considerations of RFC5070 notes, the data can be sensitive
and should only be disclosed to appropriate parties. This docunent
descri bes how to use the Plasma policy enforcenent nodel to ensure
access to the | ODEF data follows the appropriate policies in a

di stributed environnent and i ndependent of the transports used to
share the information.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 15, 2014.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1.

1.

2

I nt roducti on

It has long been held that 'know edge is power’ and that getting the
right information in a tinely manner to decision nmakers hel ps them
make wel |l inforned decisions. |In cybersecurity, that information is
of ten spread across many stakeholders. Getting the right information
to the operational teams responding to cybersecurity incident helps
them reduce risks, deter attacks, mitigate exploits and enhance
resilience. The need for effective and tinely information sharing
has been recogni zed by policynmakers, executives and security
prof essi onal s al i ke.

At tines, cybersecurity information will be sensitive e.g. because of
national security inplications or due to potential comercial

busi ness inpact. Policy will require the information has to be
shared on a need-to-know basis which requires definition and
enforcenment of sone criteria to establish a subjects need to know the
informati on. The stakehol ders need both confidence in the robustness
of the technical controls which inplenent the policy as well as a
means to denonstrate conpliance with the policy as prerequisites to
entrusting their sensitive data to such a system

The need for information sharing is a fundanmental part of

col l aborative endeavors. |t can take nmany forns due to the context
of the collaboration. The policies governing the information sharing
al so apply to the information regardl ess of which tool us used to
convey the information. Coll aborative efforts have a rich and

di verse tool set for exchanging informati on and cybersecurity
collaboration is no exception. It is necessary for any policy

enf orcement mechani sm supporting i nformati on exchange such as | ODEF
be part of a "bigger picture" so that the same policies can be
enforced on any cybersecurity information regardl ess of the tools
used to share that information

1. Requirenents Term nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

When the words appear in | ower case, their natural |anguage neani ng
is used.

Backgr ound
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2.1. Cybersecurity Information Sharing

Calls to enhance cybersecurity information sharing have been nade
regul arly over the past two decades. The need for cybersecurity
informati on sharing within private critical infrastructure sectors
and with the governnent has been identified as an inportant practice
to help better secure the increasingly cyber-dependent critica
infrastructure. Any policy controls also have to strike a bal ance
bet ween reasonabl e and robust technical controls and | ega
enforcenent of contractual obligations.

2.1.1. Actors

There are a nunber of different actors involved in the cybersecurity
ecosystem who are each | ooking for and contributing different

i nformati on which requires control not only access to the data but

al so use and onward publication of the information.

Governnents are concerned about national econom ¢ and security
i ssues.

Enterprises are subject to cybercrine and cyberespi onage and need
to protect their sensitive information such as custoner data,
intellectual property and trade secrets.

I T conpani es who provide products and services to Governnments and
enterprises are concerned about the security and integrity of
their offerings

IT security firns who offer security specific products and
services as well as cybersecurity information are concerned about
keeping their products and services current.

Researchers track incidents and find vulnerabilities in the
products and services fromI|T conpanies are |ooking for new events
and trends in the data.

Academ a performs security research.

There are several types of cybersecurity information: incidents,
situational awareness, best practices, strategic analysis, threat,
vul nerability, and nmitigation information. These various types of

i nformati on have different uses, and are often produced and utilized
for different purposes by the different actors. This is a simlar
situation to health care where a health care practitioner and medi ca
statistician would both need access to a particular nedical record
for totally different purpose, one where the identity of the patient
is part of the data set and one where the information fornms part of
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an anonynous data set. Similar consideration exist for cybersecurity
i nformation so access control need to be flexible to enables
different fornms of data use w thout conprom sing conpliance.

2.1.2. Plasma and the Traffic Light Protoco

The Traffic Light Protocol (TLP) is a neans for the originator of

data to indicate how widely they want the information shared. It is
an advisory notice and relies on the recipients being trusted to
under stand and obey the rules of the protocol. The originator nmarks

the information with a hierarchical marking to indicate the scope of
the onward di ssem nation of the information. The narkings are as
fol |l ows

RED Most restrictive, Very small comunity of interest. Adm ssion
to the community strictly controlled. Typically named recipients
only.

AMBER Limted Disclosure. Mderate sized comunity of interest
within participating organi zati ons. Reasonable need to know
adm ssion test to community of interest. Typically nanmed
organi zati ons only.

GREEN Moderate Di sclose. Large community of interest with
partici pating organi zations and their partners. Mninmal need to
know test for admission to community of interest.

VWH TE Public Data

Plasma allow for the inplenmentation of the TLP with nore rigor where
the incident owner can better control the release of the information.
The incident owner can define specific kneed to know criteria it
deens appropriate for the incident and for the current TLP naking to
be communicated to the recipient. As the incident transitions from
breaki ng news to ancient history, it allows the incident owner to
relax the policy accordingly w thout inpacting the incident data held
across the ecosystem

2.1.3. Topol ogi es
Cybersecurity information sharing used an asynchronous nessage
paradigm The Information sharing can follow all the standard
t opol ogy options

o Peer to Peer

o Mesh Topol ogy
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o Star Topol ogy

Peer to peer offer the highest control and security but does not
scale and is the nost fragile. The other topologies inprove the
scalability and availability but at the cost of security and control
Nodes in the nore conpl ex topologies would typically not be under the
control of the senders or recipients organizations. They may be
trusted to route nmessages between senders and recipients but do not
have a need to know the content of cybersecurity information. The
need to | everage services to enable high availability and resilience
wit hout the need to also trust such services with sensitive data is
paranount. This is simlar to email which has sinilar topol ogies
where users trust services to deliver email and be highly resilient
and avail able while not wanting themto have access to sensitive
content.

4. Requirenents for Strong Policy Enforcenent on Cybersecurity
I nformation

0 For the ecosystemto enable the data sharing while enforcing the
policy considerations around the sensitivity and use of the data.

o0 For the actors, devising new ways to use the data so any policy
enf orcenment nechani smneed to be flexible and extensible to adapt
to the changes

0 Public and private laws will continue to evol ve and adapt so any
policy enforcenment nechani smneeds to be extensible and expressive
to ensure fidelity of the policy.

o For inplenenters, to have a mechani sm which abstracts them as nuch
as possible fromthe details of the policy decisions. To have a
cl ear and conci se set of requirenents to enable the policy
deci si ons.

to do: nore in data use and policy
PoLi cy enhAnced Secure eMAi |l (Pl asma)

Emai | remains one of the nost wildly used tools for collaboration.

It has mature and wi dely depl oyed standards for security in S/IM M

[ RFC5751] and PGP [ RFC4880] which deliver basic security services
(confidentiality, integrity and data origin authentication). S/'MME
al so has optional Enhanced Security Service [RFC5035] which can
deliver policy enforcenent on S/M ME nessages.

Despite all this, secure email is still the exception as a percentage
of the overall email traffic. It is used in comunities of interest
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i ncludi ng cybersecurity, but does not deliver robust policy
enforcenment on the contents of the nessage. Plasma was an effort to
fundamental |y rethink and update email security nodel to enable it to
align with other technol ogies and enable its broader use and deliver
strong policy enforcenent on nessage continents. Though sone of the
work was specific to SIMMe [I-D. schaad-pl asma-cns], it was based on
a generic data nodel [I-D.freenman-plasna-requirenents] and has a
generic deci sion request\response protoco

[1-D. schaad- pl asma-service] which can support other types of data and
appl i cations.

Pl asma devel oped a generic data nodel for policy enforcenent on
informati on. One of the objectives of the nodel is to enable

consi stent policy enforcenent on information for a broad set of

users, across a broad set of environnents and applications. The

Pl asma data nodel, | everages nany of the devel opnents in identity and
identity attributes. Plasma closely ties the neta-data of the
applicable policies to data in order to deliver consistent policy
enforcement for nobile data. It users a tanper proof binding so the
policy relationship reliably travels with the data. The nodel relies
on attributes about the subject requesting access, their system the
data and their environnents as inputs to the policy to deliver
Attribute Based Access Control (ABAC). The policy processing is
compl ex so the nodel does not require the rules to be distributed to
clients. The clients request decisions froma Policy Decision and
Enf or cement Poi nt (PDEP) service who render decisions for the
subjects. The PDEP' s in turn, discover the necessary policy from
Pol i cy Authoring Points.

2.2.1. Benefits of Policy Enforcement on Cybersecurity Information
Shari ng

For the Actors, it incentivize the exchange of the very freshest and
interesting data, nmaxim zes the way to derive intelligence fromthe
data while managi ng the risk of unexpected use or abuse of the

i nformation.

For the regulators, and | awyers, it supports their policy needs in a
smarter, nore business friendly way.

For inplenenters, it sinplifies thief products by abstracting a w de
variety of issues to be policy decisions.

For the ecosystem it supports new use cases at scale with reduced
compl i ance costs.
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2.2.2. Plasma Policies and Deci sions

Polices in Plasma are set of rules which render either a result
(permt, deny) or an error (indeterm nate, and unknown) based on the
supplied attributes of a request. Decisions are |ogic gates where
one or nore policies together with their logical relationship are
used together to render a policy decision (pernmt, deny) or an error
(indeterm nate, and unknown). A single Plasma Token can contain one
or nore decision logic gates making it possible to render multiple
decisions froma single request. The nunber of decisions within the
policy object is hidden by design fromthe client. Each decision is
enforced by a separate encryption key. A separate policy object
woul d only be required if a Plasma server was not trusted to nake a
decision for all policies e.g. data being aggregated fromdifferent
communi ties.

I nformation may be shared under multiple policies, for exanples an
organi zati on may have specific cybersecurity information sharing
agreenments with sone organi zations, and pre-existing non-disclosure
agreenments with other organizations and an incident could be shared
provi ding one or other of the policies is met. Equally, information
fromdifferent organi zations can be commingled e.g. where an | ODEF
docunent contains incident’s fromdifferent organi zati ons, where each
organi zation woul d be asserting its policies on the incident data.
Bot h scenarios are supported by Plasma. The policy request and

eval uati on process can be time consuming therefore content creators
shoul d mi nimze the nunber of policy objects and policy decisions
where creating content for publication.

Full details of the Plasma data nodel can be found in Section 4 of
the Requirenents for Message Access Contro
[1-D.freeman-pl asma-requi rerment s]j

2.3. Plasma and | CDEF

XML encryption allows for very granular protection of sensitive data
in an XM. docunent. It allows for protection of entire el ements,

el ement content and arbitrary data in XML docunments. XM encryption
can al so be nested whereby part of the data being encrypted is

al ready encrypted (Super-Encryption). This allows the content
creator of an | ODEF docunents full control to protect any portion of
the docunent they need. Once the data has been encrypted, Plasnma
all ows the encryption key to be linked to a Plasnma Decision via the
Pl asma Token where one or nore policies can be conbined to reflect
the data governance requirenents of the information. Cybersecurity
information in the | ODEF docunent requiring different data
governance, can be conbined in a single docunent and protected with
different keys linked to different decisions.
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T + T +
| Plasma Token | | | ODEF I ncident

e e e e e oo - + e e e e e oo - +
| Policy Decision |---------------- | Encrypted Data

| CEK I D ABCD | | CEK I D ABCD |
| CEK 2412 | | HASH 1234 |
e + e +
| HASH 1234 [

e e e e e oo - +

Figure 1: Single Plasna Policy Decision and Protected |ncident

This is the sinplest exanple with a single incident and a single
decision. The incident is encrypted with a single CEK. If a
reci pi ent passes the policy decision check, the Plasma server would
rel ease the CEK enabling the recipient to decrypt the incident.

T + T +
| Plasma Token [ | | CDEF I nci dent
o + o +
| Policy Decision [---------------- | Encrypted Data
[ CEK I D ABCD | [ [ CEK I D ABCD |
| CEK 2412 | | | HASH 1234 |
T + | T +
| HASH 1234 [ [
[ 5678 [ [ R e +
S R + [ | 1 CDEF I ncident
[ S +
R | Encrypted Data |
[ CEK I D ABCD |
[ HASH 5678 [
o +

Figure 2: Single Plasna Policy Decision and Two Protected Incidents
with Sane Policy Decision

When there are multiple incidents subject to the same decision, they
are encrypted using the same CEK. Again, a recipient passing the
policy decision check, will receive the CEK which enables themto
decrypt both incidents.

Schaad Expi res August 15, 2014 [ Page 9]



Internet-Draft Pl asma Protected | ODEF February 2014

T + T +
| Plasma Token | | | ODEF I ncident
e e e e e oo - + e e e e e oo - +
| Policy Decision |---------------- | Encrypted Data
| CEK I D ABCD | | | CEK I D ABCD |
| CEK 2412 | | | HASH 1234 |
| Policy Decision | [ e LR +
+ CEK ID A1B2 | [
[ CEK F469 [ [
S + [ S +
| HASH 1234 | | | | ODEF I nci dent
| 5678 | | e L +
R e + e | Encrypted Data
[ CEK I D A1B2 |
[ HASH 5678 [
S +

Figure 3: Single Plasma Policy Decision and Two Protected |ncidents
with Two Policy Decision

When there are incidents subject to different policy decision, this
can still be accomopdated within the same token and hence sane

deci sion request. Each incident is encrypted with different CEK, one
CEK per decision. A recipient receives the CEK for every policy
check they pass.

+

| Policy Decision [--------- | Encrypted Data |
| [ [ CEK | D ABCD |
| | [ HASH 1234 [
| Policy Decision | R AR LR +
+ CEK I D A1B2 [

| CEK F469 |

+
| HASH 1234 [
| 5678 [
R + e | Encrypted Data

[ CEK | D Al1B2 [
| HASH 5678 |

Figure 4: Single Plasma Policy Decision, a Protected Incidents with
child class with a different policy decision

The sane approach can be applied when an incident has a child class
with a different policy to the parent. The child class is encrypted
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with different CEK to the parent. A recipient receives the CEK for
every policy check they pass.

Question: Do we need to add a policy token consolidation request i.e.
if aclient finds nultiple tokens fromthe sane server, subnit to
server and ask for themto be nerged into one.

2.4. Plasma and Layered Application Design
Today’s applications are built using separate |ayers which group
conmponents which di screet functions together into distinct |ayers.
These | ayers can be described as foll ows

0 Presentation Layer: Conponents responsible for managi ng users
interaction with the application

0 Business Layer: Conponents responsible for core business |ogic
o Data Layer: Conponents responsible for interacting with data

sources to enable the abstraction of the storage mechani smfrom
busi ness | ayer.

e +
| Users
T +

I
|
e e e e e e oo oo +
| Presentation Layer
- +
I
I
e m e e e e e e oo - +
| Business Layer
S +
I
I
Fom e e e e e e e e oo +
| Data Layer
e e e e e e oo oo +
I I
I I

T R TSRS +

| Data Source | | Services |

S B S IS +

Figure 5: Layered Application Mde
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The objective of the layers is to deliver the best maintainability,
extensibility and flexibility for the application. Plasma is part of
the security service which is a cross layer function which can

mani fest in all layers. The layers are a |ogical separation which
all ows for the different conponents to be deployed in different

physi cal conbinations to respond to different sociability,
performance and security considerations w thout inpacting the
under | yi ng conponents.

The Pl asma nodel fully supports the |ayered application nodel.
Access to data becones a policy issue i.e. does the policy allow the
subject to access the data. For exanple if the business |ayer was
depl oyed on a server or local on the users client, it would change
the identity of the subject and (and the attributes) of the access
request, but providing the subject nmet the policy requirenents,
either could be given access to the data.

3. The Plasma Protected | ODEF Data Mde

Note. Some harnoni zation work is in progress between this docunent
and [I-D. schaad-pl asma-service] so XM. schena nanes and types may
change as a result.

The Pl asma protected | ODEF nodel supports | ODEF docunents with
multiple Incident’s. If all the incidents have the sane security
policy, then the sanme Plasma server(s) can control access to all the
Incidents and a single instance of the Plasma Token containing a
single content encryption key (CEK) for all incidents can be used.

If incidents have different security polices, but the sane Plasna
server is trusted to performthe access control decision for all the
policies, again a single instance of the Plasma Token with nultiple
CEKs can be used (one for each decision). |If the Incidents have
different security policies and the sane Plasma server is not trusted
with all the decisions then nmultiple Plasma Tokens can be used.

3.1. PlasnmaToken d ass

The Pl asmaToken cl ass contains the Plasma neta-data that all ows the
Pl asma server to enforce policy decisions on the protected | ODEF
data. This is an XM. anal og of the ASN. 1 encoded Pl asma token
structure defined in [I-D.schaad-plasma-cns]. The Plasma token
contains encrypted content defined in [I|-D.schaad-plasnma-cns] which
is processed by the Plasma server to convey policy requirenments and
content encryption keys. The token is signed by the Plasma server
and the signature has signed elenents to enable the receiving client
to process the Plasnma Token. It has a signed elenment with one or
more URIs that identify the set of Plasnma servers which can process
the Policy Token. It also has an el enent containing the hash(s) of
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the encrypted content associated with the token to establish a
bi ndi ng between the protected | ODEF data and the specific Plasm
Token.

The Pl asmaToken cl ass uses the O ass extensi on nechani smdefined in
[ RFC5070] Section 5. 2.

B +
| Pl asmaToken |

o m e e e e e oo oo +

| [<>----n----- [ EncryptedData ]

| | <>--(1..*)--[ ServerURl ]

| S [ EncryptedDat aHashs ]
B +

Figure 6: PlasmaToken C ass
The aggregate classes in the Plasma Token are as foll ows:

Encrypt edData One. The el enent defined in

[ WVBC. WD- xml enc- corel-20101130] that contains the encrypted data used
by the Plasna server to process access requests to the protected

| ODEF data. The encapsul ated contents of this elenent are defined in
[I-D. schaad- pl asma- cns]

ServerURI One or nore. The URI of one or nore Plasma servers which
can process decisions requests for the Plasma Token. The order of
URLs does not indicate any order of priority, it is a matter of |oca
client policy on the order to use. The URL defines both the
destination server and the protocol to be used. Wen the schema for
the URL is "plasma", then the protocol which MJST be used is

[1-D. schaad- pl asma- servi ce].

It is a matter of local policy of the |ODEF recipient if it chooses
to contact one of the plasma servers identified by the Server UR
based on their trust in the identity of the signer of the Plasna
Token.

3.1.1. EncryptedDat aHashs C ass
Todo, this might get wapped into the re-factoring.

For privacy reasons, it is highly desirable that the recipient client
of an | ODEF docunent can validate that the Plasnma Token enbedded in a
docunent, is associated with the encrypted data it is attached to
prior to contacting the Plasna server. For this reason, in addition
to the requirenent that a recipient validate the signature of the

Pl asma server over the token, a new el enent is defined which contains
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one or nore hashes of the encrypted content(s). These encrypted data
hashes constitute a detached signature of the encrypted content.

The Encrypt edDat aHashs cl ass contains the hash values for the one or
nore sets of encrypted data.

e e +
| Encrypt edDat aHashes |
o e e e e e e e e e +
[ [ <> --emmmm-- [ DigestMethod ]
| | <>--(1..*)--[ DigestValue ]
e e +

Fi gure 7: EncryptedDat aHashs C ass

Di gest Met hod one. The el enent defined in

[ WBC. WD- xml dsi g- core2-20100831] that identifies the digest algorithm
to be applied to the encrypted protected data e.g. an encrypted

i nci dent, associated with the Plasma Token.

Di gestVal ue One or nore. The elenent defined in

[ WBC. WD- xm dsi g- cor e2-20100831] that contains the encoded val ue of
the digest of the encrypted protected data. |If the token has been
used to protect nultiple elenents e.g. nmultiple incidents, then there
will be multiple digest val ues.

4. Plasma Service Request/Response Messages
This specification uses the [I-D.schaad-pl asma-service] specification
to process decision requests for | ODEF protected data. This
specification defines new actions and token types.
4.1. Create | ODEF Docunents Request
The create docunent nessage request is built using the
Pl asrma: Pl asmaRequest XML structure defined in
[1-D. schaad- pl asma-service]. Wen building the request, follow
[1-D. schaad- pl asma-service] with the foll ow ng changes:

o The client MJUST include an action attribute. The docunent defines
t he Get XMLPl asmaToken action attri bute.

0 A nessage requesting a XM. Pl asnma token | ooks |ike this:
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<Pl asma: Pl asnaRequest >
<Pl asna: Aut henti cati on>
<Pl asnma: W5_Token>
Rol e Token goes here
</ Pl asma: W5_Token>
</ Pl asma: Aut hent i cati on>
<xacm : Request >
<xacm : Attributes Category="...:action">
<xacm : Attribute Attributeld="urn:plasm:action-id">
<xacml : Attri but eVal ue>
Get XMLPI asmaToken
</ xacm : Attri but eval ue>
</ xacm : Attri bute>
</xacm : Attri but es>
<xacm : Attributes Category="...:data">
<xcam : Attribute Attributeld="urn:plasnma: data-id">
<xacml : Attri but evVal ue>
<Pl asma: Get XMLPl asnaToken>
<Pl asnma: Label >
Label Tree for nessage ..
</ Pl asma: Label >
<Pl asma: Encr ypt edDat aHashs>
. Hash al gorithm and hash(s) of encrypted content
</ Pl asma: Encr ypt edDat aHashs>
<Pl asma: CEK>
... Content Encryption Key ..
</ Pl asma: CEK>
</ Pl asma: Get XMLPI asnaToken>
</ xacm : Attri but eVal ue>
</ xcam : Attri bute>
</ xacm : Attributes>
</ xacml : Request >
</ Pl asma: Pl asmaRequest >

4.2. Create | ODEF Docunent Response

In response to a create docunent request, the Plasma server returns a
create docunent response nessage. The response nessages uses the

pl asma: Pl asmaResponse XML structure. Wen the response nessage is
created, the follow ng should be noted:

0 The xacnl :Decisions is always included in the response. |If the
"Permit’ value is returned then the Plasma: XM_.Token el ement MJST
be present.

o The Pl asnmaReturnToken el enment with a Pl asna: XM_.Token content is
included with a permit response.
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An exanpl e of a nessage returning the set of policy information is:

<Pl asma: Pl asmaResponse>
<xacn : Response>
<xacm : Resul t >
<xacm : Deci si on>Per i t </ xacmi : Deci si on>
</ xacm : Resul t >
</ xacm : Response>
<Pl asma: Pl asmaRet ur nToken xsi : " Pl asma: XM_.TokenResponseType" >
<Pl asma: XMLPl asmaToken>xxx token xxxx</ Pl asma: XM_LPl asnmaToken>
</ Pl asna: Pl asnmaRet ur nToken>
</ Pl asrma: Pl asmaResponse>

4.3. Read | ODEF Docunent Request
The client sends a request to the Plasnma server that is identified in
the token. For the XM. tokens, the address of the Plasma server to
use is located in the ServerURl el enment of the Plasma Token

The request uses the plasma: Pl asmaRequest XML structure. Wen
bui l di ng the request, the follow ng should be noted:

0 The xacnl : Request MJST be present in the first nessage of the
exchange.

0 The action used to denote that a XM. token should be decrypted is
" Par seXM.Token"

o0 The XML token to be cracked is identified by "XM.Token"
o If the client is using the XML Digital Signature elenment in this
message, then the client MJST include the cryptographic channe

bi ndi ng token (Section 10.1.1) in the set of XACM. attri butes.

An exanpl e of a nessage returning the set of policy information is:
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<pl asma: Pl asnaRequest >
<pl asma: Aut henti cati on>. .. </ pl asma: Aut hent i cati on>
<xacm : Request >
<xacm : Attributes Category="...:action">
<xacml : Attribute Attributeld="..:action-id">
<xacnl : Attri but eVal ue>Par sePl asnaToken />
</ xacm : Attribute>
</ xacm : Attri but es>
<xacm : Attribute Category="...:data">
<xacml : Attribute Attributeld="..:data: XM.Token" >
<xacnl : Attri buteVal ue> XM. Token </ xacnl : Attri but evVal ue>
</ xacm : Attri bute>
</ xacm : Attribute>
</ xacml : Request >
</ pl asma: Pl asmaRequest >

4.4. Read | ODEF Docunent Response

In response to a parse token request, the Plasma server returns a
decrypted key in the response. The response uses the plasma: Pl asma
XML structure. \When a response nessage is create the foll ow ng
shoul d be noted:

o |If the Plasnma Token contained multiple decisions, a single
response can be used for all decisions.

o For each decision, if the value of xacm :Decision is Permt, then
response MJUST include an Pl asma: XMLKey el enent.

o For each decision, if the value of xacnl:Decision is not Permt,
t he pl asma: XM_.Key MJST be absent.

An exanpl e of a nessage returning the set of policy information is as
fol | ows:

<Pl asma: Pl asnaResponse>
<xacm : Response>
<xacml : Resul t >
<xacm : Deci si on>Per m t </ xacmnl : Deci si on>
</ xacml : Resul t >
</ xacm : Response>
<Pl asma: Key>
<Pl asma: Di spl aySt ri ng>Label Text </Plasnma: D splayString>
<Pl asma: KEK>hex based KEK</ Pl asma: KEK>
</ Pl asma: C\VsKey>
</ Pl asma: Pl asmaResponse>
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5.

Processing Rules for protected | ODEF

This is the set of processing steps that either a creator or receiver
of protected | ODEF needs to follow. The order of the steps is not
normati ve.

5.1

Creating Protected | ODEF data

These are the step that the creator of an protected | ODEF nessage
needs to do.

1.

5.2.

The creating agent obtains the set of policies under which it can
create | ODEF dat a.

The creating agent conposes the | ODEF content.

The creating agent deternines the set of policies to be applied
to the | ODEF content.

The creating agent selects the content encryption algorithm (wth
i nput fromthe obligations of the policies chosen) and randonmy
creates the CEK(s).

The creating agent encrypts the content with the CEK and conputes
the encrypted hash val ue.

The creating agent transmits the CEK, the hash of the encrypted
content value(s) and the policy label(s) to the PLASMA server

If the creating agents request passes the Plasma server policy
check, the Plasma server will return the Plasma Policy neta-data
to the creating agent. |If the policy validation fails then the
creator cannot send the | ODEF nessage under the requested policy
| abel .

The creating agent verifies the signature on the Plasma Policy
meta-data. |If the Signature is current and passes cryptographic
processing the sender can add the policy neta-data to the
appropriate PolicyData el ement and sends the | ODEF nessage.

Recei ving Protected | ODEF data

These are the steps that the recipient of a protected | ODEF nessage
needs to follow. The order of the steps is not normative.

1.

Schaad

The Receiving Agent obtains the nessage from anot her | ODEF agent.
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Schaad

The Receiving Agent recognizes that it is protected | ODEF
content.

The Receiving Agent validates the PolicyData attribute. The
foll owi ng steps need to be taken for validation

A. The signature on the PolicyData structure is validated. |If
the validation fails then processing ends.

B. The certificate used to validate the signature MJST contain
the XXXX value in the EKU extension. The certificate MJST
NOT contain the anyPolicy value in the EKU extension. Loca
policy can dictate that content of the PlasmaURL attribute be
used in selecting trust anchors for the signing certificate.

C. If the PlasnmaURL attribute is absent, then processing fails.

D. The URL value in the PlasnaURL attribute is checked agai nst
local policy. |If the check fails then processing fails.
This check is performed so that information about the user is
not given to a random Pl asma server. The schema of the URL
MUST be one that the client inplenents. (For exanple the
"pl asma" schenma associated with RFC XXX
[I-D.schaad-pl asma-service].) As discussed in Section 4.5 of
[I1-D.freeman-pl asma-requi renents], policy can be enforced on
the edge of an enterprise, this neans that if multiple URLs
are present in the Plasma URL attribute they all need to be
checked for policy and ability to use before this step fails.

E. The EncryptedHash attribute value is checked against the
encrypted content. If this attribute is absent then
processing fails. |If the value does not nmatched the computed
val ue on the encrypted content then processing fails.

The recipient agent gathers the necessary identity and attribute
statenments, usual certificates or SASL statenents.

The recipi ent agent establishing a secure connection to the

Pl asma server and passes in the identity and attribute statenents
and receives back the CEK or a lock box to allow it to obtain the
CEK val ue.

the recipient agent uses the returned CEK to decrypt the
protected content and conpares the generated Message

Aut henti cation Code for the value in Authentication Tag and fai
if they don't match.
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6. Exanples

The followi ng exanmple is an | ODEF document with 3 incidents. The
first is a public incident where all data is in the clear. The
second incident is a public incident with a private contact. The
third incident is private.

<?xm version="1.0" encodi ng="UTF-8"?>
<i odef : | ODEF- Docunent | ang="en"
xm ns:iodef="urn:ietf:parans: xm : ns:iodef-2.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xenc="http://wwm. w3. or g/ 2001/ 04/ xm enc#"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xml dsi g#"
xm ns: pl asma="urn:ietf: parans:ns: pl asma: 1. 0" >
<i odef: I ncident purpose="reporting"” restriction="public">
<i odef: I nci dent| D name=" CERT- OUR- DOVAI N
CERT- OUR- DOVAI N#111- 1/ >
<i odef: Report Ti ne 2014- 02- 05T10: 21: 05+00: 00/ >
<i odef : Assessnent >
<i odef: | nmpact severity="high" It go boom/>
</ i odef : Assessnent >
<i odef: Contact role="creator" type="organization">
<i odef: Cont act Nane Trevor Freeman />
<i odef: Descri ption Lead contact />
</i odef : Cont act >
</i odef: | nci dent >
<i odef: I ncident purpose="reporting">
<i odef:IncidentlD
name=" CERT- OUR- DOVAI N' >CERT- OUR- DOVAI N#111- 2/ >
<i odef : Report Ti ne>2014- 02- 06T10: 21: 00+00: 00 />
<i odef : Assessnent >
<i odef: I nmpact severity="medium It go splash />
</ i odef : Assessnent >
<i odef: Encrypt edCont act >
<xenc: Encrypti onMet hod
Al gorithm="http://wwmv. w3. org/ 2009/ xm encll#aes128-gcni'/ >
<ds: Keyl nf o>
<ds: KeyNanme>Pl asma#1</ ds: KeyNanme>
</ ds: Keyl nf 0>
<xenc: G pher Dat a>
<xenc: G pher Val ue XXXX Encrypted iodef: Contact XXXXX />
</ xenc: Ci pher Dat a>
</ i odef: Encrypt edCont act >
</i odef: | nci dent >
<i odef : Encrypt edl nci dent >
<xenc: Encypt eDat a>
<xenc: Encrypti onMet hod
Al gorithn"http://ww. w3. org/ 2009/ xm encll#aes128-gcm' >
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<ds: Keyl nf o>
<ds: KeyNane Pl asma#2 />
</ ds: Keyl nf 0>
<xenc: G pher Dat a>
<xenc: G pher Val ue>XXXX Encrypted I ncident XXXX />
</ xenc: C pher Dat a>
</ xenc: Encrypti onMet hod>
</ xenc: Encypt eDat a>
</ i odef: Encrypt edl nci dent >
<i odef: Addi t onal Dat a dtype="xm ">
<xenc: Keyl nf 0>
<pl asnma: Pl asnmaKey>
<ds: Si gnedI nf o>
<ds: Canoni cal i zat i onMet hod
Al gorithn="http://ww.w3. org/ 2006/ 12/ xm -c14nl1l1"/ >
<ds: Si gnat ur eMet hod
Al gorithne"http://ww. w3. org/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence | d="Encrypt edKey" >
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>XXXX Di gest XXXX/ >
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>XXXX Si gnature XXXX />
<ds: Keyl nf o>
<ds: X509Dat a>Put a certificate here</ds: X509Dat a>
</ ds: Keyl nf 0>
<ds: Obj ect >
<pl asma: LockBox i d="Encrypt edKey" >
<xenc: G pher Text >
<xenc: G pher Val ue>XXXXXXXXXX [ >
</ xenc: G pher Text >
<pl asma: Encr ypt edHashes>
<ds: Di gest Met hod Al gorit hm="#shal"/ >
<ds: Di gest Val ue>XXXXX#1</ ds: Di gest Val ue>
<ds: Di gest Val ue>XXXXXX#2</ ds: Di gest Val ue>
</ pl asma: Encr ypt edHashes>
<pl asma: Server url ="pl asma: Pl asmaSer ver Nane. coni'/ >
</ pl asma: LockBox>
</ ds: Obj ect >
</ pl asna: Pl asnmaKey>
</ xenc: Keyl nf o>
</ i odef : Addi t onal Dat a>
</ i odef : | ODEF- Docunent >
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7. XM Schema

This schema is the XML anal ogue of the CV5 recipient info structure

defined in [I-D.schaad-plasma-cns]. It contains the encrypted data
used by the Plasnma server. The encrypted data contains the policy
decision | eaf structures and CEKs. It also has any other attributes

necessary for processing the request e.g. resource and audit
attributes. The Plasma token al so has a nunber of signed el enents
necessary for the client to process the token

7.1. | ODEF Docunent with encrypted cl asses

When a client wants to validate the XM. scherma of an | ODEF docunent
contai ni ng encrypted classes prior to processing the contents, it
MUST use a nodified schema which allows for the substitution of the
encrypted el enents.

For exanple the current | ODEF docunent class is as follows

<xs: el enent nane="1 ODEF- Docunent " >
<xs: conpl exType>
<XS:sequence>
<xs: el enent ref="iodef:Incident"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="version" type="xs:string" fixed="1.00"/>
<xs:attribute name="| ang" type="xs:|anguage" use="required"/>
<xs:attribute name="fornmatid" type="xs:string"/>
<xs: conpl exType>
</ xs: el ement >

The nodified class schema needs to be as foll ows:
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7

2

<xs: el enent name="1| ODEF- Document " >
<xs: conpl exType>
<XS: sequence>
<xs: group ref="iodef:|ncident Choi ce"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="version" type="xs:string" fixed="1.00"/>
<xs:attribute name="I| ang" type="xs:|anguage" use="required"/>
<xs:attribute name="formatid" type="xs:string"/>
<xs: conpl exType>
</ xs: el ement >

<xs: group name="Inci dent Choi ce">
<xs: choi ce>
<xs: el enent > ref="i odef: | ncident"/>
<xs: el enent nanme="Encrypt edl ncedent"
t ype="xencEncrypt edDat aType"/ >
</ xs: choi ce>
</ xs: group>

The choi ce between the encrypted and unencrypted class MJST be
inserted in every class with a restriction attribute.

Pl asma Token
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<?xm version="1.0" encodi ng="utf-8""?>
<xs:schema
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: Pl asma=" Pl asmaToken. xsd"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: ds="http://ww. wW3. or g/ 2000/ 09/ xm dsi g#" >
<xs: el enent name="Pl asmaToken" type="XM.">
<xs: conpl exType>
<XS: sequence>
<xenc: Keyl nf o>
<Pl asna: Pl asnmaKey>
<ds: Si gnedl nf o naxoccur s="unbounded" >
<ds: Canoni cal i zat i onMet hod />
<ds: Si gnhat ureMet hod />
<ds: Ref erence i d="Encrypt edKey" >
<ds: Di gest Val ue />
</ ds: Ref erence>
</ ds: Si gnedI nf o>
<ds: Si gntureVal ue />
<ds: Keyl nf o>
<ds: X509Dat a />
<xs: conpl ext ype>
<XS:sequence>
<Pl asma: LockBox>
<xenc: G pher TExt >
<xenc: G pher Val ue />
</ xenc: G pher Text >
</ Pl asma: LockBox>
<Pl asma: Encr ypt edDat aHashes>
<ds: Di gest Met hod/ >
<ds: Di gest Val ue maxoccur s="unbounded"/ >
</ Pl asma: Encr ypt edDat aHashes>
<Pl asma: Server URI maxoccur s="unbounded"” />
</ xs: sequence>
</ xs: conpl ext ype>
</ ds: Keyl nf 0>
</ Pl asma: Pl asmaKey>
</ xenc: Keyl nf o>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>
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8.

10.

11.

11.

Mandat ory Al gorithmns

Clients MJST inplement the mandatory al gorithns defined for XM
encryption [ WBC. WD- xml enc-cor el-20101130] for the encryption of | CDEF
docunment contents. Cients SHOULD use AES128- GCM unl ess ot herwi se
directed by a policy obligation. Qher algorithns nmay be

i mpl emrent ed.

Clients MJST inplement SHA-256 and SHA-512 as defined for nmessage

di gest [WBC. WD- xml enc-corel-20101130] for conputation of the
Encrypted Content Hash. dients SHOULD use SHA-256 unl ess ot herw se
directed by a policy obligation. Qher algorithns MAY be

i mpl emrent ed.

When verifying signatures on the Plasma Token, clients MJST be able
to verify the RSA v1.5 signature algorithmw th SHA-256 and SHA-512.
Clients MJST al so be able to verify the EC-DSA signature al gorithm
with SHA-256 and SHA-512 signature algorithm Cdients MAY be able to
verify other signature algorithmns.

Security Considerations

A malicious Plasna server can generate a Plasna token over any
protected content i.e. there is no guarantee that the Plasma server
knows the CEK of the protected data or if it is genuine data at all
and free frommalicious content. For exanple, it can generate a new
Pl asma token for some existing protected content with the hashes of
the encrypted data. The fact that the signature of the Plasma token
validates along with the hashes of the encrypted data is only a
integrity check over the data set i.e. if it fails, processing should
fail. The fact that the signature and associ ate data hashes
val i dates MUST NOT be uses as any indication of trustworthiness of
the Pl asma Server.
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