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Abst ract

OSPFv3 is a candidate for deploynents in environnents where auto-
configuration is a requirenment. One such environment is the |Pv6
honme network where users expect to sinply plug in a router and have
it automatically use OSPFv3 for intra-domain routing. This docunent
descri bes the necessary nechanisns for OSPFv3 to be sel f-configuring.
Thi s docunent updates RFC 5340 by relaxing the Hellolnterval/

Rout er Deadl nt erval checking during OSPFv3 adjacency fornmati on and
addi ng hysteresis to the update of self-originated Link State
Advertisements (LSAs).

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 14, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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1. Introduction

OSPFv3 [ OSPFV3]
aut o- confi gurati

is a candi date for deploynents in environnents where

on is a requirement. This docunment descri bes

extensions to OSPFv3 to enable it to operate in these environnents.
operation, the protocol is |argely unchanged fromthe
base OSPFv3 protocol specification [OSPFV3]. Since the goals of

In this node of

aut o-configurati

on and security can be conflicting, operators and

networ k adnini strators should carefully consider their security
requi renents before deploying the solution described in this
docunent. Refer to Section 8 for nore informtion

The followi ng aspects of OSPFv3 auto-configuration are described in

this docunent:
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1. Default OSPFv3 Configuration

2. Hellolnterval/RouterDeadlnterval Flexibility
3.  Unique OSPFv3 Router |D generation

4. OSPFv3 Adj acency Fornmation

5. Duplicate OSPFv3 Router |ID Resolution

6. Self-Originated LSA Processing

OSPFv3 [ OSPFV3] is updated by all owi ng OSPFv3 adj acencies to be
fornmed between OSPFv3 routers with differing Hellolntervals or

Rout er Deadl ntervals (refer to Section 3). Additionally, hysteresis
has been added to the processing of stale self-originated LSAs to
mtigate the floodi ng overhead created by an OSPFv3 Router with a
duplicate OSPFv3 Router IDin the OSPFv3 routing domain (refer to
Section 7.4. Both updates are fully backward conpati bl e.

1.1. Requirenents notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC KEYWORDS] .

2. OSPFv3 Default Configuration

For conpl ete auto-configuration, OSPFv3 will need to choose suitable
configuration defaults. These include:

1. Area 0 Only - Al auto-configured OSPFv3 interfaces MIST be in
area 0.

2. OSPFv3 SHOULD be auto-configured on all |Pv6-capable interface on
the router. An interface MAY be excluded if it is clear that
runni ng OSPFv3 on the interface is not required. For exanple, if
manual configuration or another condition indicates that an
interface is connected to an Internet Service Provider (ISP)
there is typically no need to enploy OSPFv3. |In fact, [|Pv6-CPE]
specifically requires that | Pv6 Customer Premnm se Equi pnent (CPE)
routers do not initiate any dynanic routing protocol by default
on the router’s WAN, i.e., |ISP-facing, interface. 1In hone
net wor ki ng environnents, an interface where no OSPFv3 nei ghbors
are found but a DHCP | Pv6 prefix can be acquired may be
considered an I SP-facing interface and running OSPFv3 is
unnecessary.
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3.

3.

3. OSPFv3 interfaces will be auto-configured to an interface type
corresponding to their layer-2 capability. For exanple, Ethernet
interfaces and W-Fi interfaces will be auto-configured as OSPFv3
broadcast networks and Poi nt-to-Point Protocol (PPP) interfaces
wi Il be auto-configured as OSPFv3 Point-to-Point interfaces.

Most extant OSPFv3 inplenmentations do this already. Auto-
configured operation over wireless networks requiring a point-to-
mul ti point (P2MP) topol ogy and dynamic nmetrics based on wirel ess
feedback is not within the scope of this docunent. However,

aut o-configuration is not precluded in these environnents.

4, OSPFv3 interfaces MAY use an arbitrary Hellolnterval and
Rout er Deadl nterval as specified in Section 3. O course, an
identical Hellolnterval and RouterDeadlnterval will still be
required to forman adjacency with an OSPFv3 router not
supporting auto-configuration [ GSPFV3].

5. Al OSPFv3 interfaces SHOULD be auto-configured to use an
Interface Instance ID of O that corresponds to the base | Pv6
uni cast address fanmly instance I D as defined in [ OSPFV3- AF].
Simlarly, if IPv4 unicast addresses are advertised in a separate
aut o-confi gured OSPFv3 instance, the base | Pv4 uni cast address
famly instance ID value, i.e., 64, SHOULD be auto-configured as
the Interface Instance ID for all interfaces corresponding to the
| Pv4 uni cast OSPFv3 instance [ OSPFV3-AF].

OSPFv3 Hel | ol nterval / Rout erDeadl nterval Flexibility

Aut o- configured OSPFv3 routers will not require an identica

Hel I ol nterval and RouterDeadl nterval to form adjacencies. Rather
the received Hellolnterval will be ignhored and the received

Rout er Deadl nterval will be used to determ ne OSPFv3 liveliness with
the sending router. In other words, the Neighbor Inactivity Tiner
(Section 10 of [CSPFV2]) for each neighbor will reflect that

nei ghbor’ s adverti sed RouterDeadl nterval and MAY be different from
other OSPFv3 routers on the Iink wthout inpacting adjacency
formation. A similar mechanismrequiring additional signaling is
proposed for all OSPFv2 and OSPFv3 routers [ ASYNC HELLQ .

1. Wit Tinmer Reduction

In many situations, auto-configured OSPFv3 routers will be depl oyed
in environnents where back-to-back ethernet connections are utilized.

When this is the case, an OSPFv3 broadcast interface will not come up
until the other OSPFv3 router is connected and the routers will wait
Rout er Deadl nt erval seconds before form ng an adjacency [OSPFV2]. In

order to reduce this delay, an auto-configured OSPFv3 router MAY
reduce the wait interval to a value no less than (Hellolnterval + 1).
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Reduci ng the setting will slightly increase the Iikelihood of the
Desi gnated Router (DR) flapping but is preferable to the |ong

adj acency formation delay. Note that this value is not included in
OSPFv3 Hel |l o packets and does not inpact interoperability.

4., OSPFv3 M ninmal Authentication Configuration

In many depl oyments, the requirenment for OSPFv3 authentication
overrides the goal of conplete OSPFv3 autoconfiguration. Therefore,
it is RECOWENDED t hat OSPFv3 routers supporting this specification
mnimal |y offer an option to explicitly configure a single password
for HVMAC- SHA authentication as described in [ OSPFV3- AUTH TRAI LER] .
It is RECOWENDED that the password entered as ASCI| hexadeci nmal
digits and that 32 or nore digits to facilitate a password with a
hi gh degree of entropy. When configured, the password will be used
on all auto-configured interfaces with the Security Association
Identifier (SAID) set to 1 and HVAC SHA- 256 used as the

aut henti cation al gorithm

5. OSPFv3 Router |ID Selection

An OSPFv3 router requires a unique Router ID within the OSPFv3
routing donain for correct protocol operation. Existing Router ID
selection algorithns (section C.1 in [OSPFV2] and [ OSPFV3]) are not
viabl e since they are dependent on a unique |Pv4 interface address
which is not likely to be avail able in autoconfigured depl oynents.
An CSPFv3 router inplementing this specification will select a
router-id that has a high probability of uniqueness. A pseudo-random
nunber SHOULD be used for the OSPFv3 Router ID. The generation
SHOULD be seeded with a variable that is likely to be unique in the
appl i cabl e OSPFv3 router deploynment. A good choice of seed would be
some portion or hash of the Router-Hardware-Fingerprint as described
in Section 7.2.2.

Since there is a possibility of a Router ID collision, duplicate
Router |ID detection and resolution are required as described in
Section 7 and Section 7.3. OSPFv3 routers SHOULD mai ntain the | ast
successfully chosen Router IDin non-volatile storage to avoid

col l'i sions subsequent to when an autoconfigured OSPFv3 router is
first added to the OSPFv3 routing donain.

6. OSPFv3 Adjacency Formation

Since OSPFv3 uses | Pv6 |ink-1ocal addresses for all protocol nessages
ot her than nmessages sent on virtual |inks (which are not applicable
to auto-configuration), OSPFv3 adjacency formation can proceed as
soon as a Router ID has been selected and the I Pv6 |ink-1ocal address
has conpl eted Duplicate Address Detection (DAD) as specified in | Pv6

Li ndem & Arkko Expi res August 14, 2015 [ Page 5]



Internet-Draft OSPFv3 Aut o- Configuration February 2015

St at el ess Address Autoconfiguration [SLAAC]. Oherwi se, the only
changes to the OSPFv3 base specification are supporting

Hel | ol nt erval / Rout er Deadl nterval flexibility as described in
Section 3 and duplicate Router ID detection and resolution as
described in Section 7 and Section 7. 3.

7. OSPFv3 Duplicate Router |ID Detection and Resol ution

There are two cases of duplicate OSPFv3 Router ID detection. One
where the OSPFv3 router with the duplicate Router IDis directly

connected and one where it is not. |In both cases, the duplicate
resolution is for one of the routers to select a new OSPFv3 Router
I D.

7.1. Duplicate Router ID Detection for Neighbors

In this case, a duplicate Router IDis detected if any valid OSPFv3
packet is received with the sane OSPFv3 Router ID but a different

| Pv6 |ink-1ocal source address. Once this occurs, the OSPFv3 router
with the nunerically smaller IPv6 |link-local address will need to
sel ect a new Router ID as described in Section 7.3. Note that the
fact that the OSPFv3 router is a neighbor on a non-virtual interface
inplies that the router is directly connected. An OSPFv3 router

i mpl ementing this specification should assure that the inadvertent
connection of nultiple router interfaces to the sane physical link is
not m sconstrued as detection of an OSPFv3 nei ghbor with a duplicate
Router |D.

7.2. Duplicate Router ID Detection for Non-Nei ghbors

OSPFv3 routers inplenmenting auto-configuration, as specified herein,
MUST originate an Auto-Configuration (AC) Link State Advertisenent
(LSA) including the Router-Hardware-Fingerprint Type-Length-Val ue
(TLV). The Router-Hardware-Fingerprint TLV contains a variable

| ength value that has a very high probability of uniquely identifying
the advertising OSPFv3 router. An OSPFv3 router inplenmenting this
speci ficati on MIST detect received Auto-Configuration LSAs with its
Router ID specified in the LSA header. LSAs received with the loca
OSPFv3 Router’s Router IDin the LSA header are perceived as self-
originated (see section 4.6 of [OSPFV3]). 1In these received Auto-
Configuration LSAs, the Router-Hardware-Fingerprint TLV is conpared
agai nst the OSPFv3 Router’s own router hardware fingerprint. |If the
fingerprints are not equal, there is a duplicate Router ID conflict
and the OSPFv3 router with the nunerically smaller router hardware
fingerprint MJST select a new Router ID as described in Section 7.3.

This new LSA is designated for information related to OSPFv3 Auto-
configuration and, in the future, could be used for other auto-

Li ndem & Arkko Expi res August 14, 2015 [ Page 6]



Internet-Draft OSPFv3 Aut o- Configuration February 2015

configuration information, e.g., global |Pv6 prefixes. However, this
i s beyond the scope of this docunent.

7.2.1. (OSPFv3 Router Auto-Configuration LSA

The OSPFv3 Auto-Configuration (AC) LSA has a function code of TBD and
the S2/S1 bits set to 01 indicating Area Fl ooding Scope. The U bit
will be set indicating that the CSPFv3 AC LSA shoul d be fl ooded even
if it is not understood. The Link State ID (LSID) value will be a

i nteger index used to discrininate between nultiple AC LSAs
originated by the same CSPFv3 router. This specification only

descri bes the contents of an AC LSA with a Link State ID (LSID) of O.

0 1 2 3

01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
[ LS age | 1] O] 1] TBD [
B i s T T S T et S S T S I T s sl s ol ST S S S
| Link State ID |
B T i S S i S T h T i S S S S e
| Adverti sing Router |
B E e r e s i s i o T T s S S S S 2
| LS sequence nunber |
B i s T T S T et S S T S I T s sl s ol ST S S S
| LS checksum | Length |
B T i S S i S T h T i S S S S e
I I
+- TLVs -+
| - |

OSPFv3 Aut o- Configuration (AC) LSA
The format of the TLVs within the body of an AC LSA is the sane as
the format used by the Traffic Engi neering Extensions to OSPF [ TE].

The LSA payl oad consists of one or nmore nested Type/Length/ Val ue
(TLV) triplets. The format of each TLV is:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Length [
B e i i e o e e S T S e e s i i TR S
[ Val ue. . . [
B e o i T o S e i T e e e S i s ot o S R TR S

TLV For nat

The Length field defines the length of the value portion in octets
(thus a TLV with no value portion would have a length of 0). The TLV
is padded to 4-octet alignment; padding is not included in the length
field (so a 3-octet value would have a length of 3, but the tota

size of the TLV would be 8 octets). Nested TLVs are also 32-bit
aligned. For exanple, a 1l-byte value would have the length field set
to 1, and 3 octets of padding woul d be added to the end of the val ue
portion of the TLV. Unrecognized types are ignored.

The new LSA is designated for information related to OSPFv3 Aut o-
configuration and, in the future, can be used other auto-
configuration information.

7.2.2. Router-Hardware-Fingerprint TLV

The Router-Hardware-Fingerprint TLV is the first TLV defined for the
OSPFv3 Auto-Configuration (AC) LSA. It will have type 1 and MJUST be
advertised in the LSID OSPFv3 AC LSA with an LSID of 0. It SHOULD
occur, at nost, once and the first instance of the TLV will take
precedence over subsequent TLV instances. The length of the Router-
Har dwar e- Fi ngerprint is variable but nmust be 32 octets or greater.

If the Router-Hardware-Fingerprint TLV is not present as the first
TLV, the ACGLSA is considered nmalforned and is ignored for the

pur poses of duplicate Router ID detection. Additionally, the event
SHOULD be | ogged.

The contents of the hardware fingerprint MJST have an extrenely high
probability of uniqueness. It SHOULD be constructed fromthe

concat enati on of a nunber of |ocal values that thensel ves have a high
I'i keli hood of uniqueness, such as MAC addresses, CPU I D, or serial
numbers. It is RECOMWENDED t hat one or nore avail abl e universa
tokens (e.g., |EEE 802 48-bit MAC addresses or | EEE EU - 64
Identifiers [EU 64]) associated with the OSPFv3 router be included in
the hardware fingerprint. 1t MJST be based on hardware attributes
that will not change across hard and soft restarts.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ 1 | >32 [
B i i S S i I e i S S R L e e e e
| Rout er Har dwar e Fi ngerpri nt [
0
0
o}

R o T S T S T e T i T S S S S S S S e

Rout er - Har dwar e- Fi nger pri nt TLV For nmat
7.3. Duplicate Router |ID Resolution

The OSPFv3 router selected to resolve the duplicate OSPFv3 Router |ID
condi tion nust select a new OSPFv3 Router ID. The OSPFv3 router
SHOULD reduce the possibility of a subsequent Router ID collision by
checking the Link State Database for an OSPFv3 Aut o- Configuration LSA
with the newly selected Router ID and a different Router-Hardware-
Fingerprint. |If one is detected, a new Router ID should be sel ected
wi t hout going through the resolution process Section 7. After
selecting a new Router 1D, all self-originated LSAs MJST be
reoriginated, and any OSPFv3 nei ghbor adjacenci es MJST be

reestabli shed. The OSPFv3 router retaining the Router |ID causing the
conflict will reoriginate or purge stale any LSAs as described in
Section 13.4 [ OSPFV2].

7.4. Change to RFC 2328 Section 13.4, 'Receiving Self-Oiginated LSAs’

RFC 2328 [ OSPFV2], Section 13.4, describes the processing of received
self-originated LSAs. |If the received LSA doesn’t exist, the
receiving router will purge it fromthe OSPF routing domain. |If the
LSA is newer than the version in the Link State Database (LSDB), the
receiving router will originate a newer version by advancing the LSA
sequence nunber and reoriginating. Since it is possible for an auto-
configured OSPFv3 router to choose a duplicate OSPFv3 Router |ID
OSPFv3 routers inplenmenting this specification should detect when

mul tiple instances of the sane self-originated LSA are purged or
reoriginated since this is indicative of an OSPFv3 router with a
duplicate Router IDin the OSPFv3 routing domain. When this
condition is detected, the OSPFv3 router SHOULD del ay sel f-origi nated
LSA processing for LSAs that have recently been purged or
reoriginated. This specification recomends 10 seconds as the
interval defining recent self-originated LSA processing and an
exponential back off of 1 to 8 seconds for the processing del ay.
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This additional delay should allow for the nmechani snms described in
Section 7 to resolve the duplicate OSPFv3 Router ID conflict.

Since this nechanismis useful in mtigating the flooding overhead
associated with the inadvertent or malicious introduction of an
OSPFv3 router with a duplicate Router IDinto an OSPFv3 routing
domain, it MAY be depl oyed outside of autoconfigured depl oynents
The detection of a self-originated LSA that is being repeated
reoriginated or purged SHOULD be | ogged.

8. Security Considerations

A uni que OSPFv3 Interface Instance IDis used for auto-configuration
to prevent inadvertent OSPFv3 adjacency formation, see Section 2

The goals of security and conpl ete OSPFv3 auto-configuration are
somewhat contradictory. Wen no explicit security configuration
takes place, auto-configuration inplies that additional devices

pl aced in the network are automatically adopted as a part of the
networ k. However, auto-configuration can also be conbined with
password configuration (see Section 4) or future extensions for
automati c pairing between devices. These nechanisns can hel p provide
an automatically configured, securely routed network.

In depl oynents where different authentication algorithm per-
interface keys, or encryption is required, OSPFv3 | Psec

[ OSPFV3-1PSEC] or alternate OSPFv3 Authentication trailer

[ OSPFV3- AUTH TRAI LER] al gorithns MAY be used at the expense of
additional configuration. The configuration and operationa
description of such deploynents is beyond the scope of this docunent.
However, a depl oynent could always revert to explicit configuration
as described in Section 9 for features such as | Psec, per-interface
keys, or alternate authentication algorithns.

The introduction, either malicious or accidental, of an OSPFv3 router
with a duplicate Router IDis an attack point for OSPFv3 routing
domains. This is due to the fact that OSPFv3 routers will interpret
LSAs advertised by the router with the same Router ID as self-
originated LSAs and attenpt to purge themfromthe routing domain.
The mechanisns in Section 7.4 will mtigate the effects of
dupl i cati on.

9. Managenent Consi derations
It is RECOWENDED that OSPFv3 routers supporting this specification
al so support explicit configuration of OSPFv3 paraneters as specified

in Appendi x C of [OSPFV3]. The would allow explicit override of
autoconfigured paraneters in situations where it is required (e.g.
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10.

11.

if the deploynment requires multiple OSPFv3 areas). This is in
addition to the authentication key configuration recomended in
Section 4. Additionally, it is RECOWENDED t hat OSPFv3 routers
supporting this specification allow autoconfiguration to be
conpl etely disabl ed.

Since there is a small possibility of OSPFv3 Router ID collisions,
manual configuration of OSPFv3 Router IDs is RECOVWENDED i n OSPFv3
routi ng domai ns where route convergence due to a router ID change is
i ntol erabl e.

OSPFv3 Routers supporting this specification MIST augnent nechani sns
for displaying or otherw se conveyi ng OSPFv3 operational state to

i ndi cate whether or not the OSPFv3 router was autoconfigured and
whet her or not its OSPFv3 interfaces have been auto-confi gured.

| ANA Consi der ati ons

This specification defines an OSPFv3 LSA Type for the OSPFv3 Auto-
Configuration (AC) LSA, as described in Section 7.2.1. The value TBD
will be allocated fromthe existing "OSPFv3 LSA Function Code"
registry for the OSPFv3 Auto-Configuration LSA

This specification also creates a registry for OSPFv3 Auto-
Configuration (AC) LSA TLVs. This registry should be placed in the
exi sting OSPFv3 | ANA registry, and new val ues can be allocated via
| ETF Review or, under exceptional circunstances, |ESG Approval

[ 1 ANA- GUI DELI NES]

Three initial values are all ocated:
o O is marked as reserved.
0 1 is Router-Hardware-Fingerprint TLV (Section 7.2.2).

0 65535 is an Auto-configuration-Experinent-TLV, a common val ue that
can be used for experinental purposes.
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