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Abst ract

The Pat h Conput ati on El enent Communi cation Protocol (PCEP) defines
the mechani sms for the comunicati on between a Path Conputation
Client (PCC) and a Path Conputation El enent (PCE), or anong PCEs.
Thi s docunent describe the usage of Transport Layer Security (TLS) to
enhance PCEP security, hence the PCEPS acronym proposed for it. The
addi tional security nmechanisns are provided by the transport protocol
supporting PCEP, and therefore they do not affect its flexibility and
extensibility.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1.

I nt roducti on

PCEP [ RFC5440] defines the mechani sns for the comunication between a
Pat h Conputation dient (PCC) and a Path Conputation El enent (PCE)

or between two PCEs. These interactions include requests and replies
that can be critical for a sustainable network operation and adequate
resource allocation, and therefore appropriate security beconmes a key
element in the PCE infrastructure. As the applications of the PCE
framewor k evol ves, and nore conpl ex service patterns energe, the
definition of a secure node of operation becones nore rel evant.

[ RFC5440] analyzes in its section on security considerations the
potential threats to PCEP and their consequences, and discusses
several mechani sms for protecting PCEP agai nst security attacks,

wi t hout making a specific recommendati on on a particul ar one or
defining their application in depth. Mreover, [RFC6952] remarks the
i mportance of ensuring PCEP commruni cation privacy, especially when
PCEP comuni cati on endpoints do not reside in the sane AS, as the

i nterception of PCEP nmessages could | eak sensitive information
related to computed paths and resources.

Anong t he possi bl e solutions nentioned in these docunents, Transport
Layer Security (TLS) [RFC5246] provides support for peer

aut hentication, and nmessage encryption and integrity. TLS supports
t he usage of well-know nmechani sns to support key configuration and
exchange, and neans to perform security checks on the results of PCE
di scovery procedures via | GP ([ RFC5088] and [ RFC5089]).

Thi s docunent describes a security container for the transport of
PCEP requests and replies, and therefore it will not interfere with
the protocol flexibility and extensibility.

Thi s docunment describes how to apply TLS in securing PCE

i nteractions, including the TLS handshake mechani sns, the TLS net hods
for peer authentication, the applicable TLS ciphersuites for data
exchange, and the handling of errors in the security checks. 1In the
rest of the document we will refer to this usage of TLS to provide a
secure transport for PCEP as "PCEPS".

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3.  Applying PCEPS
3.1. TCP ports

Since PCEP can operate either with or without TLS, it is necessary
for the PCEP speaker to indicate whether it wants to set up a TLS
connection or not. There are two main ways of achieving this:

0 One option is to use a different port nunber for TLS connections
(for exanple, the port 443 used for HITPS)

o0 The other is to use the regular port nunmber and have the PCEP
speaker request that the PCE switch the connection to TLS using a
prot ocol - speci fic mechani sm (for exanple, the STARTTLS for mail
and news protocols)

To avoid requiring a specific PCEP extension to request TLS, this

docunent proposes the usage of the forner solution to inplenent

PCEPS.

The default destination port nunber for PCEPS is TCP/ XXXX

NOTE: This port has to be agreed and regi stered as PCEPS with | ANA
3.2. TLS Connection Establishnent

PCEPS has no notion of negotiating TLS in an established connection

PCEP peers MAY either discover that the other PCEP endpoi nt supports

PCEPS or can be preconfigured to use PCEPS for a given peer (see

section Section 4 for nore details). The connection establishnent

SHALL follow the follow ng steps:

1. After conpleting the TCP handshake, inmmedi ately negotiate TLS
sessions according to [ RFC5246]. The following restrictions

appl y:
* Support for TLS v1.2 [RFC5246] or later is REQU RED.

* Support for certificate-based nmutual authentication is
REQUI RED.

*  Negotiation of nmutual authentication is REQU RED.

* Negotiation of a ciphersuite providing for integrity
protection i s REQU RED.

*  Negotiation of a ciphersuite providing for confidentiality is
RECOMVENDED.
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* Support for and negotiation of conpression is OPTI ONAL.

* PCEPS i npl enmentations MJST, at a mninum support negotiation

of

the TLS_RSA W TH_3DES_EDE_CBC SHA, and SHOULD suppor t

TLS_RSA W TH RC4_128 SHA and TLS_RSA W TH_AES 128 CBC SHA as

wel

I. In addition, PCEPS inplenentations MJST support

negoti ati on of the mandatory-to-inplenment ciphersuites
required by the versions of TLS that they support.

Peer authentication can be perfornmed in any of the follow ng two
REQUI RED oper ati on nodel s:

* TLS with X. 509 certificates using PKIX trust nodel s:

+

et al.

| mpl enent ati ons MJUST all ow the configuration of a |ist of
trusted Certification Authorities (CAs) for incomng
connecti ons.

Certificate validation MIUST include the verification rules
as per [RFC5280].

I npl enent ati ons SHOULD indicate their trusted CAs. For TLS
1.2, this is done using [ RFC5246], Section 7.4.4,
"certificate_ authorities" (server side) and [ RFC6066],
Section 6 "Trusted CA Indication" (client side).

Peer validation always SHOULD i ncl ude a check on whet her
the locally configured expected DNS nane or | P address of
the peer that is contacted natches its presented
certificate. DNS names and | P addresses can be contai ned
in the Common Nanme (CN) or subjectAltName entries. For
verification, only one of these entries is to be
considered. The follow ng precedence applies: for DNS name
val i dation, subjectAl tNane: DNS has precedence over CN, for

| P address validation, subjectAl tNane:i PAddr has precedence
over CN

NOTE: Consi der here whether peer validati on MAY be extended
by means of the DANE procedures, including its specs as
informative references.

I mpl ement ati ons MAY al l ow the configuration of a set of
additional properties of the certificate to check for a
peer’s authorization to communicate (e.g., a set of allowed
val ues in subjectAltNanme: URI or a set of allowed X509v3
Certificate Policies)
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* TLS with X. 509 certificates using certificate fingerprints:
| mpl enent ati ons MJUST all ow the configuration of a |ist of
trusted certificates, identified via fingerprint of the
Di stingui shed Encodi ng Rul es (DER) encoded certificate octets.
| mpl enent ati ons MJUST support SHA-256 as the hash al gorithm for
the fingerprint.

3. Start exchangi ng PCEP nessages.

To support TLS re-negotiation both peers MJST support the nechani sm
described in [RFC5746]. Any attenpt of initiate a TLS handshake to
establi sh new cryptographic paraneters not aligned with [ RFC5746]
SHALL be considered a TLS negotiation failure.

3.3. Peer ldentity

Dependi ng on the peer authentication nmethod in use, PCEPS supports
different operation nodes to establish peer’s identity and whether it
is entitled to performrequests or can be considered authoritative in
its replies. PCEPS inplenentations SHOULD provi de nechani sns for
associating peer identities with different |evels of access and/or
aut horitativeness, and they MJST provide a nechanismfor establish a
default level for properly identified peers. Any connection
established with a peer that cannot be properly identified SHALL be
term nat ed before any PCEP exchange takes pl ace.

In TLS- X. 509 node using fingerprints, a peer is uniquely identified
by the fingerprint of the presented client certificate.

There are numerous trust nodels in Public-Key Infrastructure (PKI)
environnments, and it is beyond the scope of this docunent to define
how a particul ar depl oynent determ nes whether a client is
trustworthy. Inplenentations that want to support a w de variety of
trust nodels shoul d expose as many details of the presented
certificate to the administrator as possible so that the trust nodel
can be inplenented by the adm nistrator. As a suggestion, at |east
the followi ng parameters of the X. 509 client certificate should be
exposed:

0 Peer’s |IP address
0o Peer’'s fully qualified domain nane (FQDN)
o Certificate Fingerprint

o |ssuer
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0 Subj ect

o Al X509v3 Extended Key Usage

o Al X509v3 Subject Alternative Name
o Al X509v3 Certificate Policies

In addition, a PCC MAY apply the procedures described in [ RFC6698]
(DANE) to verify its peer identity when using DNS di scovery. See
section Section 4.1 for further details.

3.4. Connection Establishnment Failure

In case the initial TLS negotiation or the peer identity check fail

according to the procedures listed in this docunent, the peer MJST

i Mmediately terminate the session. It SHOULD foll ow the procedure

listed in [ RFC5440] to retry session setup along with an exponenti al
back-of f session establishment retry procedure.

4. Discovery Mechani sns

A PCE can advertise its capability to support PCEPS using the | GP
adverti senent and di scovery mechanism The PCE- CAP- FLAGS sub-TLV is
an optional sub-TLV used to advertise PCE capabilities. 1t MAY be
present within the PCED sub-TLV carried by OSPF or IS 1S. [RFC5088]
and [ RFC5089] provide the description and processing rules for this
sub- TLV when carried within OSPF and | S-1S, respectively. PCE
capability bits are defined in [ RFC5088]. A new capability flag bit
for the PCE- CAP- FLAGS sub-TLV that can be announced as attribute to
distribute PCEP security support information is proposed in

[1-D. wu-pce-di scovery-pceps-support]

NOTE: A new bit nust be added here to advertise the PCEPS capability.

When DNS is used by a PCC (or a PCE acting as a client, for the rest
of the section, PCCrefers to both) willing to use PCEPS to | ocate an
appropriate PCE [I|-D.wi-pce-dns-pce-di scovery], the PCC as initiating
entity chooses at |east one of the returned FQDNs to resol ve, which
it does by performing DNS "A" or "AAAA" | ookups on the FDQN. This
will eventually result in an IPv4 or | Pv6 address. The PCC SHALL use
the I P address(es) fromthe successfully resolved FDON (with the
correspondi ng port nunber returned by the DNS SRV | ookup) as the
connection address(es) for the receiving entity.

If the PCC fails to connect using an | P address but the "A" or "AAAA"
| ookups returned nore than one | P address, then the PCC SHOULD use
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the next resolved I P address for that FDON as the connection address.
If the PCC fails to connect using all resolved | P addresses for a
given FDQN, then it SHOULD repeat the process of resolution and
connection for the next FQDN returned by the SRV | ookup based on the
priority and weight.

If the PCC receives a response to its SRV query but it is not able to
establish a PCEPS connection using the data received in the response,
as initiating entity it MAY fall back to | ookup a PCE that uses TCP
as transport.

4.1. DANE Applicability

DANE [ RFC6698] defines a secure nmethod to associate the certificate
that is obtained froma TLS server with a domai n name usi ng DNS
i.e., using the TLSA DNS resource record (RR) to associate a TLS
server certificate or public key with the donmai n nane where the
record is found, thus formng a "TLSA certificate association". The
DNS i nformation needs to be protected by DNSSEC. A PCC willing to
apply DANE to verify server identity MJST conformto the rules
defined in section 4 of [RFC6698].

5. Backward Conpatibility

Since the procedure described in this document describes a security
container for the transport of PCEP requests and replies carried on a
newy allocated TCP port there will be no inpact on the base PCEP
and/ or any further extensions.

6. | ANA Consi derati ons
NOTE: PCEPS has to be registered as TCP port XXXX

No new PCEP nessages or other objects are defined.

7. Security Considerations

Wil e the application of TLS satisfies the requirenent on privacy as
wel|l as fine-grained, policy-based peer authentication, there are
security threats that it cannot address. It is advisable to apply
additional protection neasures, in particular in what relates to
attacks specifically addressed to forging the TCP connection

underpi nning TLS. TCP-AO (TCP Authentication Option [RFC5925]) is
fully conpatible with and deened as conplenentary to TLS, so its
usage is to be considered as a security enhancenment whenever any of
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9.

9.

1.

the PCEPS peers require it, especially in the case of long-1lived
connections. The mechanisns to configure the requirenents to use
TCP- AO and ot her | ower-layer protection nmeasures, as well as the
association of the required crypto material (MKT in the case of
TCP-AO) with a particular peer are outside the scope of this
docunent. [1-D.chunduri-Kkarp-using-ikev2-wi th-tcp-ao] defines a
met hod to perform such associ ati on.

Si nce comput ational resources required by TLS handshake and

ci phersuite are higher than unencrypted TCP, clients connecting to a
PCEPS server can nore easily create high |oad conditions and a
mal i cious client nmight create a Denial-of-Service attack nore easily.

Some TLS ciphersuites only provide integrity validation of their
payl oad, and provide no encryption. This specification does not
forbid the use of such ciphersuites, but adm nistrators nust weight
carefully the risk of relevant internal data | eakage that can occur
in such a case, as explicitly stated by [ RFC6952].

When using certificate fingerprints to identify PCEPS peers, any two
certificates that produce the sanme hash value will be considered the
sanme peer. Therefore, it is inportant to nake sure that the hash
function used is cryptographically unconproni sed so that attackers
are very unlikely to be able to produce a hash collision with a
certificate of their choice. This docunent mandates support for SHA-
256, but a later revision may demand support for stronger functions
if suitable attacks on it are known.
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