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Abst ract

The ability to compute shortest constrained Traffic Engi neering Labe
Switched Paths (TE LSPs) in Miltiprotocol Label Sw tching (MPLS) and
Generalized MPLS (GWLS) networks across nultiple domai ns has been
identified as a key requirenment. In this context, a donmain is a
collection of network el enents within a common sphere of address
managenment or path conmputational responsibility such as an Interior
Gat eway Protocol (1GP) area or an Autonomous Systens (AS). This
docunent specifies a standard representati on and encodi ng of a
Domai n- Sequence, which is defined as an ordered sequence of domains
traversed to reach the destination donmain to be used by Path

Conput ati on El enents (PCEsS) to conpute inter-domain shortest
constrai ned paths across a predeterm ned sequence of domains . This
docunent al so defines new subobjects to be used to encode domnain

i dentifiers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 11, 2014.
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1. Introduction

A PCE may be used to conpute end-to-end paths across nulti-domain
envi ronnments using a per-domain path conputation techni que [ RFC5152].
The so call ed backward recursive path conputati on (BRPC) mechani sm

[ RFC5441] defines a PCE-based path conputation procedure to conpute

i nter-domai n constrained (G MPLS TE LSPs. However, both per-donain
and BRPC techni ques assune that the sequence of domains to be crossed
fromsource to destination is known, either fixed by the network
operator or obtained by other neans. Also for inter-domain point-to-
mul ti-point (P2MP) tree conputation, [PCE-P2MP- PROCEDURES] assunes
the domain-tree is known in priori

The list of donmains (donmi n-sequence) in a point-to-point (P2P) path
or a point-to-nulti-point (P2MP) tree is usually a constraint in the
pat h conputation request. The PCE determ nes the next PCE to forward
the request based on the domai n-sequence. 1In a nulti-domain path
conputation, a PCC MAY indicate the sequence of donmmins to be
traversed using the Include Route Object (RO defined in [ RFC5440].

When the sequence of dommins is not known in advance, the
Hi erarchical PCE (H PCE) [ RFC6805] architecture and nechani sns can be
used to determ ne the end-to-end Domai n- Sequence.

Thi s docunent defines a standard way to represent and encode a
Domai n- Sequence in various deployment scenarios including P2P, P2MP
and H PCE.

The Domai n- Sequence (the set of domains traversed to reach the
destination domain) is either adm nistratively predeterm ned or

di scovered by sonme neans (H PCE) that is outside of the scope of this
docunent .
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[ RFC5440] defines the Include Route Object (1RO and the Explicit
Rout e hject (ERO; [RFC5521] defines the Exclude Route hject (XRO
and the Explicit Exclusion Route Subobject (EXRS); The use of

Aut ononbus System (AS) (albeit with a 2-Byte AS nunber) as an
abstract node representing domain is defined in [ RFC3209], this
docunent specifies new subobjects to include or exclude domai ns such
as an | GP area or an Autononous Systens (4-Byte as per [RFC4893]).

Further, the domain identifier may sinply act as delimter to specify
where the donmmi n boundary starts and ends.

This is a conpani on docunment to Resource ReserVation Protocol -
Traffic Engineering (RSVP-TE) extensions for the domain identifiers
[ DOVAI N- SUBOBJ] .

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Term nol ogy
The following term nology is used in this docunent.

ABR: OSPF Area Border Router. Routers used to connect two | GP
ar eas.

AS: Autononpus System

ASBR:  Aut ononopus System Boundary Router

BN: Boundary Node, Can be an ABR or ASBR

BRPC. Backward Recursive Path Conputation

Domai n:  As per [RFC4655], any collection of network elements within
a conmon sphere of address managenent or path conputationa
responsibility. Exanples of domains include Interior Gateway

Protocol (I GP) areas and Aut ononpus Systens (ASs).

Domai n- Sequence: An ordered sequence of domains traversed to reach
t he destinati on domain.

ERO. Explicit Route Object

H PCE: Hierarchical PCE
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3.

3.

3.

IGP: Interior Gateway Protocol. Either of the two routing
protocol s, Open Shortest Path First (OSPF) or Internmediate System
to Internediate System (1S 19)

I RO Include Route Object
IS 1S Internediate Systemto Internediate System
OSPF:  Open Shortest Path First.

PCC. Path Conputation Cient: any client application requesting a
path conputation to be perfornmed by a Path Conputation El enent.

PCE: Path Conputation Elenent. An entity (conmponent, application
or network node) that is capable of conmputing a network path or
route based on a network graph and appl yi ng conputationa
constraints.

P2MP:  Point-to-Miltipoint
P2P:  Poi nt - t o- Poi nt
RSVP: Resource Reservation Protoco
TE LSP: Traffic Engineering Label Swi tched Pat h.
Detail Description
1. Donmins

[ RFCA726] and [ RFC4655] define domain as a separate administrative or
geographi c environment within the network. A domain may be further
defined as a zone of routing or conputational ability. Under these
definitions a domain mght be categorized as an AS or an | GP area.
Each AS can be made of several IGP areas. |In order to encode a
Domai n- Sequence, it is required to uniquely identify a domain in the
Domai n- Sequence. A domain can be uniquely identified by area-id or
AS or both.

2. Donmi n- Sequence

A domai n-sequence is an ordered sequence of domains traversed to
reach the destination domain

A domai n- sequence can be applied as a constraint and carried in path
conputation request to PCE(s). A dommin-sequence can al so be the
result of a path conputation. For exanple, in the case of H PCE
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[ RFC6805] Parent PCE MAY send the Domai n- Sequence as a result in a
pat h conputation reply.

In this context, the ordered nature of a donmi n-sequence is
considered to be inportant. |In a P2P path, the donmins |isted appear
in the order that they are crossed. |In a P2MP path, the domain tree
is represented as list of domain sequences.

A domai n- sequence enables a PCE to select the next PCE to forward the
pat h conputation request based on the donmain infornmation

A PCC or PCE MAY add an additional constraints covering which
Boundary Nodes (ABR or ASBR) or Border links (Inter-AS-1ink) MJST be
traversed whil e defining a Donai n- Sequence.

Thus a Donmi n- Sequence MAY be nade up of one or nore of -

0 AS Number

o Area ID

0 Boundary Node ID

0 Inter-AS-Link Address

Consequently, a Domai n- Sequence can be used:

1. by a PCE in order to discover or select the next PCE in a
col l aborative path conputation, such as in BRPC [ RFC5441];

2. by the Parent PCE to return the Domai n- Sequence when unknown,
this can further be an input to BRPC procedure [ RFC6805];

3. by a PCC (or PCE) to constraint the domains used in a H PCE path
conmputation, explicitly specifying which donains to be expanded;

4. by a PCE in per-domain path conputation nodel [RFC5152] to
identify the next domain(s);

3.3. Standard Representation
Domai n- Sequence MAY appear in PCEP Messages, notably in -
0 Include Route Ohject (IRO: As per [RFC5440], used to specify set
of network elenents that MJST be traversed. These subobjects are

used to specify the domai n-sequence that MJST be traversed to
reach the destination.
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0 Exclude Route Ohject (XRO): As per [RFC5521], used to specify
certain abstract nodes that MJST be excluded from whol e path.
These subobjects are used to specify certain domains that MJST be
avoi ded to reach the destination.

o0 Explicit Exclusion Route Subobject (EXRS): As per [RFC5521], used
to specify exclusion of certain abstract nodes between a specific
pair of nodes. EXRS are a subobject inside the RO These
subobj ects are used to specify the domains that nust be excl uded
bet ween two abstract nodes.

0 Explicit Route hject (ERO: As per [RFC5440], used to specify a
computed path in the network. For exanple, in the case of H PCE
[ RFC6805] Parent PCE MAY send the Domai n- Sequence as a result in a
pat h conputation reply using ERO
3.4. Include Route Ohject (1RO

As per [RFC5440], IRO (Include Route (bject) can be used to specify
that the conputed path MJST traverse a set of specified network
el ements or abstract nodes.

3.4.1. Subobjects

Some subobj ects are defined in [ RFC3209], [RFC3473], [RFC3477] and
[ RFCA874], but new subobjects related to Domai n- Sequence are needed.

The follow ng subobject types are used in | RO

Type Subobj ect
1

| Pv4 prefix
2 | Pv6 prefix
4 Unnunbered Interface 1D
32 Aut ononbus system nunber (2 Byte)

33 Explicit Exclusion (EXRS)

Thi s docunent extends the above list to support 4-Byte AS nunbers and
| GP Areas.

Type Subobj ect
TBD  Autononpus system nunber (4 Byte)
TBD OSPF Area id
TBD |ISIS Area id
- Aut ononpus system

[ RFC3209] already defines 2 byte AS nunber.
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To support 4 byte AS nunmber as per [RFC4893] foll owi ng subobject is
def i ned:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| L] Type | Length | Reserved |
B i s T T S T et S S T S I T s sl s ol ST S S S
| AS-1D (4 bytes) |
B T i S S i S T h T i S S S S e

L: The L bit is an attribute of the subobject as defined in
[ RFC3209] .

Type: (TBA by I ANA) indicating a 4-Byte AS Nunber.
Length: 8 (Total |ength of the subobject in bytes).
Reserved: Zero at transm ssion, ignored at receipt.

AS-ID: The 4-Byte AS Nunber. Note that if 2-Byte AS nunbers are in
use, the low order bits (16 through 31) should be used and the
hi gh order bits (0 through 15) should be set to zero

- | GP Area

Since the length and format of Area-id is different for OSPF and
SIS, followi ng two subobjects are defined:

For OSPF, the area-id is a 32 bit nunber. The subobject is encoded
as foll ows:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| L] Type | Length | Reserved |
B T T i I T T o S S S e b S S S
| OSPF Area Id (4 bytes) |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

L: The L bit is an attribute of the subobject as defined in
[ RFC3209] .

Type: (TBA by 1 ANA) indicating a 4-Byte OSPF Area |D.

Length: 8 (Total |ength of the subobject in bytes).
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Reserved: Zero at transmi ssion, ignored at receipt.
OSPF Area Id: The 4-Byte OSPF Area |ID.

For I1S-1S, the area-id is of variable length and thus the | ength of
t he Subobject is variable. The Area-id is as described in |S-1S by
| SO standard [|1S0O10589]. The subobject is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
| L] Type [ Length | Area-Len | Reserved [
R R e R e s s e o S S e R e o o
I I

/1 IS-1S Area ID /11
I I
B i i S S i I e i S S R L e e e e
L: The L bit is an attribute of the subobject as defined in
[ RFC3209] .

Type: (TBA by IANA) indicating IS-1S Area ID.

Length: Variable. As per [RFC3209], the total length of the
subobj ect in bytes, including the L, Type and Length fields. The
Length MJUST be at |east 4, and MJST be a multiple of 4.

Area-Len: Variable (Length of the actual (non-padded) IS IS Area
Identifier in octets; Valid values are from2 to 11 inclusive).

Reserved: Zero at transmi ssion, ignored at receipt.

IS 1S Area Id: The variable-length IS-1S area identifier. Padded
with trailing zeroes to a four-byte boundary.

3.4.2. Option (A): New | RO Ohject Type
[ RFC5440] in its description of | RO does not require the subobjects
to be in a given particular order. Wen considering a Domnai n-

Sequence, the donmamin relative ordering is a basic criterion and, as
such, this option suggest a new | RO obj ect type.
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RO bj ect-Cd ass is 10.
| RO bj ect-Type is TBD. (2 suggested value to | ANA)

0 1 2 3
01234567890123456789012345678901
B e e i S R S e S e e e S T e e S e i o ol i i i T
I I
/1 (Subobj ect s) /1

R o T S T S T e T i T S S S S S S S e

Subobj ects: The 1RO is nade of subobjects identical to the ones
defined in [ RFC3209], [RFC3473], and [RFC3477], where the IRO
subobj ect type is identical to the subobject type defined in the
rel ated docunents. Sonme new subobjects related to Donmi n- Sequence
are al so added in this docunment as mentioned in Section 3.4.

[ RFC3209] defines subobjects for |Pv4, 1Pv6 and unnunbered Interface
I D, which in the context of domain-sequence is used to specify
Boundary Node (ABR/ ASBR) and Inter-AS-Links. The subobjects for AS
Nunber (2 or 4 Byte) and IGP Area is used to specify the donain
identifiers in the domai n-sequence.

The new | RO hj ect- Type used to define the domai n-sequence woul d
handle the L bit (Loose / Strict) in the subobjects sinilar to
[ RFC3209] .

Furt her we have foll owi ng options:

* Option (A.1): New | RO hject Type for Domai n- Sequence object only.
A new | RO (bject Type is used to specify the ordered sequence of
domai ns ( Domai n- Sequence) only. The PCReq nessage is nodified to
al | ow encodi ng of both types of RO one with I RO Type 1 [ RFC5440]
used to specify the intra-donain abstract nodes and resources and
the second | RO Type with the new subobjects as described in this
section to specify the domai n-sequence. Al other rules of PCEP
obj ects and nessage processing (ex. P bit handling of Comon
hj ect Header) is as per [RFC5440].

* Option (A 2): New | RO nject Type for both intra and inter-donain
(domai n-sequence). A new | RO Object Type is used to include both
intra nodes and inter-donmai ns nodes but the sequence of domain is
strict. The intra-domain nodes can still be ordered. 1In case of
i nter-domain path conputation, only the new I RO type is used which
contains the specific intra domain network nodes as well as inter-
domai n abstract nodes or domains. The inter-domain abstract nodes
are encoded in the sequence they nust be traversed but the intra-
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donai n el enents MAY be an unordered set. There is no need to
change the PCReq nessage format.

3.4.2.1. Handling of the Domain-Sequence | RO obj ect

An | RO obj ect contai ni ng Donai n- Sequence subobj ects constraints or
defines the domains involved in a multi-domain path conputation,
typically involving two or nore coll aborative PCEs.

A Donmai n- Sequence can have varying degrees of granularity; it is
possi bl e to have a Donmi n- Sequence conposed of, uniquely, AS
identifiers. It is also possible to list the involved areas for a
gi ven AS.

In any case, the mapping between domai ns and responsi ble PCEs is not
defined in this docunment. It is assumed that a PCE that needs to
obtain a "next PCE" from a Dommi n- Sequence is able to do so (e.g. via
adm ni strative configuration, or discovery).

A PCC buil ds a Domai n- Sequence | RO to encode the Domai n- Sequence,
that is all domains that it w shes the cooperating PCEs to traverse
in order to conpute the end to end path.

For each inclusion, the PCC clears the L-bit to indicate that the PCE
is required to include the domain, or sets the L-bit to indicate that
the PCC sinply desires that the domain be included in the domain-
sequence.

When a PCE receives a PCEP Request nessage with an RO it |ooks for
a Donai n- Sequence | RO (new type) to see if a donmi n-sequence is
specified. |If the nessage contains nore than one Domai n- Sequence | RO
(new type), it MJST use the first one in the nmessage and MJST ignore
subsequent i nstances.

If a PCE does not recogni ze the Donai n- Sequence | RO (new type), it
MUST return a PCErr nessage with Error-Type "Unknown Object" and
Error-val ue "Unrecogni zed obj ect Type" as described in [ RFC5440].

If a PCEis unwilling or unable to process the Domai n- Sequence | RO
(new type), it MJST return a PCErr nessage with the Error-Type " Not
supported object” and follow the rel evant procedures described in

[ RFC5440] .

If a PCE that supports the Domai n- Sequence | RO (new type) and
encounters a subobject that it does not support or recognize, it MJST
act according to the setting of the L-bit in the subobject. |If the
L-bit is clear, the PCE MIUST respond with a PCErr with Error-Type
"Unrecogni zed subobj ect"” and set the Error-Value to the subobject
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type code. |If the L-bit is set, the PCE MAY respond with a PCErr as
al ready stated or MAY ignore the subobject: this choice is a loca
pol i cy deci sion

If a PCE parses a Dommi n- Sequence | RO (new type), it MJST act
according to the requirenents expressed in the subobject. That is,
if the L-bit is clear, the PCE(s) MJST produce a path that follows
domai n- sequence nodes in order identified by the subobjects in the
path. If the L-bit is set, the PCE(s) SHOULD produce a path al ong
t he Donmai n- Sequence unless it is not possible to construct a path
complying with the other constraints expressed in the request.

A successful path conputation reported in a PCEP response nessage
MUST include an ERO to specify the path that has been conputed as
specified in [ RFC5440] follow ng the sequence of domains.

In a PCEP response nmessage, PCE MAY al so supply a Donai n- Sequence | RO
(new type) with the NO PATH object indicating that the set of

el ements of the request’s Domai n- Sequence | RO prevented the PCE from
finding a path.

Subobj ect types for AS and | GP Area affect the next donain selection
as well as finding the PCE serving that donain.

Note that a particular domain in the domai n-sequence can be
identified by :-

0 Asingle IGP Area: Only the I1GP (CSPF or 1SIS) Area subobject is
used to identify the next domain. (Refer Figure 1)

0 Asingle ASS Only the AS subobject is used to identify the next
domain. (Refer Figure 2)

o0 Both an AS and an | GP Area: Conbination of both AS and Area are
used to identify the next domain. |In this case the order is AS
Subobj ect followed by Area. (Refer Figure 3)

Subobj ect representing Boundary Node or Inter-AS-Link MJST be applied
during the final path conputation procedure as before.

3.4.3. Option B: Existing | RO Object Type
The 1RO (I nclude Route bject) [RFC5440] is an optional object used

to specify a set of network el ements that the conmputed path MJUST
traverse.
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The new subobj ects denoting the domai n-sequence are carried in the

same | RO Type 1, and all

[ RFC5440] are appli ed.

Note the follow ng differences :-

(0]

Or der:
of the
PCE to

the rules of processing as specified in

Since there is no inherent order specified in the encoding
subobjects in I RO Type 1 [ RFC5440], it is the job of the

figure out the optimal order of the domai

ns to be crossed

to reach the destination domain. Note that in case of doubt, or
when applicable, the PCE can still apply the ordering as specified
request nmessage. Further PCE may have to crankback and try
mul tiple pernutations before figuring out the correct sequence.

in the

Loose / Strict (L-Bit):

[ RFC5440] state that the L bit of the

subobj ects within an I RO Type 1 [ RFC5440] has no neaning. This
will be applicable for subobjects denoting donai n-sequence as

wel |

Scope:
domai n

Coexi stence of intra-domai n nodes, boundary nodes and

nodes in the sane RO List. It is the job of PCE to figure
out the scope and apply the processing rules accordingly. The
nodes in the I RO which are recogni zed by the PCE are handl ed

|l ocally and others are forwarded to next PCE hoping they woul d
handl e them the aggregating PCE (Il ngress PCE or
make sure that all nodes in I RO are handl ed corr

Conpari son

| Msg For nat
| Unchanged

| Seper

ation

| of scope

* pbecasue of the ordered nature,

[ Option (A 1): New |[Option (A 2): New
| RO Obj ect Type for|l RO Cbject Type for
| Domai n- Sequence | both intra and

| obj ect only | i nter-domain

new | RO type

Dhody,

et al.

Expires July 11, 2014

Parent) woul d
ectly.

| Option B: Existing
| RO Obj ect Type

i ntra-domai n nodes would be first in the
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[Editor’s Note: Based on our opinion and the feedback received so
far, we feel the option A 2 should be sel ected.]

3.5. Exclude Route Ohject (XRO
The Exclude Route Object (XRO [RFC5521] is an optional object used
to specify exclusion of certain abstract nodes or resources fromthe
whol e pat h.

3.5.1. Subobjects
The foll owi ng subobject types are defined to be used in XRO as

defined in [RFC3209], [RFC3477], [RFC4874], and [ RFC5521].

Type Subobj ect
1

| Pv4 prefix
2 | Pv6 prefix
4 Unnunbered Interface ID
32 Aut ononpus system numnber (2 Byte)
34 SRLG
64 | Pv4 Path Key
65 | Pv6 Pat h Key

Thi s docunment extends the above list to support 4-Byte AS nunbers and
| GP Areas.

Type Subobj ect
TBD  Autononpus system nunmber (4 Byte)
TBD OSPF Area id
TBD ISIS Area id

3.5.1.1. Autononous system

The new subobj ects to support 4 byte AS and IGP (OSPF / 1SIS) Area
MAY al so be used in the XRO to specify exclusion of certain domains
in the path computation procedure.

0 1 2 3

01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| X| Type | Length | Reserved |
B i s T T S T et S S T S I T s sl s ol ST S S S
| AS-1D (4 bytes) |
B T i S S i S T h T i S S S S e
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The X-bit indicates whether the exclusion is nandatory or desired.

0: indicates that the AS specified MIST be excluded fromthe path
conmput ed by the PCE(s).

1. indicates that the AS specified SHOULD be avoi ded fromthe inter-
domai n path conputed by the PCE(s), but MAY be included subject to
PCE policy and the absence of a viable path that neets the other
constrai nts.

Al other fields are consistent with the definition in Section 3.4.
3.5.1.2. IGP Area

Since the length and format of Area-id is different for OSPF and
ISIS, followi ng two subobjects are defined:

For OSPF, the area-id is a 32 bit nunber. The subobject is encoded
as foll ows:

0 1 2 3
01234567890123456789012345678901
T o i I S i S S S I  h i e s
| X| Type | Length | Reserved |
I T i S i S il i SN SN S S
| OSPF Area Id (4 bytes) |
B i S S T s i S T st i S S S S S S S S i

The X-bit indicates whether the exclusion is nandatory or desired.

0: indicates that the OSFF Area specified MJST be excluded fromthe
pat h conputed by the PCE(s).

1. indicates that the OSFF Area specified SHOULD be avoided fromthe
i nter-domai n path conputed by the PCE(s), but MAY be incl uded
subject to PCE policy and the absence of a viable path that neets
the other constraints.

Al other fields are consistent with the definition in Section 3.4.
For I1S-1S, the area-id is of variable length and thus the | ength of

t he subobject is variable. The Area-id is as described in |S-1S by
| SO standard [|S0O1L0589]. The subobject is encoded as foll ows:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| X| Type [ Length | Area-Len | Reserved [
B e i i e o e e S T S e e s i i TR S
I I
11 IS-1S Area ID 11
I I
+

B T i S S I el s S P S S S S S S N e S
The X-bit indicates whether the exclusion is nandatory or desired.

0: indicates that the ISIS Area specified MIST be excluded fromthe
pat h conputed by the PCE(s).

1: indicates that the I1SIS Area specified SHOULD be avoided fromthe
i nter-domai n path conputed by the PCE(s), but MAY be incl uded
subject to PCE policy and the absence of a viable path that neets
the other constraints.

All other fields are consistent with the definition in Section 3.4.

If a PCE that supports XRO and encounters a subobject that it does
not support or recognize, it MJST act according to the setting of the
X-bit in the subobject. |If the X-bit is clear, the PCE MJST respond
with a PCErr with Error-Type "Unrecogni zed subobject” and set the
Error-Value to the subobject type code. |If the X-bit is set, the PCE
MAY respond with a PCErr as already stated or MAY ignore the
subobject: this choice is a | ocal policy decision

Al'l the other processing rules are as per [RFC5521].
3.6. Explicit Exclusion Route Subobject (EXRS)

Explicit Exclusion Route Subobject (EXRS) [ RFC5521] is used to
speci fy exclusion of certain abstract nodes between a specific pair
of nodes.

The EXRS subobject may carry any of the subobjects defined for
inclusion in the XRO, thus the new subobjects to support 4 byte AS
and I1GP (CSPF / 1SIS) Area MAY al so be used in the EXRS. The

meani ngs of the fields of the new XRO subobjects are unchanged when
t he subobjects are included in an EXRS, except that scope of the
exclusion is limted to the single hop between the previous and
subsequent elenents in the I RO

Al'l the processing rules are as per [RFC5521].
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3.7. Explicit Route Object (ERO

The Explicit Route Object (ERO [RFC5440] is used to specify a
conputed path in the network. PCEP ERO subobject types correspond to
RSVP- TE ERO subobj ect types as defined in [ RFC3209], [RFC3473],

[ RFC3477], [RFC4873], [RFC4874], and [ RFC5520].

Type Subobj ect
1

| Pv4 prefix
2 | Pv6 prefix
3 Label
4 Unnunbered Interface ID

32 Aut ononpus system numnber (2 Byte)
33 Explicit Exclusion (EXRS)

37 Prot ection
64 | Pv4 Pat h Key
65 | Pv6 Pat h Key

Thi s docunment extends the above list to support 4-Byte AS nunbers and
| GP Areas.

Type Subobj ect
TBD  Autononmpus system nunmber (4 Byte)
TBD OSPF Area id
TBD ISIS Area id

The new subobj ects to support 4 byte AS and IGP (CSPF / 1SIS) Area
MAY al so be used in the ERO to specify an abstract node (a group of
nodes whose internal topology is opaque to the ingress node of the
LSP). Using this concept of abstraction, an explicitly routed LSP
can be specified as a sequence of domains.

In case of Hierarchical PCE [ RFC6805], a Parent PCE MAY be requested
to find the domai n-sequence. Refer exanple in Section 4.6.

The format of the new ERO subobjects is simlar to new | RO
subobj ects, refer Section 3.4.

4, O her Considerations

The exanples in this section are for illustration purposes only; to
show how t he new subobj ects may be encoded.
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4.1. Inter-Area Path Conputation

In an inter-area path conputation where the ingress and the egress
nodes belong to different 1GP areas within the sane AS, the Donain-
Sequence MAY be represented using a ordered |ist of Area subobjects.
The AS nunber MAY be skipped, as area information is enough to sel ect

t he next PCE.
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AS Nunber is 100.

This could be represented in the <IRO>> as:

T R S R S R S +

| RO | | Sub | | Sub | | Sub |

| hj ect | | Object | | Object | | Object |

| Header | |Area 2 | |Area O | |Area 4

I | | | | | | I

I (! (! (! I
T R S R S R S +
Fomm e - I S I S I S I S +
| 1 RO | | Sub | | Sub | | Sub | | Sub [
| hj ect | | Object AS| | Object | | Object | | Object |
| Header | | 100 | |Area 2 | |Area O | |Area 4

I || || || || I
I (! (! (! (! I
Fomm e - I S I S I S I S +

AS is optional and it MAY be skipped. PCE should be able to
under stand both notati ons.

4.2. Inter-AS Path Conputation

In inter-AS path conputation, where ingress and egress belong to
different AS, the Domai n- Sequence is represented using an ordered
list of AS subobjects. The Domai n- Sequence MAY further include
deconposed area information in Area subobjects.

4.2.1. Exanple 1
As shown in Figure 2, where AS to be nade of a single area, the area

subobj ect MAY be skipped in the Domai n- Sequence as AS i s enough to
uni quely identify the next domain and PCE
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T R S R S +
| 1 RO | | Sub | | Sub [
| hj ect | | Object AS| | Object AS|
| Header | |100 | |200 [
I || || I
I (. (. I
T R S R S +
TS R S R S R S R S +
| I RO | | Sub | | Sub | | Sub | | Sub |
| hj ect | | Object AS|] | Object | | Object AS] | Object |
| Header | ]100 | |Area O | ]200 | |Area O |
| | | | | |
I I I I I I
TS R S R S R S R S +
Area subobject is optional and it MAY be skipped. PCE should be able

to understand both notations.

4.2.2. Exanple 2

As shown in Figure 3, where AS 200 is made up of multiple areas and

mul ti pl e donmai n- sequence exi st, PCE MAY include both AS and Area

subobj ect to uniquely identify the next domain and PCE
I
| Fomm e e + e +
| |Area 2 [ | Area 4 [
| +-- 4] | ot
| |1 I I
| | +- -+ +- - +| | +- -+ +- -+
I N I [ I
N | | |
|/ +--+ | | -+
|1/ I I I
|/ +--+ | | I
| 1] e | e H1 |
[/ 1 1 | ++- + +- ++ +- -+ [

oo AR 1l |11 |

| I ++- + +- ++ |

| +- - e +| R +

I I T I +- -+ I

| +-- 4| | (. |

R | e

I (. | I I

I +--+ Il I I
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Figure 3: Inter-AS Path Conputation

The Donai n- Sequence can be carried in the | RO as shown bel ow

Fom oo - + o ---- - - + o ---- - - + o ---- - - + o ---- - - + o ---- - - + o ---- - - +
| I RO | | Sub | | Sub | | Sub | | Sub | | Sub | | Sub [
| hject | |Object | |Object | |Object | |Object | | Ohject | | oject |
| Header | |AS 100 | |Area 1 | |AS 200 | |Area 3 | |Area 0| |Area 4 |
I || || || I || || I
Fom e - L S L S L S L S L S L S +

The conbi nati on of both an AS and an Area uniquely identify a domain
i n the Domai n- Sequence.

Note that an Area domain identifier always belongs to the previous AS

that appears before it or, if no AS subobjects are present, it is
assuned to be the current AS.
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If the area information cannot be provided, PCE MAY forward the path
comput ation request to the next PCE based on AS alone. If nultiple

PCEs are responsible, PCE MAY apply local policy to select the next

PCE.

4.3. Boundary Node and I nter-AS-Link

A PCC or PCE MAY add additional constraints covering which Boundary
Nodes (ABR or ASBR) or Border links (Inter-AS-1ink) MJST be traversed
whi | e defining a Donmai n-Sequence. |In which case the Boundary Node or
Li nk MAY be encoded as a part of the donai n-sequence using the

exi sting subobjects.

Boundary Nodes (ABR / ASBR) can be encoded using the IPv4 or |Pv6
prefix subobjects usually the | oopback address of 32 and 128 prefix
| ength respectively. An Inter-AS |link can be encoded using the |Pv4
or | Pv6 prefix subobjects or unnunbered interface subobjects.

For Figure 1, an ABR to be traversed can be specified as:

Fomm e - I S I S [ S I S +
| I RO | | Sub | | Sub | | Sub | | Sub [
| hj ect | | Object | | Object | | Obj ect | | Object |
| Header | |Area 2 | |1Pv4d || Area O | |Area 4

I || | [x.x.x.x || || I
| || || 'l || |
Fomm e - I S I S [ S I S +

For Figure 2, an inter-AS-link to be traversed can be specified as:

Fomm e o + o A---mm- - - L S L S L S +
| 1 RO | | Sub | | Sub | | Sub | | Sub [
| hj ect | | Object AS| | Object | | Object | | Object AS|
| Header | ]100 | |1Pv4d | |1Pv4d | |]200 |
| | | Ix.x.x.x | |x.x.x.x | | |
I | || || || I
Fomm e o + o A---mm- - - L S L S L S +

4.4. PCE Serving nmultiple Donains

A single PCE MAY be responsible for nultiple domains; for exanple PCE
function depl oyed on an ABR. A PCE whi ch can support 2 adjacent
domains can internally handle this situation w thout any inpact on

t he nei ghbori ng donmai ns.
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4.5. P2WP

In case of inter-domain P2MP path conputation, (Refer
[ PCE- P2MP- PROCEDURES] ) the path domain tree is nothing but a series
of Donmi n Sequences, as shown in the bel ow figure:

Dl1- D3- D6, D1-D3-D5 and D1- D2- D4.
D1
I\
D2 D3
/ I\
D4 D5 D6

Al'l rules of processing as applied to P2P can be applied to P2MP as
wel | .

In case of P2MP, different destinations MAY have different Donai n-
Sequence within the domain tree, it requires donmain-sequence to be
attached per destination. (Refer [PCE-P2MP-PER- DEST])

4.6. Hierarchical PCE

As per [RFC6805], consider a case as shown in Figure 4 consisting of
mul tiple child PCEs and a parent PCE
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In HPCE, the Ingress PCE PCE(1) can request the parent PCE to
determ ne the Domai n- Sequence and return it in the PCEP response,

usi ng the ERO Cbject. The ERO can contain an ordered sequence of
subobj ects such as AS and Area (OSPF/ISIS) subobjects. In this case,
t he Donai n- Sequence appear as:

Fomm e oo - + e me oo - + e me oo - + e me oo - +
| ERO | | Sub | | Sub | | Sub |
| Obj ect | | Object | | Object | | Object [
| Header | |Area 2 | |Area O | |Area 4 |
I | | | | | | I
I || || || I
Fomm e oo - + e me oo - + e me oo - + e me oo - +
oo +oAeemmaao +oAeemmaao +oAeemmaao +oAeemmaao +
| ERO | | Sub | | Sub | | Sub | | Sub [
| hj ect | | Object AS| | Object | | Object | | Object |
| Header | | 100 | |Area 2 | |Area O | |Area 4 |
| || || || || |
I || || || || I
oo + oHeeamaao o + oHeeamaao o + oHeeamaao o + oHeeamaao o +

Note that, in the case of ERO objects, no new PCEP object type is
required since the ordering constraint is assuned.

.7. Relationship to PCE Sequence

I nstead of a donmmi n-sequence, a sequence of PCEs MAY be enforced by
policy on the PCC, and this constraint can be carried in the PCReq
message (as defined in [ RFC5886]).

Not e that PCE- Sequence can be used al ong wi th donmi n-sequence in
whi ch case PCE- Sequence SHOULD have hi gher precedence in sel ecting
the next PCE in the inter-donmain path conputation procedures. Note
t hat Domai n- Sequence | RO constraints should still be checked as per
the rules of processing I RO

.8. Relationship to RSVP-TE

[ RFC3209] already describes the notion of abstract nodes, where an
abstract node is a group of nodes whose internal topology is opaque
to the ingress node of the LSP. It further defines a subobject for
AS but with a 2-Byte AS Nunber.

[ DOVAI N- SUBOBJ] extends the notion of abstract nodes by addi ng new
subobj ects for 1GP Areas and 4-byte AS nunbers. These subobjects MAY
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be included in Explicit Route Object (ERO, Exclude Route object
(XRO or Explicit Exclusion Route Subobject (EXRS) in RSVP-TE

In any case subobject type defined in RSVP-TE are identical to the
subobj ect type defined in the related docunments in PCEP.

5. | ANA Consi derations
5.1. PCEP bjects
The "PCEP Paraneters" registry contains a subregistry "PCEP Objects".

I ANA is requested to nake the followi ng allocations fromthis
registry.

bj ect Narme Ref er ence

Cl ass

10 I RO [ RFC5440]
bj ect - Type

(TBA): Domai n- Sequence [This |.D.]
5.2. New Subobjects

The "PCEP Paraneters" registry contains a subregistry "PCEP Objects"
with an entry for the Include Route Object (1RO, Exclude Route

bj ect (XRO and Explicit Route Chject (ERO). |1ANA is requested to
add further subobjects as foll ows:

7 ERO

10 I RO

17 XRO

Subobj ect Type Ref er ence
TBA 4 byte AS nunber [This 1.D.]
TBA OSPF Area I D [This I.D.]
TBA IS-1S Area ID [This I.D.]

5.3. Error hject Field Val ues

The "PCEP Paraneters” registry contains a subregistry "Error Types
and Values". |ANA is requested to nake the followi ng allocations
fromthis subregistry

ERRCR Meani ng Ref erence
Type
TBA "Unr ecogni zed subobj ect” [This 1.D.]

Error-Val ue: type code
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6. Security Considerations

Thi s docunment specifies a standard representati on of Domai n- Sequence
and new subobj ects, which MAY be used in inter-domain PCE scenarios
as explained in other RFC and drafts. The new subobjects and Donai n-
Sequence nmechani sns defined in this docunent allow finer and nore
specific control of the path conputed by a cooperating PCE(s). Such
control increases the risk if a PCEP nmessage is intercepted

nmodi fi ed, or spoofed because it allows the attacker to exert contro
over the path that the PCE will conpute or to nake the path
conmputation inpossible. Therefore, the security techni ques described
i n [ RFC5440] are considered nore inportant.

Not e, however, that the Donmai n- Sequence mechani sns al so provide the
operator with the ability to route around vul nerable parts of the
network and may be used to increase overall network security.

7. Manageability Considerations
7.1. Control of Function and Policy

Several |ocal policy decisions should be nade at the PCE. Firstly,
the exact behavior with regard to desired inclusion and excl usion of
domai ns nust be avail abl e for exanination by an operator and may be
configurable. Second, the behavior on receipt of an unrecognized
subobjects with the L or X-bit set should be configurable and nmust be
avail abl e for inspection. The inspection and control of these |oca
policy choices nay be part of the PCEP M B nodul e.

7.2. Information and Data Mbdel s

A M B nodul e for managenent of the PCEP is being specified in a
separate docunent [PCEP-MB]. That M B nodul e all ows exam nation of
i ndi vi dual PCEP nessages, in particular requests, responses and
errors. The M B nodule MJST be extended to include the ability to
vi ew t he domai n- sequence extensions defined in this docunent.

7.3. Liveness Detection and Monitoring
Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].

7.4. Verify Correct Operations
Mechani sns defined in this docunent do not inply any new operation

verification requirenents in addition to those already listed in
[ RFC5440] .
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7.5. Requirenments On Other Protocols

In case of per-domain path conputation [ RFC5152], where the full path
of an inter-domain TE LSP cannot be or is not determ ned at the

i ngress node, and signaling nessage nay use donain identifiers. The
Subobj ects defined in this docunent SHOULD be supported by RSVP-TE

[ DOVAI N- SUBOBJ] extends the notion of abstract nodes by addi ng new
subobj ects for 1GP Areas and 4-byte AS nunbers.

Apart fromthis, nmechanisns defined in this docunent do not inply any
requirenents on other protocols in addition to those already listed
in [ RFC5440] .

7.6. Inpact On Network Operations

Mechani sns defined in this docunent do not have any inpact on network
operations in addition to those already listed in [ RFC5440].
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