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Abst ract

On a multi-access network, one of the PIMrouters is elected as a
Desi gnated Router (DR). On the last hop network, the PIMDR is
responsi ble for tracking local nulticast |isteners and forwarding
traffic to these listeners if the group is operated in PPMSM In
this docunment, we propose a nodification to the PIM SM protocol that
all ows nore than one of these last hop routers to be selected so that
the forwarding | oad can be distributed to and handl ed anong these
routers.
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1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Wth respect to PIM this docunment follows the terninology that has
been defined in [ RFC4601].

This docunent al so introduces the followi ng new acronyns:

0 CDR CDR stands for "G oup Designated Router". For each multicast
group, a hash algorithm (described below) is used to select one of
the routers as a GDR The GDR is responsible for initiating the
forwarding tree building for the correspondi ng group.

0 CDR Candidate: a last hop router that has potential to becone a
GDR. A GDR Candi date nmust have the sanme DR priority and nust run
the sane GDR el ection hash algorithmas the DR router. It nust
send and process received new PIMHell o Options as defined in this
docunent. There nmight be nore than one GDR Candi date on a LAN.
But only one can becone GDR for a specific nmulticast group.

2. Introduction

On a multi-access network such as an Ethernet, one of the PIMrouters
is elected as a DR The PIMDR has two roles in the PIM protocol.

On the first hop network, the PIMDR is responsible for registering
an active source with the Rendezvous Point (RP) if the group is
operated in PPMSM On the last hop network, the PIMDR is
responsible for tracking local nmulticast listeners and forwarding to
these listeners if the group is operated in PIM SM

Consider the following | ast hop network in Figure 1:
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( core networks )

I I I
| | |
R1 R2 R3
I I I
--(last hop LAN)--
I
I

(many receivers)

Figure 1: Last Hop Network

Assume Rl is elected as the Designated Router. According to

[ RFC4601], RL will be responsible for forwarding to the |last hop LAN
In addition to keeping track of 1Gvw and M.D nenbership reports, Rl
is also responsible for initiating the creation of source and/or
shared trees towards the senders or the RPs.

Forcing sole data plane forwarding responsibility on the PIM DR
proves a limtation in the protocol. In conparison, even though an
OSPF DR, or an IS-1S DS, handles additional duties while running the
OSPF or |S-1S protocols, they are not required to be solely
responsi bl e for forwardi ng packets for the network. On the other
hand, on a last hop LAN, only the PPMDR is asked to forward packets
while the other routers handle only control traffic (and perhaps drop
packets due to RPF failures). The forwarding |oad of a |ast hop LAN
is concentrated on a single router

This leads to several issues. One of the issues is that the
aggregated bandwidth will be linmted to what RL can handl e t owards
this particular interface. These days, it is very conmon that the
| ast hop LAN usually consists of switches that run | GW/ M.D or PIM
snooping. This allows the forwarding of nulticast packets to be
restricted only to segnents |eading to receivers who have indicated
their interest in nmulticast groups using either 1GW or M.D. The
energence of the switched Ethernet allows the aggregated bandwidth to
exceed, some times by a large nunber, that of a single link. For
exanple, let us nodify Figure 1 and introduce an Ethernet switch in
Fi gure 2.
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( core networks )

R1 R2 R3
| | |
+:gi 0:::gi ]_:::gi 2=+
+ +
+ switch +
+ +
+:gi 4:::gi 5:::gi 6=+

I I I
HL H2 H3

Figure 2: Last Hop Network with Ethernet Switch

Let us assunme that each individual link is a Ggabit Ethernet. Each
router, Rl, R2 and R3, and the switch have enough forwardi ng capacity
to handl e hundreds of G gabits of data.

Let us further assume that each of the hosts requests 500 nmbps of
data and different traffic is requested by each host. This
represents a total 1.5 gbps of data, which is under what each switch
or the conbi ned uplink bandwi dth across the routers can handl e, even
under failure of a single router.

On the other hand, the link between R1L and switch, via port giO, can
only handle a throughput of 1gbps. And if Rl is the only router, the
PI M DR el ected using the procedure defined by RFC 4601, at |east 500
nbps worth of data will be |ost because the only link that can be
used to draw the traffic fromthe routers to the switch is via giO.
In other words, the entire network’s throughput is linmted by the
singl e connection between the PIM DR and the switch (or the last hop
LAN as in Figure 1).

The problem may al so manifest itself in a different way. For
exanpl e, Rl happens to forward 500 nbps worth of unicast data to Hi,
and at the same tinme, H2 and H3 each requests 300 nbps of different
mul ti cast data. Once again packet drop happens on Rl while in the
mean tine, there is sufficient forwarding capacity left on R2 and R3
and |ink capacity between the switch and R2/ R3.

Anot her inportant issue is related to failover. If RL is the only
forwarder on the | ast hop network, in the event of a failure when Rl
goes out of service, nmulticast forwarding for the entire network has
to be rebuilt by the newy elected PIMDR  However, if there was a
way that allowed nmultiple routers to forward to the network for
different groups, failure of one of the routers would only lead to
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di sruption to a subset of the flows, therefore inproving the overal
resilience of the network.

In this docunent, we propose a nodification to the PIM protocol that
all ows nore than one of these routers, called G oup Designated Router
(CDR) to be selected so that the forwarding | oad can be distributed
to and handl ed by a nunber of routers.

3. Applicability

The proposed change described in this specification applies to PIM SM
| ast hop routers only.

It does not alter the behavior of a PIMDR on the first hop network
This is because the source tree is built using the I P address of the
sender, not the | P address of the PIMDR that sends the registers
towards the RP. The |oad bal anci ng between first hop routers can be
achieved naturally if an | GP provides equal cost multiple paths
(which it usually does in practice). And distributing the |load to do
regi stering does not justify the additional conplexity required to
support it.

4. Functional Overview

In the existing PIMDR el ection, when nmultiple last hop routers are
connected to a nmulti-access network (for exanple, an Ethernet), one
of themis selected to act as PPM DR  The PIMDR is responsible for
sendi ng Joi n/ Prune messages towards the RP or source. To elect the
PIM DR, each PIMrouter on the network exani nes the received PIM
Hel | o messages and conpares its DR priority and I P address with those
of its neighbors. The router with the highest DR priority is the PIM
DR If there are nultiple such routers, their |IP addresses are used
as the tie-breaker, as described in [ RFC4601].

In order to share forwarding | oad anong | ast hop routers, besides the
normal PIMDR election, the GDRis also elected on the |last hop

mul ti-access network. There is only one PIMDR on the multi-access
networ k, but there might be nultiple GDR Candi dates.

For each multicast group, a hash algorithmis used to sel ect one of
the routers to be the GDR  Hash Masks are defined for Source, G oup
and RP separately, in order to handle PIM ASM SSM The nasks are
announced in PIMHello by DR as a DR Load Bal anci ng GDR ( DRLBGDR)
Hello Option. Besides that, a DR Load Bal ancing Capability (DRLBC)
Hel l o Option, which contains hash algorithmtype, is al so announced
by router interfaces which have this specification supported. Last
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hop routers who are with the new DRLBC Option, and with the same GDR
el ection hash algorithmand the same DR priority as the PIMDR are
GDR Candi dat es.

A hash al gorithm based on the announced Source, G oup or RP masks

all ows one GDR to be assigned to a corresponding nmulticast group, and
that GDR is responsible for initiating the creation of the nulticast
forwarding tree for the group.

4.1. GDR Candi dat es

GDR is the new concept introduced by this specification. GDR
Candi dates are routers eligible for GDR election on the LAN. To
becone a GDR Candi date, a router MJIST support this specification,
have the same DR priority and run the same GDR el ecti on hash
algorithmas the DR on the LAN.

For exanple, assune there are 4 routers on the LAN. Rl, R2, R3 and
R4, which all support this specification on the LAN. Rl, R2 and R3
have the same DR priority while R4&’s DR priority is | ess preferred.
In this exanple, R4 will not be eligible for GDR el ection, because R4
will not becone a PIM DR unless all of RlL, R2 and R3 go out of

servi ce.

Further assune router RL wins the PIMDR election, and Rl, R2 run the
same hash algorithmfor GDR election, while R3 runs a different one.
Then only R1L and R2 will be eligible for GDR el ection, R3 will not.

As a DR, R1L will include its own Load Bal anci ng Hash Masks, and al so
the identity of RL and R2 (the CGDR Candidates) in its DRLBGDR Hello

Opti on.
4.2. Hash Mask

A Hash Mask is used to extract a nunber of bits fromthe
corresponding | P address field (32 for v4, 128 for v6), and calcul ate
a hash value. A hash value is used to select a GDR from GDR

Candi dat es advertised by PIM DR For exanple, 0.255.0.0 defines a
Hash Mask for an | Pv4 address that nmasks the first, the third and the
fourth octets.

There are three Hash Masks defi ned,
o RP Hash Mask

0 Source Hash Mask

0 G oup Hash Mask

The Hash Masks MJST be configured on the PIMrouters that can
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potentially beconme a Pl M DR

A sinmple Mdul o hash algorithmw Il be discussed in this docunent.
However, to allow other hash algorithmto be used, a 4-bytes "Hash
Al gorithm Type" field is included in DRLBC Hell o Option to specify
the hash algorithmused by a | ast hop router.

If different hash algorithmtypes are adverti sed anong | ast hop
routers, only last hop routers running the sanme hash algorithmas the
DR (and having the sane DR priority as the DR) are eligible for GDR
el ection.

For ASM groups, a hash value is calculated using the follow ng Mdul o
al gorithm

o hashvalue RP = (((RP_address & RP_hashmask) >> N) & OxFFFF) % M

RP_address is the address of the RP defined for the group. Nis the
nunber of zeros, counted fromthe | east significant bit of the
RP_hashmask. For exanple, for a given |IPv4d RP_hashmask 0.255.0.0, N
will be 16. Mis the nunber of GDR Candi dates as descri bed above.

If RP_hashmask is 0, a hash value is also cal cul ated using the group
Hash Mask in a simlar fashion.

o hashvalue_Goup = (((Goup_address & G oup_hashmask) >> N) &
OxFFFF) % M

For SSM groups, a hash value is cal cul ated using both the source and
group Hash Mask

0 hashvalue_SG = ((((Source_address & Source_hashmask) >> N S) &
OXFFFF) ~ (((Group_address & G oup_hashmask) >> NG & OxFFFF)) %
M

4.3. PIMHello Options

When a last hop PIMrouter sends a PIMHello froman interface with
this specificiation support, it includes a new option, called "Load
Bal anci ng Capability (DRLBC)".

Besides this DRLBC Hello Option, the elected PIMDR al so includes a
new "DR Load Bal anci ng GDR (DRLBGDR) Hello Option". The DRLBGDR

Hel o Option consists of three Hash Masks as defined above and al so
the sorted addresses of all GDR Candidates on the | ast hop network.

The el ected PIM DR uses DRLBC Hell o Option advertised by all routers
on the last hop network to conpose its DRLBGDR . The GDR Candi dat es
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use DRLBGDR Hell o Option advertised by PIM DR to cal cul ate hash
val ue.

5. Hello Option Fornmats

5.1. PIMDR Load Bal anci ng Capability (DRLBC) Hello Option

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Type = TBD | Length = 4 |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Hash Al gorithm Type |
B E e r e s i s i o T T s S S S S 2

Figure 3: Capability Hello Option

Type: TBD.
Lengt h: 4 octets
Hash Al gorithm Type: 0 for Mdul o hash al gorithm

This DRLBC Hell o Option SHOULD be advertised by | ast hop routers from
i nterfaces which support this specification.
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5.2. PIM DR Load Bal anci ng GDR (DRLBGDR) Hell o Option

0 1 2 3

01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| Type = TBD | Length |
B T i S S i S T h T i S S S S e
| G oup Mask |
B E e r e s i s i o T T s S S S S 2
| Sour ce Mask |
B i s T T S T et S S T S I T s sl s ol ST S S S
| RP Mask |
B T i S S i S T h T i S S S S e
| GDR Candi dat e Address(es) |
B E e r e s i s i o T T s S S S S 2

Figure 4. GDR Hello Option

Type: TBD

Lengt h:

G oup Mask (32/128 bhits): Mask
Source Mask (32/128 bits): Mask

RP Mask (32/128 bits): Mask
Al'l masks MJUST be in the sane address fanily, with the sane
| engt h.
GDR Address (32/128 bits): Address(es) of CGDR Candi dat e(s)
Al'l addresses nust be in the sane address famly. The addresses
are sorted fromhigh to low. The order is converted to the
ordi nal nunber associated with each GDR candi date in hash val ue
calculation. For exanple, addresses advertised are R3, R2, Ri,
the ordi nal nunber assigned to R3is 0, to RRis 1 and to RL is 2.
If "Interface I D' option (type 31) presents in a GDR Candicate’s
PIM Hell o nessage, and the "Router |ID' portion is non-zero,
*  For |IPv4, the "GDR Candi date Address" will be set directly to
"Router |D".
*  For |Pv6, the "GDR Candi date Address" will be set to the |Pv4-
| Pv6 transl ated address of "Router ID', as described in
[ RFC4291], that is the "Router-1D" is appended to the prefix of
96-bits zeros.
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If the "Interface I D' option is not present in a GDR Candidate’s
PIMHell o nessage, or if the "Interface ID'" option is present,
but"Router ID" field is zero, the "CDR Candi date Address” wll be
the 1 Pv4 or | Pv6 source address from PIM Hel | o nessage.

This DRLBGDR Hell o Option SHOULD only be advertised by the el ected
PI M DR

6. Protocol Specification
6.1. PIMDR OQperation

The DR el ection process is still the same as defined in [ RFC4601]. A
DR that has this specification enabled on the interface, advertises
the new LBCGRD Hel l o Option, which contains value of masks from user
configuration, followed by a sorted |ist of addresses of all GDR
Candi dates. Moreover, sanme as non-DR routers, DR al so advertises
DRLBC Hello Option to indicate its capability of supporting this
specification and the type of its CGDR el ection hash algorithm

If a PIMDR receives a neighbor Hello with DRLBGRD Option, the PIM DR
SHOULD i gnore the TLV.

If a PIM DR receives a nei ghbor DRLBC Hell o Option, which contains
the sane hash algorithmtype as the DR and the nei ghbor has the same
DR priority as the DR, PIM DR SHOULD consi der the nei ghbor as a GDR
Candi date and insert the neighbor’s address into the sorted |list of
DRLBGRD Opti on.

6.2. PIM GDR Candi date Operation

When an IGW join is received, without this proposal, router Rl (the
PIMDR) will handle the join and potentially run into the issues
described earlier. Using this proposal, a hash algorithmis used to
determine which router is going to be responsible for building
forwarding trees on behal f of the host.

The al gorithm works as follows, assuming the router in question is X
which is a GDR Candidate, and its ordinal nunber assigned inplicitly
by PIMDR in DRLBGR Hello Option is Ox:

o If the group is ASM and the RP Hash Mask announced by the PI M DR
is not zero, calculate the value of hashvalue RP. [|f hashval ue_RP
is equal to Ox, X becones the GDR

For exanple, X with IPv4 address 10.1.1.3, receives a DRLBGDR Hello
Option fromthe DR, which announces RP Hash Mask 0.255.0.0, and a
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list of GDR Candi dates, sorted by I P addresses fromhigh to | ow,
10.1.1.3, 10.1.1.2 and 10.1.1.1. The ordinal number assigned to
those addresses would be 0 for 10.1.1.3 (X), 1 for 10.1.1.2, and 2
for 10.1.1.1. Assune there are 2 RPs: RP1 172.3.10.10 for G oupl and
RP2 172.2.10.10 for Goup2. Follow ng the nodul o hash al gorithm

hashval ue_RP = (((RP_address & RP_hashmask) >> N) & OxFFFF) % M

Here Nis 16 for 0.255.0.0, and Mis 3 for the total nunber of GDR
Candi dates. The hasvalue RP for RP1 172.3.10.10 is 0, matches the
ordi nal nunber assigned to X. X will be the GDR for G oupl, which
uses 172.3.10.10 as the RP. The hashvalue RP for RP2 172.2.10.10 is
2, which is different from X s ordi nal nunmber, hence, X will not be
GDR for G oup2.

o If the group is ASM and the RP Hash Mask announced by the PI M DR
is zero, obtain the value of hashval ue_ G oup. Conpare
hashval ue_Group with Ox, to decide if X is the GDR

o If the group is SSM then use hashvalue SGto determne if Xis
the GDR

If Xis the GCDR for the group, X will be responsible for building the
forwardi ng tree.

A router interface where this protocol is enabl ed advertises DRLBC
Hello Option in its PIMHello, even if the router may not be a GDR
Candi dat e.

A CGDR Candi date nmay receive a DRLBGDR Hell o Option fromPIMDR, with
di fferent Hash Masks from those configured on it, The GDR Candi date
must use the Hash Masks advertised by the PIMDR to cal cul ate the
hash val ue.

A CGDR Candi date may receive a DRLBGDR Hello Option froma non-DR PIM
router. The GDR Candi date nust ignore such DRLBGDR Hel l o Opti on.

A CGDR Candidate nmay receive a Hello fromthe elected PIM DR, and the
PI M DR does not support this specification. The GDR el ection
described by this specification will not take place, that is only the
PIMDR joins the nmulticast tree.

6.3. PIMAssert Mdification
It is possible that the identity of the GDR mi ght change in the

m ddl e of an active flow Exanples this could happen incl ude:
1. Wien a new PIMrouter cones up

Yiqun Cai, et al. Expi res August 19, 2014 [ Page 12]



Internet-Draft Pl Mv2 DR Load Bal anci ng February 2014

2. Wen a GDR restarts

When the GDR changes, existing traffic m ght be disrupted.

Duplicates or packet |oss m ght be observed. To illustrate the case,
consider the follow ng scenario: there are two streans GL and Q. Rl
is the GOR for Gl, and R2 is the GDR for &R. Wen R3 cones up
online, it is possible that R3 becones GDR for both GL and &, hence
R2 starts to build the forwarding tree for GL and &. If Rl and R2
stop forwarding before R3 conpl etes the process, packet |oss m ght
occur. On the other hand, if RL and R2 continue forwarding while R3
is building the forwarding trees, duplicates m ght occur

This is not a typical deploynent scenario but it still m ght happen
Here we describe a mechanismto mininmze the inpact. The notivation
is that we want to minimze packet loss. And therefore, we would
all ow a small ampount of duplicates and depend on PIM Assert to

m nim ze the duplication

Wien the role of GDR changes as above, instead of inmediately
stopping forwarding, RL and R2 continue forwarding to GL and &
respectively, while at the same tinme, R3 build forwarding trees for
Gl and Q. This will lead to PIM Asserts.

Due to the introduction of GDR this docunent suggests the follow ng
nmodi fication to the Assert packet: if a router enables this
specification on its downstreaminterface, but it is not a GDR, it
woul d adjust its Assert netric to (PIMASSERT _INFINITY - 1).

Usi ng the above exanple, assune Rl and R3 agree on the new GDR, which
is R3. RL will set its Assert netric as (PIMASSERT INFINITY - 1).
That will rmake R3, which has nornmal netric in its Assert as the
Assert w nner.

For &2, assune it takes a little bit longer tinme for R2 to find out
that R3 is the new GDR and still thinks itself being the GDR while R3
al ready has assunmed the role of GDR.  Since both R2 and R3 think they
are GDRs, they further conpare the metric and I P address. |f R3 has
the better routing netric, or sane netric but better tie-breaker, the
result will be consistent with GDR selection. |If unfortunately, R2
has the better netric or sanme netric but better tie-breaker R2 will
beconme the Assert winner and continues to forward traffic. This wll
continue until:
1. The next PIMHello option fromDR is seen that selects R3 as the
GDR.
2. R3wll build the forwarding tree and send an Assert.
The process continues until R2 agrees to the selection of R3 as being
the GDR, and set its own Assert netric to (PIMASSERT INFINITY - 1),
which will nake R3 the Assert winner. During the process, we wll
see intermittent duplication of traffic but packet loss will be
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10.

10.

10.

nmninmzed. 1In the unlikely case that R2 never relinquishes its role
as CGDR (while every other router thinks otherw se), the proposed
mechani sm al so hel ps to keep the duplication to a m ninumuntil
manual intervention takes place to renedy the situation.

| ANA Consi der ati ons

Two new PIM Hell o Option Types are required to be assigned to the DR
Load Bal anci ng nessages. [HELLO OPT], this docunent reconmmends
34(0x22) as the new "PIM DR Load Bal ancing Capability Hello Option",
and 35(0x23) as the new "PIM DR Load Bal ancing GDR Hello Option".

Security Considerations

Security of the PIMDR Load Bal ancing Hell o nmessage is only
guaranteed by the security of PIMHello nessage, so the security
considerations for PIMHell o messages as described in Pl M SM

[ RFC4601] apply here.
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