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Abst ract

In order to provide a nmeans of proving ownership of tel ephone nunbers
on the Internet, sone kind of public structure needs to exist that

bi nds cryptographic keys to authority over tel ephone nunbers. This
docunent describes a certificate-based credential systemfor

t el ephone nunbers, which could be used as a part of a broader
architecture for nanagi ng tel ephone nunbers as identities in
protocols like SIP
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1. I nt roduction

As is discussed in the STIR problem statenent [13], the prinary
enabl er of robocalling, vishing, swatting and related attacks is the
capability to inpersonate a calling party nunmber. The starkest
exanpl es of these attacks are cases where automated call ees on the
PSTN rely on the calling nunber as a security nmeasure, for exanple to
access a voicemail system Robocallers use inpersonation as a neans
of obscuring identity; while robocallers can, in the ordinary PSTN,
block (that is, withhold) their caller identity, callees are |ess
likely to pick up calls fromblocked identities, and therefore
appearing to calling fromsome nunber, any number, is preferable.
Robocal | ers however prefer not to call froma nunber that can trace
back to the robocaller, and therefore they inpersonate nunbers that
are not assigned to them

One of the nost inportant conponents of a systemto prevent

i npersonation is an authority responsible for issuing credentials to
parties who control tel ephone nunbers. Wth these credentials,
parties can prove that they are in fact authorized to use tel ephony
nunbers, and thus distinguish thenselves frominpersonators unable to
present credentials. This docunent describes a credential systemfor
t el ephone nunbers based on X. 509 version 3 certificates in accordance
with [7]. Wile tel ephone nunbers have | ong been a part of the X 509
standard, the certificates described in this docunment may contain

t el ephone nunber bl ocks or ranges, and accordingly it uses an

al ternat e synt ax.
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In the STIR in-band architecture, two basic types of entities need
access to these credentials: authentication services, and
verification services (or verifiers); see [15]. An authentication
service nust be operated by an entity enrolled with the certificate
authority (see Section 3), whereas a verifier need only trust the
root certificate of the authority, and have a neans to acquire and
validate certificates

The STIR out-of-band architecture is not considered in this docunent.
[ TBD]

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED",
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWMENDED', " NOT
RECOMVENDED', "NMAY", and "OPTIONAL" are to be interpreted as
described in RFC 2119 [1] and RFC 6919 [2].

3. Enrollnent and Authorization
Thi s docunment assunes a threefold nodel for certificate enroll nent.

The first enrollnent nodel is one where the certificate authority
acts in concert with national nunbering authorities to issue
credentials to those parties to whom nunbers are assigned. |In the
United States, for exanple, tel ephone nunmber bl ocks are assigned to
Local Exchange Carriers (LECs) by the North American Nunbering Plan
Adm ni strator (NANPA), who is in turn directed by the nationa
regulator. LECs may al so receive nunbers in snaller allocations,

t hr ough nunber pooling, or via an individual assignment through
nunber portability. LECs assign nunmbers to custoners, who may be
private individuals or organizations - and organi zati ons take
responsibility for assigning nunbers within their own enterprise.

The second enrol |l ment nodel is one where a certificate authority
requires that an entity prove control by nmeans of some sort of test.
For exanple, an authority nmight send a text nessage to a tel ephone
nunber containing a URL (which night be deferenced by the recipient)
as a nmeans of verifying that a user has control of term na
corresponding to that nunmber. Checks of this formare frequently
used in conmercial systens today to validate tel ephone nunbers
provided by users. This is conparable to existing enrollnent systens
used by some certificate authorities for issuing S'MME credentials
for email by verifying that the party applying for a credenti al
receives mail at the email address in question

The third enrollnent nodel is delegation: that is, the holder of a
certificate (assigned by either of the two nethods above) nmay
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del egate sonme or all of their authority to another party. 1In sone
cases, multiple levels of delegation could occur: a LEC, for exanple,
m ght del egate authority to custoner organization for a block of 100
nunbers, and the organization mght in turn delegate authority for a
particul ar nunber to an individual enployee. This is analogous to
del egati on of organizational identities in traditional hierarchica
PKI s who use the name constraints extension [3]; the root CA

del egates nanes in sales to the sal es departnment CA, names in

devel opment to the devel opnment CA, etc. As lengthy certificate

del egation chains are brittle, however, and can cause delays in the
verification process, this docunent considers optim zations to reduce
the conplexity of verification

[TBD] Future versions of this specification will also discuss nethods
of partial delegation, where certificate holders delegate only part
of their authority. For exanple, an individual assignee may want to
del egate authority to an entity for text messages associated with
their tel ephone nunber, but not for other functions.

3.1. Certificate Scope and Structure

The subj ects of tel ephone nunber certificates are the adnmnistrative
entities to whom nunbers are assigned or del egated. For exanple, a
LEC might hold a certificate for a range of tel ephone nunbers

This specification places no limts on the nunber of tel ephone
nunbers that can be associated with any given certificate. Sone
service providers nmay be assigned mllions of nunbers, and may wi sh
to have a single certificate that is capable of signing for any one
of those nunmbers. Qhers may wi sh to conpartnentalize authority over
subsets of the nunbers they control

Mor eover, service providers may wish to have nmultiple certificates
with the sane scope of authority. For exanple, a service provider
with several regional gateway systens nmay want each systemto be
capabl e of signing for each of their nunbers, but not want to have
each system share the sanme private key.

The set of tel ephone nunbers for which a particular certificate is
valid is expressed in the certificate through a certificate
extension; the certificate's extensibility nechanismis defined in
RFC 5280 but the tel ephone nunber authorization extension is defined
in this document.

Pet erson & Turner Expi res August 18, 2014 [ Page 4]



Internet-Draft STIR Certs February 2014

3.2. Provisioning Private Keying Mteria

In order for authentication services to sign calls via the procedures
described in [15], they nust possess a private key corresponding to a
certificate with authority over the calling nunber. This
specification does not require that any particular entity sign
requests, only that it be an entity with an appropriate private key;
the authentication service role nay be instantiated by any entity in
a SIP network. For a certificate granting authority only over a
particul ar nunber which has been issued to an end user, for exanple,
an end user device mght hold the private key and generate the
signature. 1In the case of a service provider with authority over

| arge bl ocks of numbers, an intermediary mght old the private key
and sign calls.

The specification recommends distribution of private keys through
PKCS#8 obj ects signed by a trusted entity, for exanple through the
CMB package specified in [8].

4. Acquiring Credentials to Verify Signatures

This specification docunents nultiple ways that a verifier can gain
access to the credentials needed to verify a request. As the
validity of certificates does not depend on the circunstances of
their acquistion, there is no need to standardi ze any single
mechani smfor this purpose. Al entities that conply with [15]
necessarily support SIP, and consequently SIP itself can serve as a
way to acquire certificates. This specific does allow delivery
through alternate neans as well.

The sinplest way for a verifier to acquire the certificate needed to
verify a signature is for the certificate be conveyed along with the
signature itself. In SIP, for exanple, a certificate could be
carried in a nultipart MME body [9], and the URI in the ldentity-

I nfo header could specify that body with a CID URI [10]. However, in
many environnments this is not feasible due to nessage size
restrictions or lack of necessary support for multipart MM

Alternatively, the Identity-1nfo header of a SIP request nmay contain
a URI that the verifier dereferences with a network call.

| npl enentations of this specification are required to support the use
of SIP for this function (via the SUBSCRI BE/ NOTI FY mechani sm), as
wel|l as HTTP, via the Enrollnment over Secure Transport nechanisns
described in RFC 7030 [11].

A verifier can however have access to a service that grants access to

certificates for a particular telephone nunber. Note however that
there may be nultiple valid certificates that can sign a call setup
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4.

1.

request for a tel ephone nunber, and that as a consequence, there
needs to be some discrininator that the signer uses to identify their
credentials. The ldentity-Info header itself can serve just such a
di scrimnator.

Verifying Certificate Scope

The subjects of these certificates are the adm nistrative entities to
whom nunbers are assigned or del egated. Wen a verifier is
validating a caller’s identity, local policy always determ nes the

ci rcunstances under which any particul ar subject may be trusted, but
for the purpose of validating a caller’s identity, this certificate
ext ensi on establishes whether or not a signer is authorized to sign
for a particul ar nunber.

The TN Aut horization List certificate extension is identified by the
foll owi ng object identifier:

i d-ce- TNAut hLi st OBJECT IDENTIFIER ::= { TBD }

The TN Aut horization List certificate extension has the foll ow ng
synt ax:
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TNAut hori zati onLi st ::= SEQUENCE SIZE (1..MAX) OF TNAut hori zation
TNAut hori zation ::= SEQUENCE SIZE (1..MAX) OF TNEntry
TNEntry ::= CHO CE {

spid ServiceProviderldentifierlList,
range Tel ephoneNunber Range,

one E164Nunber }

Servi ceProviderldentifierList ::= SEQUENCE SIZE (1..3) OF
OCTET STRI NG

-- When all three are present: SPID, Alt SPID, and Last Alt SPID

Tel ephoneNunber Range :: = SEQUENCE {
start E164Nunber,

count | NTEGER }

E164Nunber ::= | A5String (SIZE (1..15)) (FROM ("0123456789"))

[TBD- do we really need to do I A5String? The alternative would be
UTF8String, e.g.: UTF8String (SIZE (1..15)) (FROM ("0123456789")) ]

The TN Aut horization List certificate extension indicates the

aut hori zed phone nunbers for the call setup signer. It indicates one
or nmore bl ocks of tel ephone nunber entries that have been authorized
for use by the call setup signer. There are three ways to identify
the block: 1) a Service Provider ldentifier (SPID) can be used to
indirectly name all of the tel ephone nunbers associated with that
service provider, 2) tel ephone nunbers can be listed in a range, and
3) a single tel ephone nunber can be |isted.

Not e that because | arge-scal e service providers may want to associate
many nunbers, possibly mllions of nunbers, with a particul ar
certificate, optim zations are required for those cases to prevent
certificate size frombeconi ng unnanageable. 1In these cases, the TN
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Aut hori zation List may be given by reference rather than by val ue,
through the presence of a separate certificate extension that permts
verifiers to either securely downl oad the |list of nunbers associated
with a certificate, or to verify that a single nunber is under the
authority of this certificate. This optimzation will be detailed in
future version of this specification

4.2. Certificate Freshness and Revocati on

The problem of certificate freshness gains a new winkle in the

t el ephone nunber context, because verifiers nust establish not only
that a certificate remains valid, but also that the certificate's
scope contains the tel ephone nunber that the verifier is validating.
Dynami ¢ changes to nunber assignments can occur due to nunber
portability, for exanple. So even if a verifier has a valid cached
certificate for a tel ephone nunber (or a range containing the
nunber), the verifier nust determne that the entity that the signer
is still a proper authority for that nunber.

Thi s docunment therefore recommends the use of OCSP in high-vol une
environments for validating the freshness of certificates, per [12].
[ TBD - depending on our algorithmchoices this profile may need to be
further profiled.]
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