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1.

I nt roducti on

Thi s docunment provides enhancements to the existing nechanisns for
authenticated identity nmanagenent in the Session Initiation Protocol
(SIP, RFC 3261 [1]). An identity, for the purposes of this docunent,
is defined as either a SIP URI, commonly a canoni cal address-of -
record (AoR) enployed to reach a user (such as
"sip:alice@tl anta. exanple.conm), or a tel ephone nunber, which can be
represented as either a TEL URI or as the user portion of a SIP URl

RFC 3261 [1] stipulates several places within a SIP request where a
user can express an identity for thensel ves, notably the user-

popul ated From header field. However, the recipient of a SIP request
has no way to verify that the From header field has been popul at ed
appropriately, in the absence of sone sort of cryptographic

aut henti cati on nmechani sm

RFC 3261 [1] specifies a number of security nechanisns that can be
enpl oyed by SIP user agents (UAs), including Digest, Transport Layer
Security (TLS), and S/M ME (i npl enentati ons may support other
security schenmes as well). However, few SIP user agents today
support the end-user certificates necessary to authenticate
thenselves (via SIM Mg, for exanple), and furthernore D gest
authentication is limted by the fact that the originator and
destination nust share a prearranged secret. It is desirable for SIP
user agents to be able to send requests to destinations with which
they have no previous association -- just as in the tel ephone network
today, one can receive a call from soneone w th whom one has no

previ ous association, and still have a reasonabl e assurance that the
person’s displayed calling party nunber (and/or Caller-1D) is
accurate. A cryptographic approach, like the one described in this
docunent, can provide a nmuch stronger and | ess spoofabl e assurance of
identity than the tel ephone network provides today.

Backgr ound

The usage of many SIP applications and services is governed by

aut hori zation policies. These policies may be automated, or they may
be applied manually by humans. An exanple of the latter would be an
I nternet tel ephone application that displays the calling party nunber
(and/or Caller-1D) of a caller, which a human nay review to nmake a
policy decision before answering a call. An exanple of the former
woul d be a voicenail service that conpares the identity of the caller
to a whitelist before deternining whether it should allow the caller
access to recorded nessages. In both of these cases, attackers night
attenpt to circumvent these authorization policies through

i npersonation. Since the prinmary identifier of the sender of a SIP
request, the From header field, can be populated arbitrarily by the
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controller of a user agent, inpersonation is very sinple today. The
mechani sm described in this docunment provides a strong identity
system for SIP requests in which authorization policies cannot be
circunvented by inpersonation

Thi s docunment proposes an authentication architecture for SIP in

whi ch requests are processed by a | ogical authentication service that
may be inplenented as part of a user agent or as a proxy server.

Once a nmessage has been authenticated, the service then adds new
cryptographic information to requests to conmunicate to other SIP
entities that the sending user has been authenticated and its use of
the From header field has been authorized.

But aut horized by whon? Identities are issued to users by
authorities. When a new user becones associated with exanple.com
the administrator of the SIP service for that domain will issue them
an identity in that nanespace, such as alice@xanple.com Alice may
then send REG STER requests to exanpl e.comthat nmake her user agents
eligible to receive requests for sip:alice@xanple.com |n some
cases, Alice may be the owner of the domain herself, and may issue
herself identities as she chooses. But ultimately, it is the
controller of the SIP service at exanple.comthat nust be responsible
aut hori zing the use of nanmes in the exanpl e.comdomain. Therefore,
the credentials needed to prove this authorization nmust ultimtely
derive fromthe domain owner: either a user agent gives requests to
the domai n nanme owner in order for themto be signed by the domain
owner’s credentials, or the user agent nust possess credentials that
prove in sone fashion that the domain owner has given the user agent
the right to a nane.

The situation is however nore conplicated for tel ephone numnbers.

Aut hority over tel ephone nunbers does not correspond directly to
Internet domains. Wiile a user could register at a SIP domain with a
usernane that corresponds to a tel ephone nunber, any connection

bet ween the admini strator of that donmain and the assi gnment of

t el ephone nunbers is not currently reflected on the Internet.

Tel ephone nunbers do not share the donai n-scope property descri bed
above, as they are dialed wthout any domain conponent. This
docunent thus assumes the existence of a separate neans of
establishing authority over tel ephone nunbers, for cases where the

t el ephone nunber is the identity of the user. As with SIP URI's, the
necessary credentials to prove authority for a nane night reside
either in the endpoint or at some internediary.

Thi s docunment specifies a means of sharing a cryptographic assurance
of end-user SIP identity in an interdomain or intradomain context
that is based on the authentication service adding a SIP header, the
Identity header. In order to assist in the validation of this
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assurance, this specification also describes an ldentity-Info header
that can be used by the recipient of a request to recover the
credentials of the signer. Note that the scope of this docunent is
limted to providing this identity assurance for SIP requests;
solving this problemfor SIP responses is outside the scope of this
wor K.

This specification allows either a user agent or a proxy server to
provide identity services and to verify identities. To maxim ze end-
to-end security, it is obviously preferable for end-users to acquire
their owm credentials; if they do, their user agents can act as an
aut hentication service. However, end-user credentials may be neither
practical nor affordable, given the potentially |arge nunber of SIP
user agents (phones, PCs, |aptops, PDAs, gam ng devices) that may be
enpl oyed by a single user. 1In such environnents, synchronizing
keying material across nultiple devices may be very conpl ex and
requires quite a good deal of additional endpoint behavior. Mnaging
several credentials for the various devices could al so be burdensone.
This trade-off needs to be understood by inplenmenters of this

speci fication.

3. Overview of Operations

This section provides an informative (non-nornmative) high-Ileve
overvi ew of the mechani sns described in this docunent.

I magi ne the case where Alice, who has the hone proxy of exanple.com
and t he address-of-record sip:alice@xanple.com wants to comunicate
wi th sip: bob@xanpl e. org.

Al'ice generates an | NVITE and pl aces her identity in the From header
field of the request. She then sends an I NVITE over TLS to an
aut henti cation service proxy for her domain.

The aut hentication service authenticates Alice (possibly by sending a
Di gest authentication challenge) and validates that she is authorized
to assert the identity that is populated in the From header fi el d.
This value may be Alice’s AoR, or in other cases it may be sone
different value that the proxy server has authority over, such as a

t el ephone nunber. It then conputes a hash over sone particul ar
headers, including the From header field (and optionally the body) of
the message. This hash is signed with the appropriate credentia
(exanmple.com in the sip:alice@xanple.comcase) and inserted in a
new header field in the SIP nessage, the 'ldentity’ header.

The proxy, as the holder of the private key for its donmain, is

asserting that the originator of this request has been authenticated
and that she is authorized to claimthe identity (the SIP address-
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4.

4.

of -record) that appears in the From header field. The proxy also
inserts a conpani on header field, ldentity-Info, that tells Bob how
to acquire keying material necessary to validate its credentials, if
he doesn't already have it.

When Bob’s domain receives the request, it verifies the signature
provided in the ldentity header, and thus can validate that the
authority over the identity in the From header field authenticated
the user, and permtted the user to assert that From header field
value. This sane validation operation may be perfornmed by Bob's user
agent server (UAS).

Si gnature Generation and Validation
1. Authentication Service Behavior

This docunment specifies a role for SIP entities called an

aut hentication service. The authentication service role can be
instantiated by an internedi ary such as a proxy server or a user
agent. Any entity that instantiates the authentication service role
MUST possess the private key of one or nore credentials that can be
used to sign for a domamin or a tel ephone nunber (see Section 5.1).
Internediaries that instantiate this role MJST be capabl e of

aut henticating one or nore SIP users who can register for that
identity. Commonly, this role will be instantiated by a proxy
server, since these entities are nore likely to have a static

host name, hol d correspondi ng credentials, and have access to SIP
registrar capabilities that allow themto authenticate users. It is
al so possible that the authentication service role night be
instantiated by an entity that acts as a redirect server, but that is
left as a topic for future work.

SIP entities that act as an authentication service MJST add a Date
header field to SIP requests if one is not already present (see
Section 7 for information on how the Date header field assists
verifiers).

Entities instantiating the authentication service role performthe
followi ng steps, in order, to generate an Identity header for a SIP
request:

Step 1:

The aut hentication service MIST extract the identity of the sender
fromthe request. The authentication service takes this value from
the From header field; this AR w || be referred to here as the
"identity field”. |If the identity field contains a SIP or SIP Secure
(SIPS) URI, and the user portion is not a tel ephone nunber, the
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aut henti cation service MJST extract the hostnane portion of the
identity field and conmpare it to the domain(s) for which it is
responsible (follow ng the procedures in RFC 3261 [1], Section 16.4),
used by a proxy server to determne the domain(s) for which it is
responsible). If the identity field uses the TEL URI schene, or the
identity fieldis a SIP or SIPS URI with a tel ephone nunber in the
user portion, the authentication service determ nes whether or not it
is responsible for this tel ephone nunber; see Section 6.1 for nore
information. |If the authentication service is not authoritative for
the identity in question, it SHOULD process and forward t he request
normal Iy, but it MJST NOT followi ng the steps below to add an
Identity header; see below for nore informati on on authentication
service handling of an existing ldentity header. [where?]

Step 2:

The aut hentication service MJST then determni ne whether or not the
sender of the request is authorized to claimthe identity given in
the identity field. In order to do so, the authentication service
MUST aut henticate the sender of the nessage. Some possible ways in
whi ch this authentication m ght be performed include:

If the authentication service is instantiated by a SIP
intermediary (proxy server), it may challenge the request with a
407 response code using the Digest authentication schenme (or

vi ewi ng a Proxy-Authentication header sent in the request, which
was sent in anticipation of a challenge using cached credential s,
as described in RFC 3261 [1], Section 22.3). Note that if that
proxy server is mamintaining a TLS connection with the client over
which the client had previously authenticated itself using D gest
aut hentication, the identity value obtained fromthat previous
aut hentication step can be reused without an additional D gest
chal | enge

If the authentication service is instantiated by a SI P user agent,
a user agent can be said to authenticate its user on the grounds
that the user can provision the user agent with the private key of
the credential, or preferably by providing a password that unl ocks
said private key.

Aut hori zation of the use of a particular usernane or tel ephone nunber
in the user part of the Fromheader field is a matter of local policy
for the authentication service, see Section 5.1 for nore information.

Note that this check is performed only on the addr-spec in the From

header field (e.g., the URI of the sender, like
"sip:alice@tl anta. exanple.com); it does not convert the display-
name portion of the From header field (e.g., "Alice Atlanta’).
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Aut henti cation services MAY check and validate the display-nane as
well, and conmpare it to a list of acceptable display-nanes that may
be used by the sender; if the display-nanme does not neet policy
constraints, the authentication service MJST return a 403 response
code. The reason phrase should indicate the nature of the problem
for exanple, "lnappropriate Display Name". However, the display-nanme
is not always present, and in many environments the requisite
operational procedures for display-nanme validation nay not exist.

For nore information, see Section 10.4.

Step 3:

The aut hentication service SHOULD ensure that any preexisting Date
header in the request is accurate. Local policy can dictate

preci sely how accurate the Date nust be; a RECOMVENDED maxi nmum

di screpancy of ten minutes will ensure that the request is unlikely
to upset any verifiers. |f the Date header contains a tinme different
by nore than ten ninutes fromthe current time noted by the

aut henti cation service, the authentication service SHOULD reject the
request. This behavior is not mandatory because a user agent client
(UAC) could only exploit the Date header in order to cause a request
to fail verification; the Identity header is not intended to provide
a source of non-repudiation or a perfect record of when nessages are
processed. Finally, the authentication service MJST verify that the
Date header falls within the validity period of its credential. For
nmore information on the security properties associated with the Date
header field value, see Section 7

[ TBD: Shoul d consider a |lower threshold than ten nminutes? Wth the
removal of other elements fromthe sig, that's a lot of |eeway.]

Step 4:

The aut hentication service MAY forman identity-reliance signature
and add an Identity-Reliance header to the request containing this
signature. The ldentity-Reliance header provides body security
properties that are useful for non-INVITE transactions, and in

envi ronnments where body security of INVITE transactions i s necessary.
Details on the generation of this header is provided in Section 7.

If the authentication service is adding an ldentity-Reliance header
it MUST al so add a Content-Length header field to SIP requests if one
is not already present; this can help verifiers to doubl e-check that
they are hashing exactly as many bytes of nessage-body as the

aut henti cation service when they verify the message.

Step 5:
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The aut hentication service MIST formthe identity signature and add
an ldentity header to the request containing this signature. After
the ldentity header has been added to the request, the authentication
service MJUST al so add an ldentity-Info header. The ldentity-Info
header contains a URI fromwhich its credential can be acquired; see
Section 5.3 for nore on credential acquisition. Details on the
syntax of both of these headers are provided in Section 7

Finally, the authentication service MJST forward the nmessage
normal | y.

4.1.1. Internediary Authentication Services

In cases where a user agent does not possess its own credentials to
sign an ldentity header, the user agent can send its request through
an internediary that will provide a signed Identity header based on
the contents of the request. This requires, anong other things, that
i ntermedi ari es have sone neans of authenticating the user agents
sendi ng requests.

Al'l RFC 3261 [1] conpliant user agents support Digest authentication
which utilizes a shared secret, as a neans for authenticating
thenselves to a SIP registrar. Registration allows a user agent to
express that it is an appropriate entity to which requests should be
sent for a particular SIP AoR URl (e.g.
"sip:alice@tl anta. exanple.com ). For such SIP URI's, by the
definition of identity used in this docunent, registration proves the
identity of the user to a registrar. Similar checks m ght be
perfornmed for tel ephone nunbers as identities. This is of course
only one nmanner in which a domain might determ ne how a particul ar
user is authorized to popul ate the From header field; as an aside,
for other sorts of URIs in the From (like anonymous URIs), other

aut hori zation policies would apply.

RFC 3261 [1] already describes an internediary architecture very
simlar to the one proposed in this docunent in Section 26.3.2.2, in
whi ch a user agent authenticates itself to a |ocal proxy server
which in turn authenticates itself to a renote proxy server via

mut ual TLS, creating a two-link chain of transitive authentication
between the originator and the renote domain. Wile this works well
in some architectures, there are a few respects in which this is
impractical. For one, transitive trust is inherently weaker than an
assertion that can be validated end-to-end. It is possible for SIP
requests to cross nultiple internmediaries in separate adm nistrative
domai ns, in which case transitive trust becomes even | ess conpel |l ing.

This specification assunmes that UACs will have an appropriate neans
to discover an authentication service that can sign with a credentia
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corresponding to the UAC s identity. Most likely, this information
will sinply be provisioned in UACs.

One solution to this problemis to use "trusted SIP internediaries
that assert an identity for users in the formof a privileged SIP
header. A nmechanismfor doing so (with the P-Asserted-ldentity
header) is given in RFC 3325 [9]. However, this solution allows only
hop- by-hop trust between internediaries, not end-to-end
cryptographi c authentication, and it assunmes a nmanaged network of
nodes with strict nutual trust relationships, an assunption that is

i nconpatible with w despread | nternet depl oynent.

4.2. Verifier Behavior

Thi s docunment specifies a logical role for SIP entities called a
verification service, or verifier. Wen a verifier receives a SIP
message containing an ldentity header, it inspects the signature to
verify the identity of the sender of the nessage. Typically, the
results of a verification are provided as input to an authorization
process that is outside the scope of this docunent. |If an Identity
header is not present in a request, and one is required by |oca
policy (for exanple, based on a per-sendi ng-donmain policy, or a per-
sendi ng-user policy), then a 428 'Use ldentity Header’' response MJST
be sent.

In order to verify the identity of the sender of a nessage, an entity
acting as a verifier MIST performthe follow ng steps, in the order
here specifi ed.

Step 1:

In order to determ ne whether the signature for the URI in the From
header field value should be over the entire URI or just a
canoni cal i zed tel ephone nunber, the verification service nust follow
the process described in Section 6.1. That section al so describes
the procedures the verification service nust followto determine if
the signer is authoritative for a tel ephone nunber. For donmins, the
verifier MJUST foll ow the process described in Section 6.2 to
determine if the signer is authoritative for the URI in the From
header field.

Step 2:

The verifier nmust first ensure that it possesses the proper keying
material to validate the signature in the ldentity header field. See
Section 5.2 for nore informati on on these procedures.

Step 3:
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The verifier MUST verify the signature in the ldentity header field,
followi ng the procedures for generating the hashed digest-string
described in Section 7. If a verifier determ nes that the signature
on the nmessage does not correspond to the reconstructed di gest-
string, then a 438 'Invalid ldentity Header’' response MJST be
returned.

Step 4:

If the request contains an ldentity-Reliance header, the verifier
SHOULD verify the signature in the Identity-Reliance header field,
followi ng the procedures for generating the hashed reliance-digest-
string described in Section 7. If a verifier deternines that the
signature on the nessage does not correspond to the reconstructed
digest-string, then a 438 '"Invalid Identity Header’ response SHOULD
be returned.

Step 5:

The verifier MJST validate the Date header in the manner described in
Section 10.1; recipients that wish to verify ldentity signatures MJST
support all of the operations described there. It nust furthernore
ensure that the value of the Date header falls within the validity
period of the credential used to sign the lIdentity header

4.3. ldentity within a D alog and Retargeting

The mechanismis this docunent provides a signature over the URI in
the To header field value. The recipient of a request nust conpare
that value to their own identity in order to determ ne whether or not
the identity information in this call might have been repl ayed.

Ret argeti ng, however, conplicates this evaluation

Retargeting is broadly defined as the alteration of the Request-UR
by internmediaries. Mre specifically, retargeting supplants the
original target URI with one that corresponds to a different user
potentially a user that is not authorized to register under the
original target URI. By this definition, retargeti ng does not
include translation of the Request-URI to a contact address of an
endpoi nt that has registered under the original target URI.

When a request is retargeted, it may reach a SIP endpoi nt whose user
is not identified by the URI designated in the To header field val ue.
Moreover, the value in the To header field of a dialog-forning
request is used as the From header field of requests sent in the
backwards direction during the dialog, and is accordingly the header
that woul d be signed by an authentication service for requests sent
in the backwards direction. But in retargeting cases, if the URI in
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5.

the From header does not identify the sender of the request in the
backwards direction, then clearly it would be inappropriate to
provide an ldentity signature over that From header. As specified
above, if the authentication service is not responsible for the
domain in the From header field of the request, it MJUST NOT add an
Identity header to the request, and it should process/forward the
request nornally.

Any means of anticipating retargeting, and so on, is outside the
scope of this docunent, and likely to have equal applicability to
response identity as it does to requests in the backwards direction
within a dialog. Consequently, no special guidance is given for

i mpl ementers here regarding the 'connected party’ problem

aut henti cati on service behavior is unchanged if retargeting has
occurred for a dialog-formng request. Utimtely, the

aut hentication service provides an Identity header for requests in
t he backwards dial og when the user is authorized to assert the
identity given in the From header field, and if they are not, an

I dentity header is not provided.

For further information on the problens of response identity see
[17].

Credential s
1. Credential Use by the Authentication Service

In order to act as an authentication service, a SIP entity nust have
access to the private keying material of one or nore credentials that
cover URlI's, donain nanes or tel ephone nunbers. These credentials nmay
represent authority over only a single nane (such as

al i ce@xanpl e.com), an entire domain (such as exanple.con), or
potentially a set of domains. Simlarly, a credential may represent
authority over a single tel ephone nunber or a range of tel ephone
nunbers. The way that the scope of a credential is expressed is
specific to the credential nechani sm

Aut hori zation of the use of a particul ar usernanme or tel ephone nunber
in the user part of the From header field is a matter of local policy
for the authentication service, one that depends greatly on the
manner in which authentication is perfornmed. For non-tel ephone
nunber user parts, one policy mght be as follows: the usernane given
in the "usernanme’ paraneter of the Proxy-Authorization header MJST
correspond exactly to the usernane in the From header field of the
SI P nessage. However, there are nmany cases in which this is too
limting or inappropriate; a realmmght use 'usernanme’ paraneters in
Pr oxy- Aut hori zation that do not correspond to the user-portion of SIP
From headers, or a user mght nmanage multiple accounts in the sane
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adm nistrative domain. In this latter case, a donain mght maintain
a mappi ng between the values in the 'usernane’ paraneter of Proxy-
Aut hori zation and a set of one or nore SIP URIs that mi ght
legitimately be asserted for that 'usernane’. For exanple, the
usernane can correspond to the '"private identity’ as defined in Third
Generation Partnership Project (3GPP), in which case the From header
field can contain any one of the public identities associated with
this private identity. In this instance, another policy mght be as
follows: the URI in the From header field MJST correspond exactly to
one of the mapped URIs associated with the 'usernane’ given in the

Pr oxy- Aut hori zati on header. This is a suitable approach for

t el ephone nunmbers in particular. Various exceptions to such policies
m ght arise for cases like anonynmity; if the AoR asserted in the From
header field uses a formlike ’sip:anonymous@xanpl e.conm, then the
"exanpl e. comi proxy should authenticate that the user is a valid user
in the domain and insert the signature over the From header field as
usual .

5.2. Credential Use by the Verification Service

In order to act as a verification service, a SIP entity nmust have a
way to acquire and retain credentials for authorities over particul ar
URI's, donain nanes and/or tel ephone nunbers. The ldentity-Info
header (as described in the next section) is supported by al
verification service inplenmentations to create a baseli ne neans of
credential acquisition. Provided that the credential used to sign a
message i s not previously known to the verifier, SIP entities SHOULD
di scover this credential by dereferencing the Identity-Info header
unl ess they have sone nore efficient inplenentation-specific way of
acquiring certificates. If the URl schene in the Identity-Info
header cannot be dereferenced, then a 436 'Bad Identity-Info’
response MJUST be returned.

Verification service inplenentations supporting this specification
SHOULD have sonme neans of retaining credentials (in accordance with
normal practices for credential lifetimes and revocation) in order to
prevent thensel ves from needl essly downl oadi ng the sanme credenti al
every time a request fromthe sane identity is received. Credentials
cached in this manner nmax be indexed in accordance with |ocal policy:
for exanple, by their scope, or the URI given in the Identity-Info
header field val ue.

[ TBD: Should we add some kind of hash or sinmilar indication to the
Identity-1nfo header to make it easier for verifiers to ascertain
that they already possess a credential w thout dereferencing the
URI ?]
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5.3. Handling ldentity-Info URIs

An Identity-1nfo header MJUST contain a URI which dereferences to a
resource which contains the public key conponents of the credential
used by the authentication service to sign a request. Mich as is the
case with the trust anchor(s) required for deploynments of this
specification, it is essential that a URl in the Identity-Info header
be dereferencable by any entity that could plausibly receive the
request. For common cases, this neans that the URI nust be
dereferencable by any entity on the public Internet. 1In constrained
depl oynent environnents, a service private to the environnent night
be used i nstead.

Beyond provi ding a nmeans of accessing credentials for an identity,
the lIdentity-Info header further services a neans of differentiating
whi ch particular credential was used to sign a request, when there
are potentially multiple authorities eligible to sign. For exanple,
i magi ne a case where a donain inplenents the authentication service
role for exanple.com and a user agent belonging to Alice has
acquired a credential for alice@xanple.com Either would be
eligible to sign a SIP request from alice@xanple.com Verification
services however need a neans to differentiate which one perforned
the signature. The ldentity-Info header perforns that function

5.4. Credential Systens

Thi s docunment makes no specific recommendation for the use of any
credential system Today, there are two prinmary credential systens
in place for proving ownership of donain nanes: certificates (e.qg.

X. 509 v3, see [8]) and the domain nanme systemitself (e.g., DANE, see
[10]). It is envisioned that either could be used in the SIP
context: an ldentity-Info header could for exanple give an HITP URL
of the form ' application/pkix-cert’ pointing to a certificate
(following the conventions of [3]). The Identity-Info headers may
use the DNS URL schene (see [11]( to indicate keys in the DNS

Whi | e no conparabl e public credentials exist for tel ephone nunbers,
ei ther approach could be applied to tel ephone nunbers. A credentia
system based on certificates is given in draft-peterson-stir-
certificates [TBD - fix after submtting]. One based on the domain
nane systemis given in [18].

In order for a credential systemto work with this nmechanism its
speci fication nust detail

which URI's schenes the credential will use in the Identity-Info

header, and any special procedures required to dereference the
URI s
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6

6

how the verifier can |l earn the scope of the credential

any special procedures required to extract keying material from
the resources designated by the UR

any algorithns that woul d appear in the Identity-Info "alg"
paranmeter other than ’'rsa-sha256.” Note that per the | ANA

Consi derations of this document (Section 11.7), new algorithms can
only be specified by Standards Action

SIP entities cannot reliably predict where SIP requests will

term nate. When choosing a credential scheme for deploynments of this
specification, it is therefore essential that the trust anchor(s) for
credentials be widely trusted, or that deployments restrict the use
of this mechanismto environments where the reliance on particul ar
trust anchors is assured by business arrangenents or simlar
constraints.

Note that credential systens nmust address key lifecycle nanagenent
concerns: were a domain to change the credential available at the
Identity-1Info URI before a verifier evaluates a request signed by an
aut hentication service, this would cause obvious verifier failures.
When a rollover occurs, authentication services SHOULD thus provide
new ldentity-Info URIs for each new credential, and SHOULD continue
to nake ol der key acquisition URIs available for a duration |onger
than the plausible lifetime of a SIP nessage (an hour woul d nost
likely suffice).

[TBD: What will the nornmative | anguage here be? Support for which
nmechani sns?]

Identity Types
1. Tel ephone Nunbers

Since many SIP applications provide a Voice over |P (VolP) service,

t el ephone nunbers are comonly used as identities in SIP depl oynments.
In order for tel ephone nunbers to be used with the mechani sm
described in this docunent, authentication services nust enroll wth
an authority that issues credentials for tel ephone nunbers or

t el ephone nunber ranges, and verification services nust trust the
authority enployed by the authentication service that signs a
request. Enrollnment procedures and credential nanagenment are outside
the scope of this docunent.

G ven the existence of such authorities, authentication and
verification services nust identify when a request should be signed
by an authority for a tel ephone nunber, and when it shoul d be signed
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by an authority for a domain. Tel ephone nunbers nost conmonly appear
in SIP header field values in the usernanme portion of a SIP URI

(e.g., ’sip:+17005551008@hi cago. exanpl e. com user =phone’ ). The user
part of that URl conforns to the syntax of the TEL URl schene (RFC
3966 [5]). It is also possible for a TEL URI to appear in the SIP To
or From header field outside the context of a SIP or SIPS UR (e.g.
"tel:+17005551008’). In both of these cases, it’'s clear that the

si gner must have authority over the tel ephone nunber, not the domain
nane of the SIP URI. It is also possible, however, for requests to
contain a URI |ike 'sip:7005551000@hi cago. exanple.com. It may be
non-trivial for a service to ascertain in this case whether the UR
contains a tel ephone nunber or not.

To address this problem the authentication service and verification
service both nust performthe foll owi ng canonicalization procedure on
any SIP URI they inspect which contains a wholly numeric user part.

[ TBD canonicalization algorithm- drop the characters, +'s, assess if
its a valid local nunber (if so, append country code), etc]

[ TBD define tn-spec here for ABNF purposes]

If the result of this procedure forns a conpl ete tel ephone nunber,
that nunber is used for the purpose of creating and signing the

di gest-string by both the authentication service and verification
service. |If the result does not forma conpl ete tel ephone nunber,
the aut hentication service and verification service should treat the
entire URI as a SIP URI, and apply a donmin signature per the
procedures in Section 6. 2.

In the longer term it is possible that sone directory or other

di scovery mechani sm may provide a way to deterni ne which

adm nistrative domain is responsible for a tel ephone nunber, and this
may aid in the signing and verification of SIP identities that
contain tel ephone nunbers. This is a subject for future work.

6.2. Usernanes with Domai n Nanes

When a verifier processes a request containing an Identity-Info
header with a dommin signature, it nust conpare the domain portion of
the URI in the From header field of the request with the domai n nane
that is the subject of the credential acquired fromthe Identity-Info
header. Wile this nmight seemthat this should be a straightforward
process, it is conplicated by two deploynment realities. In the first
pl ace, credentials have varying ways of describing their subjects,
and nmay i ndeed have nultiple subjects, especially in 'virtua

hosting’ cases where nultiple donmai ns are nmanaged by a single
application. Secondly, sonme SIP services may del egate SIP functions
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to a subordinate domain and utilize the procedures in RFC 3263 [2]
that allow requests for, say, 'exanple.com to be routed to
"sip.example.conmi. As a result, a user with the AoR
"sip:jon@xanpl e. comi may process requests through a host like
"sip.exanple.coni, and it nmay be that latter host that acts as an
aut henti cation service.

To neet the second of these problens, a donmain that deploys an

aut henti cation service on a subordinate host MJIST be willing to
supply that host with the private keying material associated with a
credential whose subject is a domain nane that corresponds to the
domai n portion of the AoRs that the domain distributes to users

Note that this corresponds to the conparable case of routing inbound
SIP requests to a domain. Wen the NAPTR and SRV procedures of RFC
3263 are used to direct requests to a domain nane other than the
domain in the original Request-URl (e.g., for ’sip:jon@xanple.coni,
the correspondi ng SRV records point to the service
"sipl.exanple.org’), the client expects that the certificate passed
back in any TLS exchange with that host will correspond exactly with
the domain of the original Request-URI, not the donmain name of the
host. Consequently, in order to make inbound routing to such SIP
services work, a domain admnistrator nust simlarly be willing to
share the domain’s private key with the service. This design

deci sion was made to conpensate for the insecurity of the DNS, and it
makes certain potential approaches to DNS-based ’'virtual hosting
unsecurable for SIP in environnents where domain adm nistrators are
unwi | ling to share keys with hosting services.

A verifier MJUST eval uate the correspondence between the user’s
identity and the signing credential by follow ng the procedures
defined in RFC 2818 [7], Section 3.1. Wile RFC 2818 [7] deals with
the use of HITP in TLS and is specific to certificates, the
procedures described are applicable to verifying identity if one
substitutes the "hostname of the server" in HTTP for the domain
portion of the user’s identity in the Fromheader field of a SIP
request with an ldentity header

7. Header Syntax

This docunent specifies three SIP headers: ldentity, Identity-
Reliance and Identity- Info. Each of these headers can appear only
once in a SIP request; ldentity-Reliance is OPTIONAL, while ldentity
and ldentity-Info are REQU RED for securing requests with this
specification. The grammar for these three headers is (follow ng the
ABNF [12] in RFC 3261 [1]):
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Identity = "ldentity" HCOLON signed-identity-digest
signed-identity-digest = LDQUOT 32LHEX RDQUOT
Identity-Reliance = "ldentity-Reliance" HCOLON signed-identity-reliance-diges

signed-identity-reliance-digest = LDQUOT 32LHEX RDQUOT

Identity-Info = "ldentity-Info" HCOLON ident-info
*( SEM ident-info-parans )
ident-info = LAQUOT absol ut eURI RAQUOT
ident-info-parans = ident-info-alg / ident-info-extension
ident-info-alg = "al g" EQUAL t oken
i dent -i nf 0- extensi on = generi c- param

[ TBD: The version has the ldentity-Reliance header covered under the
Identity signature. It is also possible to do this the other way
around, where the base ldentity signature is generated first, and
Identity-Reliance woul d cover both the Identity header and the body.
This is a trade-of f of whether the authentication service should
deci de whether ldentity-Reliance is needed or if the verification
service should decide. These have different properties, and sone

i nvestigation would be needed to deci de between them]

The signed-identity-reliance-digest is a signed hash of a canonica
string generated fromcertain conponents of a SIP request. Creating
this hash and the lIdentity-Reliance header field to contain it is
OPTIONAL, and its usage is a matter of |ocal policy for

aut hentication services. To create the contents of the signed-
identity-reliance-digest, the follow ng elenent of a SIP nessage MJST
be placed in a bit-exact string:

The body content of the nessage with the bits exactly as they are
in the nessage (in the ABNF for SIP, the nessage-body). This

i ncludes all conponents of nultipart nessage bodies. Note that

t he nmessage-body does NOT include the CRLF separating the SIP
headers fromthe nmessage-body, but does include everything that
foll ows that CRLF.

[ TBD: Explore alternatives to including the whole body for INVITE
requests; should there be a special case for security paraneters that
woul d appear in SDP?]

The signed-identity-digest is a signed hash of a canonical string
generated fromcertain conponents of a SIP request. To create the
contents of the signed-identity-digest, the follow ng elenments of a
SI P nessage MJUST be placed in a bit-exact string in the order
specified here, separated by a vertical line, "|" or %7C, character
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First, the identity. |If the user part of the AoRin the From
header field of the request contains a tel ephone nunber, then the
canoni cal i zation of that nunber goes into the first slot (see
Section 6.1). GQherwise, the first slot contains the AoR of the
UA sendi ng the nessage, or addr-spec of the From header field.

Second, the target. |If the user part of the AoR in the To header
field of the request contains a tel ephone nunber, then the
canoni cal i zation of that nunber goes into the second slot (see
Section 6.1). Oherwi se, the second slot contains the addr-spec
component of the To header field, which is the AoR to which the
request is being sent.

Third, the request nethod.

Fourth, the Date header field, with exactly one space each for
each SP and the weekday and nonth itens case set as shown in the
BNF of RFC 3261 [1]. RFC 3261 specifies that the BNF for weekday
and nonth is a choice anpbngst a set of tokens. The RFC 4234 [12]
rules for the BNF specify that tokens are case sensitive.

However, when used to construct the canonical string defined here,
the first letter of each week and nonth MJST be capitalized, and
the remaining two letters nust be | owercase. This matches the
capitalization provided in the definition of each token. Al
requests that use the Identity nechani sm MJST contain a Date
header .

Fifth, the lIdentity-Reliance header field value, if there is an

Identity-Reliance field in the request. |[|f the nessage has no
body, or no Identity-Reliance header, then the fifth slot will be
enpty, and the final "|" will not be followed by any additiona

char acters.

For nore information on the security properties of these headers, and
why their inclusion nitigates replay attacks, see Section 10 and [4].
The precise forrmulation of this digest-string is, therefore
(following the ABNF[12] in RFC 3261 [1]):

digest-string = addr-spec / tn-spec "|" addr-spec / tn-spec "|"
Method "|" SIP-date "|" [ signed-identity-reliance-digest ]

For the definition of '"tn-spec’ see Section 6.1

After the digest-string or reliance-digest-string is formed, each
MUST be hashed and signed with the certificate of authority over the
identity. The hashing and signing algorithmis specified by the
"al g’ paraneter of the ldentity-Info header (see below for nore
informati on on Identity-1nfo header paraneters). This docunent
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defines only one value for the "alg paraneter: ’'rsa-sha256’; further
val ues MJUST be defined in a Standards Track RFC, see Section 14.7 for
more information. Al inplenentations of this specification MIST
support ’'rsa-sha256’. Wen the 'rsa-sha256’ algorithmis specified
inthe "alg' paraneter of ldentity-Info, the hash and signature MJST
be generated as follows: conpute the results of signing this string
with shalWthRSAEncryption as described in RFC 3370 [13] and base64
encode the results as specified in RFC 3548 [14]. A 2048-bit or

| onger RSA key MUST be used. The result of the digest-string hash is
placed in the lIdentity header field; the optional reliance-digest-
string hash goes in the Identity-Reliance header. For detailed
exanpl es of the usage of this algorithm see Section 8.

The ' absoluteURI’ portion of the lIdentity-Info header MJST contain a
URI; see Section 5.3 for nore on choosing how to advertise
credentials through ldentity-Info.

Thi s docunent adds (or anends) the following entries to Table 2 of
RFC 3261 [1] (this repeats the registrations of RFC4474):

Header field wher e pr oxy ACK BYE CAN INV OPT REG

Identity R a 0 0 - 0 0 0

SUB NOT' REF INF UPD PRA

o} o} o} o} o} o}
Header field wher e pr oxy ACK BYE CAN INV OPT REG
Identity-Info R a 0 0 - 0 o] o]

SUB NOT' REF INF UPD PRA

0 0 0 0 0 0
Header field wher e proxy ACK BYE CAN INV OPT REG
Identity-Reliance R a 0 0 - 0 0 0

SUB NOT REF INF UPD PRA

(0] (0] (0] (0] (0] (0]

Note, in the table above, that this nechani sm does not protect the
CANCEL net hod. The CANCEL nethod cannot be chal |l enged, because it is
hop- by- hop, and accordi ngly authentication service behavior for
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CANCEL woul d be significantly linmted. The Identity and ldentity-

I nfo header MUST NOT appear in CANCEL. Note as well that the use of
Identity with REG STER i s consequently a subject for future study,
although it is left as optional here for forward-conpatibility
reasons.

8. Examples
9. Privacy Considerations

The identity nmechanismpresented in this docunent is conpatible with
the standard SIP practices for privacy described in RFC 3323 [15]. A
SI P proxy server can act both as a privacy service and as an

aut hentication service. Since a user agent can provide any From
header field value that the authentication service is willing to

aut horize, there is no reason why private SIP URIs that contain
legitimate domains (e.g., sip:anonynous@xanple.con) cannot be signed
by an authentication service. The construction of the ldentity
header is the same for private URIs as it is for any other sort of

URI s.

Not e, however, that for using anonynous SIP URls, an authentication
service nmust possess a certificate corresponding to the host portion
of the addr-spec of the From header field of the request;
accordingly, using donmains |ike "anonynous.invalid wll not be
possi bl e for privacy services that also act as authentication
services. The assurance offered by the usage of anonymous URIs with
a valid domain portion is "this is a known user in ny donmain that |
have authenticated, but | amkeeping its identity private". The use
of the domain "anonynous.invalid entails that no correspondi ng
authority for the domain can exist, and as a consequence,

aut henti cation service functions are nmeani ngl ess.

RFC 3325 [9] defines the "id" priv-value token, which is specific to
the P-Asserted-ldentity header. The sort of assertion provided by
the P-Asserted-ldentity header is very different fromthe Identity
header presented in this docunent. It contains additiona

i nformati on about the sender of a message that may go beyond what
appears in the From header field; P-Asserted-ldentity holds a
definitive identity for the sender that is sonehow known to a cl osed
network of internediaries that presunably the network will use this
identity for billing or security purposes. The danger of this

net wor k-specific information | eaking outside of the closed network
motivated the "id" priv-value token. The "id" priv-value token has
no inplications for the ldentity header, and privacy services MJST
NOT renove the Identity header when a priv-value of "id" appears in a
Privacy header.
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10.

10.

Finally, note that unlike RFC 3325 [9], the nechani sm described in
this specification adds no information to SIP requests that has
privacy inplications.

Security Considerations
1. Handling of digest-string Elements

Thi s docunment describes a nechanismthat provides a signature over
the Date header field, and either the whole or part of the To and
From header fields of SIP requests, as well as optional protections
for the nessage body. Wiile a signature over the From header field
woul d be sufficient to secure a URI alone, the additional headers
provi de replay protection and reference integrity necessary to make
sure that the Identity header will not be replayed in cut-and-paste
attacks. In general, the considerations related to the security of
these headers are the sane as those given in RFC 3261 [1] for

i ncludi ng headers in tunneled 'nessage/sip’ M ME bodies (see
Section 23 in particular). The follow ng section details the

i ndi vi dual security properties obtained by including each of these
header fields within the signature; collectively, this set of header
fields provides the necessary properties to prevent inpersonation

The From header field indicates the identity of the sender of the
nmessage, and the SIP address-of-record URI, or an enbedded tel ephone
nunber, in the From header field is the identity of a SIP user, for
the purposes of this document. The To header field provides the
identity of the SIP user that this request targets. Providing the To
header field in the Identity signature serves two purposes: first, it
prevents cut-and-paste attacks in which an Identity header from
legitimate request for one user is cut-and-pasted into a request for
a different user; second, it preserves the starting URl schenme of the
request, which hel ps prevent downgrade attacks against the use of

S| PS.

The Date header field provides replay protection, as described in RFC
3261 [1], Section 23.4.2. Inplenmentations of this specification MJST
NOT deemvalid a request with an outdated Date header field (the
RECOMVENDED interval is that the Date header nust indicate a tine

wi thin 3600 seconds of the receipt of a nmessage). The result of this
is that if an Identity header is replayed within the Date interval
verifiers will recognize that it is invalid; if an ldentity header is
replayed after the Date interval, verifiers will recognize that it is
i nvalid because the Date is stale.

Wthout the nethod, an I NVITE request could be cut- and-pasted by an
attacker and transfornmed into a MESSAGE request w thout changi ng any
fields covered by the Identity header, and noreover requests within a
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certain transaction could be replayed in potentially confusing or
mal i ci ous ways.

RFC4474 originally had protections for the Contact, Call-ID and CSeq.
These are renoved from RFC4474bis. The absence of these header

val ues creates some opportunities for determ ned attackers to

i mper sonat e based on cut-and-paste attacks; however, the absence of
these headers does not seeminpactful to preventing against the

si mpl e unaut hori zed claimng of a From header field value, which is
the prinmary scope of the current docunent.

It might seemattractive to provide a signature over sone of the

i nformati on present in the Via header field value(s). For exanple,
wi t hout a signature over the sent-by field of the topnost Via header,
an attacker could renove that Via header and insert its own in a cut-
and- paste attack, which would cause all responses to the request to
be routed to a host of the attacker’s choosing. However, a signature
over the topnost Via header does not prevent attacks of this nature,
since the attacker could | eave the topnost Via intact and nerely
insert a new Via header field directly after it, which would cause
responses to be routed to the attacker’s host "on their way" to the
valid host, which has exactly the sane end result. Although it is
possi bl e that an internedi ary-based authentication service could
guarantee that no Via hops are inserted between the sending user
agent and the authentication service, it could not prevent an
attacker fromadding a Via hop after the authentication service, and
thereby preenpting responses. It is necessary for the proper
operation of SIP for subsequent internediaries to be capable of
inserting such Via header fields, and thus it cannot be prevented.

As such, though it is desirable, securing Via is not possible through
the sort of identity nechani sm described in this docunent; the best
known practice for securing Via is the use of SIPS.

Thi s mechani sm al so provides an optional signature over the bodies of
SIP requests. This can help to protect non-INVITE transacti ons such
as MESSAGE or NOTIFY, as well as INVITEs in those environments where
i ntermedi ari es do not change SDP. VWhile this is not strictly
necessary to prevent the inpersonation attacks, there is little
purpose in establishing the identity of the user that originated a
SIP request if this assurance is not coupled with a conparabl e
assurance over the contents of the nessage. There are furthernore
some baiting attacks (where the attacker receives a request fromthe
target and reoriginates it to a third party) that m ght not be
prevented by only a signature over the From To and Date, but could
be prevented by securing SDP. Note, however, that this is not
perfect end-to-end security. The authentication service itself, when
instantiated at an internedi ary, could conceivably change the body
(and SIP headers, for that nmatter) before providing a signature.
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Thus, while this mechani smreduces the chance that a replayer or man-
in-the-mddle will nodify bodies, it does not elininate it entirely.
Since it is a foundational assunption of this nechanismthat the
users trust their local domain to vouch for their security, they nust
al so trust the service not to violate the integrity of their nessage
wi t hout good reason.

In the end analysis, the lIdentity, ldentity-Reliance and Identity-
Info headers cannot protect thenselves. Any attacker could renove
these headers froma SIP request, and nodify the request arbitrarily
afterwards. However, this nechanismis not intended to protect
requests frommen-in-the- mddle who interfere with SIP nessages; it
is intended only to provide a way that the originators of SIP
requests can prove that they are who they claimto be. At best, by
stripping identity information froma request, a man-in-the-mddle
could nmake it inpossible to distinguish any illegitinmte nessages he
would like to send fromthose nessages sent by an authorized user
However, it requires a considerably greater anount of energy to nount
such an attack than it does to nount trivial inpersonations by just
copyi ng someone el se’s From header field. This nechani sm provides a
way that an authorized user can provide a definitive assurance of his
identity that an unauthorized user, an inpersonator, cannot.

One additional respect in which the Identity-Info header cannot
protect itself is the "alg" paraneter. The 'alg paraneter is not
included in the digest-string, and accordingly, a man-in-the-mddle
m ght attenpt to nodify the "alg paraneter. Once again, it is
important to note that preventing nen-in-the-mddle is not the
primary inpetus for this nechanism Moreover, changing the "alg’
woul d at worst result in some sort of bid-down attack, and at best
cause a failure in the verifier. Note that only one valid "alg
paraneter is defined in this docunent and that thus there is
currently no weaker algorithmto which the nechani smcan be bid down.
"al g’ has been incorporated into this nechanismfor forward-
conmpatibility reasons in case the current algorithmexhibits
weaknesses, and requires swift replacenment, in the future.

2. Securing the Connection to the Authentication Service

In the absence of user agent-based authentication services, the
assurance provided by this nechanismis strongest when a user agent
forns a direct connection, preferably one secured by TLS, to an

i ntermedi ary-based aut hentication service. The reasons for this are
t wof ol d:

If a user does not receive a certificate fromthe authentication
service over this TLS connection that corresponds to the expected
domai n (especially when the user receives a challenge via a
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mechani sm such as Digest), then it is possible that a rogue server
is attenpting to pose as an authentication service for a domain
that it does not control, possibly in an attenpt to collect shared
secrets for that domain. A simlar practice could be used for

t el ephone nunbers, though the application of certificates for

t el ephone nunbers to TLS is left as a matter for future study.

Wthout TLS, the various header field values and the body of the
request will not have integrity protection when the request
arrives at an authentication service. Accordingly, a prior
legitimate or illegitimate internediary could nodify the nessage
arbitrarily.

O these two concerns, the first is nmost material to the intended
scope of this nechanism This mechanismis intended to prevent

i npersonation attacks, not man-in-the-mddle attacks; integrity over
the header and bodies is provided by this nechanismonly to prevent
replay attacks. However, it is possible that applications relying on
the presence of the lIdentity header could | everage this integrity
protection, especially body integrity, for services other than replay
protection.

Accordingly, direct TLS connections SHOULD be used between the UAC
and the authentication service whenever possible. The opportunistic
nature of this nechanism however, makes it very difficult to
constrai n UAC behavi or, and noreover there will be some depl oynent
architectures where a direct connection is sinply infeasible and the
UAC cannot act as an authentication service itself. Accordingly,
when a direct connection and TLS are not possible, a UAC shoul d use
the SIPS nechanism Digest "auth-int’ for body integrity, or both
when it can. The ultimate decision to add an ldentity header to a
request lies with the authentication service, of course; domain
policy nust identify those cases where the UAC s security association
with the authentication service is too weak.

3. Authorization and Transitional Strategies

Utimately, the worth of an assurance provided by an ldentity header
is limted by the security practices of the authentication service
that issues the assurance. Relying on an Identity header generated
by a renpte administrative domai n assunes that the issuing donain
uses recomended admini strative practices to authenticate its users.
However, it is possible that sone authentication services wll

i npl ement policies that effectively nmake users unaccountable (e.qg.
ones that accept unauthenticated registrations fromarbitrary users).
The value of an Identity header from such authentication services is
questionable. Wile there is no nagic way for a verifier to

di stinguish "good" from "bad" signers by inspecting a SIP request, it
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is expected that further work in authorization practices could be
built on top of this identity solution; w thout such an identity
solution, many prom sing approaches to authorization policy are

i mpossi ble. That nuch said, it is RECOMENDED t hat aut hentication
services based on proxy servers enploy strong authentication
practi ces.

One cannot expect the Identity and Identity-Info headers to be
supported by every SIP entity overnight. This |eaves the verifier in
a conprom sing position; when it receives a request froma given SIP
user, how can it know whether or not the sender’s domain supports
Identity? 1In the absence of ubiquitous support for identity, sone
transitional strategies are necessary.

A verifier could renenber when it receives a request froma domain
or tel ephone nunber that uses ldentity, and in the future, view
messages received fromthat sources without Identity headers with
skeptici sm

A verifier could consult sone sort of directory that indications
whet her a given caller should have a signed identity. There are a
nunber of potential ways in which this could be inplenented. This
is left as a subject for future work.

In the long term sone sort of identity nechanism either the one
docunented in this specification or a successor, mnust becone

mandat ory-to-use for the SIP protocol; that is the only way to
guarantee that this protection can always be expected by verifiers.

Finally, it is worth noting that the presence or absence of the
Identity headers cannot be the sole factor in nmaking an authorization
decision. Perm ssions mght be granted to a nessage on the basis of
the specific verified lIdentity or really on any other aspect of a SIP
request. Authorization policies are outside the scope of this
specification, but this specification advises any future

aut hori zati on work not to assune that nessages with valid lIdentity
headers are al ways good.

4. Display-Nanmes and ldentity

As a matter of interface design, SIP user agents m ght render the

di spl ay-nane portion of the From header field of a caller as the
identity of the caller; there is a significant precedent in email

user interfaces for this practice. Securing the display-nane
component of the From header field value is outside the scope of this
docunent, but nmay be the subject of future work.
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| ANA Consi derati ons
[ TBD: update for rfcd4474bis or renove?]

Thi s docunent requests changes to the header and response-code sub-
registries of the SIP paranmeters | ANA registry, and requests the
creation of two new registries for parameters for the Identity-Info
header .

1. Header Field Nanes

This docunment specifies three SIP headers: ldentity, Identity-
Reliance and ldentity- Info. Their syntax is given in Section 7
These headers are defined by the follow ng information, which has
been added to the header sub-registry under http://ww.iana. org/
assi gnnent s/ si p- paraneters

Header Nane: Identity

Conpact Form vy

Header Nane: ldentity-Info
Conmpact Form n

Header Nane: Identity-Reliance
Conpact Form

2. 428 'Use ldentity Header’ Response Code

This docunent registers a SIP response code, which is described in
Section 4.2. It is sent when a verifier receives a SIP request that
lacks an ldentity header in order to indicate that the request should
be re-sent with an lIdentity header. This response code is defined by
the follow ng information, which has been added to the nethod and
response-code sub-registry under http://ww.iana. org/assi gnnents/sip-
par amet ers

Response Code Nunber: 428
Def ault Reason Phrase: Use ldentity Header

3. 436 'Bad ldentity-Info’ Response Code

This docunent registers a SIP response code, which is described in
Section 4.2. It is used when the Identity-Info header contains a URI
that cannot be dereferenced by the verifier (either the URI schene is
unsupported by the verifier, or the resource designated by the URl is
ot herwi se unavailable). This response code is defined by the
followi ng information, which has been added to the nethod and
response- code sub-registry under http://ww.iana. org/assi gnnents/sip-
par ameters
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Response Code Nunber: 436
Def ault Reason Phrase: Bad ldentity-Info

4. 437 ' Unsupported Credential’ Response Code

This docunent registers a SIP response code, which is described in
Section 4.2. It is used when the verifier cannot validate the
credential referenced by the URI of the Identity-I1nfo header,
because, for exanple, the credential is self-signed, or signed by an
authority for whomthe verifier does not trust. This response code
is defined by the follow ng infornmation, which has been added to the
met hod and response-code sub-registry under http://ww.iana. org/

assi gnnent s/ si p- paraneters

Response Code Nunber: 437
Def aul t Reason Phrase: Unsupported Credentia

5. 438 'Invalid Identity Header’ Response Code

This docunment registers a SIP response code, which is described in
Section 4.2. It is used when the verifier receives a nessage with an
Identity signature that does not correspond to the digest-string
calculated by the verifier. This response code is defined by the
followi ng information, which has been added to the method and
response- code sub-registry under http://ww.iana. org/assi gnnents/sip-
par amet er s

Response Code Nunber: 438
Def ault Reason Phrase: Invalid Identity Header

6. ldentity-Info Paranmeters

The 1 ANA has created a registry for ldentity-Info headers. This
registry is to be prepopulated with a single entry for a paraneter
called "alg’, which describes the algorithmused to create the
signature that appears in the Identity header. Registry entries nust
contain the nane of the paranmeter and the specification in which the
paraneter is defined. New paraneters for the Identity-Info header
may be defined only in Standards Track RFCs.

7. ldentity-Info Al gorithm Paraneter Val ues

The 1 ANA has created a registry for lIdentity-Info "alg paraneter
values. This registry is to be prepopulated with a single entry for
a value called 'rsa-sha256’, which describes the algorithmused to
create the signature that appears in the ldentity header. Registry
entries nust contain the nane of the "alg paraneter value and the
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specification in which the value is described. New values for the
"al g’ paraneter may be defined only in Standards Track RFCs.

A previous version of this specification defined the ’'rsa-shal" val ue
for this registry. That value is hereby deprecated, and should be
renoved. It is not believed that any inplenentations are nmaki ng use
of this val ue.
[ TBD - consider EC for smaller credential sizes?]
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Lots of people made significant contributions to this docunent.

Ceneralized the credential nmechanism credential enrollnent and
acquisition is now outside the scope of this docunent

Reduced t he scope of the lIdentity signature to renove CSeq, Call -
I D, Contact, and the nessage body.

Added the ldentity-Reliance header

Deprecated ’'rsa-shal’ in favor of new baseline signing algorithm

[ TBD - nore]
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