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Abstract

An attribute is defined for Session Traversal Uilities for NAT
(STUN) that allows for declarations of bandwidth Iimts on the
negotiated flow The application of this attribute is the

negoti ati on of bandw dth between a Traversal Using Relays around NAT
(TURN) client and a TURN server.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 5, 2015.
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1.

I nt roducti on

Thi s docunment defines a BANDW DTH attri bute that can be used to
request and allocate bandwi dth at a Traversal Using Rel ays around NAT
(TURN) relay [ RFC5766].

The operator of a TURN server will likely wish to provide fairness
bet ween rel ayed sessions. A TURN server nmight also wish to linit the
use of service to audio-only sessions, or |ow bandw dth video and
audi o sessions. In addition, the server may apply rate-limting
policy depending on the credential used for authentication, or the
origin of the client. Wthout the BANDWDTH attri bute, there is no
way for a client to indicate the expected bandwi dth utilization, or
for the server to indicate the maxi nrum bandwi dth utilization all owed
before rate limting could be applied.

This attribute is used for indicating a bandwidth linmt that is set
in policy. The sender is not advised or required to utilize

bandwi dth up to this limt; limts are usually set well in excess of
application needs. Senders also limt their use of bandwi dth in
reaction to path congestion and "circuit breakers”

Note that the BANDWDTH attri bute was originally in the TURN draft up
to version draft-ietf-behave-turn-07 where it was renoved as "the
requi renents for this feature were not clear and it was felt the
feature could be easily added later." This draft proposes addi ng
this attribute back into TURN. A related error code 507

"I nsufficient Bandwi dth Capacity" was al so defined in the TURN
Internet-Draft, but is not proposed in this draft. This attribute
has al so been proposed to be used by I CE to provide conmuni cation
consent [I-D.thonmson-music-rtcweb-bw consent]. No use cases have
been identified where bandwidth information is useful for a STUN
server which is responding to STUN bi ndi ng requests.

There have been di scussi ons about what other nedia-rel ated

i nformati on could be usefully exchanged between a TURN client and a
TURN server. One proposal was for the actual nedia type (voice,

vi deo, data) to be exchanged. O her proposals include nore

granul arity over the bandw dth, including max, mn, average, etc.
Wil e these coul d be added, the authors do not feel the use cases for
these data have been sufficiently devel oped yet. Also, this
information is known in signaling through the SDP attributes and
paraneters. In a particular inplementation, it could be possible for
a signaling-aware entity to share this information with a TURN server
in order to apply policy for the nedia rel ay.
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2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED'
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED', "NMAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [RFC2119] and indicate requirenent

| evel s for conpliant inplenmentations.

The ternms client, server, and peer are those used for TURN, as
defined in [ RFC5766] .

3. The BANDW DTH Attribute

The BANDW DTH attribute (identifier TBD) identifies the rate of
packet transmi ssion in kilobits per second that is permitted for a
given transport flow. The BANDWDTH attribute is a conprehension-
optional attribute (see Section 15 from [RFC5389]). Figure 1 shows
the format of this attribute

0 1 2 3
01234567890123456789012345678901
B e i i e o e e S T S e e s i i TR S
[ Attribute Type (TBD) [ Length (4) |
B e o i T o S e i T e e e S i s ot o S R TR S
| Bandwi dt h |
B i S S T s i S T st i S S S S S S S S i

Figure 1: Bandwidth Attribute Fornat

The value of this attribute is an unsigned integer that represents

t he maxi num bandwi dth for the flow in kilobits per second (1 kilobit
= 1024 bits). This is the original format of the Bandw dth
attribute. This format could include a maxi rum and average

bandwi dth, as the BANDW DTH USAGE attri bute proposed in
[I-D.martinsen-tramdi scuss].

4. Applications

This section discusses the application of the BANDWDTH attri bute for
STUN, TURN, and | CE.

4.1. STUN Usage
Si nce the bandwi dth of a comunications session has no bearing on a

STUN server that sinply responds to binding requests, this attribute
MUST NOT be used for client-server STUN requests or responses.
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4.2. TURN Usage

This attri bute can be useful for communi cati on between a TURN cli ent
and a TURN server.

The BANDW DTH attribute indicates a limt to avail able bandw dth for
TURN [ RFC5766] allocation. The bandwidth limit is synmetric; the

val ue covers the bandwi dth of data sent froma peer toward the TURN

server and the bandw dth of data sent fromclient to the TURN server.

A BANDW DTH attri bute MAY be present in an Allocate request. This
attribute indicates that the given bandwidth is requested. A

BANDW DTH attri bute MAY be present in an Allocate response. This
attribute in a response indicates the Iimt that will be applied by
the TURN server. The value a TURN server provides could be

i nfluenced by the value that a TURN client requests at the discretion
of server policy. A client could use this bandwidth linitation of
the TURN server in choosing nedia types or in choosing codecs for a
nmedi a sessi on.

4.3. | CE Usage

While [I-D. thonson-nmnusi c-rtcweb-bw consent] proposed the use of the
BANDW DTH attribute to provide bandw dth consent for ICE, this draft
does not do so. This attribute MUST NOT be used with | CE

5. Bandwi dt h Measur enent Consi derations

Al'l ocati on nessages (Binding and Allocate) sent to and fromthe TURN
server are exenpt from any bandw dth neasurenment accounti ng.

In cal cul ati ng bandwi dth, the entire |IP packet - including the header
- is neasured. This is identical to the nmeasurenent perfornmed by the
Real -time Transport Protocol (RTP) [RFC3550]. At a TURN server,
bandwi dt h measurenent is perforned on the packets arriving at or

|l eaving fromthe TURN server, prior to the encapsulation that occurs
bet ween TURN server and TURN client.

Determining the rate requires that the bits be allocated to specific
intervals of tine. How bits are allocated MAY vary between
i mpl emrent ati ons.

Measurement of bandwidth is inperfect and inconsistent. Packet
jitter can result in fluctuations in received packet rate so that a
recei ver mght see an instantaneous bandwidth that is different to
what the sender m ght have transnmitted. Jitter can cause the
observed bandw dth of inconing packets to tenporarily increase above
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the pernmitted rate. At a mnimm inplenentations SHOULD al | ow for
short periods of excessive bandwidth to allow for these tenporary
i ncreases.

5.1. Rate Enforcenent

Enforcement of linmits by the TURN server SHOULD provide an all owance
for application usages that tenporarily exceed the linmt. For
exanpl e, assessing observed bandw dth usage as an average over 10
seconds ensures that real-tinme video does not clip unnecessarily;
shorter durations could result in the enforcenment affecting val uable
intra-franes.

6. Security Considerations

For STUN requests or responses that are not sent using TLS or DILS
transport, the bandwi dth informati on contained in the BANDW DTH
attribute will be available to an eavesdropper who could use it to

| earn about the nature of a session to be established. For exanple,
they m ght be able to deduce fromthe bandw dth requested that the
session is likely to be audio only, or audio and video. However, an
on-path attacker can likely learn this same information fromeither
the signaling channel or by inspecting the RTP packet headers, which
are in the clear for SRTP, or sinply by neasuring the nmedia bandw dth
used.

If a STUN request or response is transported using TCP or UDP, the
BANDW DTH attribute will have integrity protection fromthe MESSAGE-
I NTECRITY attribute if the request is authenticated using the STUN
short-termor |ong-term authentication method. Unauthenticated TCP
or UDP requests will not have integrity protection and could be
nmodified by a MtM attacker. The use of DILS transport
[I-Dietf-tramstun-dtls] provides integrity protection for the
BANDW DTH attri bute regardl ess of the STUN authentication nethod
used.

7. | ANA Consi derations
The STUN BANDW DTH attribute uses the TBD val ue in the conprehension-
optional range. This attribute is registered in the "STUN Attribute"
Registry followi ng the procedures of Section 18.2 of [RFC5389].

8. Inplenentation Status

Note to RFC Editor: Please renpve this entire section prior to
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9.

9.

1.

publication, including the reference to RFC 6982

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC6982].
The description of inplementations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the infornmati on presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplementations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC6982], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

A multiple real ns capabl e advanced open source TURN server (nhaned
"Coturn’) has been created by O eg Mskal enko and is freely |icensed
under the New BSD |icense. This reference inplenmentation and proof -
of -concept provides a clone (a spin-off) of the rfc5766-turn-server
proj ect addi ng STUN BANDW DTH attri bute support, anong ot her TRAM
Wor ki ng Group STUN and TURN ext ensi ons

"Coturn’ is backward-conpatible with rfc5766-turn-server project but
the code is nore conplex and it uses a different (also nore conpl ex)
dat abase structure. It is the intent to add all | ETF TRAM TURN
server related capabilities to this project as they mature. 'Coturn
is publicly available and can be found at:

htt ps://code. googl e. com p/ cot urn/
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