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Abst ract
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1. I nt roduction

The TURN server is a building block to support interactive, real-tine
communi cati on using audi o, video, collaboration, ganes, etc., between
two peer web browsers using the Wb Real - Ti me communi cati on (WebRTC)
[I-D.ietf-rtcweb-overview] framework. The use-case explained in
"Sinpl e Video Communi cation Service, enterprise aspects”

(Section 3.2.5 of [I-D.ietf-rtcweb-use-cases-and-requirenents])
refers to deploying a TURN RFC5766] server in the DMZ to audit all
nmedi a sessions frominside an Enterprise prenises to any externa
peer. TURN server could also be deployed for RTP Mbility
[1-D.wing-nmusic-ice-mbility] etc.

TURN server is also used in the followi ng scenarios

0 Users of RTCWEB based web application nmay use TURN server to hide
host candi date addresses fromthe renmote peer for privacy.

o0 Enterprise networks deploy firewalls which typically bl ock UDP
traffic. Wien SIP user agents or WDbRTC endpoints are depl oyed
behind such firewalls, nedia cannot be sent over UDP across the
firewall, but nust be sent using TCP (which causes a different
user experience). In such cases a TURN server deployed in the DVZ
MAY be used to traverse Firewalls.

0 TURN Server may be used for |Pv4-to-1Pv6, |Pv6-to-IPv6, and | Pv6
-to-1Pv4 rel aying [ RFC6156] .

0 | CE connectivity checks using server-reflexive candidates coul d
fail when the endpoint is behind NAT that perforns Address-
dependent mapping. In such cases relayed candidate allocated from
the TURN server is used for nedia.
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4.

STUN [ RFC5389] specifies an authentication nechanismcalled the |ong-
termcredential nechanism TURN [ RFC5766] in section 4 specifies
that TURN servers and clients MJST inpl enent this nechani smand the
TURN server MJST denand that all requests fromthe client be

aut henticated using this nmechanism or that a equally strong or
stronger mechani smfor client authentication be used.

In the above scenari os RTCWEB based web applications woul d use
Interactive Connectivity Establishnment (1CE) protocol [RFC5245] for
gathering candidates. |CE agent can use TURN to | earn server-
reflexive and rel ayed candidates. |f the TURN server requires the
TURN request to be authenticated then |ICE agent will use the |ong-
termcredential mechani smexplained in section 10 of [ RFC5389] for
aut henti cation and nessage integrity. TURN specification [ RFC5766]
in section 10 explains the inportance of |ong-termcredentia
mechanismto mtigate various attacks. Wth proposals
I'ike[l-D.thonson-nmrusic-rtcweb-bw consent] that defines a STUN
BANDW DTH attri bute for requesting bandwi dth allocation at a TURN
server, STUN authentication becones further inportant to prevent un-
aut hori zed users from accessing the TURN server and m suse of
credentials could inpose significant cost on the victimTURN server

This note focuses on listing the problens with current STUN
aut hentication for TURN so that it can serve as the basis for
stronger authentication nechanisns.

Conpared to a Binding request the Allocate request is nore likely to
be identified by a server adm nistrator as needing client
authentication and integrity protecti on of nessages exchanged.

Hence, the issues discussed here in STUN authentication are
applicable mainly in the context of TURN nmessages.

Not at i onal Conventi ons
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
This note uses term nol ogy defined in [ RFC5389], [RFC5766].

Scope
Thi s docunment can be used as an input to design solution(s) to
address the problens with the current STUN aut hentication for TURN
nessages.

Probl enms with usage of STUN Aut hentication
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1. The long-termcredential mechanismin [ RFC5389] could use
traditional "log-in" usernanme and password given to users which
does not change for extended periods of time and uses the key
derived fromuser credentials to generate nessage integrity for
every TURN request/response. An attacker that is capable of
eavesdroppi ng on a nessage exchange between a client and server
can determ ne the password by trying a nunber of candi date
passwords and checking if one of themis correct by cal cul ating
the message-integrity of the nessage using these candidate
passwords and conparing with the nessage integrity value in the
MESSAGE- | NTEGRI TY attri bute.

2. When TURN server is deployed in DMZ and requires requests to be
aut henticated using the long-termcredential nmechanismin
[ RFC5389], TURN server needs to be aware of the usernane and
password to validate the nessage integrity of the requests and to
provi de nmessage integrity for responses. This results in
managenent overhead on the TURN server.

3. The long-termcredential mechanismin [ RFC5389] requires that the
TURN client must include usernane value in the USERNAME STUN
attribute. An adversary snoopi ng the TURN nessages between the
TURN client and server can identify the users involved in the
call resulting in privacy |leakage. 1In certain scenarios TURN
usernames need not be linked to any real usernanes given to users
as they are just provisioned on a per conpany basis.

4. An Attacker posing as a TURN server challenges the client to
aut henticate, |learns the USERNAME of the client and | ater snoops
the traffic fromthe client identifying the user activity
resulting in privacy | eakage.

5. Hosting nultiple realns on a single I P address is chall enging
with TURN. Wien a TURN server needs to send the REALM attribute
in response to an unauthenticated request, it has no usefu
information for determnining which realmit should send, except
the source transport address of the TURN request. Note this is a
problemw th nmulti-tenant scenarios only. This may not be a
probl em when TURN server is located in enterprise prem ses

6. In WDbRTC the Javascript needs be know t he usernane and password
to use in WBC RTCPeer Connection APl to access the TURN server
Thi s exposes the user credentials to the Javascript which could
be malici ous.

5. Security Considerations
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Thi s docunent lists problenms with current STUN aut hentication for
TURN so that it can serve as the basis for stronger authentication
mechani sns.

6. | ANA Consi derations
Thi s docunent does not require any action from | ANA
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