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Abstract

The 1 Pv6 Nei ghbor Discovery (ND) Protocol includes an | CMPv6 Rout er
Advertisenment (RA) nessage. The RA nessage contains three flags,
indicating the availability of address auto-configuration mechani sns
and ot her configuration such as DNS-rel ated configuration. These are
the M O and A flags, which by definition are advi sory, not
prescriptive.

Thi s docunment describes divergent host behaviors observed in popul ar
operating systens. It also discusses operational problens that the
di vergent behavi ors ni ght cause.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on February 18, 2017
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1. Introduction

| Pv6 [ RFC2460] hosts coul d i nvoke Nei ghbor Discovery (ND) [ RFC4861]
to to discover which auto-configuration nechanisns are available to
them There are two auto-configuration nechanisns in | Pv6:

o DHCPv6 [ RFC3315]
0 Statel ess Address Autoconfiguration (SLAAC) [RFC4862]

ND specifies an | CMPv6-based [ RFC4443] Router Advertisenent (RA)
message. Routers periodically nmulticast the RA nessages to all on-
Iink nodes. They al so unicast RA nmessages in response to
solicitations. The RA nmessage contains (but not linmted to):

o0 an M (Managed) flag, indicating that addresses are available from
DHCPv6 or not

o an O (OGtherConfig) flag, indicating that other configuration
information (e.g., DNS-related information) is available from
DHCPv6 or not

o0 zero or nore Prefix Information (Pl) Options

an A (Autononous) flag is included, indicating that the prefix
can be used for SLAAC or not

The Mand O flags are advisory, not prescriptive. For exanple, the M
flag indicates that addresses are avail able from DHCPv6, but It does
not indicate that hosts are required to acquire addresses from
DHCPv6. Similar statements can be made about the Oflag. (Aflag is
al so advisory by definition in standard, but it is quite prescriptive
in inplementations according to the test results in the appendix.)

Because of the advisory definition of the flags, in sone cases

di fferent operating systens appear divergent behaviors. This
docunent anal yzes possi bl e di vergent host behavi ors ni ght happen
(rmost of the possible divergent behaviors are al ready observed in
popul ar operating systens) and the operational problens m ght caused
by di vergent behavi ors.

2. The M O and A Fl ags

This section briefly reviews howthe M O and A flags are defined in
ND[ RFC4861] and SLAAC RFC4862] .
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2.1. Flags Definition
o M (Managed) Flag

As decribed in [RFC4861], "Wen set, it indicates that
addresses are available via Dynanic Host Configuration
Pr ot ocol ".

o0 O (Oherconfig) Flag

"When set, it indicates that other configuration information is
avai l abl e via DHCPv6. Exanples of such information are DNS-
related information or information on other servers within the
network." [ RFC4A861]

"If neither Mnor Oflags are set, this indicates that no
information is available via DHCPv6" . [RFC4861]

o A (Autononous) Fl ag

Aflag is defined in the PIQ "Wen set indicates that this
prefix can be used for statel ess address configuration as
specified in [ RFC4862] . ".

2.2. Flags Relationship

Per [RFC4861], "If the Mflag is set, the Oflag is redundant and can
be ignored because DHCPv6 will return all available configuration
i nformation.".

There is no explicit description of the relationship between A flag
and the MO fl ags.

3. Behavior Anbiguity Analysis

The anmbiguity of the flags definition nmeans that when interpreting
the sane nmessages, different hosts might behave differently. The
anbiguity space is analyzed as the foll owi ng aspects.

1) Dependency between DHCPv6 and RA

I n standards, behavi or of DHCPv6 and Nei ghbor Di scovery protocols
is specified respectively. But it is not clear that whether there
shoul d be any dependency between them Mre specifically, it is
uncl ear whether RA (with M:1) is required to trigger DHCPv6; in
other words, It is unclear whether hosts should initiate DHCPv6 by
thenmselves if there are no RAs at all.
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2) Overl apping configuration between DHCPv6 and RA

When address and DNS configuration are both avail abl e from DHCPv6
and RA, it is not clear howto deal with the overl apping
informati on. Should the hosts accept all the information? If the
information conflicts, which one should take higher priority?

For DNS configuration, [RFC6106] clearly specifies "In the case
where the DNS options of RDNSS and DNSSL can be obtained from
mul ti pl e sources, such as RA and DHCP, the | Pv6 host SHOULD keep
some DNS options fromall sources" and "the DNS information from
DHCP t akes precedence over that from RA for DNS queries"
(Section 5.3.1 of [RFC6106]). But for address configuration
there’s no such gui dance

3) Interpretation on Flags Transition
- I npact on SLAAC/ DHCPv6 on and of f

When flags are in transition, e.g. the host is already SLAAC
configured, then Mflag changes from FALSE to TRUE, it is not
cl ear whether the host should start DHCPv6 or not; or vise
versa, the host is already configured by both SLAAC and DHCPv®6,
then Mflag change from TRUE to FALSE, it is also not clear
whet her the host should turn DHCPv6 of f or not.

- Inpact on address lifetine

When one address configuration nethod is off, that is, the A
flag or Mflag changes from TRUE to FALSE, it is not clear
whet her one host should inmediately rel ease the correspondi ng
address or just retain it until the lifetime expires.

4) Rel ationship between the Fl ags

As described above, the relationship between A flag and M O fl ags
i s unspecified.

It could be reasonably deduced that Mflag should be i ndependent
fromA flag. 1In other words, the Mflag only cares DHCPv6 address
configuration, while the A flag only cares SLAAC

But for Aflag and O flag, anbiguity could possibly happen. For
exanpl e, when Ais FALSE (when Mis also FALSE) and Ois TRUE, it
is not clear whether the host should initiate a stand-al one

st at el ess DHCPv6 sessi on.
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Di vergent behaviors on all these aspects have been observed anong
some popul ar operating systens as described in Section 4 bel ow

4. (oserved Divergent Host Behaviors
The aut hors tested several popul ar operating systens in order to
det ermi ne what behaviors the M Oand A flag elicit. |In sonme cases,
the M Oand A flags elicit divergent behaviors. The table bel ow
characterizes those cases. For test details, please refer to
Appendi x A

Qperation diverges in two ways: one is regarding to address auto-
configuration; the other is regarding to DNS configuration.

4.1. Divergent Behavior on Address Auto-Configuration
Di vergence 1-1
0 Host state: has not acquired any addresses.
0 Input: no RA
o Divergent Behavi or
1) Acquiring addresses from DHCPv6.
2) No DHCPv6 acti on.
Di vergence 1-2
0 Host state: has acquired addresses from DHCPv6 only (M= 1).
0 Input: RAwWth M=0.
o Divergent Behavi or
1) Rel easing DHCPv6 addresses inmmedi ately.
2) Rel easi ng DHCPv6 addresses when they expire.
Di vergence 1-3
0 Host state: has acquired addresses from SLAAC only (A-1).
0 Input: RAwWth M=1.

o Divergent Behavi or
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1) Acquiring DHCPv6 addresses inmedi ately.

2) Acquiring DHCPv6 addresses only if their SLAAC addresses
expi re and cannot be refreshed.

4.2. Divergent Behavior on DNS Configuration
Di vergence 2-1
0 Host state: has not acquired any addresses or infornmation

0 Input: RAwith M0, O=1, no RDNSS; and a DHCPv6 server on the sane
Iink providing RDNSS (regardl ess of address provisioning).

o Divergent Behavi or

1) Acquiring RDNNS from DHCPv6, regardless of the A flag
setting.

2) Acquiring RDNNS from DHCPv6 only if A=1
Di vergence 2-2

(This divergence is only for those operations systens which
support [ RFC6106] .)

0 Host state: has not acquired any addresses or information

0 Input: RAwWth M0/1, A=1, O=1 and an RDNSS is advertised; and a
DHCPv6 server on the sanme link providing | Pv6 addresses and RDNSS

o Divergent Behavi or

1) Getting RDNSS from both the RAs and the DHCPv6 server, and
the RDNSS obtained fromthe router has a higher priority.

2) Cetting RDNSS fromboth the RAs and the DHCPv6 server, but
the RDNSS obtained fromthe DHCPv6 server has a higher
priority.

3) Getting RDNSS fromthe router, and a "donain search list"
information only fromthe DHCPv6 server(no RDNSS)

Di vergence 2-3

(This divergence is only for those operations systens which
support [ RFC6106] .)
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(o]

0

Host state: has acquired address and RDNSS fromthe first router’s
RAs (M=0, O=0, PIOw th A=1, and RDNSS adverti sed).

I nput: another router advertising Mcl, O=1, no prefix information
and a DHCPv6 server on the sane |link providing | Pv6 addresses and
RDNSS.

Di ver gent Behavi or

1) Never getting any information (neither |Pv6 address nor
RDNSS) from the DHCPv6 server

2) Cetting an | Pv6 address and RDNSS from t he DHCPv6 server
whil e retaining the address and RDNSS obt ai ned fromthe RAs of
the first router.

(More details: the RDNSS obtained fromthe first router has
a higher priority; when they receive again RAs fromthe
first router, they lose/forget the information (IPv6 address
and RDNSS) obtained fromthe DHCPv6 server.)

Di vergence 2-4

(This divergence is only for those operations systens which
support [ RFC6106] .)

(0]

(0]

Li u,

Host state: has acquired address and RDNSS fromthe DHCPv6 server
indicated by the first router (M1, O=1, no Pl O or RDNSS
adverti sed).

I nput: another router advertising M0, O=0, PIOw th A=1, and
RNDSS.

Di ver gent Behavi or

1) Cetting address and RDNSS fromthe second router’s RAs, and
rel easing the | Pv6 address and the RDNSS obtained fromthe
DHCPv6 server.

(More details: when receiving RAs fromthe first router
again, it performs the DHCPv6 Confirn Reply procedure and
gets an | Pv6 address and RDNSS fromthe DHCPv6 server while
retaining the ones obtained fromthe RAs of the second
router. Mbdreover, the RDNSS fromrouter 1 has higher
priority than the one from DHCPv6.)

2) Getting address and RDNSS fromthe second router’s RAs, and
retaining the I Pv6 address and the "Domain Search |ist”
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obtained fromthe DHCPv6 server. (It did not get the RDNSS
fromthe DHCPv6 server, as described in Divergence 2-2.)

(More details: when receiving RAs fromthe first router
again, there is no change; all the obtained information is
retained.)

3) CGetting address but no RDNSS fromthe second router’s RAs,
and also retaining the 1Pv6 address and the RDNSS obtai ned from
the DHCPv6 server.

(More details: when receiving RAs fromthe first router
again, there is no change; all the obtained information is
retained.)

5. Operational Problens

This section is not a full collection of the potential problems. It
is some operational issues that the authors could see at current
st age.

5.1. Standal one Statel ess DHCPv6 Configurati on not avail abl e
It is inmpossible for some hosts to acquire statel ess DHCPv6
configuration unl ess addresses are acquired fromeither DHCPv6 or
SLAAC (Which requires Mflag or Aflag is TURE)

5.2. Renunbering |ssues

According to [ RFC6879] a renunbering exercise can include the
fol |l owi ng steps:

o Causing a host to

rel ease the SLAAC address and acquire a new address from
DHCPv6; or vice-versa

rel ease the current SLAAC address and acquire anot her new SLAAC
address (m ght cones fromdifferent source).

retain current SLAAC or DHCPv6 address and acquire another new
address from DHCPv6 or SLAAC

Ideally, these steps could be initiated by nmulticasting RA nmessages
onto the link that is being renunbered. Sadly, this is not possible,
because the RA nessages may elicit a different behavior from each
host .
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6

Security Considerations

An attacker, without having to install a rogue router, can install a
rogue DHCPv6 server and provide | Pv6 addresses to Wndows 8.1
systens. This can allow her to interact with these systens in a

di fferent scope, which, for instance, is not nonitored by an | DPS
system

If an attacker wants to perform M TM (Man in The Mddle) using a
rogue DNS while legitimtes RAs with the Oflag set are sent to
enforce the use of a DHCPv6 server, the attacker can spoof RAs with
the same settings with the legitimate prefix (in order to remain
undet ect abl €) but advertising the attacker’s DNS using RDNSS. In
this case, Fedora 21, Centos 7 and Ubuntu 14.04 will use the rogue
RDNSS (advertised by the RAs) as a first option

Fedora 21 and Centos 7 behavi our cannot be explored for a M TM attack
using a rogue DNS information either, since the one obtained by the
RAs of the first router has a higher priority.

The behavi our of Fedora 21, Centos 7 and Wndows 7 can be exploited
for DoS purposes. A rogue |IPv6 router not only provides its own
information to the clients, but it also renoves the previous obtained
(legitimate) information. The Fedora and Centos behavi our can al so
be exploited for M TM purposes by advertising rogue RDNSS by RAs

whi ch include RDNSS information

(Note: the security considerations for specific operating systens are
based on the detailed test results as described in Appendix A)

| ANA Consi derati ons
This draft does not request any | ANA acti on.
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Appendi x A.  Test Results
The authors fromtwo orgni zations tested different scenarios
i ndependent of each other. The follow ng text decribes the two test
sets respectively.

A 1. Test Set 1

A.1.1. Test Environnent
The test environnent was replicated on a single server using VMaare.
For sinplicity of operation, only one host was run at a tinme.
Networ k el ements were as foll ows:

0 Router: Quagga 0.99-19 soft router installed on Ubuntu 11.04
virtual host

o DHCPv6 Server: Dibbler-server installed on Ubuntu 11.04 virtua
host

0 Host 1: Wndow 7 / Wndow 8.1 Virtual Host

0 Host 2: Ubuntu 14.04 (Linux Kernel 3.12.0) Virtual Host

0 Host 3: Mac OS X v10.9 Virtual Host

0 Host 4: 10s 8.0 (nodel : Apple i Phone 5S, connected via wifi)
A.1.2. Address Auto-configuration Behavior in the Initial State

The bullet list bel ow describes host behavior in the initial state,

when the host has not yet acquired any auto-configuration

information. Each bullet itemrepresents an input and the behavi or

elicited by that input.

o A=0, M0, O=0

* Wndows 8.1 acquired addresses and other information from
DHCPV 6.

* Al other hosts acquired no configuration infornation.
o A=0, M0, CO=1

* Wndows 8.1 acquired addresses and other information from
DHCPV6.
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* Wndows 7, OSX 10.9 and 10S 8.0 acquired other information from
DHCPV6.

* Ubuntu 14. 04 acquired no configuration information.
o A=0, MF1l, O=0

* Al hosts acquired addresses and other information from DHCPv6.
o A=0, M1, O-1

* Al hosts acquired addresses and other information from DHCPv6.
o A=1l, M0, O=0

*  Wndows 8.1 acquired addresses from SLAAC and DHCPv6. It al so
acqui red non-address information from DHCPv6.

* Al the other host acquired addresses from SLAAC
o A=1l, M0, O=1

*  Wndows 8.1 acquired addresses from SLAAC and DHCPv6. It al so
acqui red other information from DHCPv6.

* Al the other hosts acquired addresses from SLAAC and ot her
i nformation from DHCPvG6.

o A=1, M1, O=0

* Al hosts acquired addresses from SLAAC and DHCPv6. They al so
acqui red other information from DHCPv6.

o A=1, M1, O=1

* Al hosts acquired addresses from SLAAC and DHCPv6. They al so
acqui red other information from DHCPv6.

As showed above, four inputs result in divergent behaviors.

A.1.3. Address Auto-configuration Behavior in State Transitions

The bullet |ist bel ow describes behavior elicited during state
transitions. The value x can represents both 0 and 1.

o0 Od state (M=x, O=x, A=1) , Newstate (M=x, O=x, A=0)
(This nmeans a SLAAC-configured host, which is regardl ess of DHCPv6
configured or not, receiving Ain transition from1l to 0. )
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* Al the hosts retain SLAAC addresses until they expire

o Add state (M=0, O=x, A=1), Newstate (M=1, O=x, A=1)
(This nmeans a SLAAC-only host receiving Min transition fromO to
1.)

*  Wndows 7 acquires addresses from DHCPv6, immediately.

*  Ubuntu 14.04/0SX 10.9/10S 8.0 acquires addresses from DHCPv6
only if the SLAAC addresses are allowed to expire

*  Wndows 8.1 was not tested because it always acquire addresses
from DHCPv6 regardl ess of the Mflag setting.

o Odd state (M=1, O=x, A=x), Newstate (M=0, O=x, A=X)
(This nmeans a DHCPv6-configured host receiving Min transition
from1lto 0.)

* Wndows 7 inmedi ately rel eased the DHCPv6 address

*  Wndows 8.1/ Ubuntu 14.04/0SX 10.9/10s 8.0 keep the DHCPv6
addresses until they expire

o Od state (M=1, O=x, A=0), Newstate (M=1, O=x, A=1)
(This means a DHCPv6-only host receiving Ain transition fromO to
1.)

* Al host acquire addresses from SLAAC

o Od state (M=0, O=1, A=Xx), Newstate (M=1, O=1, A= X)
(This means a Statel ess DHCPv6-configured host [RFC3736], which is
regardl ess of SLAAC configured or not, receiving Min transition
from0O to 1 with keeping O=1 )

*  Wndows 7 acquires addresses and refreshes other information
from DHCPv6

*  Ubuntu 14. 04/ 0SX 10.9/10CS 8.0 does not hi ng

*  Wndows 8.1 was not tested because it always acquire addresses
from DHCPv6 regardl ess of the Mflag setting.

o Odstate (M=1, O=1, A=Xx), Newstate (M=0, O=1, A= X)
(This nmeans a Stateful DHCPv6-configured host, which is regardl ess
of SLAAC configured or not, receiving Min transition fromO to 1
with keeping O=1)
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*  Wndows 7 released all DHCPv6 addresses and refreshes al
DHCPv6 ot her information
*  Wndows 8.1/ Ubuntu 14.04/0OSX 10.9/1CS 8.0 does not hi ng
A 2. Test Set 2
A .2.1. Test Environnent

This test was built on real devices. All the devices are |ocated on
t he sane |ink.

0 A DHCPv6 Server and specifically, a DHCP I SC Version 4.3.1
installed in CentOs 6.6. The DHCPv6 server is configured to
provi de both I Pv6 addresses and RDNSS i nformation

0 Two routers Cisco 4321 using Cisco | CS Software version 15.5(1)S

0 The following OS as clients:

* Fedora 21, kernel version 3.18.3-201 x64

*  Ubuntu 14.04.1 LTS, kernel version 3.13.0-44-generic (rdnssd
packet installed)

* CentOS 7, kernel version 3.10.0-123.13.2.el7
*  Mac OS-X 10.10.2 Yosenite 14.0.0 Darw n

*  Wndows 7

*  Wndows 8.1

A. 2.2. Address/DNS Auto-configuration Behavior of Using Only One | Pv6
Router and a DHCPv6 Server

In these scenarios there is two one router and, unless otherw se
speci fied, one DHCPv6 server on the sane link. The behaviour of the
router and of the DHCPv6 server remain unchanged during the tests.

Case 1. One Router with the Managenent Flag not Set and a DHCPv6
Server

o Set up

* One | Pv6 Router with MO, A=1, O=0 and an RDNSS is advertised
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*

A DHCPv6 server on the same |link advertising | Pv6 addresses and
RDNSS

0 Results

*

Fedora 21, MAC OS-X, CentOS 7 and Ubuntu 14.04 get an | Pv6
address and an RDNSS fromthe | Pv6 router only.

Wndows 7 get an |IPv6 address fromthe router only, but they do
not get any DNS information, neither fromthe router nor from
the DHCPv6 server. They also do not get |IPv6 address fromthe
DHCPv6 server.

Wndows 8.1 get an | Pv6 address fromboth the 1 Pv6 router and
the DHCPv6 server, despite the fact that the Managenment flag
(M is not set. They get RDNSS information fromthe DHCPv6
only.

Case 2: One Router with Conflicting Paranmeters and a DHCPv6 Server

o Set up

*

*

One | Pv6 Router with MO, A=1, O=1 and an RDNSS is advertised

A DHCPv6 server on the same link advertising |IPv6 addresses and
RDNSS

0 Results

*

*

Fedora 21, Centos 7 and Ubuntu 14.04 get |Pv6 address using
SLAAC only (no address fromthe DHCPv6 server).

+ Fedora 21, Centos 7 get RDNSS from both the RAs and the
DHCPv6 server. The RDNSS obtained fromthe router has a
hi gher priority though

+ Ubuntu 14.04 gets an RDNSS fromthe router, and a "domain
search list" information fromthe DHCPv6 server - but not
RDNSS i nf or mati on.

MAC OS- X al so gets RDNSS from both, |Pv6 address using SLAAC
(no I Pv6 address fromthe DHCPv6 server) but the RDNSS obtai ned
fromthe DHCPv6 server is first (it has a higher priority).
However, the other obtained fromthe RAs is al so present.

W ndows 7 and Wndows 8.1 obtain | Pv6 addresses using SLAAC and
RDNSS fromthe DHCPv6 server. They do not get |Pv6 address
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fromthe DHCPv6 server. Conpare the Wndows 8.1 behaviour with
t he previous case.
Case 3: Same as Case 2 but Wthout a DHCPv6 Server
o Set up
* One |Pv6 Router with M=0, A=1, O=1 and an RDNSS is advertised
*  no DHCPv6 present
0 Results

*  Wndows 7 and Wndows 8.1 get an | Pv6 address using SLAAC but
they do not get RDNSS i nformation.

*  MAC OS-X, Fedora 21, Centos 7 and Ubuntu 14.04 get an | Pv6
address using SLAAC and RDNSS from the RAs.

Case 4: Al Flags are Set and a DHCPv6 Server is Present
o Set up
* One |Pv6 Router with M=1, A=1, O=1 and an RDNSS is advertised

* A DHCPv6 server on the sanme link advertising |IPv6 addresses and
RDNSS

0 Results
*  Fedora 21 and Centos 7:
+ They get 1Pv6 address both from SLAAC and DHCPv6 server.
+ They get RDNSS both from RAs and DHCPv6 server.
+ The DNS of the RAs has higher priority.
*  Ubuntu 14. 04:

+ It gets |IPv6 address both using SLAAC and fromthe DHCPv6
server.

+ It gets RDNSS from RAs only.

+ Fromthe DHCPv6 server it only gets "Domain Search List"
i nformation, no RDNSS.
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* MAC C&-X

+ It gets IPv6 addresses both using SLAAC and fromthe DHCPv6
server.

+ It also gets RDNSS both from RAs and the DHCPv6 server.
+ The DNS server of the DHCPv6 has higher priority.
*  Wndows 7 and W ndows 8. 1:
+ They get |Pv6 address both from SLAAC and DHCPv6 server.
+ They get RDNSS only fromthe DHCPv6 server.
Case 5: Al Flags are Set and There is No DHCPv6 Server is Present
o Set up
* One |Pv6 Router with M=1, A=1, O=1 and an RDNSS is advertised
* no DHCPv6 is present
0 Results

*  Wndows 7 and Wndows 8.1 get an | Pv6 address using SLAAC but
no RDNSS i nfornmation.

*  MAC OS-X, Fedora 21, Centos 7, Ubuntu 14.04 get an | Pv6 address
usi ng SLAAC and RDNSS from t he RAs.

Case 6: A Prefix is Advertised by RAs but the "A flag is not Set
o Set up

* An IPv6 Router with M0, A=0 (while a prefix information is
advertised), O=0 and an RDNSS is advertised.

* DHCPv6 is present
0 Results
*  Fedora 21, Centos 7, Ubuntu 14.04 and MAC CS- X

+ They do not get any |IPv6 address (neither fromthe RAs, nor
fromthe DHCPv6).

+ They get a RDNSS fromthe router only (not from DHCPv6).
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*  Wndows 8.1

+ They get |1 Pv6 address and RDNSS from the DHCPv6 server
("last resort" behaviour).

+ They do not get any information (neither |Pv6 address not
RDNSS) fromthe router.

*  Wndows 7:

+ They get nothing (neither |Pv6 address nor RDNSS) from any
source (RA or DHCPvG6).

A.2.3. Address/DNS Aut o-configuration Behavior of Using Two | Pv6 Router
and a DHCPv6 Server

these scenarios there are two routers on the sanme link. At first,
only one router is present (resenbling the "legitimte router)",
whil e the second one joins the link after the clients first
configured by the RAs of the first router. Qur goal is to exam ne
t he behavi our of the clients during the interchange of the RAs from
the two different routers.

Case 7: Router 1 Advertising M=0, O=0 and RDNSS, and then Router 2
advertising Mcl, O=1 while DHCPv6 is Present

o Set up
* Initially:

+ One IPv6 router with M0, O=0, A=1 and RDNSS advertised and
15 seconds tine interval of the RAs

* After a while (when clients are configured by the RAs of the
above router):

+ Another IPv6 router with Mc1l, O=1, no advertised prefix
informati on, and 30 seconds tine interval of the RAs.

+ A DHCPv6 server on the same link providing |Pv6 addresses
and RDNSS.

0 Results
*  MAC OS- X and Ubuntu 14. 04:

+ Initially they get address and RDNSS fromthe first router
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+ \When they receive RAs fromthe second router, they never get
any information (I Pv6 address or RDNSS) fromthe DHCPv6
server.

*  Wndows 7:
+ Initially they get address fromthe first router - no RDNSS

+ \When they receive RAs fromthe second router, they never get
any information (I Pv6 address or RDNSS) fromthe DHCPv6
server.

* Fedora 21 and Centos 7

+ Initially they get | Pv6 address and RDNSS fromthe RAs of
the first router. o

+ When they receive an RA fromrouter 2, they also get an | Pv6
address and RDNSS fromthe DHCPv6 server while retaining the
ones (I Pv6 address and RDNSS) obtained fromthe RAs of the
first router. The RDNSS obtained fromthe first router has
a higher priority than the one obtained fromthe DHCPv6
server (probably because it was received first). o

+ When they receive again RAs fromthe first router, they
| ose/forget the information (1Pv6 address and RDNSS)
obt ai ned fromthe DHCPv6 server

*  Wndows 8. 1:

+ Initially, they get just an I Pv6 address fromthe first
router 1 - no RDNSS information (since they do not inplenent
RFC 6106) .

+ \When they receive RAs fromthe second router, then they al so
get an |IPv6 address fromthe DHCPv6 server, as well as RDNSS
fromit. They do not |ose the | Pv6 address obtained by the
first router using SLAAC

+ \When they receive RA fromthe first router, they retain all
the obtained so far information (there isn’'t any change).

Case 8: (Router 2) Initially M1, O=1 and DHCPv6, then 2nd Router
(Router 1) Rogue RAs Using M=0, O=0 and RDNSS Provi ded

o Set up

* Initially:
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+ One IPv6 router with Me1l, O=1, no advertised prefix
informati on, and 30 seconds tine interval of the RAs.

+ A DHCPv6 server on the sanme link advertising | Pv6 addresses
and RDNSS.

* After a while (when clients are configured by the RAs of the
above router):

+ Another IPv6 router with M0, O=0, A=1, RDNSS advertised and
15 seconds tine interval of the RAs.

0 Results
* Fedora 21 and Centos 7:

+ At first, they get information (I Pv6 address and RDNSS) from
t he DHCPv6 server.

+ \When they receive RAs fromthe second router, they get
address(es) and RDNSS fromthese RAs. At the sane tine, the
| Pv6 address and the RDNSS obtained fromthe DHCPv6 server
are gone.

+ When they receives again an RA fromthe first router, they
performthe DHCPv6 Confirm Reply procedure and they get an
| Pv6 address and RDNSS from the DHCPv6 server while
retaining the ones obtained fromthe RAs of the second
router. Mbreover, the RDNSS fromrouter 1 has higher
priority than the one from DHCPv6.

*  Ubuntu 14. 04:

+ At first, it gets information (IPv6 address and RDNSS) from
t he DHCPv6 server.

+ When it receives RAs fromthe second router, it also gets
information fromit, but it does not |lose the information
obt ained fromthe DHCPv6 server. It retains both. It only
gets "Domain Search list" fromthe DHCPv6 server-no RDNSS
i nformation.

+ When it receives RAs fromthe first router, there is no
change; it retains all the obtained information.

* W ndows 7:
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+

Initially they get |Pv6 address and RDNSS from t he DHCPv6
server.

When they get RAs fromthe second router, they lose this
informati on (1 Pv6 address and RDNSS obtai ned fromthe DHCPv6
server) and they get only SLAAC addresses using the RAs of
the second router-no RDNSS

When they receive RAs fromthe first router again, they get
RDNSS and | Pv6 address fromthe DHCPv6 server, but they al so
keep the SLAAC addresses.

*  Wndows 8.1

+ Initially they get information (I Pv6 address and RDNSS) from
t he DHCPv6 server.

+ \When they receive RAs fromthe second router, they never get
any information fromthem

*  MAC CS- X

+ Initially it gets information (I Pv6 address and RDNSS) from
t he DHCPv6 server.

+ When it gets RAs fromthe second router, it also gets a
SLAAC | Pv6 address but no RDNSS information fromthe RAs of
this router. 1t also does not |ose any information obtained
from DHCPv6

+ When it gets RAs fromthe first router again, the situation

does not change (1 Pv6 addresses from both the DHCPv6 and
SLAAC process are retained, but RDNSS information only from
the DHCPv6 server).
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