| Pv6 Operations M Gysi

I nternet-Draft Swi sscom
I ntended status: |nformational G Lecl anche
Expires: June 8, 2014 Vi ageni e

E. VWyncke, Ed.
Cisco Systens

R Anfinsen

Al ti box

Decenber 05, 2013

Bal anced Security for | Pv6 Residential CPE
draft-ietf-v6ops-bal anced-ipv6-security-01

Abstract

Thi s docunent describes how an | Pv6 residential Custoner Premnse

Equi prent (CPE) can have a bal anced security policy that allows for a
nmostly end-to-end connectivity while keeping the najor threats
outside of the hone. It is docunenting an existing |Pv6 depl oynent
by Swi sscom and all ows all packets inbound/out bound EXCEPT for some

| ayer-4 ports where attacks and vulnerabilities (such as weak
passwords) are well-known. The policy is a proposed set of rules
that can be used as a default setting. The set of blocked inbound
and outbound ports is expected to be updated as threats cone and go.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on June 8, 2014.
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Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Internet access in residential |Pv4 deploynents generally consists of
a single I Pv4 address provided by the service provider for each hone.
The residential CPE then translates the single address into nmultiple
private | Pv4 addresses allow ng nore than one device in the hone, but
at the cost of losing end-to-end reachability. |1Pv6 allows all
devices to have a globally unique |IP address, restoring end-to-end
reachability directly between any device. Such reachability is very
power ful for ubiquitous global connectivity, and is often heral ded as
one of the significant advantages to | Pv6 over |Pv4. Despite this,
concern about exposure to inbound packets fromthe | Pv6 Internet
(whi ch woul d ot herwi se be dropped by the address transl ation function
if they had been sent fromthe I Pv4 Internet) remain.

This difference in residential default internet protection between
IPv4 and IPv6 is a major concern to a sizable nunber of |ISPs and the
security policy described in this docunent addresses this concern

wi t hout darmagi ng |1 Pv6 end-to-end connectivity.
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The security nodel provided in this document is nmeant to be used as a
pre-registered setting and potentially default one for |1 Pv6 security
in CPEs. The nodel departs fromthe "sinple security” node

described in [RFC6092] . It allows nobst traffic, including incomng
unsol i cited packets and connections, to traverse the CPE unless the
CPE identifies the traffic as potentially harnful based on a set of
rules. This policy has been deployed as a default setting in

Swi tzerland by Swi sscom for residential CPEs.

Thi s docunent can be applicable to off-the-shelves CPE as well as to
managed Service Provider CPE or for nobile Service Providers (where
it can be centrally inplenented).

2. Threats

For a typical residential network connected to the Internet over a
br oadband or nobile connection, the threats can be classified into:

o denial of service by packet flooding: overwhelnming either the
access bandwi dth or the bandwidth of a slower link in the
residential network (like a slow hone automati on network) or the
CPU power of a slow IPv6 host (like networked thernostat or any
ot her sensor type nodes);

o denial of service by Neighbor Discovery cache exhaustion
[ RFC6583]: the outside attacker floods the inside prefix(es) with
packets with a random destination address forcing the CPE to
exhaust its nenory and its CPU in usel ess Nei ghbor Solicitations;

o denial of service by service requests: like sending print jobs
fromthe Internet to an ink jet printer until the ink cartridge is
enpty or like filing some file server with junk data;

0 unauthorized use of services: |ike accessing a webcamor a file
server which are open to anonynbus access within the residentia
networ k but shoul d not be accessed from outside of the hone
network or accessing to renote desktop or SSH with weak password
protection;

o0 exploiting a vulnerability in the host in order to get access to
data or to execute sonme arbitrary code in the attacked host;

0 trojanized host (belonging to a Botnet) can conmmunicate via a
covert channel to its nmaster and | aunch attacks to Internet
targets.

3. Overview
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The basic goal is to provide a pre-defined security policy which ains
to bl ock known harnful traffic and allow the rest, restoring as nuch
of end-to-end comuni cation as possible. This pre-defined policy
shoul d be centrally updated, as threats are changing over tinme. It
could also be a nmenber of a list of pre-defined security policies
avai l abl e to an end-custoner, for exanple together with "sinple
security" from|[RFC6092] and a "strict security" policy denying
access to all unexpected input packets.

3.1. Rules for Balanced Security Policy

These are an exanple set of generic rules to be applied. Each would
normal |y be configurable, either by the user directly or on behal f of
the user by a subscription service. This docunent does not address
the statefulness of the filtering rules as its main objective is to
present an approach where sone protocols (identified by |ayer-4
ports) are assuned weak or mal evol ent and therefore are bl ocked while
all other protocols are assunmed benevol ent and are pernitted.

If we nane all nodes on the residential side of the CPE as ’'inside
and all nodes on the Internet as ’'outside’, and any packet sent from
outside to inside as being 'inbound” and ’outbound’ in the other
direction, then the behavior of the CPE is described by a small set
or rules:

1. Rule RejectBogon: apply ingress filtering in both directions per
[ RFC3704] and [ RFC2827] for exanple with unicast reverse path
forwardi ng (uRPF) checks (anti-spoofing) for all inbound and
outbound traffic (inplicitly blocking Iink-local and ULA in the
same shot), as described in Section 2.1 Basic Sanitation and
Section 3.1 Stateless Filters of [RFC6092];

2. Rule Al owvanagenent: if the CPE is nmanaged by the SP, then all ow
t he managenent protocols (SSH, SNWP, syslog, TR-069, IPfix, ...)
fromto the SP Network Operation Center

3. Rule ProtectWakServices: drop all inbound and outbound packets
whose | ayer-4 destination is part of a linmted set (see
Section 3.2), the intent is to protect against the nost comon
unaut hori zed access and avoi d propagati on of wornms; an advanced
residential user should be able to nodify this pre-defined |ist;
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4. Rule Openess: allow all unsolicited i nbound packets with rate
limting the initial packet of a new connection (such as TCP SYN,
SCTP INIT or DCCP-request, not applicable to UDP) to provide very
basi ¢ protection against SYN port and address scanni ng attacks.
Al'l transport protocols and all non-deprecated extension headers
are accepted. This is a the major deviation fromREC 11, REC 17
and REC- 33 of [RFC6092].

5. Al requirements of [RFC6092] except REC- 11, REC-18 and REC- 33
nmust be support ed.

3.2. Rules Exanple for Layer-4 Protection: Swi sscom | nplenentation

As of 2013, Swi sscom has inplemented the rul e Protect\WakService as
described below. This is nmeant as an exanpl e and nust not be
followed blindly: each inplenenter has specific needs and
requirenents. Furthernore, the exanple below will not be updated as
ti me passes, whereas threats will evol ve.

B T oo - o +
| Transport | Port | Description |
S - - - - - oot o e e e e e e e e e e oo oo +
| tcp | 22 | Secure Shell (SSH) |
| tcp | 23 | Tel net |
[ tcp | 80 | HTTP [
| tcp | 3389 | Mcrosoft Renote Desktop Protocol |
| tep | 5900 | VNC renot e desktop protocol |
S - - - - - oot o e e e e e e e e e e oo oo +

Table 1: Drop | nbound

B Fomm - - - o m e m e e e e e e e e e e e e e e e e +
| Transport | Port | Description |
[ S Homm - - - o mm e e e e e e e e e e e e e e oo +
tcp-udp 88 Ker ber os

tcp 111 SUN Renote Procedure Call

tcp 135 M5 Renote Procedure Call

tcp 139 Net Bl OS Sessi on Service

tep 445 M crosoft SMB Domai n Server

tcp 513 Renote Login

tcp 514 Renot e Shel |

I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
| tcp | 548 | Apple Filing Protocol over TCP |
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I

tcp 631 Internet Printing Protocol
udp 1900 Si mpl e Service Discovery Protocol
tep 2869 Simpl e Service Discovery Protocol
udp 3702 Web Servi ces Dynami c Di scovery
udp 5353 Mul ticast DNS

udp 5355 Li nk-Lcl Mast Nanme Resol ution
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Table 2: Drop | nbound and Cut bound

Choosi ng services to protect is not an easy task, and as of 2013
there is no public service proposing a list of ports to use in such a
policy. The Swi sscom approach was to think in ternms of services, by
defining a list of services that are LANNOnly (ex: Milticast DNS)
whose conmuni cation is denied by the policy both inbound and
outbound, and a list of services that are known to be weak or

vul nerabl e |i ke managenent protocols that could be activated
unbeknownst to the user

The process used to set-up and later update the filters is out of
scope of this document. The update of the specific rules could be
done together with a firmware upgrade or by a policy update (for
exanpl e usi ng Broadband Forum TR-069).

Anong ot her sources, [DSH ELD] was used by Swisscomto set-up their
filters. Another source of information could be the appendi x A of
[ TR124]. The L4-filter as described does not block GRE tunnels

([ RFC2473]) so this is a deviation from[RFC6092].

Note: the authors believe that with a dozen of rules only, a naive
and unaware residential subscriber would be reasonably protected. O
course, technically-aware susbcribers should be able to open other
applications (identified by their |layer-4 ports or |IP protocol
nunbers) through their CPE using sone kind of user interface or even
to select a conpletely different security policy such as the open or
"closed’ policies defined by [RFC6092]. This is the case in the

Swi sscom depl oynent .

It is worth nmentioning that PCP ([ RFC6887]), UPnP ([IGD]) and siml ar
protocols can also be used to dynamcally override the default rules

4. | ANA Consi derations
There are no extra | ANA consideration for this document.
5. Security Considerations
The security policy protects fromthe follow ng type of attacks:
0 Unaut hori zed access because vul nerable ports are bl ocked
Dependi ng on the extensivity of the filters, certain vulnerabilities

could be protected or not. It does not preclude the need for end-
devices to have proper host-protection as nost of those devices
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(smart phones, |aptops, etc.) would anyway be exposed to conpletely
unfiltered internet at sone point of time. The policy addresses the
maj or concerns related to the loss of stateful filtering inposed by
| PV4 NAPT when enabling public globally reachable IPv6 in the hone.

To the authors’ know edge, there has not been any incident related to
this deploynent in Swi sscom network, and no custoner conplaints have
been regi stered.

This set of rules cannot help with the follow ng attacks:
o Flooding of the CPE access |ink;

o Mlware which is fetched by inside hosts on a hostile web site
(which is in 2013 the majority of infection sources).
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