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Abst r act

Net work functions are traditionally inplenmented on specialized
hardware rather than on general purpose servers, but there is a clear
trend to inplenent a nunber of network functions, such as firewall or
| oad bal ancer, as software on virtualized conputing platforns. These
virtualized functions are called Virtualized Network Functions
(VNFs), which can be used to build network services. The use of VNFs
to build network services introduces additional challenges on
reliability, such as additional points of failure and the need to
coordi nate various VNFs.

This docunment introduces a general idea of VNF Pool to support
reliable function provision by the VNFs. W then highlight the
reliability challenges and i ssues when using the VNFs to build
services. Related | ETF works are also briefly described.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 2, 2015.
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1. Introduction

Net wor k functions such as firewall, |oad bal ancer, WAN optim zer are
conventional ly depl oyed as specialized hardware servers in both
networ k operators’ networks and data center networks, as the building
bl ocks of the network services.
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A Virtualized Network Function (VNF) provides such network function
through its inplenmentation as software instances running on genera
pur pose servers via a virtualization layer (i.e., hypervisor). VNFs
potentially offer benefits such as elastic service offering, reduced
operational and equi prrent costs [ NFV-WP].

There is a trend to nove network functions from specialized hardware
servers to general purpose servers based on virtualized conputing
platforns, in order to build network services by using VNFs. For
exanple, in Service Function Chaining (SFC), a network service can be
built using a set of sequentially connected VNF instances depl oyed at
different points in the network [ SF(C].

Nevert hel ess, the use of VNFs can pose additional challenges on the
reliability of the provided services. For a VNF instance, it
typically would not have built-in reliability nmechanisns on its host
(i.e., a general purpose server). Instead, there are nore factors of
risk such as software failure at various |evels including hypervisors
and virtual machines, hardware failure, and instance m gration that
may make a VNF instance unreliable.

In order to achieve higher reliability, a VNF may adopt a pooling
mechani sm where a nunber of VNF instances with the sane function can
be grouped as a pool to provide the function. W call such a pool a
VNF Pool. Conceptually, a Pool Manager is used to manage a VNF Pool
e.g., selects activel/standby VNF instances, and potentially interacts
with a Service Control Entity. A Service Control Entity is an entity
that conbi nes and orchestrates a set of network functions, e.g.

VNFs, to build network services. The mgjor benefit of using VNF Poo
is that the reliability nmechani snms such as redundancy nanagenent are
achi eved by the VNF Pool inside the VNF and thus transparent to the
Service Control Entity. A VNF Pool-enabled VNF still acts as a
normal VNF when orchestrated by the Service Control Entity.

We are specifically concerned with the reliability of an individua
VNF based on the VNF Pool managed inside the VNF. For exanple, how
to nmanage the redundancy nodel, e.g., select activel/standby for a VNF
instance in a VNF Pool, considering the policy and the infrastructure
conditions? How are the service states of a VNF instance held and
accessed for efficient synchronization with backup instances in a VNF
Pool ? What pool states need to be nmintained to support the pooling
mechani smitself, and how are such states maintai ned? W al so
consider the information exchanged between the VNF and Service
Control Entity. For exanple, how can a VNF Pool be addressed by the
Service Control Entity? After a VNF instance failover, how does the
Pool Manager notify the Service Control Entity of sone characteristic
changes of the VNF, e.g., capacity change, but wi thout disclosure of

t he pooling procedure?
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3.

3.

Note that we do not address the reliability related control or
routi ng between adjacent VNFs that can forma network service, as
such coordi nation could be done by the Service Control Entity.

Thi s docunment introduces a general idea of VNF Pool to support
reliable functions provision by the VNFs. W then highlight the
reliability challenges and i ssues when using the VNFs to build
services. Related | ETF works are also briefly described.

Ter m nol ogy

Reliability: capability of a functional entity to consistently
provide its function under various dynani c and even unexpected
conditions such as fault, overload, etc.

Service Control Entity: an entity of the service provider that

deci des how to conbi ne and orchestrate the network functions to build
network services. Exanples of Service Control Entity are
orchestrator of DC services, SFC control plane, etc.

Virtualized Network Function (VNF): a VNF provides the sane
functional behavior and interfaces as the equival ent network
function, but is deployed as software instance(s) building on top of
a virtualization layer [NFV-TERM.

VNF Pool : a nunber of VNF instances providing the sane network
functi on.

VNF Pool Elenent: a VNF instance inside a VNF pool

VNF Pool Manager: an entity that nanages a VNF pool, and interacts
with the Service Control Entity to provide the network function

VNF Set: a general set of VNF instances that can be grouped into
mul ti ple VNF Pools, where each pool corresponds to a specific VNF and
different pools provide different functions.

Backgr ound
1. From Specialized Hardware to Virtualized Network Function

Net work functions are traditionally inplenmented on specialized
hardware. There is a trend to inplenent a nunber of network
functions as software instances on general purpose servers, via
virtualized conputing platforns. These virtualized functions are
called Virtualized Network Functions (VNFs). For exanple, in

Figure 1, virtual firewall (vFW can be deployed as software

i nstances on general purpose servers, which could be located in Data
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Center (DC) networks, network operators’ networks, or end user

premi ses. Conpared with traditional FWdepl oyed as "standal one box"
built by specialized hardware and software, vFW has potenti al

advant ages such as agility, scalability [ NFV-WP].

FW VFW VFW VFW
. + Fommemeeeas S SIS S SIS +
| Specialized | | FW Sof t ware| | FW Sof t ware| | FW Sof t war e|
| Hardware [----\ +---omem - - R R +
| + I B e e T +
| Software | | Virtualization Platform |
. + NN +
T I T +
| General Purpose | | CGeneral Purpose |
| Server | | Server |
S F S SO +

Figure 1: Exanple of vFW

3.2. Concept of VNF Set

We call a general set of VNF instances a VNF set. A VNF set can
include a single or nultiple types of VNF, and each type of VNF nay
have a nunber of instances providing the sane function. The
followi ng exanples are all valid VNF sets.

1. n vFWinstances: {vFW1, vFWE2, ..., vFWIn}.

2. mvFWinstances and k virtual |oad bal ancer (vLB) instances:
{vFW#1, ..., vFWm vLB#1, . .., vLB#k}.

To be nore generic, we denote VNF- A#x the xth instance of a VNF of
type A (e.g., VFW, VNF-B#y the yth instance of a VNF of type B
(e.g., vLB), and so on.

A VNF set can be used as part of a Service Function Chaining (SFC
[SFC], where the instances of various functions are sequentially

connected to build a network service. A sinple exanple is shown in
Fi gure 2.

Net wor k Servi ce

Figure 2: A VNF set used as part of a SFC
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Alternatively, a VNF set can be al so used nerely as a set of VNFs,
where the instances provide network functions in a parallel way. An
exanple is shown in Figure 3.

Fomm e + Fomm e + Fomm e +
| VNF- A#x | | VNF-B#y | |  VNF-CH#z |
Hommmmm + Hommmmm + Hommmmm +
\ [ /
data conn \ | dat a /data conn
\ | conn /
\ | /
T +
| Cient |
B +

Figure 3: A VNF set used as multiple VNFs.

Sone nore detail ed use cases of VNFs are docunented in other drafts
[ VNFPOCL- UC1] [ VNFPOOL- UC2] [ VNFPOOL- UC3].

3.3. Challenges to reliability

The use of VNFs introduces additional challenges to the reliability
of the provided network services. For a VNF instance, it typically
woul d not have built-in reliability mechanisms on its host (i.e., a
general purpose server). Instead, there are nore factors of risk
that may make VNF instance unreliable.

1. Instance failure due to hardware failure or status change such
as server overl oad.

2. Instance failure due to software failure at various |evels
i ncludi ng hypervisor, Virtual Mchine (VM, VNF.

3. Instance migration caused by instance perfornance downgrade
caused by load (e.g., CPU, nenory, disk I/0Q, server consolidation
or other service requirenment changes. This is distinct froma
hard failure, although it may give the appearance of one.

4. VNF Pool

There are a nunber of existing technologies for providing reliable
functions, such as Reliable Server Pooling (RSerPool) [RFC5351],
Virtual Router Redundancy Protocol (VRRP) [RFC5798], anongst many
others. Both technol ogies provide the service with an abstract
object (e.g., pool handle in RSerPool, virtual router IDin VRRP)
representing a group of identical functional instances. The dynanic
mappi ng of such abstract object to the actual serving instance is
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managed internally in the group to cover the failover procedure. The
advantage is to provide reliable functions in a transparent manner
for both end-hosts and service control entities.

We adopt the simlar idea of VNF Pool to provide reliable network
functions, as shown in figure 4.

B +
| Service Control Entity |
e +

AN AN

I I
oo + oo +
% %

S i T
| WNF-A +---emmiem - + | | WNF-B 4---------oo--- + [
| | Pool Manager | | | Pool Manager | |
| Fommmmm e eaaaa + | | Fommmmm e eaaaa + |
| + - - - - - - - - - - - - -+ | | + - - - - - - - - - - - - -+ |
| [ F oo ML e F oo + |
| || VNF-A#1 | | WNF-A#n || | | || VYNF-B#1 | ... | VNF-B#m || |
| e F e Hopo] e B e + |
| ] VNF- A Pool |1 1 | VNF- B Pool | ]
| +- - - - - - - - - - - - - +] | +- - - - - - - - - - - - - 4+

S S

Fi gure 4: VNF Pool Architecture.

In VNF Pool architecture, each VNF has a VNF Pool containing a nunber
of VNF instances (or VNF Pool Elenents) providing the sane function.
In this sense, a VNF set can be grouped into multiple VNF Pools,
where each pool corresponds to a specific VNF, thus different pools
provide different functions. Each VNF also has a Pool Manager that
manages the VNF instances in the VNF Pool. Pool Manager interacts
with the Service Control Entity to provide the network function.

The main benefit of using VNF Pool is that the pooling nechanisns
such as redundancy managenent are achi eved by the VNF Pool inside the
VNF and thus transparent to the Service Control Entity. The Service
Control Entity sinply interacts with the Pool Manager in each VNF to
request and orchestrate the network functions with desired
reliability level. In another word, a VNF Pool -enabl ed VNF still
acts as a normal VNF when orchestrated by the Service Control Entity.
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5. Chal l enges and Open |ssues
5.1. Redundancy nodel inside VNF

Before a live VNF instance fails, one or nore backup instances in the
same VNF Pool need to be selected. How to select such backup

i nstances? Mreover, there are policies influencing the appropriate
sel ection of backup instance. For exanple, it should be avoi ded that
a live VNF instance and its backup instances are placed in a single
physi cal server, or locations with shared risks in the network. On
the other hand, it would be desirable to place the |ive and backup

i nstances in geographically closed locations. Information fromthe
under|lying network may need to be collected via - e.g., the interface
with Application Layer Traffic Optimnization (ALTO [ALTQ, or
Interface to Routing System (12RS) [I2RS]. Various infrastructure
conditions may al so need to be considered for appropriate placenent
of instances.

5.2. State synchronization inside VNF

Service states related to the specific function perforned by a VNF
instance, e.g., NAT translation table, TCP connection states, should
be synchroni zed between a Iive VNF instance and its backup instances
for stateful failover. W is responsible for and how to coll ect,
hol d, and access such service states to achieve efficient
synchroni zati on? A VNF instance should provide negoti ated | evel of
state sharing with the necessary performance to fulfill the service
requirenents - e.g., state synchronization nethod, format of state
data, |ocation and nechanismto access state data.

O her than service states, pool states could be operationa

i nformati on of VNF pool itself, e.g. redundancy settings, backup
| ocation/status, etc. What pool states need to be maintained to
support the pooling mechanismitself, and how are such states
mai nt ai ned?

5.3. Interaction between VNF and Service Control Entity

Sone informati on needs to be exchanged between a VNF and the Service
Control Entity when the Service Control Entity orchestrates a VNF
Pool -enabl e VNF. For exanpl e, how can a VNF Pool be addressed by the
Service Control Entity? A Pool Manager can advertise the |ocator
(e.g., IP address) of the active instance - subject to dynam c due to
failover. It is also possible to use a virtual address for the whole
VNF Pool (simlar to RSerPool or VRRP), and map between virtual and
actual addresses. Mdyreover, after a VNF instance failover, how does
the Pool Manager notify the Service Control Entity of some
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characteristic changes of the VNF, e.g., capacity change, but w thout
di scl osure of the pooling procedure?

5.4. Reliable transport

The transport nmechani smused to carry the pool control nessages,
e.g., redundancy managenent, should provide reliable nessage
delivery. Transport redundancy nechanisns such as Multipath TCP
(MPTCP) [MPTCP] and the Stream Control Transmni ssion Protocol (SCTP)
[ RFC3286] will need to be evaluated for applicability. Latency
requirenents for pool control nessage delivery nust also be
eval uat ed.

5.5. Scope Considerations

Ideally, the reliability goal is that the network service provided by
the VNFs will continue throughout an interruption within the VNFs

and VNF instances failure or migration will not be visible to the
external entities. OQur work of VNF Pool initially focuses on severa
reliability nechanisns that are mainly associated with a redundancy
nmodel based on a VNF Pool. Additional mechani snms may include poo
state mai ntenance only for pooling purpose. Service state

synchroni zation is out of scope for this phase.

We currently assume that a VNF Pool contains the instances of same
functional type, e.g., FW LB, etc. Different types of VNFs are
envisioned to be held in separate VNF Pools. VNF Pool conposed of
both virtualized and non-virtualized functional instances nmay be

i ncluded after further use case and requirenents study.

We are specifically concerned with the reliability of an individua
VNF based on the VNF Pool managed inside the VNF. W do not address
the reliability related control or routing between adjacent VNFs that
can forma network service, as such coordination could be done by the
Service Control Entity

W do not intend to resolve the service availability that usually
i nvol ves nmore factors including the interruptions in various OS
| ayers, and even user perception on service performance.
6. Related Works
6.1. Reliable Server Pooling (RSerPool)
RSer Pool supports high availability and scalability of the
applications through the use of pools of servers [RFC5351]. The nmin

functions of RSerPool involve server pool nmanagenent, as well as
receiving requests froma client to bind to a desired server. The
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applicability and gaps of RSerPool to our work of VNF Pool are
described in another draft [VNFPOOL-RSP].

6.2. Virtual Router Redundancy Protocol (VRRP)

VRRP specifies an election protocol that dynam cally assigns
responsibility of a virtual router to one of the VRRP routers called
master on a LAN [RFC5798]. The el ection process provides dynanic
failover in the forwarding responsibility should the Master become
unavai l able. The advantage of VRRP is a higher availability default
path wi thout requiring configuration of dynanmic routing or router

di scovery protocols on every end- host.

6.3. Service Function Chaining (SFC)

A service chain defines an ordered set of service functions that nust
be applied to packets [SFC]. Although the VNFs can be used as part
of a SFC, SFC and our work of VNF Pool have different focus.

As nentioned in the section of scope consideration, we nostly
consider the reliability of an individual VNF based on the VNF Poo
inside the VNF. W do not address the reliability related control or
routi ng between adjacent VNFs in the forwardi ng graph. Mboreover
according to VNF Pool architecture and principles, the VNF Pools will
be orthogonal to and invisible to the SFC. A VNF Pool - enabl ed VNF
still acts as a normal VNF when orchestrated by the SFC. Just like

t he conmuni cati on between any pool users and VNF Pool, the

i nformati on exchanged between the VNF Pool and the SFC may incl ude
some operational information of the VNF Pool

7. Security Considerations

Any technol ogy which allows the insertion, deletion, reordering, or
mani pul ati on of network functions has the potential to be subverted
by an attacker, with serious consequences. Distributed VNFs

i ntroduce an additional attack vector, in which bad actors join
several VNFs of a service. Replay attacks have the potential to
create denials of service, reordering, adding, or renmoving VNFs. VNF
reliability technol ogi es nust provide cryptographic protections

agai nst spoofing and insertion attacks as well as replay attacks, in
the formof client authentication, origin authentication on VNF
reliability managenent (control plane) traffic, and replay
protections. There may be circunstances under which an attacker
masquer adi ng as a VNF manager can introduce data | eakage or simlar
attacks, and consequently server authentication would be required, as
wel | .
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10.

10.

10.

Failing over a VNF or otherw se transferring service state raises
issues related to the transfer of security state, including VNF

el ement identity and credentials, session-associated cryptographic
state, and so on. \Were possible, transfer of security state should
be avoided as a matter of good practice, and this will require
particular attention as solutions are drafted.

| ANA Consi derations
Thi s docunent has no actions for | ANA
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