
Triggering	
  ND	
  Address	
  
Resolu1on	
  on	
  Receiving	
  DAD-­‐NS	
  

dra7-­‐halpern-­‐6man-­‐nd-­‐pre-­‐resolve-­‐addr-­‐00	
  
I.	
  Chen	
  and	
  J.	
  Halpern	
  



Duplicate	
  Address	
  Detec1on	
  (DAD)	
  
Interface	
  ini1alizes	
  
Chooses	
  fe80::abcd	
  Interface	
  assigned	
  

fe80::abcd	
  

Interface	
  assigned	
  
fe80::0001	
  

DAD-­‐NS	
  
Target	
  address	
  
fe80::abcd	
  

No	
  collision;	
  
no	
  ac1on	
  

Duplicate	
  address;	
  
reply	
  with	
  NA	
  

NA	
  
Target	
  address	
  
fe80::abcd	
   Do	
  not	
  use	
  

fe80::abcd	
  



Address	
  Resolu1on	
  
Interface	
  assigned	
  
2001::abcd	
  

Interface	
  assigned	
  
2001::0001	
  

NA	
  
Target	
  address	
  
2001::abcd	
  
MAC	
  address	
  
AA:BB:CC:00:AB:CD	
  

Want	
  to	
  
resolve	
  
address	
  

2001::abcd	
  

NS	
  
Source	
  address	
  
2001::0001	
  
Target	
  address	
  
2001::abcd	
  

Nbr	
  Entry	
  
2001::abcd	
  
AA:BB:CC:00:AB:CD	
  

Neighbor	
  Cache	
  



Address	
  Resolu1on	
  on	
  DAD-­‐NS	
  (1)	
  
Interface	
  ini1alizes	
  
Chooses	
  2001::2222	
  Interface	
  assigned	
  

2001::abcd	
  

DAD-­‐NS	
  
Target	
  address	
  
2001::2222	
  

NS	
  
Source	
  address	
  
2001::abcd	
  
Target	
  address	
  
2001::2222	
  

NA	
  
Target	
  address	
  
2001::2222	
  
MAC	
  
AA:BB:CC:00:22:22	
  

Nbr	
  Entry	
  
2001::2222	
  
AA:BB:CC:00:22:22	
  

Neighbor	
  Cache	
  

No	
  collision	
  
New	
  ac1on:	
  ASempt	
  to	
  resolve	
  2001::2222	
  



Address	
  Resolu1on	
  on	
  DAD-­‐NS	
  (2)	
  
Interface	
  ini1alizes	
  
Chooses	
  2001::2222	
  Interface	
  assigned	
  

2001::abcd	
  

NS	
  
Source	
  address	
  
2001::2222	
  
Target	
  address	
  
2001::abcd	
  

NA	
  
Target	
  address	
  
2001::abcd	
  
MAC	
  address	
  
AA:BB:CC:00:AB:CD	
  

Nbr	
  Entry	
  
2001::2222	
  
AA:BB:CC:00:22:22	
  

Neighbor	
  Cache	
  

Nbr	
  Entry	
  
2001::abcd	
  
AA:BB:CC:00:AB:CD	
  

Neighbor	
  Cache	
  



Advantages	
  

•  Quickly	
  learns	
  of	
  a	
  neighbor	
  by	
  leveraging	
  
informa1on	
  in	
  DAD-­‐NS	
  
– Reduces	
  the	
  frequency	
  of	
  receiving	
  a	
  packet	
  to	
  a	
  
des1na1on	
  not	
  in	
  the	
  ND	
  cache	
  and	
  can’t	
  be	
  
forwarded	
  without	
  an	
  ND	
  transac1on.	
  

•  Helps	
  mi1gate	
  poten1al	
  DOS	
  aSack	
  on	
  last-­‐
hop	
  router	
  
– ASack:	
  	
  send	
  packets	
  to	
  unassigned	
  addresses	
  
behind	
  the	
  last-­‐hop	
  router	
  /	
  on	
  the	
  edge	
  subnet.	
  


