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Chronology

e Presented ideas in LISP WG in Vancouver fall 2013

e Seek advice from SAAG in Vancouver fall 2013




Requirements

« Confidentiality of packet stream in core network
 Between ITR and ETR

* Do not incur additional send latency
e Do not increase mapping database lookup time
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First Thoughts

 Don't use a separate PKI outside of LISP

e Use mapping database to store key material

 Use asymmetric keying to reduce key message




SAAG said . . .

e Better to not store keys anywhere

e You can do a key exchange with 2 messages

sandBll.




@ie s e iiclie i leeit il Sios eliaaeine s 010

« DO NOT use mapping database to store keys

o Use Map-Request/Map-Reply exchange between ITR
and ETR for key exchange

e Same shared secret is computed by ITR for encryption
and used by ETR for decryption




Diffie-Hellman Exchange

Alice Bob

Secret Public Calculates Sends Calculates Public Secret
- a | pg b

a p, g A <~ B g°modp=Bp, g A B b

as pgABBmodp=s APlmod p=s'p, g A B b s

1. Alice and Bob agree to use a prime number p = 23 and base g = 5.
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 Each DH exchange computes shared-key for a key-id

* We have 2 flag bits left in LISP header

* b'00"
¢ 0T
. p'10'

packet not encrypted
key-id 1
key-id 2




Encoding

 We have a Security Type LCAF that encodes key-id,
cipher-type, and key material

 ETR uses RLOC-record in Map-Reply to encode 2-tuple:

e RLOC address




What has to change

e Nothing in the core network

* Nothing at the LISP site

* Nothing in the mapping system




Comments Recelved

o What it MITM intercepts the key exchange?
e Response: Use LISP-SEC to verity signed Map-Replies
« Do not pass g/p parameters in key material

 Response: Use a registry to assign values to popular
g/p pairs

o Can we Authenticate the encapsulation stream?

« Response: Considering Authenticated Encryption with
AEAD where UDP/LISP headers are AD
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Comments Received

 What if the ETR doesn’t want to do crypto?

* Response: Then it doesn'’t return a Security Type LCAF in the
Map-Reply

 What if the ETR doesn’t want to do multiple keys?

* Response: Then it returns a public-key for the number of key-ids
It desires

* |s this design using the R-bit in the Security Type LCAF?

* Response: No, that is there for LISP-DDT-sec - the Security Type
LCAF is used for multiple use cases
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Working Group Work [tem®?

e Security is in WG charter

* There has been so much attention recently on




