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The	  Goals	  

•  Secure	  PCEP	  exchanges	  
– Peer	  authenEcaEon	  and	  authorizaEon	  
– Data	  exchange	  integrity	  
– Data	  exchange	  confidenEality	  

•  Do	  not	  require	  change	  to	  current	  PCEP	  
internals	  

•  Do	  not	  preclude	  future	  extensions	  
•  Allow	  emerging	  applicaEons	  



The	  Changes	  
•  Focus	  the	  document	  on	  TLS	  

–  TCP	  security	  opEons	  out	  of	  scope	  and	  discussed	  in	  the	  secEon	  
on	  security	  consideraEons	  

–  TLS	  and	  TCP-‐AO	  deal	  with	  orthogonal	  problem	  spaces	  
•  TLS:	  E2E	  security	  with	  dynamic	  peer	  authenEcaEon	  and	  authorizaEon	  
•  TCP-‐AO:	  EssenEally,	  protecEon	  from	  DoS	  a[acks	  

•  Improve	  references	  to	  
–  Discovery	  (new	  dra3	  on	  IGP	  extensions	  for	  security)	  
–  TCP	  security	  opEons	  (KARP	  dra3s	  on	  key	  management)	  

•  Provide	  a	  detailed	  raEonale	  for	  requesEng	  an	  addiEonal	  
port	  
–  We	  need	  a	  special	  message	  (a-‐la-‐STARTTLS)	  
–  Or	  a	  separate	  port	  



The	  (sEll)	  Open	  Issues	  
•  Close	  the	  discussion	  on	  the	  message/port	  issue	  

–  WG	  consensus	  on	  this	  
–  Possible	  reluctance	  by	  Transport	  Area	  and/or	  IANA	  

•  Analyze	  DANE	  applicability	  
–  ConnecEng	  it	  with	  DNS	  discovery	  

•  Align	  with	  discovery	  mechanisms	  
–  As	  the	  I-‐Ds	  on	  them	  evolve	  

•  Consider	  the	  applicaEon	  of	  KARP	  I-‐D	  on	  fingerprint	  update	  
–  As	  an	  addiEonal	  choice	  for	  establishing	  trust	  links	  
–  In	  addiEon	  to	  PKI	  and	  direct	  configuraEon	  

•  WG	  adopEon	  


