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Summary

Apple’s Airport Extreme implementation is a
feature parity upgrade from NAT-PMP

— http://www.ietf.org/proceedings/88/slides/
slides-88-pcp-5.pdf

Solid, no major issues
Some interesting results
Tests still on-going



Logistics

 PCP Client: https://github.com/libpcp/pcp

* PCP Server:
http://www.apple.com/airport-extreme/

* Port Scanner:
http://www.whatsmyip.org/port-scanner/




First Test

e MAP Add
e Qutside->In connection
e MAP Delete



MAP Add, Out->In Connection

e O O [X| 19 7.460926000 10.0.1.23 10.0.1.1 PCP v2 102 Map Request X/ 21 7.465801000 10.0.1.1 10.0.1.23 PCP v2 102 Map Response

p » Frame 21: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface 0
P Ethernet II, Src: IntelCor_c6:10:70 (00:26:c7:c6:10:70), Dst: Apple_0b:1b:9e (90: | P Ethernet II, Src: Apple_0b:1lb:9e (90:72:40:0b:1b:9e), Dst: IntelCor_c6:10:70 (00:26:
P Internet Protocol Version 4, Src: 10.0.1.23 (10.0.1.23), Dst: 10.0.1.1 (10.0.1.1) [P Internet Protocol Version 4, Src: 10.0.1.1 (10.0.1.1), Dst: 10.0.1.23 (10.0.1.23)
P User Datagram Protocol, Src Port: pcp-multicast (5350), Dst Port: pcp (5351) P User Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350)
¥ Port Control Protocol, Map Request v Port Control Protocol, Map Response
Version: 2 Version: 2
0... .... = R: Response 1... .... = R: Request
.000 0001 = Opcode: Map (1) .000 0001 = Opcode: Map (1)
Reserved: 0 Reserved: 0
Requested Lifetime: 240 Result Code: Success (0)
Client IP Address: ::ffff:10.0.1.23 (::ffff:10.0.1.23) Lifetime: 240
¥ Map Request Epoch Time: 42879
Mapping Nonce: 42d2e2955e4fbd043e794e89 Reserved: 000000000000000000000000
Protocol: 6 ¥ Map Response
Reserved: 0 Mapping Nonce: 42d2e2955e4fbd043e794e89
Internal Port: 2004 Protocol: 6
Suggested External Port: 20004 Reserved: 0
Suggested External IP Address: :: (::) Internal Port: 2004
Assigned External Port: 20004
Assigned External IP Address: ::ffff:67.169.185.218 (::ffff:67.169.185.218)

® OO0 \| pcp_manual_mapping_del_decrease_move_int_port.pcapn
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Xgla @ @ Q @ |

Iter: |tcp.stream eq 3 v |Expression... Clear Apply Save

]rjl

Fi
INo. |Time |Source |Destination |Protoco|| Length| Info

97 71.215160000 10.0.1.23 204.11.33.59 TCP 54 mailbox > 58138 [RST, ACK]




MAP Delete

X/ 38 26.370106000 10.0.1.23 10.0.1.1 PCP v2 102 Map Request 8 00 I\ 40 26.372670000 10.0.1.1 10.0.1.23 PCP v2 102 Map Response
» Frame 38: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface [{[%

P Ethernet II, Src: IntelCor_c6:10:70 (00:26:c7:c6:10:70), Dst: Apple_0b:1b:9e (90:72|P Ethernet II, Src: Apple_0b:1b:9e (90:72:40:0b:1b:9e), Dst: IntelCor_c6:10:70 (00:
P Internet Protocol Version 4, Src: 10.0.1.23 (10.0.1.23), Dst: 10.0.1.1 (10.0.1.1) P Internet Protocol Version 4, Src: 10.0.1.1 (10.0.1.1), Dst: 10.0.1.23 (10.0.1.23)
P User Datagram Protocol, Src Port: pcp-multicast (5350), Dst Port: pcp (5351) P User Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350)
+ Port Control Protocol, Map Request ¥ Port Control Protocol, Map Response
Version: 2 Version: 2
0... .... = R: Response 1... .... = R: Request
.000 0001 = Opcode: Map (1) .000 0001 = Opcode: Map (1)
Reserved: 0 Reserved: 0
Requested Lifetime: © Result Code: Success (0)
Client IP Address: ::ffff:10.0.1.23 (::ffff:10.0.1.23) Lifetime: 0
¥ Map Request Epoch Time: 42898
Mapping Nonce: 11884299692d832e469659b7 Reserved: 000000000000000000000000
Protocol: 6 <~ Map Response
Reserved: 0 Mapping Nonce: 11884299692d832e469659b7
Internal Port: 2004 Protocol: 6
Suggested External Port: 20004 Reserved: 0
Suggested External IP Address: :: (::) Internal Port: 2004

D>

<



Second Test

* Create Manual Mapping

* MAP ADD

— Same internal port, different external ports. Two
external ports pointing to same internal port.

— Possible when one of them is manual

* Rotate PCP mapping

— Same external port, another internal port.

— Not possible, automatically allocates another
external port.



Airport Extreme Configuration

AirPort Utility

Firewall Entry Type: | IPv4 Port Mapping .

Description: PCP test v

Public UDP Ports:

Public TCP Ports: 120004

Private IP Address: | 10.0.1.23

Private UDP Ports:

Private TCP Ports: 2004

| Cancel | Save

+ | - | Edit |

[ | Enable Access Control: = Timed Access Control...

| Network Options... |

| Cancel | | Update




MAP Add, MAP Rotate

X| 606 437.548341000 10.0.1.23 10.0.1.1 PCP v2 102 Map Request
» Frame 606: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface
P Ethernet II, Src: IntelCor_c6:10:70 (00:26:c7:c6:10:70), Dst: Apple_6b:1lb:9e (90:72:
P Internet Protocol Version 4, Src: 10.0.1.23 (10.0.1.23), Dst: 10.0.1.1 (10.0.1.1)
P User Datagram Protocol, Src Port: pcp-multicast (5350), Dst Port: pcp (5351)
<~ Port Control Protocol, Map Request
Version: 2
0... .... =
.000 0001
Reserved:
Requested Lifetime:
Client IP Address
¥ Map Request
Mapping Nonce: 6739371715d785150834ald5
Protocol: 6
Reserved: 0
Internal Port: 2004
Suggested External Port: 20005
Suggested External IP Address: :: (::)

R: Response
Opcode: Map (1)

0
240
i ffffi10.0.1.23 (::ffff:10.0.1.23)

8 O 0
b
P Ethernet II, Src: IntelCor_c6:10:70 (00:26:c7:c6:10:70), Dst: Apple_6b:1b:9%e (90:7
P Internet Protocol Version 4, Src: 10.0.1.23 (10.0.1.23), Dst: 10.0.1.1 (10.0.1.1)
P User Datagram Protocol, Src Port: pcp-multicast (5350), Dst Port: pcp (5351)
<~ Port Control Protocol, Map Request
Version: 2
0... =
.000 0001
Reserved:
Requested Lifetime:
Client IP Address
¥ Map Request
Mapping Nonce: 50fa7e906bad535361f64b29
Protocol: 6
Reserved: 0
Internal Port: 2005
Suggested External Port: 20005
Suggested External IP Address: :: (::)

[X| 822 641.239315000 10.0.1.23 10.0.1.1 PCP v2 102 Map Request

R: Response
Opcode: Map (1)

[0}
240
iffffi10.0.1.23 (::ffff:10.0.1.23)

e OO0 |X| 608 437.553520000 10.0.1.1 10.0.1.23 PCP v2 102 Map Response

vV Luisineo L1, APPLE_UW. 1. JC (JU. /£, 90V, UW. LW, IS/, USL. LILELUUI_LU. LU. /U (Uu.

P Internet Protocol Version 4, Src: 10.0.1.1 (10.0.1.1), Dst:
P User Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350)

ore.

v Port Control Protocol, Map Response
Version: 2
1.. = R: Request
.000 0001 = Opcode: Map (1)

Reserved: 0

Result Code: Success (0)

Lifetime: 240
Epoch Time: 615
Reserved: 000 0000

¥ Map Response
Mapping Nonce: 6739371715d785150834ald5
Protocol: 6
Reserved: 0
Internal Port: 2004
Assigned External Port: 20005

Assigned External IP Address: ::ffff:67.169.185.218 (::ffff:67.169.185.218)

N\ 824 641.249547000 10.0.1.1 10.0.1.23 PCP v2 102 Map Response

VOLUISIeEt L1, JIC. APPLS_UW. 1. JC (JU. 7Z£. 9V UL 1. IS, USL. LIMLSLLUl_LU.1U. /U (UU. &

P Internet Protocol Version 4, Src: 10.0.1.1 (10.0.1.1), Dst: 10.0.1.23 (10.0.1.23)
P User Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350)

v Port Control Protocol, Map Response
Version: 2
1.. = R: Request
.000 0001 = Opcode: Map (1)

Reserved: 0
Result Code:
Lifetime: 240
Epoch Time: 819
Reserved: 000000000000000000000000
¥ Map Response
Mapping Nonce: 50fa7e906bad535361f64b29
Protocol: 6
Reserved: 0
Internal Port: 2005
Assigned External Port: 32769
Assigned External IP Address:

Success (0)

c ffff:67.169.185.218 (::ffff:67.169.185.218)

10.0.1.23 (10.0.1.23) ~

v

-~




Third Test

* MAP ADD

— Same internal port, different external ports. Two
external ports pointing to same internal port.

— Not Possible when both mappings are dynamic
(PCP)

— First External 30005-> Internal: 3005 (OK)

— Then External 30006-> Internal: 3005 (OK, but was
assigned 30005 as above)



Third Test

X| 986 790.718935000 10.0.1.23 10.0.1.1 PCP v2 102 Map Request |©00 X/ 988 790.726403000 10.0.1.1 10.0.1.23 PCP v2 102 Map Response -
A T e T T o A oI YA =T NS ot = 3 (R K =) I (o 3 eIV TR =T T oY I =S RS R S I WS TR dTg ts| D Internet Protocol Version 4, Src: 10.0.1.1 (10.0.1.1), Dst: 10.0.1.23 (10.0.1.23)

D Ethernet II, Src: IntelCor_c6:10:70 (00:26:c7:c6:10:70), Dst: Apple_0b:1b:9e (90:7| P User Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350)
P Internet Protocol Version 4, Src: 10.0.1.23 (10.0.1.23), Dst: 10.0.1.1 (10.0.1.1) |¥ Port Control Protocol, Map Response
D User Datagram Protocol, Src Port: pcp-multicast (5350), Dst Port: pcp (5351) Version: 2
<~ Port Control Protocol, Map Request 1... .... = R: Request
Version: 2 .000 0001 = Opcode: Map (1)
0... .... = R: Response Reserved: 0
.000 0001 = Opcode: Map (1) Result Code: Success (0)
Reserved: 0 Lifetime: 240
Requested Lifetime: 240 Epoch Time: 968
Client IP Address: ::ffff:10.0.1.23 (::ffff:10.0.1.23) Reserved: 000000 000 0000000
¥ Map Request ¥ Map Response
Mapping Nonce: 077041ff0a68919f4fa29b98 Mapping Nonce: 077041ff0a68919f4fa29b98
Protocol: 6 Protocol: 6
Reserved: 0 Reserved: 0
Internal Port: 3005 Internal Port: 3005
Suggested External Port: 30005 Assigned External Port: 30005
Suggested External IP Address: :: (::) Assigned External IP Address: ::ffff:67.169.185.218 (::ffff:67.169.185.218)
8 00 [X] 998 797.209015000 10.0.1.23 10.0.1.1 PCP v2 102 Map Request X/ 1000 797.211660000 10.0.1.1 10.0.1.23 PCP v2 102 Map Response
b P = e e o e T e e R AT
P Ethernet II, Src: IntelCor_c6:10:70 (00:26:c7:c6:10:70), Dst: Apple_0Ob:1b:9e (90:| P Ethernet II, Src: Apple_0b:1b:9e (90:72:40:0b:1b:9e), Dst: IntelCor_c6:10:70 (00:2“'
P Internet Protocol Version 4, Src: 10.0.1.23 (10.0.1.23), Dst: 10.0.1.1 (10.0.1.1) | b Internet Protocol Version 4, Src: 10.0.1.1 (10.0.1.1), Dst: 10.0.1.23 (10.0.1.23)
P User Datagram Protocol, Src Port: pcp-multicast (5350), Dst Port: pcp (5351) D User Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350)
v Port Control Protocol, Map Request v Port Control Protocol, Map Response
Version: 2 Version: 2
0... .... = R: Response 1.. . = R: Request
.000 0001 = Opcode: Map (1) .000 0001 = Opcode: Map (1)
Reserved: 0 Reserved: 0
Requested Lifetime: 240 Result Code: Success (0)
Client IP Address: ::ffff:10.0.1.23 (::ffff:10.0.1.23) Lifetime: 240
¥ Map Request Epoch Time: 975
Mapping Nonce: 53b07747054b5b4902e7c299 Reserved: 000000000000000000000000
Protocol: 6 ¥ Map Response
Reserved: 0 Mapping Nonce: 53b07747054b5b4902e7c299
Internal Port: 3005 Protocol: 6
Suggested External Port: 30006 Reserved: 0
Suggested External IP Address: :: (::) Internal Port: 3005
Assigned External Port: 30005
Assigned External IP Address: ::ffff:67.169.185.218 (::ffff:67.169.185.218) v




Test 4-5

« PREFER_FAILURE Option (not supported)

 PEER Opcode (unsupported, Wireshark
complains PCP response malformed)



Test 6

* Port 80 (OK, had to sudo)

® OO0 N\ 7 94.990248000 10.0.1.6 10.0.1.1 PCP v2 102 Map Request X/ 8 94.992892000 10.0.1.1 10.0.1.6 PCP v2 102 Map Response
4 D Internet Protocol Version 4, Src: 10.0.1.1 (10.0.1.1), Dst: 10.0.1.6 (10.0.1.6 *
P Ethernet II, Src: Apple_4e:99:aa (68:a8:6d:4e:99:aa), Dst: Apple_0b:1b:9e (90:7:|p yser Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350)
D Internet Protocol Version 4, Src: 10.0.1.6 (10.0.1.6), Dst: 10.0.1.1 (10.0.1.1) |& port Control Protocol, Map Response
P User Datagram Protocol, Src Port: pcp-multicast (5350), Dst Port: pcp (5351) Version: 2
¥ Port Control Protocol, Map Request 1.. = R: Request
Version: 2 .000 0001 = Opcode: Map (1)
0... .... = R: Response Reserved: 0
.000 0001 = Opcode: Map (1) Result Code: Success (0)
Reserved: 0 Lifetime: 900
Requested Lifetime: 900 Epoch Time: 722970
Client IP Address: ::ffff:10.0.1.6 (::ffff:10.0.1.6) Reserved: 000000000000000000000000
¥ Map Request ¥ Map Response
Mapping Nonce: 643c9869327b23c66b8b4567 Mapping Nonce: 643c9869327b23c66b8b4567
Protocol: 6 Protocol: 6
Reserved: 0 Reserved: 0
Internal Port: 80 Internal Port: 80
Suggested External Port: 80 Assigned External Port: 80 J
Suggested External IP Address: :: (::) Assigned External IP Address: ::ffff:67.169.185.218 (::ffff:67.169.185.21¢ v




Test 7 - Announce

®00 '\ 13 861.893934000 10.0.1.1 224.0.0.1 PCP v2 66 Announce Response X 14 861.893985000 10.0.1.1 224.0.0.1 NAT-PMP 54 External Address Response

p » Frame 14: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0

P Ethernet II, Src: Apple_0b:1lb:9e (90:72:40:0b:1b:9e), Dst: IPv4mcast _00:00:01 (01:0¢ P Ethernet II, Src: Apple_0b:1lb:9e (90:72:40:0b:1b:9e), Dst: IPv4mcast_00:00:01 (01:€
P Internet Protocol Version 4, Src: 10.0.1.1 (10.0.1.1), Dst: 224.0.0.1 (224.0.0.1) P Internet Protocol Version 4, Src: 10.0.1.1 (10.0.1.1), Dst: 224.0.0.1 (224.0.0.1)

P User Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350) P User Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350)
¥ Port Control Protocol, Announce Response ~ NAT Port Mapping Protocol, External Address Response

Version: 2 Version: 0O

1... .... = R: Request Opcode: External Address Response (128)

.000 0000 = Opcode: Announce (0) Result Code: Success (0)

Reserved: 0 Seconds Since Start of Epoch: 21

Result Code: Success (0) External IP Address: 67.169.185.218 (67.169.185.218)

Lifetime: 0

Epoch Time: 21
Reserved: 0000
Announce Response

Both PCP and NAT-PMP Announce messages on reboot



Test 8

 Shorten Lifetime

* Allowed. Very good for testing, otherwise
need to keep guessing how many seconds
really need between tests until mapping
expires.



Test 9

* PCP Interception.

* PCP message to Server on the Internet is
intercepted by Airport Extreme

"I\ 4 16.762335000 10.0.1.6 98.138.253.109 PCP v2 102 Map Request ® 00 x| 5 16.765306000 10.0.1.1 10.0.1.6 PCP v2 102 Map Response

iz 2 AhEES : : = LhyEs 2 : iz ] P Internet Protocol Versi;n 4, Src: 10.0.1.1 (10.0.1.1), Dst: 10.0.1.6 (10.0.1.6) *
P Ethernet II, Src: Apple_4e:99:aa (68:a8:6d:4e:99:aa), Dst: Apple_0b:1b:9e (90:72:40:0b:1b: 9% p yser Datagram Protocol, Src Port: pcp (5351), Dst Port: pcp-multicast (5350)

P Internet Protocol Version 4, Src: 10.0.1.6 (10.0.1.6), Dst: 98.138.253.109 (98.138.253.109) |< port Control Protocol, Map Response (7
P User Datagram Protocol, Src Port: pcp-multicast (5350), Dst Port: pcp (5351) Version: 2
¥ Port Control Protocol, Map Request 1... .... = R: Request
Version: 2 .000 0001 = Opcode: Map (1)
... .... = R: Response Reserved: 0
.000 0001 = Opcode: Map (1) Result Code: Success (0)
Reserved: 0 Lifetime: 900
Requested Lifetime: 900 Epoch Time: 7901
Client IP Address: ::ffff:10.0.1.6 (::ffff:10.0.1.6) Reserved: 000000000000000000000000
¥ Map Request ¥ Map Response
Mapping Nonce: 19495cff74b0dc5166334873 Mapping Nonce: 643c9869327b23c66b8b4567
Protocol: 6 Protocol: 6
Reserved: 0 Reserved: 0
Internal Port: 2004 Internal Port: 2004
Suggested External Port: 20004 Assigned External Port: 32768

Suggested External IP Address: :: (::) Assigned External IP Address: ::ffff:67.169.185.218 (::ffff:67.169.185.218) v




