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What i1s in X.509 certificate”?

Subject

Name/ MUA Regs. CA Regs. ISP Reqs. ¥ Comment

VI

dnsName

(SRV-ID) MUST MUST SHOULD Want to
deploy
(URI-ID) " - - Not used
Widely used,
(CN-ID) MAY MAY MAY ot

denrecated



Other points

* Wildcards are allowed (only the full leftmost

component of FQDN can be "™") in DNS-ID and CN-
1D

 No CNAME substitution of the original DNS server
FQDN is allowed

e Secure DNS resolution (e.g. DNSSEC) is not
orohibited, but not really described



Changes for SMTP/IMAP/
POP

Protocol What changed

DNS-ID SHOULD --> MUST,

IMAP SRV-ID - new req., RFC 3501
CN-ID - not allowed (7?)

DNS-ID SHOULD --> MUST,

POP SRV-ID - new req., RFC 2595
CN-ID - not allowed (7?)

Was never properly

specified before RFC 3207

SMTP (Submission)

DNS-ID, SRV-ID SHOULD --
ManageSieve > MUST, RFC 5804
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