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Abst r act

Constrai ned nodes are snall devices which are linmted in terms of
processi ng power, nenory, non-volatile storage and transm ssion
capacity. Due to these constraints, commonly used security protocols
are not easily applicable. Nevertheless, an authentication and

aut hori zation solution is needed to ensure the security of these

devi ces.

Due to the linmtations of the constrained nodes it is especially

i mportant to develop a |ight-weight security solution which is
adjusted to the relevant security objectives of each participating
party in this environment. Necessary security measures nust be
identified and applied where needed.

In this docunment, the required security related tasks are identified
as gui dance for the devel opnent of authentication and authorization
solutions for constrained environnments. Based on the tasks, an
architecture is developed to represent the rel ationshi ps between the
| ogi cal functional entities involved.

Status of This Meno
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 5, 2015.
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1. Introduction

Constrained nodes are snall devices with linmted abilities which in
many cases are nmade to fulfill a single sinple task. They have
limted systemresources such as processing power, nenory, nhon-

vol atil e storage and transm ssion capacity and additionally in nost
cases do not have user interfaces and displays. Due to these
constraints, commonly used security protocols are not always easily
appl i cabl e.

Constrai ned nodes are expected to be integrated in all aspects of
everyday life and thus will be trusted with a | ot of personal data.
W thout appropriate security nechanisns attackers m ght gain contro
over things relevant to our lives. Authentication and authorization
mechani snms are therefore prerequisites for a secure Internet of

Thi ngs.

The Aut hentication and Authorization in Constrai ned Environments
(ACE) Working Group ains at defining a solution for authenticated and
aut hori zed access to resources. To achieve this, it is necessary to
devel op a deep understandi ng of the problemto be solved. An
essential part of this is to identify the tasks which nust be
performed to nmeet the security requirenents in this scenario.
Moreover, these tasks need to be assigned to |ogical functiona
entities which performthe tasks: the actors in the architecture.
Thus, relations between the actors and requirenents for protocols can
be identified.

In this docunment, the required security related tasks are identified
as gui dance for the devel opnent of authentication and authorization
solutions for constrained environnments. Based on the tasks, an
architecture is developed to represent the rel ationshi ps between the
| ogi cal functional entities involved.

1.1. Term nol ogy

Thi s docunent uses the follow ng term nol ogy:

Resource: an itemof interest. It mght contain sensor or actuator
val ues or other information. The author had resources in the
sense of RFC7231 [RFC7231] in mind, but for the considerations in
this docunment the kind of representation of the itemis not
rel evant.

Constrained node: a constrained device in the sense of [RFC7228].
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Actor: A logical functional entity within a device that perforns one
or nmore tasks. Depending on the tasks, the device may need to
have certain systemresources available. Miltiple actors may
share, i.e. be present within, a device or even a piece of
sof t war e

Resource Server (RS): An entity which hosts a Resource

Client (©: An entity which attenpts to access a resource on a
Resource Server.

Resource Owmer (RO : The principal that owns the resource and
controls its access perm ssions.

Client Omer (CO: The principal that owns the Cdient and controls
per m ssions concerning authorized sources for R

2. Pr obl em St at enent

The scenario the ACE Wrking G oup addresses can be sumari zed as
fol | ows:

o0 Adient (C wants to access a Resource (R) on a Resource Server
(RS).

0o Apriori, Cand RS do not necessarily know each other and have no
security rel ationship.

o Cand / or RS are constrai ned.

| C | -- requests resource --->| RS |
——————— <-- provides resource--- --------
Figure 1: Basic Scenario

There are some security requirenments for this scenario including one
or nore of:

0 Rg0.1: No unauthorized entity has access to (or otherw se gains
know edge of) R

0 Rqg0.2: Wien C attenpts to access R that access reaches the proper
R

3. Tasks
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3.

3.

1.

2

Thi s section gives an overview of the tasks which nmust be perforned
in the given scenario (see Section 2) to neet the security
requirenents.

As described in the problemstatenent, either C or RS or both of them
are constrained. Therefore tasks which nust be conducted by either C
or RS nust be performabl e by constrai ned nodes.

Basi ¢ Scenari o Tasks

Thi s docunent does not assune a specific solution. W assune
however, that at least the following information is exchanged between
the client and the server

o Ctransmts to RS which resource it requests to access, the kind
of action it wants to performon the resource and the paraneters
needed for the action

0 RS transmits to Cthe result of the attenpted access.
Aut hent i cati on- Rel at ed Tasks

According to the Internet Security G ossary [ RFC4949], authentication
is "the process of verifying a claimthat a systementity or system
resource has a certain attribute value." Exanples for attribute
values are the I D of a device, the type of the device or the nane of
its owner. Authentication attributes m ght be (but not necessarily
are) suitable to uniquely identify an individual entity.

Several steps nust be conducted for authenticating certain attributes
of an entity and validating the authenticity of an infornation:

1. Attribute binding: The attribute that shall be verifiable nust be
bound to a verifier, e.g. a key. To achieve this, an attribute
bi nding authority has to check if the entity in possession of a
certain verifier really possesses the attributes it clains to
have. The authority nust provide some kind of endorsenent
i nformati on which enables other entities to validate the binding.

2. Authentication: The entity which wants to use the verifier for
authenticating an entity checks the attribute-verifier-binding
usi ng the endorsenment of the claimvalidation authority and uses
the verifier for authenticating an entity or the source of an
i nformati on.

Step 1 is addressed in Appendix A 2.5 Two types of tasks were
defined for step 2: Information authenticity (see Appendix A 2.1) and
secure comuni cation (see Appendix A 2.3).
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3.3. Authorization-Rel ated Tasks
Several steps nust be conducted for authorization

1. Configuration of authorization information: The owner nust
configure the authorization information.

2. (Obtaining authorization information: Authorization information
must be made available to the entity which enforces the
aut hori zati on.

3. Authorization validation: The authorization of an entity with
certain attributes nust be checked by mapping the attributes
(whi ch nust be validated by authentication) to the authorization
i nformati on.

Tasks for step 1 are defined in Appendix A 2.6. Appendix A 2.4
addresses step 2. Appendix A 2.2 introduces tasks for step 3.

4. Actors
This section describes the various actors in the architecture. An
actor is identified by the tasks it has to fulfill. Several actors
nmi ght share a single device or even be conbined in a single piece of
software. Interfaces between actors may be realized as protocols or

be internal to such a piece of software

The concept of actors is used to assign the tasks defined in
Appendi x A to logical functional entities.

4.1. Constrained Level Actors
As described in the problemstatement (see Section 2), either C or RS
or both of them may be | ocated on a constrained node. W therefore
define that C and RS nust be able to performtheir tasks even if they
are located on a constrained node. Thus, C and RS are considered to
be Constrai ned Level Actors.
C performs the follow ng tasks:

0 Negotiate neans for secure comruni cation (Task TSecureConm see
Appendi x A. 2. 3).

0 Validate that an entity is an authorized source for R (Task
TVal Sour ceAut hz, see Appendix A 2.2).

0 Securely transnit an access request (Task TSendReq, see
Appendi x A 1.2).
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0 Validate that the response to an access request is authentic (Task
TAut hnResp, see Appendix A 2.1).

0 Process the response to an access request (Task TProcResp, see
Appendi x A 1.1).

RS perfornms the follow ng tasks:

0 Negotiate nmeans for secure communi cation (Task TSecureConm see
Appendi x A. 2. 3).

o0 Validate the authenticity of an access request (Task TAut hnReq,
see Appendix A 2.1).

0o Validate the authorization of the requester to access the
requested resource as requested (Task TVal AccessAut hZ, see
Appendi x A. 2.2).

0 Process an access request (Task TProcReq, see Appendix A 1.1).

0 Securely transmit a response to an access request (Task TSendResp
see Appendix A 1.2).

Ris an itemof interest such as a sensor or actuator value. Ris
considered to be part of RS and not a separate actor. The device on
which RS is | ocated might contain several resources of different
resource owners. For sinplicity of exposition, these resources are
described as if they had separate RS

As C and RS do not necessarily know each other they m ght belong to
different security domains

| C | -- requests resource --->| RS | Constrained Leve
——————— <-- provides resource--- --------
Figure 2: Constrained Level Actors
4.2. Principal Level Actors
Qur objective is that C and RS are under control of principals in the
physical world, the dient Owmer (CO and the Resource Ower (RO

respectively. The owners deci de about the security policies of their
respecti ve devices and belong to the sane security domain.
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COis in charge of C, i.e. CO specifies security policies for C, e.qg.
with whom C is allowed to communicate. By definition, C and CO
bel ong to the same security domain.

CO nust fulfill the follow ng task

0 Configure for C authorization information for sources for R (Task
TConfi gSour ceAut hz, see Appendix A 2.6).

ROis in charge of Rand RS. RO specifies authorization policies for
R and decides with whom RS is allowed to communicate. By definition
R, RS and RO belong to the sane security donain.

RO nmust fulfill the follow ng task

0 Configure for RS authorization information for accessing R (Task
TConfi gAccessAut hz, see Appendi x A 2.6).

| CO | | RO| Principal Leve
I I
i n charge of i n charge of
v v
i--&;-i -- requests resource ---> i--hé--i Constrai ned Leve

——————— <-- provides resource--- --------

Fi gure 3: Constrained Level Actors and Principal Level Actors
4.3. Less-Constrained Level Actors

Constrained | evel actors can only fulfill a Iimted nunber of tasks
and may not have network connectivity all the time. To relieve them
from having to manage keys for numerous devi ces and conducting

comput ationally intensive tasks, another conplexity level for actors
is introduced. An actor on the |ess-constrained |evel belongs to the
same security domain as its respective constrained |evel actor. They
al so have the sane princi pal

The Aut hentication Manager (AM belongs to the sanme security domain
as Cand CO AMacts on behalf of CO It assists Cin

aut henticating RS and determining if RS an authorized source for R
AM can do that because for C, AMis the authority for clains about

RS.
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AM perforns the follow ng tasks:

o0 Validate on the client side that an entity has certain attributes
(Task TVal SourceAttr, see Appendix A 2.5).

0 Obtain authorization information about an entity fromC s owner
and provide it to C. (Task TOotai nSourceAut hz, see
Appendi x A. 2.4).

0 Negotiate neans for secure comruni cation to communicate with C
(Task TSecureConm see Appendix A 2.3).

The Aut horization Server (AS) belongs to the sane security domain as
R, RS and RO AS acts on behalf of RO It supports RS by

aut henticating C and determning Cs perm ssions on R AS can do that
because for RS, ASis the authority for clains about C

AS perforns the follow ng tasks:

0 Validate on the server side that an entity has certain attributes
(Task Tval ReqAttr, see Appendix A 2.5).

0 Obtain authorization information about an entity fromRS owner
and provide it to RS (Task TObtai nAccessAut hz, see
Appendi x A 2.4).

0 Negotiate nmeans for secure comuni cation to communi cate with RS
(Task TSecureConm see Appendix A 2.3).

aut henti cati on
and aut hori zati on

| RO | Princi pal Level

Less- Constrai ned Level

aut henti cati on
and aut hori zati on

support support
I I
Y, Vv
| C | =-- requests resource --->| RS | Constrained Leve
------- <-- provides resource -- --------
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Figure 4: Overview of all Conplexity Levels
For nore detail ed graphics please consult the PDF version
5. Protocol Requirenents

Devi ces on the | ess-constrained |evel potentially are nore powerful
than constrai ned | evel devices in terns of processing power, nenory,
non-vol atile storage. This results in different requirenents for the
protocol s used on these |evels.

5.1. Constrai ned Level Protocols

A protocol is considered to be on the constrained level if it is used
bet ween the actors C and RS which are considered to be constrained
(see Section 4.1). C and RS might not belong to the sane security
domai n. Therefore, constrained | evel protocols are required to work
bet ween different security domains

Conmonl y used Internet protocols can not in every case be applied to
constrai ned environnents. In sone cases, tweaking and profiling is
required. |In other cases it is beneficial to define new protocols
whi ch were designed with the special characteristics of constrained
environnments in mnd.

On the constrained | evel, protocols must be used which address the
specific requirenments of constrained environnments. The Constrained
Application Protocol (CoAP) [RFC7252] should be used as transfer
protocol if possible. CoAP defines a security binding to Datagram
Transport Layer Security Protocol (DTLS) [RFC6347]. Thus, DTLS
shoul d be used for channel security.

Constrai ned devices have only limted storage space and thus cannot
store |l arge nunbers of keys. This is especially inportant because
constrai ned networks are expected to consist of thousands of nodes.
Protocols on the constrained | evel should keep this linitation in
m nd.

5.1.1. Cross Level Support Protocols
Prot ocol s which operate between a constrai ned device on one side and
t he correspondi ng | ess constrai ned device on the other are considered
to be (cross level) support protocols. Protocols used between C and
AM or RS and AS are therefore support protocols.

Support protocols nust consider the limtations of their constrained
endpoi nt and therefore belong to the constrained | evel protocols.
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5.2. Less-Constrained Level Protocols
A protocol is considered to be on the | ess-constrained level if it is
used between the actors AM and AS. AM and AS mi ght belong to
different security domains
On the | ess-constrained |level, HITP [ RFC7230] and Transport Layer
Security (TLS) [RFC5246] can be used al ongside or instead of CoAP and
DTLS. Mbreover, existing security solutions for authentication and
aut hori zati on such as the Wb Authorization Protocol (QAuth)
[ RFC6749] and Kerberos [ RFC4120] can likely be used without
nodi fications and there are no linitations for the use of a Public
Key Infrastructure (PKI).

6. | ANA Consi derations
None

7. Security Considerations

Thi s docunment di scusses security requirenents for the ACE
architecture.
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Appendi x A List of Tasks

This section defines the tasks which nust be perfornmed in the given
scenario (see Section 2) starting from comrunication rel ated tasks
and then deriving the required security-related tasks. An overview
of the tasks can be found in Section 3.

A task has the follow ng structure:

0 The nanme of the task which has the form TXXX

0 One or nore Requirenents (if applicable) of the form RgXXX

0 One or nore Preconditions (if applicable) of the form PrexXXX

0 One or nore Postconditions (if applicable) of the form Post XXX

Requirenments have to be met _while_ perforning the task. They derive
directly fromthe scenario (see Section 2) or fromthe security

requi renents defined for the scenario. Preconditions have to be
fulfilled _before_ conducting the task. Postconditions are the
_results_ of the conpleted task.

We start our analysis with the processing tasks and define which
preconditions need to be fulfilled before these tasks can be
conducted. W then determine which tasks therefore need to be
performed first (have postconditions which match the respective
preconditions).

Not e: Regarding the communication, C and RS are defined as entities

each having their set of attributes and a verifier which is bound to
these attributes. Attributes are not necessarily usable to identify
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an individual C or RS. Several entities night have the sane
attributes.

A. 1. Basic Scenario

The intended result of the interaction between C and RS is that C has
successfully accessed R C gets to know that its access request was
successful by receiving the answer from RS

The transm ssion of information fromC to RS conprises two parts:
sendi ng the infornmati on on one side and receiving and processing it
on the other. Security has to be considered at each of these steps.

A.1.1. Processing Information

The purpose of the comrunication between Cand RSis Cs intent to
access R To achieve this, RS nust process the information about the
requested access and C nust process the information in the response
to a requested access. The request and the response ni ght both
contain resource val ues.

The confidentiality and integrity of Rrequire that only authorized
entities are able to access R (see Rg0.1). Therefore, C and RS nust
check that the information is authentic and that the source of the
information is authorized to provide it, before the information can
be processed. C nust validate that RS is an authorized source for R
RS nust validate that Cis authorized to access R as requested.

If proxies are used, it depends on the type of proxy how they are
integrated into the comunicati on and what Kkind of security

rel ati onshi ps need to be established. A future version of this
docunent will provide nore details on this topic. At this point we
assune that C and RS might receive the information either fromRS or
Cdirectly or froma proxy which is authorized to speak for the
respective communi cati on partner

0 Task TProcResp: Process the response to an access request.
Descri ption: C processes the response to an access request
according to the reason for requesting the resource in the first
pl ace. The response m ght include resource values or information
about the results of a request.
Requi rement s:
* RgProcResp.1l: |Is perforned by C (derives fromthe probl em
statement).
* RqProcResp.2: Miust be performable by a constrained device
(derives fromthe problemstatenent: C and / or RS are
constrai ned).
Precondi ti ons:
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* PreProcResp.1l: A response to an access request was sent (see
Appendi x A 1.2).

* PreProcResp.2 (required for Rg0.2): C validated that the
response to an access request is authentic, i.e. it stens fromthe
entity requested in TSendReq (see Appendix A 1.2), i.e. RS or an
entity which is authorized to speak for RS (see Appendix A 2.1).

* PreProcResp.3 (required for Rg0.2): C validated that RS or the
entity which is authorized to speak for RS is an authorized source
for R (see Appendix A 2.2).

Post condi ti on:

* Post ProcResp. 1: C processed the response.

o Task TProcReq: Process an access request.
Description: RS either perforns an action on the resource
according to the information in the request, or determ nes the
reason for not perform ng an action.
Requi renent s:
* RgProcReq.1: |s performed by RS.
* RgProcReq.2: Must be performable by a constrained device
(derives fromthe problemstatement: C and / or RS are
const rai ned) .
Precondi ti ons:
* PreProcReq.1l: An access request was sent (see Appendix A 1.2).
* PreProcReq.2 (needed for Rg0.1): RS validated that the request
is authentic, i.e. it stems fromC or an entity which is
aut hori zed to speak for C and is fresh. (see Appendix A 2.1).
* PreProcReq.3 (needed for Rg0.1): RS validated the authorization
of Cor the entity which is authorized to speak for C to access
the resource as requested (see Appendix A 2.2).
Post condi ti ons:
* Post ProcReq. 1: The access request was processed (fulfills
PreSendResp. 1, see Appendix A 1.2).

Not e: The preconditions PreProcReq.2 and PreProcReq. 3 nust be
conducted together. RS nust assure that the response is bound to a
verifier, the verifier is bound to certain attributes and the

aut horization information refers to these attributes.

A.1.2. Sending Information

The informati on needed for processing has to be transnitted at sone
point. C has to transmit to RS which resource it wants to access
with which actions and paraneters. RS has to transnit to Cthe
result of the request. The request and the response might both
contain resource values. To fulfill Rg0.1, the confidentiality and
integrity of the transnmitted data has to be assured.
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If proxies are used, it depends on the type of proxy how they need to
be handled. A future version of this document will provide nore
details on this topic. At this point we assune that C and RS m ght
transmit the nessage either to RS and C directly or to a proxy which
is authorized to speak for the respective conmuni cati on partner

0 Task TSendReq: Securely transmt an access request.
Description: C wants to access a resource R hosted by the resource
server RS. To achieve this, it has to transmt sonme information
to RS such as the resource to be accessed, the action to be
perfornmed on the resource and, if a witing access is requested,
the value to wite. C might send the request directly to RS or to
an entity which is authorized to speak for RS. C assures that the
request reaches the proper R C binds the request to Cs verifier
to ensure the integrity of the nmessage. C uses neans to assure
that no unauthorized entity is able to access the information in
t he request.
Requi rement s:
* RqSendReq. 1: |Is perforned by C (derives from probl em statenent).
* RgqSendReq. 2: Must be perfornable by a constrained device
(derives fromthe problemstatement: C and / or RS are
constrai ned).
* RgSendReq. 3: As the request might contain resource val ues, the
confidentiality and integrity of the request nust be ensured
during transnission. Only authorized parties nust be able to read
or nmodi fy the request (derives from RgO.1).
Precondi ti ons:
* PreSendReq.1l: Validate that the receiver is an authorized source
for R (see Appendix A 2.2).
* PreSendReq.2: To assure that the request reaches the proper RS
that no unauthorized party is able to access the request, and that
the information in the request is bound to Cs verifier it is
necessary to negotiate neans for secure communi cation with RS (see
Appendi x A 2. 3).
Post condi ti ons:
* Post SendReq. 1: The request was sent securely to RS (necessary
for RqO.1) (fulfills PreProcReq.1, see Appendix A 1.1).

Not e: The preconditions PreSendReq.1 and PreSendReq.2 nust be
conducted together. C nust assure that the request reaches an entity
with certain attributes and that the authorization information refers
to these attributes.

0 Task TSendResp: Securely transmit a response to an access request.
Description: RS sends a response to an access request to informC
about the result of the request. RS nust assure that response
reaches the requesting C. RS might send the response to C or to an
entity which is authorized to speak for C. The response night
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contain resource values. RS binds the request to RS s verifier to
ensure the integrity of the message. RS uses neans to assure that
no unaut horized entity is able to access the information in the
response.

Requi renent s:

* RgSendResp.1l: |Is perforned by RS (derives fromthe problem
statement).

* RgqSendResp. 2: Must be performable by a constrained device
(derives fromthe problemstatement: C and / or RS are

constrai ned).

* RgSendResp. 3: As the response night contain resource val ues, the
confidentiality and integrity of the response nmust be ensured
during transnission. Only authorized parties nust be able to read
or nmodi fy the response (derives fromRqO.1).

Precondi ti ons:

* PreSendResp. 1: An access request was processed (see

Appendi x A 1.1).

* PreSendResp.2: If information about Ris transmitted, validate
that the receiver is authorized to access R (see Appendix A 2.2).
* PreSendResp. 3: RS nust assure that the response reaches the
requesting C, no unauthorized party is able to access the response
and the information in the response is bound to RS verifier:
Means for secure communi cati on were negotiated (see

Appendi x A. 2. 3).

Post condi ti ons:

* Post SendResp. 1: A response to an access request was sent
(fulfills PreProcResp.1, see Appendix A 1.1).

Security-Rel ated Tasks
.1. Information Authenticity
This section addresses information authentication, i.e. using the
verifier to validate the source of an information. Information

aut henti cation nmust be conducted before processing received
information. C nust validate that a response to an access request is
fresh, really stens fromthe queried RS (or an entity which is

aut hori zed to speak for RS) and was not nodified during transm ssion.
RS nust validate that the information in the access request is fresh
really stens fromC (or an entity which is authorized to speak for C
and was not nodified during transm ssion

The entity which processes the information nust be the entity which
is validating the source of the information

C and RS nust assure that the authenticated source of the information
is authorized to provide the information.
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0 Task TAut hnResp: Validate that the response to an access request
i s authentic.
Description: C checks if the response to an access request stens
froman entity in possession of the respective verifier and is
fresh. Thus, C validates that the response stens fromthe queried
RS or an entity which is authorized to speak for RS
Requi rement s:
* RqAut hnResp. 1: Must be perfornmed by C
* RqAut hnResp. 2: Must be performabl e by a constrai ned device
(derives fromthe problemstatenent: C and / or RS are
constrai ned).
Precondi ti ons:
* PreAut hnResp.1: Means for secure conmuni cati on were negoti ated
(see Appendix A 2.3).
Post condi ti ons:
* Post Aut hnResp. 1: C knows that the response cane from RS
(fulfills PreProcResp.2, see Appendix A 1.1).

0 Task TAut hnReq: Validate the authenticity of a request.
Description: RS checks if the request stems froman entity in
possession of the respective verifier and is fresh. Thus, RS
val i dates that the request stens fromC or an entity which is
aut hori zed to speak for C
Requi rement s:

* RgAut hnReqg. 1: Must be performed by RS

* RgAut hnReq. 2: Must be performable by a constrained device
(derives fromthe problemstatement: C and / or RS are

constrai ned).

Precondi ti ons:

* PreAut hnReq. 1: Means for secure comunication were negoti ated
(see Appendix A 2.3).

Post condi ti ons:

* Post Aut hnReq. 1: RS knows that the request is authentic (fulfills
PreProcReq. 2, see Appendix A 1.1).

2. Authorization Validation

This section addresses the validation of the authorization of an
entity. The entity which processes the information nust validate
that the source of the information is authorized to provide it. The
processing entity has to verify that the source of the infornmation
has certain attributes which authorize it to provide the infornmation:
C nmust validate that RS (or the entity which speaks for RS) is in
possession of attributes which are necessary for being an authorized
source for R RS nust validate that C (or the entity which speaks for
C) has attributes which are necessary for a permission to access R as
r equest ed.
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0 Task TVal SourceAuthz: Validate that an entity is an authorized
source for R
Description: C checks if according to CO s authorization policy
and the authentication endorsenent provided by the attribute
bi nding authority, RS (or an entity which speaks for RS) is
authorized to be a source for R RS assures that the entity’'s
verifier is bound to certain attributes and the authorization
information refers to these attributes.
Requi renment s:
* RqVal SourceAuthz. 1: Is perforned by C
* RqVal SourceAut hz. 2: Must be performabl e by a constrai ned device
(derives fromthe problemstatenment: C and / or RS are
constrai ned).
Precondi ti ons:
* PreVal SourceAut hz. 1: Aut horization information about the entity
are available. Requires obtaining authorization infornmation about
the entity fromC s owner (see Appendix A 2.4).
* PreVal SourceAuthz.2: Means to validate that the entity has
certain attributes which are relevant for the authorization
Requires validation of clainms about RS (see Appendix A 2.5).
Post condi ti ons:
* Post Val SourceAuthz. 1: The entity which perforns the task knows
that an entity is an authorized source for R (fulfills
PreProcResp. 3, see Appendix A 1.1 and PreSendReq. 1, see
Appendi x A 1.2).

0 Task TVal AccessAut hZ: Validate the authorization of the requester
to access the requested resource as requested.
Description: R s owner configures which clients are authorized to
perform which action on R RS has to check if according to RO s
aut hori zation policy and the authentication endorsenent provided
by the attribute binding authority, C (or an entity which speaks
for C) is authorized to access R as requested. RS assures that
requester’s verifier is bound to certain attributes and the
aut hori zation information refers to these attri butes.
Requi rement s:
* RqVal AccessAuthz. 1: Is performed by RS
* RqVal AccessAut hz. 2: Must be performabl e by a constrai ned device
(derives fromthe problemstatement: C and / or RS are
constrai ned).
Precondi ti ons:
* PreVal AccessAuthz. 1: Authorization information about the entity
are available. Requires obtaining authorization information about
the entity fromRS s owner (see Appendix A 2.4).
* PreVal AccessAuthz.2: Means to validate that the entity has
certain attributes which are relevant for the authorization
Requires validation of clains about C or the entity which speaks
for C (see Appendix A 2.5).

Ger des Expi res January 5, 2015 [ Page 18]



Internet-Draft ace-actors July 2014

A 2. 3.

To

Post condi ti ons:

* Post Val AccessAuthz. 1: The entity which perforns the task knows
that an entity is authorized to access Rwith the requested action
(fulfills PreProcReq.3, see Appendix A 1.1).

Transm ssion Security

ensure the confidentiality and integrity of information during

transm ssi on neans for secure conmuni cation have to be negoti ated
bet ween the comuni cating parties.

(0]

A 2.4

As

Task TSecureConmm Negotiate neans for secure comruni cation
Description: To ensure the confidentiality and integrity of
transmitted i nformati on, means for secure comunication have to be
negoti ated. Channel security as well as object security solutions
are possible. Details depend on the used solution and are not in
the scope of this docunent.

Requi rement s:

* RqSecureComm 1: Must be perfornable by a constrained device
(derives fromthe problemstatement: C and / or RS are
const rai ned) .

Precondi ti ons:

* PreSecureConm 1: Sender and receiver nmust be able to validate
that the entity in possession of a certain verifier has the
claimed attributes. (see Appendix A 2.5).

Post condi ti ons:

* Post SecureComm 1: C and RS can communi cate securely: The
integrity and confidentiality of information is ensured during
transm ssion. The sending entity can use neans to assure that the
i nformati on reaches the intended receiver so that no unauthorized
party is able to access the information. The sending entity can
bind the information to the entity's verifier (fulfills
PreSendResp. 3 and PreSendReq. 2, see Appendix A 1.2 as well as

Pr eAut hnResp. 1 and PreAut hnReq. 1, see Appendix A 2.1).

Obtain Aut hori zation infornmation

described in Section 3.3, the authorization of an entity requires

several steps. The authorization information nmust be configured by
the owner and provided to the enforcing entity.

(0]

Cer des

Task TObt ai nSour ceAut hz: Cbtain authorization informati on about an
entity fromC s owner.
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Description: Cs owner defines authorized sources for R The

aut hori zation informati on nust be nmade available to Cto enable it
to enforce COs authorization information. To facilitate the
configuration for the owner this device should have a user
interface. The authorization information has to be nade avail abl e
to Cin a secure way.

Requi rement s:

* RqObt ai nSour ceAut hz. 1: Must be performed by an entity which
belongs to C s security domain.

* RqOobt ai nSour ceAut hz. 2: Must be perfornmed by an entity which is
aut hori zed to speak for C s owner concerning authorized sources
for R

* RqObt ai nSour ceAut hz. 3: Shoul d be perfornmed by a device which can
provi de sone sort of user interface to facilitate the
configuration of authorization information for C s owner
Precondi ti ons:

* PreCbtai nSourceAut hz.1: C s owner configured authorized sources
for R (see Appendix A 2.6).

Post condi ti ons:

* Post Obt ai nSour ceAut hz. 1: C obtained RS authorization to be a
source for R (fulfills PreVal SourceAuthz. 1, see Appendix A 2.2).

Task TObtai nAccessAut hz: Obtain authorization information about an
entity fromRS owner.

Description: RS owner defines if and how Cis authorized to
access R The authorization information nust be nade available to
RS to enable it to enforce RO s authorization policies. To
facilitate the configuration for the owner this device should have
a user interface. The authorization information has to be made
available to RS in a secure way.

Requi rement s:

* RqObt ai nAccessAut hz. 1: Must be performed by an entity which
belongs to R s security domain.

* RgqObt ai nAccessAut hz. 2: Must be perforned by an entity which is
aut hori zed to speak for R s owner concerning authorization of
access to R

* RqObt ai nAccessAut hz. 3: Shoul d be perfornmed by a device which can
provi de sone sort of user interface to facilitate the
configuration of authorization information for R s owner
Precondi ti ons:

* PreCbtai nAccessAuthz.1: R s owner configured authorization
informati on for the access to R (see Appendi x A 2.6).

Post condi ti ons:

* Post Obt ai nAccessAuthz. 1: RS obtained C s authorization for
accessing R (fulfills PreVal AccessAuthz.1, see Appendix A 2.2).

Attribute Binding
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As described in Section 3.2, several steps nust be conducted for
aut hentication. This section addresses the binding of attributes to
a verifier.

For authentication it is necessary to validate if an entity has
certain attributes. An exanple for such an attribute in the physica
world is the name of a person or her age. |n constrained
environnments, attributes night be the nane of the owner or the type
of device. Authorizations are bound to such attributes.

The possession of attributes nust be verifiable. For that purpose,
attributes nmust be bound to a verifier. An exanple for a verifier in
the physical world is a passport. |n constrained environnents, a
verifier will likely be the know edge of a secret.

At sone point, an authority has to check if an entity in possession
of the verifier really possesses the clainmed attributes. In the
physi cal world, government agencies check your name and age before
they give you a passport.

The entity that validates the clains has to provide sone kind of sea
to make its endorsenent verifiable for other entities and thus bind
the attributes to the verifier. |In the physical world passports are
stanped by the issuing government agencies (and nust only be provided
by government agenci es anyway) .

o Task TVal SourceAttr: Validate on the client side that an entity
has certain attributes.
Description: The claimthat an entity has certain attributes has
to be checked and made available for Cin a secure way. The
validating party states that an entity in possession of a certain
key has certain attributes and provides C with nmeans to validate
this endorsenent.
Requi renent s:
* RqVal SourceAttr.1: Miust be performed by an entity whi ch bel ongs
to Cs security domain and is an authority for clainms about RS
* RqVal SourceAttr.2: The executing entity nust have the nmeans to

fulfill the task (e.g. enough storage space, conputational power,
a user interface to facilitate the configuration of authentication
policies).

Post condi ti ons:

* Post Val SourceAttr.1: Means for authenticating (validating the
attribute-verifier-binding of) other entities were given to Cin
formof a verifiable endorsenment (fulfills PreVal SourceAut hz. 2
see Appendi x A 2.2 and PreSecureComm 1, see Appendix A 2.3).

0 Task TVal ReqAttr: Validate on the server side that an entity has
certain attributes.
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Description: The claimthat an entity has certain attributes has
to be checked and made available for RS in a secure way. The
validating party states that an entity in possession of a certain
key has certain attributes and provides RS with neans to validate
thi s endorsenent.

Requi rement s:

* RgVal ReqAttr.1: Must be performed by an entity which belongs to
RS security domain and is an authority for clainms about C

* RqVal ReqgAttr.2: The executing entity nmust have the neans to

fulfill the task (e.g. enough storage space, conputational power,
a user interface to facilitate the configuration of authentication
policies).

Post condi ti ons:

* Post Val ReqAttr.1: Means for authenticating (validating the
attribute-verifier-binding of) other entities were given to RS in
formof a verifiable endorsenent (fulfills PreVal SourceAut hz. 2,
see Appendi x A 2.2 and PreSecureComm 1, see Appendi x A 2.3).

A.2.6. Configuration of Authorization |Information

As stated in Section 3.3, several steps have to be conducted for
aut horization. This section is about the configuration of
aut hori zation information.

The owner of a device or resource wants to be in control of her
device and her data. For that purpose, she has to configure

aut hori zation information. C s owner night want to configure which
attributes an entity nust possess to be a source for R R s owner

m ght want to configure which attributes are required for accessing R
with a certain action.

0 Task TConfigSourceAuthz: Configure for C authorization information
for sources for R
Description: Cs owner has to define authorized sources for R
Requi renent s:
* RgConfi gSourceAut hz. 1: Mist be provided by C s owner
Post condi ti ons:
* Post Confi gSourceAut hz. 1: The authorization information are
avail able to a device which perforns TObtai nSourceAuthz (fulfills
Pr eObt ai nSour ceAut hz. 1 see Appendi x A 2.4).

0 Task TConfigAccessAut hz: Configure for RS authorization
information for accessing R
Description: Rs owner has to configure if and how an entity with
certain attributes is allowed to access R
Requi renent s:
* RqConfi gAccessAut hz. 1: Must be provided by R s owner.
Post condi ti ons:
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* Post Confi gAccessAut hz. 1: The authorization infornmation are
avail able to the device which perforns TCbtai nAccessAut hz
(fulfills PreQotai nAccessAuthz. 1, see Appendix A 2.4).

Aut hor’ s Addr ess

St ef ani e CGerdes

Uni ver si taet Brenen TZI
Post fach 330440

Brenmen D- 28359

Ger many

Phone: +49-421-218-63906
Email: gerdes@zi.org
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