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1. Introduction

Thi s docunment presents use cases in an attenpt to anal yze the

aut hentication and access control requirenents in an Internet of
Things setting. This setting features constrai ned devi ces [ RFC7228]
communi cating over the Internet.

Sone of these devices may have very low capacity in ternms of nmenory
and processing power, and nmay additionally be limted by the fact
that they run on battery power.

These devices offer resources such as sensor data and actuators,

whi ch are accessed by clients, sonetines w thout human intervention
(MM . In sone situations the comrunication wll happen through
intermedi aries (e.g. gateways, proxies).

Where specific detail is necessary it is assuned that the devices
communi cat e using the CoAP protocol [RFC7252], although nost
concl usi ons are generic.

1.1. Term nol ogy

Resource Server (RS): The constrai ned devi ce which hosts resources
the Cient wants to access.

Client (C: A device which wants to access a resource on the Resource
Server.
This could al so be a constrai ned devi ce.

Resource Owner (RO): The subject who owns the resource and controls
its access perm ssions.
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2

2

2

Use Cases

This section lists use cases involving constrai ned devices with
security requirenments. Each use case first presents a genera
description of the application area, then one or nore specific use
cases, and finally the resulting requirenents. W assune that basic
communi cati on security requirenents apply for all of these scenarios

1. Container nonitoring

The ability of sensors to communicate environnental data wirelessly
opens up new application areas. The use of such sensor systens nakes
it possible to continuously track and transmit specific
characteristics such as tenperature, humidity and gas content during
the transportati on and storage of goods.

The proper handling of the sensors in this scenario is not easy to
acconplish. They have to be associated to the appropriate pallet of
the respective container. Moreover, the goods and the correspondi ng
sensors belong to specific custoners.

During the shipnent to their destination the goods often pass stops
where they are transl oaded to other neans of transportation, e.g.
fromship transport to road transport.

The transportation and storage of perishable goods is especially

chal  engi ng since they have to be stored at a constant tenperature
and with proper ventilation. Additionally, it is very inportant for
the vendors to be infornmed about irregularities in the tenperature
and ventilation of fruits to avoid the delivery of deconposed fruits
to their customers. The need for a constant nonitoring of perishable
goods has led to projects such as The Intelligent Container
(http://ww. intelligentcontainer.com

1.1. Bananas for Muinich

A fruit vendor grows bananas in Costa Rica for the German market. It
instructs a transport conpany to deliver the goods via ship to

Rott erdam where they are picked up by trucks and transported to a
ripening facility. A Minich supermarket chain buys ripened bananas
fromthe fruit vendor and transports themw th their own conpany
trucks.

The fruit vendor’s quality managenent wants to assure the quality of
their products and thus equips the banana boxes with sensors. The
state of the goods is nonitored consistently during shipnent and

ri pening and abnornmal sensor values are recorded. Additionally, the
sensor values are used to control the climte within the cargo
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2

2

cont ai ners.

The personnel that transl oades the goods nust be able to |ocate the
goods neant for a specific custoner. However the fruit vendor does
not want to disclose sensor information pertaining to the condition
of the goods to other conpanies.

When the goods arrive at the supermarket in Minich, the supernarket
conducts its own quality check. 1f no anonalies occurred during the
transport, the bananas are admtted for sale.

1.2. Requirenments

2

o Ul.1 The fruit vendor nust be able to allow the transport conpany
and the delivery service to access the position data on the
nmoni toring devices. Qher state information nust not be
accessi bl e.

0 Ul.2 The climate regul ation systemin the containers nust be able
to access the nonitoring devices’ state information to regul ate
the climate accordingly, w thout manual intervention of the
resource owner.

o UL .3 The fruit vendor nust be able to allow the fruit vendor’s
qual ity managenent to access the recorded state information on the
nmoni t ori ng devi ces.

0o Ul.4 Since the fruit vendor does not want other conpanies to be
able to read sensor information, there should be some access
control for the nonitoring devices' state information.

Honme Aut omati on

Automati on of the hone has the potential to becone a big future

mar ket for the Internet of Things. A hone autonmation system connects
el ectrical devices in a house to the Internet and thus makes them
accessi bl e and manageabl e remptely. Such devices might control for
exanpl e heating, ventilation, lighting, honme entertai nment or hone
security.

Such a system needs to accommpdate a nunber of regular users
(inhabitants, close friends, cleaning personnel) as well as a
het er ogeneous group of dynamically varying users (visitors,
repairmen, delivery nen).

The security required by the systens in a autonmated hone vari es,
however it is clear that the security systemcontrolling e.g. the
door-1ocks and al arns needs to be at |east as secure as for a
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conpar abl e unaut onat ed hone.

As the users are not typically trained in security (or even conputer
use), the configuration nust use secure default settings, and the
interface nust be well adapted to novice users.

2.2.1. Renotely letting in a visitor

Jane is the owner of a flat with automated connected door-| ocks and
alarm system that allow her to renotely control themthrough a web
interface or nobile application. To allow for centralized nanagenent
of both |l ocks and the alarm system they need to be able to

conmuni cate with both the web interface and the nobile application
usi ng a standardi zed, secure protocol.

Jane has invited her acquai ntance Jeffrey over for dinner, but is
stuck in traffic and can not arrive in time, while Jeffrey who uses
the subway will arrive punctually. Jane calls Jeffrey and offers him
tolet himin renmotely, so he can make hinself confortable while
wai ti ng.

Jeffrey downl oads an application that |Iets himcomunicate with
Jane’ s door-1ock and al arm system Then Jane sets perm ssions for
Jeffery that allow himto open the door, and shut down the al arm when
he arrives.

2.2.2. Requirenents

o U2.1 Jane needs to be able to spontaneously provision
aut hentication nmeans to Jeffrey.

o U2.2 Jane nust be able to spontaneously change the access contro
pol i ci es.

o U2.3 Jane needs to be able to apply different rights for different
users.

o U2.4 Jane nust be able to apply context-based conditions
(presence, tinme) to authorizations, and the devices (door-Iock or
alarn) need to be able to verify these conditions.

o UWU2.5 The security nechani snms of the door-lock and the alarmin
Jane’ s home need to be able to comunicate with different contro
devices (e.g. Jeffrey’s nobile phone).

o U2.6 The access control configuration of Jane’'s hone needs to be
secure by default.
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o UW2.7 It nust be easy for Jane to edit the access control policies
for her home, even renotely and easy for Jeffrey to get access
with correct authorization.

2.3. Personal Health Mnitoring

The use of wearabl e health nonitoring technology is expected to grow
strongly, as a multitude of novel devices are devel oped and market ed.
The need for open industry standards to ensure interoperability

bet ween products has lead to initiatives such as Continua Alliance
(continuaal liance.org) and Personal Connected Health Alliance

(pchal liance.org). Personal health devices are typically battery
driven, and | ocated physically on the user. They nonitor some bodily
function, such as e.g. temperature, blood pressure, or pulse. They
are connected to the Internet through an internmedi ary base-station,
using wireless technol ogies. Through this connection they report the
nmonitored data to sone entity, which nmay either be the user herself,
or sonme nedi cal personnel in charge of the user

Medi cal data has al ways been considered as very sensitive, and
therefore requires good protection agai nst unauthorized discl osure.

A frequent, conflicting requirenment is the capability for nedica
personnel to gain energency access, even if no specific access rights
exist. As aresult, the inportance of secure audit |ogs increases in
such scenari os.

Since the users are not typically trained in security (or even
conmput er use), the configuration nust use secure default settings,
and the interface nust be well adapted to novice users. Parts of the
system nust operate with minimal maintenance. Especially frequent
changes of battery are unacceptabl e.

2.3.1. John and the heart rate nonitor

John has a heart condition, that can result in sudden cardiac
arrests. He therefore uses a device called HeartCGuard that nonitors
his heart rate and his position. |In case of a cardiac arrest it
automatically sends an alarmto an energency service, transnmitting
John’s current |ocation. The Heart@uard al so broadcasts energency
information in the nei ghborhood to notify doctors or people with
certain skills who have been enrolled in an energency program e.g.
peopl e who got training in heart and lung rescue. For doctors,

medi cal information or diagnosis can be provided with the
notification to inprove i medi ate treatnent.

The device includes sonme smart logic, with which it identifies its

owner John and allows himto configure the device' s settings,
i ncl udi ng access control
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This prevents situation where soneone el se wearing that device can
act as the owner and nmess up the access control and security
settings.

John can configure additional persons that get notified in an
emergency, for exanple his daughter Jill. Furthernore the device
stores data on John’s heart rate, which can |l ater be accessed by a
physician to assess the condition of John’s heart.

However John is a rather private person, and is worried that Jil

m ght use HeartGuard to nonitor his location while there is no
emergency. Furthernore he doesn’t want his health insurance to get
access to the HeartGuard data, or even to the fact that he is wearing
a Heart@uard, since they nmight refuse to renew his insurance if they
deci ded he was too big a risk for them

NOTE: Monitoring of sone state paraneter (e.g. an alarmbutton) and
the position of a person also fits well into an elderly care service.
This is particularly useful for people suffering fromdenentia, where
the relatives or caregivers need to be notified of the whereabouts of
the person under certain conditions. 1In this case it is not the

pati ent that deci des about access.

2.3.2. Requirenents
o U3.1 John nust be able to pre-configure access rights to the
position data for persons or groups, in the context of an
ener gency.

0 U3.2 John nust be able to selectively allow different persons or
groups to access the heart rate data.

o U3.3 John nust be able to block access to specific persons in an
ot herwi se allowed group (e.g. doctors in an energency), if he
m strusts them

0 U3.4 The security measures nust consider the battery lifetinme of
the devices and should consune as little energy as possible.

o U3.5 The device nust have secure access control settings by
defaul t.

o0 U3.6 The device' s access control settings nmust be easy to
configure for an authorized, non-technical user.

0 U3.7 Security nechani sns on nedi cal devices nust not provide
opportunities for denial of service attacks on the device.
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2.4. Building Automation

Bui | di ngs for commercial use such as shopping malls or office
bui | di ngs nowadays are equi pped increasingly with sem -autonatic

conmponents to enhance the overall living quality and to save energy
where possible. This includes for exanple heating, ventilation and
air condition (HVAC) as well as illumination and security systens

such as fire al arns.

Different areas of these buildings are often exclusively |eased to
di fferent conpanies. However they al so share sone of the common
areas of the buil ding.

Accordingly, a company nust be able to control the Iight and HVAC
systemof its own part of the building and nust not have access to
control roonms that belong to other conpanies.

Sone parts of the building automati on system such as entrance
illumnation and fire alarmsystens are controlled either by al
parties together or by a service conpany.

2.4.1. Device Lifecycle
2.4.1.1. Installation and Conmi ssi oni ng

A building is hired out to different conpanies for office space.

This building features various automated systens, such as a fire

al arm system which is triggered by several snoke detectors which are
spread out across the building. It also has automated HVAC, |ighting
and physical access control systens.

A vacant area of the building has been recently | eased to conpany A
Before moving into its new of fice, Conmpany A wi shes to replace the
lighting with a nore energy efficient and a better light quality

lumi naries. They hire an installation and conm ssioning conpany C to
redo the illum nation. Conpany Cis instructed to integrate the new
lighting devices, which may be frommultiple manufacturers, into the
existing lighting infrastructure of the building which includes
presence sensors, switches, controllers etc.

Conpany C gets the necessary authorization fromthe service conpany
to interact with the existing Building and Li ghti ng Managenent System
(BLMS) .

To prevent disturbance to other occupants of the building, Conpany C
is provided authorization to performthe conm ssioning only during
non-of fice hours and only to nodify configuration on devices

bel onging to the donai n of Conpany A's space. After installation
(wiring) of the new |lighting devices, the conmi ssioner adds the
devices into the company A's |ighting domain.
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Once the devices are in the correct domain, the conmi ssioner

aut hori zes the interaction rules between the new |ighting devices and
exi sting devices |ike presence sensors. For this, the comm ssioner
creates the authorization rules on the BLMS which define which lights
forma group and which sensors /switches/controllers are allowed to
control which groups. These authorization rules may be context based
like tine of the day (office or non-office hours) or |ocation of the
handhel d lighting controller etc.

2.4.1.2. Operationa

Conpany A's staff nove into the newy furnished office space. Most
lighting is controlled by presence sensors which control the lighting
of specific group of lights based on the authorization rules in the
BLMS. Additionally enpl oyees are allowed to manually override the
lighting brightness and color in their office by using the sw tches
or handhel d controllers. Such changes are allowed only if the

aut hori zation rules exist in the BLMS. For exanple lighting in the
corridors may not be manual | y adjustabl e.

At the end of the day, lighting is dinmred down or switched off if no
occupancy is detected even if nanually overridden during the day.

On a later date conpany B al so noves into the sane buil ding, and
shares sone of the comopn spaces with conpany A. On a really hot day
James who works for conmpany A turns on the air condition in his
office. Lucy who works for conpany B wants to nmake tea using an
electric kettle. After she turned it on she goes outside to talk to
a colleague until the water is boiling. Unfortunately, her kettle
has a mal function which causes overheating and results in a

smol dering fire of the kettle’'s plastic case.

Due to the snoke comng fromthe kettle the fire alarmis triggered
Alarm sirens throughout the building are notified and alert the staff
of both conpanies. Additionally, the ventilation systemof the whole
building is closed off to prevent the snoke from spreading and to

wi t hdraw oxygen fromthe fire. The snoke cannot get into Janes’

of fice although he turned on his air condition because the fire alarm
overrides the nmanual setting

The fire departnent is notified of the fire automatically and arrives
within a short tine. After inspecting the danage and extingui shing
the smoldering fire a fire fighter resets the fire alarm because only
the fire departnment is authorized to do that.
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2.4.1. 3. Mai nt enance

Conpany A's staff are annoyed that the lights switch off too often in
their roons if they work silently in front of their conputer

Conpany A notifies the conmm ssioning Conpany C about the issue and
asks themto increase the delay before lights switch off.

Conpany C again gets the necessary authorization fromthe service
company to interact with the BLM5. The conmi ssioner’s tool gets the
necessary authorization fromBMS to send a configuration change to
all lighting devices in Conpany A's offices to increase their delay
before they switch off.

2.4.1.4. Decomm ssioning

Conpany A has noticed that the handheld controllers are often

m spl aced and hard to find when needed. So nobst of the tine staff
use the existing wall switches for manual control. Conpany A decides
it would be better to conpletely renove handhel d controllers and asks
Conpany C to deconmission themfromthe lighting system

Conpany C again gets the necessary authorization fromthe service
conpany to interact with the BLMS. The commi ssioner now del etes any
rules that allowed handhel d controllers authorization to control the
lighting. Additionally the commi ssioner instructs the BLMS to push
these new rules to prevent cached rules at the end devices from bei ng
used.

2.4.2. Requirenents

o Wi 1. A wuser with sufficient authorization to a device should be
able to transfer the device to a different authorization server.

o WA. 2. Authorization rules nay be context-based.

0 U4.3. Devices can access resources on other devices only if a
rule exists in the authorization server (default deny).

o0 WA. 4 Devices can be authorized to control individual devices using
uni cast or nultiple devices using nulticast.

0 U4.5. Devices may cache authorization rules locally.

o WA. 6. Subsystens under different operational domains nust be able
to interoperate with each other if the domain owners agree.

o W4. 7. A user with sufficient authorization to a device should be
able to renpve the device froman authorizati on server.
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o WA. 8. Authorization server may have a mechanismto override
I ocally cached rul es at devices.
0 WA 9. Revocation of security credentials should be possible.
2.5. Smart Metering

Aut omat ed neasuring of customer consunption is an established

technology for electricity, water, and gas providers. |Increasingly
these systens al so feature networking capability to allow for renote
managenent. Such systens are in use for comercial, industrial and

residential custoners and require a certain level of security, in
order to avoid econonic loss to the providers, vulnerability of the
distribution system as well as disruption of services for the

cust oners.

The smart netering equi pnent for gas and water solutions is battery
driven and comunication should be used sparingly due to battery
consunption. Therefore the types of neters sleep nost of the tine,
and only wake up every mnute/ hour to check for incom ng
instructions. Furthernore they wake up a few tinmes a day (based on
their configuration) to upload their neasured netering data.

Di fferent networking topol ogies exist for smart netering sol utions.
Based on environnent, regulatory rules and expected cost, one or a
m xture of these topol ogies may be deployed to collect the netering
information. Drive-By netering is one of the nost current solutions
depl oyed for collection of gas and water neters.

2.5.1. Drive-by netering

A company offers smart metering infrastructures and rel ated services
to various providers. Anong these is a water provider, who in turn
supplies several residential conplexes in a city. The snart neters
are installed in the end custoner’s hones to neasure water
consunption and thus generate billing data for the provider. The
meters do so by sending data to a base station. Several base
stations are installed around the city to collect the nmetering data.
However in the denser urban areas, the base stations would have to be
installed very close to the neters. This would require a high nunber
of base stations and expose this nore expensive equipnent to
mani pul ati on or sabotage. The conpany has therefore chosen another
approach, which is to drive around with a nobile base-station and | et
the meters connect to that in regular intervals in order to gather
nmet eri ng dat a.
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2.5.2. Meshed Topol ogy

I n anot her deploynent, the water nmeters are installed in a building
that already has power neters installed, the latter are nmins
powered, and are therefore not subject to the same power saving
restrictions. The water neters can therefore use the power neters as
proxies, in order to achieve better connectivity. This requires the
security neasures on the water nmeters to work through internediaries.

2.5.3. Customer Direct Access to the netering Data

The provider also wishes to offer its custonmer linmted access to sone
of the data on the netering devices, in order to allow themto check
and optim ze their consunption. However the provider expects the
company to inplenment nmeasures to prevent tanpering with the data

rel evant for billing.

2.5.4. Requirenents

o U5.1 If security information can be recovered by a physical attack
on a neter, this information nmust not be usable in an attack on
other parts of the netering infrastructure.

o U5.2 The neters nust be able to perform fine-grained access
control on the nmetering data and on the configuration while being
of fline.

o U5.3 Authentication and access control nust function w thout
online connection to a back-end server

o U5.4 Since there are many snart neters depl oyed and reachi ng them
is difficult, authentication and access control policy updates
must not depend on directly (or worse manual |l y) provisioning these
updates to individual neters.

o U5.5 The authentication and access control neasures nmust cope with

the presence of internediary proxi es between the Resource Servers
and the dient.
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3. Consolidated Requirenments From The Use Cases

Thi

s section consolidates the requirenents derived fromthe use cases

above. Note that not every single requirenment applies to every
Resource Server, however protocols should allow for all of these
requirenents to be fulfilled.

3. 1.

General Security Requirements

The following requirenents refer to general security neasures that
are affected by the design of authentication and access control
pr ot ocol s.

0

Seitz,

Protect the Resource Server against denial of service (U3.7)
* Mninze the nunber of protocol steps that an attacker can
i nduce a Resource Server to perform w thout proper
aut henti cati on and access control

* Note well that for constrained devices this includes attacks
that aimto drain the battery of the target.

Aut henti cation and access control neasures nust work when traffic
fromthe Client to the Resource Server goes through internediary
nodes. (U5.5)

Rational e: In many depl oynents, there will be gateways, proxies,
firewalls etc. between a Client and a Resource Server. This neans
that e.g. DILS [ RFC6347] client authentication can not be used to
authenticate the dient.

M ni m ze resource usage for authentication and access control on
the constrained device(s) (U3.4)

* Mninize battery usage
+ Mnimnmze nessage exchanges required by security neasures

+ Mnimze the size of authentication and access control data
that is transmtted

+ Mninize the size of code required and reuse existing code
libraries

+ Mnimze nenory and stack usage on the devices
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3. 2.

3. 3.

Seitz,

Require secure default settings (Ul.4, U2.6, U3.5 WA 3)
Rational e: Many attacks exploit insecure default settings, and
experience shows that default settings are frequently left
unchanged by the end users. Therefore the security protocols for
constrai ned devices should require secure nodes of use by default.
Interoperability (UL 1, U2.5, UWA4.6)

Rati onal e: Resource Omers may interact with Clients from various
manuf acturers and vice-versa. For the overall systemto function
correctly the authentication and access control mechanisns need to
wor k consistently. This is best achi eved by standardizati on.
Usability (U2.7, U3.6)

* Keep response tines reasonable

* Make aut hentication and access control transparent for hunman
users where possible

* NMake the adm nistration of authentication and access control as
simpl e as possible

Aut henti cati on Requirenents

St andar di zed provi sioning of authentication neans to Cients and
Resource Servers (U2.1, W. 1, WM. 7)

* Alow for renote provisioning as an option
Enabl e renote revocation of authentication nmeans (U4.9, U5.4)
Access Control Requirenents

Enforce the access control policies of the Resource Omer (all use
cases)

* Provision of access control policies set by the Resource Oaner
to the Policy Decision Point [ RFC2904] (which nmay be on the
Resource Server or on another trusted entity).

* Apply the access control policies to incomng requests (this

may be done by the Resource Server or by another trusted
entity).
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(o]

Allow for different rights to the same resource for different
requesting entities (U1.1, UL.2, U2.3, U3.1, U3.2, U3.3, U5.2)

Rationale: In sone cases different types of users require
different access rights, as opposed to all-or-nothing access
control

Al'low for fine-grained access control (UL. 1, Ul.2, U3.1, U3.2,
U5.2) Resource Servers can host several resources, and a resource
(e.g. an actuator) can have different settings. In sone cases
access rights need to be different at this |evel of granularity.

Support access control on nulticast requests to several Resource
Servers (U4.4)

Access control nust work when the Resource Server has intermttent
connectivity (U4.5)

The Resource Server should be able to eval uate context-based
perm ssions (U2.4, U3.1, W.?2)

Access may depend on local conditions e.g. access to health data in
an emergency. The Policy Decision Point nmust be able to take such
conditions into account.

Enabl e policy updates w thout re-provisioning individual devices
(U2.2, 4.7, W4.8, Us.4)

Rationale: Cients can change rapidly and re-provisioning nmght be
prohi bitively expensive.

Do not require manual intervention of the Resource Owner in the
access control process (UL .2, U3.1, U5.4).

Rati onal e: Manual |y approvi ng access requests, while being a
conmon solution in web access control, does not scale well in an
M2M scenari o

Enabl e revocati on of authorizations, also considering locally
cached authorization information (U4.9)
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4. Security Considerations
This document lists security requirenments for constrained devices

notivated by specific use cases. Therefore the whole docunent deals
with security considerations.
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