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1.

I nt roducti on

Aut hori zation is the process of deciding what an entity ought to be

allowed to do. This nmenpo is about properties of security protocols

to enable explicit and dynam c authorization of clients to access a

resource at a server, in particular in constrained environnments when
the client and/or server are constrai ned nodes.

Rel evant use cases are provided in [I-D.seitz-ace-usecases], which
al so lists sone requirenents derived fromthe use cases. |In this
meno we present a nore specific problem description for

aut hentication and authorization in constrained RESTful environnments
together with a nore detailed set of assunptions and requirenments
(cf. section 4).

1.1 Term nol ogy

Certain security-related terns are to be understood in the sense
defined in [RFC4949]. These ternms include, but are not linmted to,

"aut hentication", "authorization", "confidentiality", "(data)
integrity", "message authentication code", and "verify".
RESTful terns including "resource", "representation", etc. are to be

understood as used in HTTP [ RFC7231] and CoAP [ RFC7252].

Term nol ogy for constrained environnments including "constrained
devi ce", "constrai ned-node network", "class 1", etc. are defined in
[ RFC7228] .

"Explicit" authorization is used here to describe the ability to
specify in some detail which entity has access to what and under what
conditions, as opposed to "inplicit" authorization where an entity is
either allowed to access everything or nothing.

"Dynami c" aut horization neans that the access control polices and the
paraneters on which they are eval uated nay change during nor mal
operations, as opposed to "static" authorization meaning that access
control policies cannot be changed during nornmal operations and may
require sone special procedure such as out-of-band provision

Backgr ound

We assune a client-server setting, where a client wishes to access
some resource hosted by a server. Such resources may e.g. be sensor
data, configuration data, or actuator settings. Thus access to a
resource could be by different nethods, sonme of which change the
state of the resource. |In this neno, we consider the REST setting
i.e. GET, POST, PUT and DELETE, and application protocols in scope
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are HTTP [ RFC7231] and CoAP [ RFC7252].

We assune that the roles of client and server are not fixed, i.e. a
node which is client could very well be server in sonme other context
and vice-versa. Further we assune that in sone cases, clients are
not previously known to servers, thus we cannot assume that the
server has access control policies specific to that client when the
client initiates comrunication

Finally we al so assunme that in a significant nunber of cases, the
server and/or the client are too constrained to handl e the

aut hori zation policies and related configuration on their own. Mny
aut hori zation solutions involve a centralized, trusted third party,
supporting the client and/or resource server. A trusted third party
provides a nore scalable way to centrally manage authori zation
policies, in order to ensure consistent authorization decisions. The
physi cal separation of policy decision and policy enforcenent is an
established principle in policy based nanagenent, e.g. [RFC2748].

Borrowi ng from QAuth 2.0 [RFC6749] termi nology we nane the entities:
client (C, resource server (RS), authorization server (AS - the
third party), and resource owner (RO . RO does not need to be active
in an constrai ned device access control setting, so interactions wth
the RO are out of scope for this neno. In the target setting RSis
typically constrained, C may be constrai ned, whereas AS is not
assuned to be constrained.

Since RS is constrained, we assune that it needs to offl oad

aut hori zati on policy managenent and/or authorization decision nmaking
to AS. This neans that sone authorization information needs to be
transferred fromAS to RS. This information nmay for exanpl e be
specific access control decisions such as "client C has the right to
access this URI with this RESTful nethod, this payl oad val ue, under

these local conditions", "client C has the right to access these
URI s" or nore indirect information "client Cis in this access
group”". In the latter it is assumed that RS knows what rights are

associ ated to a particul ar access group.

Protecting information carried between AS and RS, requires some a
priori established cryptographic keys. How those keys are
established is out of scope for this probl emdescription. However,
cryptographi c keys that are used to protect information between AS
and C are in scope: The reason being that dynamic access control is
one of the use cases to be supported, and this may invol ve granting
access to a client previously unknown to the server. An RS may have
multiple trusted ASs corresponding to resources of different RCs, in
which case it requires a key for each AS. This is a straightforward
extension and is not further elaborated in this meno.
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AS may for exanple be inplenented as a cloud service, in a hone
server, or in a smartphone. C and RS may or may not have
connectivity to AS (e.g. because AS is switched off), or may only
have intermttent connectivity, where a connection at the tine of
access request cannot be guaranteed. Another reason for intermttent
connectivity may be that constant connectivity is not affordable
(e.g. due to linted battery power, or a sensor nobility business
case for which cellular connectivity cost too much or is not
available). Qbviously, in order for a client request to reach RS
there nust be connectivity between C and RS, but that could be a
short range technol ogy such as Bl uetooth, ZigBee, NFC, etc.
Furthernmore, if there is not sufficient authorization information
about Cin RS, and neither C nor RS can access AS, access requests
will be denied. Therefore we assune that either C or RS can access
AS at sone point in time, prior to the client’s request.

As a summary, there are potentially a nunber of information flows
that needs to be secured:

a. The transfer of authorization information fromAS to RS

b. The transfer of cryptographic keys or credentials fromAS to RS
and C, respectively

c. The access request/response procedure between C and RS

3. Probl em Description
From t he background described in the previous section, we see the
followi ng problenms that need to be solved in order to achieve
explicit and dynanic authorization
0 Aut horization
RS nmust have access to authorization information.
G ven that the relevant information has been provided to RS, it
must be able to handl e an access request from C (match request
agai nst authorization information, grant or deny the request,
and in the case of grant performwhat is requested).
0 Aut henti cation

Sone property of C needs to be authenticated to bind
aut hori zation information to it.

RS needs to establish the authenticity of authorization
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information, and that it comes froma trusted AS.

Finally sone property of RS needs to be authenticated to C, so
that C can verify that it is comunicating with the intended RS

0 Conmuni cation Security

Conmuni cation security is needed to protect the integrity, and
sometines the secrecy of information flows between the parties.
This includes the flow of authentication and authorization

i nformati on, but also the actual request and response upon which
access control is perforned.

0 Key establishnent

C and RS need to establish cryptographic keys in order to set up
secure comuni cations

Clearly, these problens are interconnected and need to take into
account the invol ved constrai ned devi ces.

3.1. Authorization
The core problemwe are trying to solve is authorization

0 AS needs to transfer authorization information to RS. This can
be done with or without involvenent of C. In the case of C
i nvol venent there are three different nessage sequences: Agent,
Pul | or Push [ RFC2904].

(i) In the agent sequence, C subnits its request to AS and AS
contacts RS to execute the request on C s behal f.

(ii) Wen using the pull sequence, C contacts RS and RS pulls
aut hori zation information directly fromAS as a reaction
to Cs request (as e.g. in RAD US [ RFC2865]).

(iii) In the push sequence, Cis used as internediary between AS
and RS, and authorization information is transferred in
the formof sone token (as e.g. in QAuth [RFC6749]).

o What does the transferred authorization information contain and
how should it be formatted/ encoded? This nust be efficient for
constrai ned devices, considering size of authorization
i nformati on and parser conplexity.

0 How does RS verify the authenticity of the authorization
informati on? There is a trade-off between processing conplexity
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and depl oynment conplexity in using digital signatures with
asymmetric keys or nessage authentication codes with symetric
keys.

0 How does RS enforce authorization decisions of AS? Does the
aut hori zation information it obtained from AS require additiona
policy evaluation (e.g. matching agai nst | ocal access contro
lists, evaluating local conditions)? What kind of "policy
eval uati on" can we assume a constrained device to be capable of?

o Finally, as is indicated in the previous bullet, for a
particul ar authorization decision there may be different kinds
of authorization information needed, and these pieces of
informati on may be transferred to RS at different times and in
different ways prior to or during the client request. For
exanpl e, local access control lists for particular access groups
may be pushed fromAS to RS without involvenent of C at regul ar
intervals, whereas an assertion of group nenbership (client
attribute) of a particular C can be pushed involving C as in
(iii) above.

3.2. Authentication

The follow ng problenms need to be addressed, when consi dering
aut henti cati on:

0 RS needs to authenticate sone property of C, in order to bind it
to the relevant authorization information. This could e.g. be a
digital signature or a nmessage authentication codes perfornmed by
C where a correspondi ng cryptographic key is contained in the
aut hori zation information.

0 In many use cases C wants to authenticate RS, in order to ensure
that it is interacting with the right resources

0 AS needs to authenticate its comunication partner (either C or
RS), in order to ensure it serves the correct device

0 Since AS has a trust relation to both Cand RS, it could also
provide themw th the nmeans of nutual authentication (simlar to
a Kerberos [ RFC4120] server). This would neke it possible for
RS to authenticate previously unknown clients.
3.3. Communi cati on Security

There are different alternatives to provide conmunicati on security.
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0 One is session-based security at transport |ayer such as DTLS
[ RFC6347], which offers security, including integrity and
confidentiality protection, for the whole application |ayer
exchange. One cost of DTLS is the handshake protocol, which may
be expensive for constrai ned devices especially in terns of
menory and power consunption for nessage transm ssions.

0 An alternative is data object security at application |ayer,
e.g. using JVE [I-D.ietf-jose-json-web-encryption]. Secure
obj ects can be stored or cached in network nodes and provide
security for a nore flexible communication nbdel such as
publ i sh/ subscri be (conpare e.g. CoRE Mrror Server [I|-D.vial-
core-mrror-proxy]). However, data object security only may not
provide confidentiality for the nmessage headers. For exanpl e,
i nformati on such as the RESTful nmethod, the host address, and
the resource URI may be reveal ed

0 A solution to the overall authorization problem may be based on
sessi on-based security only, data object security only or a
hybrid. An exanple of a hybrid is where authorization
i nformati on and cryptographic keys are provided by AS in the
format of secure data objects, but where the resource access is
protected by session-based security. (For secure objects
contai ning authorization infornmation, conpare e.g. QAuth 2.0 MAC
Tokens [I-D.ietf-oauth-v2-http-mac].)

0 A hybrid solution may al so be useful to support a flexible trust
nodel , e.g. a resource representati on wapped end-to-end in JVWE
sent over DTLS hop-by-hop in a case where an internediary is
allowed to read the header but not the payl oad.

0 A detail ed analysis how different use cases benefit from
di fferent communi cation security paradigns is beyond the scope
of this meno. Current Internet standards support both
approaches, and this should be possible to | everage also in
constrai ned environments.

3.4. Cryptographi c Keys

Wth respect to cryptographic keys, we see the follow ng
probl ens that need to be addressed:

0 Synmetric vs Asymmetric Keys
Do we want to support solutions based on asymetric keys or

symretric keys, or both? The question applies both to
protection of resource access and to protection of
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aut henticati on and aut hori zation information.

There are classes of devices that can easily performsynmmretric
crypt ography, but consume considerably nore tine/battery for
asymetric operations. On the other hand asymretric

crypt ography has benefits e.g. in terns of depl oynent.

0 Key Establishnent
How are t he correspondi ng cryptographic keys established?
Consi dering section 3.1 there nust be a binding between these
keys and the authorization information, at |east in the sense
that AS nust be able to specify a unique client identifier which
RS can verify (using an associ ated key).
One of the use cases of [I-D.seitz-ace-usecases] describes
spont aneous change of access policies - e.g. giving a hitherto
unknown client the right to tenporarily unlock your house door
In this case Cis not previously known to RS and a key nust be
provi si oned by AS.
0 Revocation and Expiration
How are keys replaced and how is a key that has been conprom sed
revoked in a manner that reaches all affected parties, also
keeping in mind scenarios with internittent connectivity?
4. Assunptions and Requirenents
In this section we list a set of candi date assunpti ons and
requirenents to make the probl em description in the previous sections
nmore conci se and preci se.
4.1 Architecture
The architecture consists of at |east the followi ng types of nodes:
0 RS hosting resources, and responding to access requests

o C requesting access to resources

0 AS supporting the access request/response procedure by providing
aut hori zation information to RS

- AS may al so provide other services such as authenticating C
on behalf of RS, or providing cryptographic keys or
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(0]

credentials to C and/or RS to secure the request/response
pr ocedur e.

The architecture may contain internediary nodes between any pair
of C, RS and AS, such as e.g. translation/reverse proxies in the
CoRE architecture. The solution shall not unduly restrict the
use of internediaries.

4.2 Constrai ned Devi ces

(0]

Seitz &

C and/or RS may be constrained in terns of power, processing,
communi cati on bandw dth, nmenory and storage space, and noreover

- unabl e to manage conpl ex authori zation policies

- unabl e to nanage a | arge nunber of secure connections

- without user interface

- without constant network connectivity

- unable to precisely neasure tine

- required to save on wreless communication due to high power

consunpti on

Cand RS may be class 1 (potentially with large effort) or nore
power ful devi ces.
AS is not a constrained device.

Al'l devices can process symetric cryptography wi thout incurring
an excessive performance penalty.

- W assunme the use of a standardized symretric key al gorithm
such as AES.

- Except for the nobst constrai ned devices we assune the use of
a standardi zed cryptographi ¢ hash functi on such as SHA- 256.

Public key cryptography requires additional resources (e.g. RAM
ROM power).

A DTLS handshake with public key cryptography invol ves

significant conputation, comrunication, and nenory overheads in
the context of constrained devices.
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- The RAM requirenents of DTLS handshake with public key
cryptography may be prohibitive for constrained devices.

- Certificate-based DILS handshake requires extensive resources
e.g. in terms of ROM

0 The solution shall support a sinple schene for expiring
aut henti cation and authorization information on devices which
are unable to neasure tinme (cf. section 5.2).

4.3 Aut hori zation
0 The authori zation decision may be based on credentials presented
by C, resource, RESTful nmethod and |l ocal context in RS at the
time of the request.
0 The authori zation decision may be taken either by AS or RS
0 The authorization decision is enforced by RS
- RS needs to have access to authorization information in order
to verify that Cis allowed to access the resource as
r equest ed.

- RS needs to nake sure that it provides resource access only
to authorized clients.

0 Apart from authorization for access to a resource, authorization
may al so be required for access to infornmation about a resource.

0 The solution may be able to support authorizing the del egation
of access rights.

4.4 Authorization information

0 Authorization information is information that allows RS to
verify that a requesting Cis authorized.

0 Authorization information includes self-contained information
such as authorization decisions or client capability lists which
allows RS to directly match agai nst a request.

o Authorization information includes also such information that RS
may need to conbine, in order to verify that a requesting Cis
aut hori zed, including client attributes and authorization
polices (e.g. access control lists) based on client attributes.
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4.5 Access to authorization infornation

(0]

Aut hori zation information may a priori be transferred directly
between AS and RS, or via C using Agent, Push or Pul
mechani snms [ RFC2904] .

RS shall authenticate that the authorization information is
com ng from AS.

The aut horization information may al so be encrypted end-to-end
bet ween AS and RS

RS may not be able to comrunicate with AS at the time of the
request fromC.

RS may store or cache authorization information
Aut hori zation informati on may be pre-configured in RS

Aut hori zation informati on stored or cached in RS shall be
possi ble to change. The change of such information shall be
subj ect to authorization.

Aut hori zation policies stored on RS may be handl ed as a
resource, i.e. information located at a particular URl, accessed
with RESTful methods, and the access being subject to the sane
aut hori zati on nechanics. AS may have special privileges when
requesting access to the authorization policy resources on RS

There may be nechanisns for Cto | ook up the AS which provides
aut hori zation informati on about a particul ar resource.

4.6 Resource access

(0]

Seitz &

Resources are accessed in a RESTful manner using CGET, PUT, POST
DELETE.

By default, the resource request shall be integrity protected
and may be encrypted end-to-end fromCto RS. It shall be
possible for RS to detect a replayed request. (DTLS supports
this.)

By default, the response to a request shall be integrity
protected and may be encrypted end-to-end fromRS to C. (DTLS
supports this.)

By default, C shall be able to verify that the response to a
request comes fromthe intended RS. (DTLS supports this.)
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0 There may be resources whose access need not be protected (e.g.
for discovery of the responsible AS).
4.7 Keys and ci pher suites

0 AS and RS have established cryptographic keys. Either AS and RS
share a secret key or each have the other’s public key.

0 The access request/response nay be protected with synmretric
and/ or asymmetric keys.

0 The transfer of authorization information is protected with
symretric and/ or asynmetric keys.

0 There may be a nechanismfor Cto | ook up the supported cipher
suites of a RS
4.8 Conmuni cation security paradi gm
0 The solution shall support session based security and/or data
obj ect security.
4.9 Network considerations

0 The solution shall prevent network overl oad due to avoi dable
comuni cation with AS

0 The solution shall prevent network overl oad by conpact
aut hori zation information representation.

0 The solution shall optinize the case where authorization
i nformati on does not change often

0 The sol ution where possible shall support an efficient mechani sm
for providing authorization information to multiple RSs, for
exanpl e when multiple entities need to be configured or change
state.

4.10 Legacy consi derations

0 The solution shall work with existing infrastructure.

0 The solution shall support authorization of access to |egacy
devi ces.
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4.11 Open issues

5.

The section lists some known open issues

o What is the level of functionality that can be achieved with
class 1 devices
- with off-the-shelf software?
- using heroic efforts?

0 |Is authorization for network access in scope?
0 Shoul d the nodel of draft-gerdes-ace-actors [I|-D.gerdes-ace-
actors] (in particular the Authorization Manager) be included in

the default architecture?

0 Should the requirenents include cross-donai n authorization?

Security Considerations

The entire docunent is about security. Security considerations
applicable to authentication and authorization in RESTful
environnments are provided in e.g. QAuth 2.0 [RFC6749].

In this section we focus on specific security aspects related to
aut hori zation in constrai ned- node networKks.

5.1 Physical attacks on sensor and actuator networks

The focus of this work is on constrai ned-node networks consisting of
connected sensors and actuators. The main function of such devices
istointeract with the physical world by gathering information or
performng an action. W now discuss attacks perfornmed with physica
access to such devices.

The main threats to sensors and actuator networks are:

o Unaut hori zed access to data to and from sensors and actuators,
i ncl udi ng eavesdr oppi ng and nani pul ati on of data.

0 Deni al - of -service maki ng the sensor/actuator unable to perform
its intended task correctly.

A nunber of attacks can be made with physical access to a device

i ncludi ng probing attacks, timng attacks, power attacks, etc.
However, w th physical access to a sensor or actuator device it is
possible to directly perform attacks equival ent of eavesdroppi ng,
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mani pul ating data or denial of service. For exanple:

0 Instead of eavesdropping the sensor data or attacking the
aut hori zation systemto gain access to the data, the attacker
could nake its own neasurenents on the physical object.

0 Instead of manipul ating the sensor data the attacker could
change t he physical object which the sensor is measuring,
t hereby changi ng the payl oad data which is being sent.

0 Instead of manipulating data for an actuator or attacking the
aut hori zation system the attacker could perform an unauthorized
action directly on the physical object.

0 A denial -of-service attack could be performed physically on the
obj ect or devi ce.

Al'l these attacks are possible by having physical access to the
device, since the assets are related to the physical world.
Moreover, this kind of attacks are in many cases straightforward
(requires no special conpetence or tools, |ow cost given physica
access, etc.)

As a conclusion, if an attacker has physical access to a sensor or
actuator device, then nuch of the security functionality el aborated
inthis draft is not effective to protect the asset during the
physi cal attack

Since it does not nake sense to design a solution for a situation
that cannot be protected agai nst we assune there is no need to
protect assets which are exposed during a physical attack. |n other
words, either an attacker does not have physical access to the sensor
or actuator device, or if it has, the attack shall only have effect
during the period of physical attack

5.2 Tine neasurenents
Measuring time with certain accuracy is inportant to achieve certain
security properties, for exanple to determ ne whether a public key
certificate, access token or sonme other assertion is valid.
Dynami ¢ authorization in itself requires the ability to handle expiry
or revocation of authorization decisions or to distinguish new

aut hori zati on deci sions from ol d.

For certain categories of devices we can assune that there is an
internal clock which is sufficiently accurate to handle the tine
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nmeasur enent requirenents. |If RS can connect directly to AS it could
get updated in ternms of tinme as well as revocation information

If RS continuously neasures tine but can’'t connect to AS or other
trusted source, tinme drift nay have to be accepted and it nay not be
abl e to manage revocation. However, it may still be able to handle
short lived access rights within sone nargins, by nmeasuring the tinme
since arrival of authorization information or request.

Sone categories of devices in scope nay be unabl e neasure tinme with
any accuracy (e.g. because of sleep cycles). This category of
devices is not suitable for the use cases which require nmeasuring
validity of assertions and authorizations in terns of absolute tine.

However there are sinpler schenmes to grant certain tenporary access
requests in a secure manner. For exanple, one-tine authorization
grants based on sone freshness nmi ntai ned between AS and RS such as
sequence nunmbers or nonces. For the conveni ence of the reader we now
outline a very sinplistic schene. AS nay keep a counter for each RS
step the counter for each time it generates new authorization
i nformati on and include the counter in the authorization information
RS accepts as fresh authorization infornmation with a higher counter
conmpared to highest previously received counter value. If the
aut horization information is fresh, RS grants the associ ated access
request and replaces the old counter value with the new. The
security considerations of this scheme is out of scope for this neno.

6. | ANA Consi derations

Thi s docunment has no actions for | ANA
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