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Abst r act

This meno describes a famly of determ nistically generated Nothing
Up My Sleeve (NUMS) elliptic curves over prine fields offering high
practical security in cryptographic applications, including Transport
Layer Security (TLS) and X. 509 certificates. The domain parameters
are defined for both classical Wierstrass curves, for conpatibility
with existing applications, and nodern tw sted Edwards curves,
allowing further efficiency inprovenents for a given security |evel
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I nt roducti on

Since the initial standardization of elliptic curve cryptography
(ECC) in [SECLl] there has been significant progress related to both

efficiency and security of curves and inpl enentations. Notable
exanpl es are algorithns protected against certain side-channe
attacks, different ’special
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arithmetic, and a larger set of curve nodels fromwhich to choose
There is also concern in the community regarding the generation and
potential weaknesses of the curves defined in [N ST].

This nmeno describes a set of elliptic curves for cryptography,
defined in [ MSR] which have been specifically chosen to support
constant-time, exception-free scalar multiplications that are
resistant to a wi de range of side-channel attacks including tinng
and cache attacks, thereby offering high practical security in
cryptographic applications. These curves are deterninistically
generated based on algorithns defined in this docunent and without
any hidden parameters or reliance on randommess, hence they are
called Nothing Up My Sl eeve (NUMS) curves. The domain paraneters are
defined for both classical Wierstrass curves, for conpatibility with
exi sting applications while delivering better performance and
stronger security, and nodern tw sted Edwards curves, allow ng even
further efficiency inprovenents for a given security |evel

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Scope and Relation to O her Specifications

This RFC specifies elliptic curve domain paraneters over prine fields
G-(p) with p having a length of 256, 384, and 512 bits, in both

Wei erstrass and twi sted Edwards form These paraneters were
generated in a transparent and deterninistic way and have been shown
to resist current cryptanal ytic approaches. Furthernore, this
docunent identifies the security and inplenentation requirenents for
the paraneters, and describes the nethods used for the determnistic
generation of the paraneters.

Thi s docunent al so describes use of the specified paraneters in X 509
certificates, in accordance with [RFC3279] and [ RFC5480]. It does
not address the cryptographic algorithms to be used with the
specified paraneters nor their application in other standards.
However, it is consistent with the following RFCs that specify the
usage of ECC in protocols and applications:

0 [RFC4050] for XM signatures

0 [RFC4492] for TLS

o [RFCA754] for |KE
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(o]

[ RFC5753] for cryptographic nessage syntax (CMS)

3. Requirenents

3. 1.

3. 2.

Techni cal Requi renents

Applicability to nultiple cryptographic algorithms w thout
transformation, in particular key exchange, e.g. Elliptic Curve
Diffie-Hell man (ECDH), and digital signature algorithms, e.g.
(ECDSA), Schnorr.

Multiple security levels using the sane curve generation
algorithmwith only a security paraneter change. The curve
generation algorithmnust be extensible to any security | evel

Ability to use pre-conputation for increased performance. In
particul ar, speed-up in key generation is inportant when a curve
is used with epheneral key exchange al gorithm such as ECDHE

The bit length of prine and order of curves for a given security
| evel MJST be divisible by 8. Specifically, constructions such
as NI ST P-521 are to be avoided as they introduce
interoperability and inplenmentation problens.

Security Requirements

For each curve type (tw sted Edwards or Weierstrass) at a specific
specific security |evel

1.

Bl ack,

The donai n paraneters SHALL be generated in a sinple,
deterministic manner, wi thout any secret or randominputs. The
derivation of the curve parameters is defined in Appendi x A

The curve SHALL NOT restrict the scalars to a snmall subset.
Using full-set scalars prevents inplenentation pitfalls that
m ght otherw se go unnoti ced.

The curve selection SHALL include prine order curves with
cofactor 1 only. Conposite order curves require changes in
protocols and in inplenentations. Additionally, inplenentations
for conposite order curves nust thwart subgroup attacks.

The trace of Frobenius MJUST NOT be in {0, 1} in order to rule out
the attacks described in [Smart], [AS], and [S], as in [ EBP].

MOV Degree: the enbeddi ng degree k MJUST be greater than (r - 1) /
100, as in [EBP].
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6. CMDiscrimnant: discrimnant D MUST be greater than 272100, as in
[SC.

4. Notation
Thr oughout this docunment, the follow ng notation is used:

s: Denotes the bit length, here s in {256, 384, 512}.

p: Denotes the prime nunber defining the base field.

c: A positive integer used in the representation of the prine
p =2"s - c.

GF(p): The finite field with p elenents.
b: An element in the finite field GF(p), different from-2,2.
Eb: The elliptic curve Eb/ G-(p):
yr2 = x"3 - 3x + b
in short Weierstrass form defined over GF(p) by the
par anet er b.
rb: The order rb = #Eb(G-(p)) of the group of G-(p)-rationa
poi nts on Eb.
tb: The trace of Frobenius tb = +1- rb of Eb
rb’: The order rb’ = #E b(G(p)) p+1+thb of the group of
GF(p)-rational points on the quadratic tw st Eb’
yr2 = x*3 - 3x - b.
d: An element in the finite field G-(p), different from-1,0.
Ed: The elliptic curve Ed/ GF(p): -x"2 + y"2 = 1 + dx*2y"2 in
twi sted Edwards form defined over G-(p) by the paraneter d.
rd: The subgroup order such that 4 * rd = #Ed(G-(p)) is the
order of the group of G-(p)-rational points on Ed.
td: The trace of Frobenius td = p +1 - 4 * rd of Ed.
rd’: The subgroup order such that 4 * rd = #Ed' (G-(p)) = p + 1 + tb
is the order of the group of GF(p)-rational points on the
quadratic twi st Ed :
-x"2 = y"2 =1+ (1/ d) * xnr2 * yr2,

P. A generator point defined over G-(p) either of prine order
rb in the Wierstrass curve Eb, or of prine order rd on the
twi sted Edwards curve Ed.

X(P): The x-coordinate of the elliptic curve point P
Y(P): The y-coordinate of the elliptic curve point P

P

5. Curve Paraneters

5.1. Paraneters for 256-bit Curves
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p = OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

FFFFF43
a = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFF40
b = 0x25581
r = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE43C8275EA265C60E43C8275E
A265C60
X(P) = 0x01
Y(P) = 0x696F1853C1E466D7FC82C96CCEEEDD6BD02C2F9375894EC10BF46306C
2B56C77
h = 0x01

Curve-1d: nunsp256d1

p = OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

FFFFF43
a = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFF42
d = Ox3BEE
r = Ox3FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFBEGAAS5ADOAGBC64ES5B84EGFL
122B4AD
X(P) = 0x0D
Y(P) = 0x7D0AB41E2A1276DBA3D330B39FA046BFBE2A6D63824D303F707F6FB53
31CADBA
h = 0x04

Curve-1d: nunsp256t1
5.2. Paraneters for 384-bit Curves

p = OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFRFR
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFECS

a = OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFECD

b = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7 7BB

OX FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFDG 1EAF] EE
B5D6881BEDAID3D4C37E27A604D81F67BOE61B9

_‘
1

X(P) = 0x02
Y(P) = 0x3C9F82CB4B87B4DC71E763E0663E5DBD8034ED422F04F82673330DC58
D15FFA2B4A3D0BAD5 D30F865BCBBF503EAG6F43
h = 0x01

Curve-1d: nunsp384dil
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p = OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEC3

a = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEC2
d = 0x5158A
r = Ox3FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFECD7D11ED
5A259A25A13A0458E39F4E451D6D71F70426E25
X(P) = 0x08
Y(P) = 0x749CDABA136CE9B65BD4471794AA619DAA5C7B4C930BFFS8EBD798A8AE
753C6D72F003860FEBABADS34A4ACF5FA7F5BEE
h = 0x04

Curve-1d: numsp384t1l
5.3. Paraneters for 512-bit Curves

p = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFRF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFDCY
a = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFDCA4

0x1D99B

0x FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFF5B3CA4FB94E7831B4FC258ED97D0BDC63B568B36607CD243CE
153F390433555D

0x02

0x1C282EB23327F9711952C250EA61AD53FCC13031CF6DD336E0B932843

3AFBDDSCC5A1C1FOC716FDC724DDES37C2B0OADB00BB3D08DC83755B20
5CC30D7F83CF28

h = 0x01

(e
I

X(P)
Y(P)

Curve-1d: nunsp512d1
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-

X(P)
Y(P)

=y
1

6. Object

OX FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFR
FFFFFFFFFFFDC?

= OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFDCS

0x9BAAS

Ox3FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFA7 E50809EFDABBBIAG624784F449545F0DCEA5FFOCB800F894E
78D1CBOB5F0189

0x20

0x7D67E841DCACA67B605091D80869212F9CEB124BF726973F9FF048779
E1D614E62AE2ECE5057B5DADI6B7A897C1D72799261134638750F4F0C
B91027543B1C5E

0x04

Curve-ld: nunsp512t1

Identifiers and ASN.1 Syntax for X 509 Certificates

6.1. Object ldentifiers

The root of the tree for the object identifiers defined in this
specification is given by:

[ TBDO! D]

The foll owi ng obj ect

identifiers represent the domain paraneters for

the curves defined in this draft:

nunmsp256d1 OBJECT | DENTI FI ER ::

{versionOne 1}

nunsp256t 1 OBJECT | DENTI FIER :: = {versi onOne 2}

nunsp384dl OBJECT | DENTI FI ER ::

numsp384t 1 OBJECT | DENTI FI ER ::

{versi onOne 3}

{versionOne 4}

nunsp512d1l OBJECT | DENTI FIER :: = {versi onOne 5}

nunsp512t 1 OBJECT | DENTI FI ER ::

{versi onOne 6}

6.2. ASN. 1 Syntax for X 509 Certificates

The domai n paraneters for the curves specified in this RFC SHALL be
used with X 509 certificates according to [ RFC5480]. Specifically,
the algorithmfield of subjectPublicKeylnfo MJST be one of:
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0 id-ecPublicKey to indicate that the algorithnms that can be used
with the subject public key are unrestricted, as required for
ECDSA, or

0 id-ecDHto indicate that the algorithmthat can be used with the
subject public key is restricted to the ECDH key agreenent
al gorithm or

0 id-ecM indicates that the algorithmthat can be used with the
subject public key is restricted to the Elliptic Curve Menezes- Q-
Vanst one (ECMQV) key agreenent algorithm and

The field al gorithm paraneter of subjectPublicKeylnfo MJST be of type
nanedCurve. No other values for this field are acceptabl e.

7. Acknow edgenents

The authors would like to thank Brian Lanacchia and Tol ga Acar for
their help in the devel opnent of this draft.

8. Security Considerations

In addition to the discussion in the requirenents, [MSR], [SC, and
the ot her reference docunents on EC security, users SHOULD natch
curves with cryptographic functions of simlar strength. Specific
recomendations for al gorithns, per [RFC5480] are as foll ows:

S [ S S Fom e e e oo +
| MnimumBits of | EC Key | Message Digest | Curves |
[ Security [ Si ze [ Al gorithm [ |
Fom e e e e oo R Fom e e e e oo T +
| 128 | 256 | SHA- 256 | numsp256d1/t1
| 192 | 384 | SHA- 384 | numsp384dl/t1l
| 256 | 512 | SHA- 512 | numsp512d1/t1
e e e e o n R e e e e o n o e oo +
Table 1

9. Intellectual Property Rights

The aut hors have no know edge about any intellectual property rights
that cover the usage of the domain paraneters defined herein.
However, readers should be aware that inplenentations based on these
domai n paranmeters may require use of inventions covered by patent
rights.
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10.

11.

11.

11.

| ANA Consi der ati ons

I ANA is requested to allocate an object identifier for elliptic
curves under the PKI X root declared in [ RFC5480]:

PKI X1Al gorit hns2008 { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0) 45 }

IANA is further requested to allocate object identifiers under this
new el liptic curve root for the named curves in Section 6.1
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Appendi x A.  Paranmeter Ceneration

This section describes the generation of the curve paraneters, nanely
the base field prinme p, the curve paraneters b and d for the

Wei erstrass and tw sted Edwards curves, respectively, and a generator
point P of the prine order subgroup of the elliptic curve.

A 1. Pri me Generation

For a given bitlength s in {256, 384, 512}, a prinme p is selected as
a pseudo- Mersenne prinme of the formp = 2*s - ¢ for a positive
integer c. Each prine is deternmined by the snmallest positive integer
c such that p =2”s - cis prine and p = 3 nod 4.

Input: a bit length s in {256, 384, 512}
Qutput: a prine p =2"s - ¢ with p =3 nod 4

1. Set ¢c =1
2. while (p =2"s - c is not prinme) do
c=c+4
end while
3. Qutput p

CGener at eP
A 2. Determ nistic Curve Paraneter CGeneration
A 2.1. Wierstrass Curves

For a given bitlength s in {256, 384, 512} and a correspondi ng prine
p = 2"s - c selected according to Section A1, the elliptic curve Eb
in short Weierstrass formis determned by the element b from G-(p),
different from-2,2 with snmallest absolute val ue (when represented as
an integer in the interval [-(p - 1) / 2, (p - 1) / 2]) such that
both group orders rb and rb’ are prine, and the group order rb < p,
i.e. tb > 1. |In addition, care nust be taken to ensure the MV
degree and CM di scrimninant requirenents from Section 3.2 are net.
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Input: a prine p =2"s - ¢ with p =3 nod 4
Qutput: the parameter b defining the curve Eb
1.

Set b =1
2. while (rb is not prine or rb’ is not prine) do
b=Db+1
end while
3. if p+1<rbthen
b=-b
end if
4, Qutput b

Cener at eCur veWei er st rass
2. Twi sted Edwards Curves

For a given bitlength s in {256, 384, 512} and a correspondi ng prine
p = 2"s - c selected according to Section A1, the elliptic curve Ed
in twsted Edwards formis determined by the element d from G-(p),
different from-1,0 with snmallest value (when represented as a
positive integer) such that both subgroup orders rd and rd are
prime, and the group order 4 * rd <p, i.e. td > 1. In addition
care nust be taken to ensure the MOV degree and CM di scri m nant
requirenents from Section 3.2 are net.

Input: a prime p =2"s - ¢ with p =3 nod 4
Qutput: the paranmeter d defining the curve Ed
1. Set d =1
2. while (rd is not prinme or rd” is not prine or 4*rd > p) do

d =d + 1;
end while
3. CQutput d

CGener at eCur veTEdwar ds

Appendi x B. Cenerators

The generator points on all six curves are selected as the points of
order rb and rd, respectively, with the smallest value for x(P) when
represented as a positive integer
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Input: a prine p, and a Wei erstrass curve paraneter b
Qutput: a generator point P = (x(P), y(P)) of order rb
1. Set x =1
2. while ((x*3 - 3 * x +b) is not a quadratic residue nodulo p) do
X =x+1

end while

3. Conpute an integer s, 0 < s < p, such that
s"2 = x"3 - 3* x +bnodp

4. Set y = mn(s, p - S)
5. Qutput P = (x, V)

Cener at eGen\Wi er strass

Input: a prime p and a tw sted Edwards curve paraneter d
Qutput: a generator point P = (x(P), y(P)) of order rd
1. Set x =1
2. while ((d * x*2 =1 nod p)
or ((1 +x72) * (1 - d* x*2) is not a quadratic residue
modulo p)) do x = x + 1
end while
3. Conmpute an integer s, 0 < s < p, such that
sh"2* (1 -d* xM2) =1+ x*2 nod p
4, Set y = mn(s, p - S)
5. Qutput P = (x, V)

Cener at eGenTEdwar ds
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