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Abstract

CoAP is a RESTful application protocol for constrai ned nodes and
networks. This specification provides a sinple extension for CoAP,
the Patience option. This option informs a recipient of the
preferred tine frame for a request or response dependi ng on usage

context. In a unicast request, it indicates the patience a client
has in waiting for a response. The CoAP server tries to return the
response within the specified tine frane. In a nmulticast request, it

i ndi cates the patience a server should have in sending its response.
The recipient would then try to randomy delay its response within
the tine frame that the requester indicated or conputed by the
recipient itself. |In a CoAP observe notification, it indicates the
pati ence an observer should have in both waiting for a subsequent
notification and in re-establishing an observation rel ation

Not e

Di scussi on and suggestions for inprovenent are requested, and should
be sent to core@etf.org.

Status of This Meno
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This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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I ntroduction

This specification adds a new option Patience to CoAP [ RFC7252].
mai n purpose is for the requester to informthe recipient of the

preferred tine frame for a response. In the unicast request case,
is used to indicate the patience it has in waiting for a response.
It then indicates "a response is nost useful within the specified

time frane". 1In the nulticast request case, it indicates the
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1.1

Li,

patience that a server should have in sending a response. In other
words, it indicates "if possible please delay your response by a
randomy chosen tinme within the specified tine frame". A second
purpose is for use by a server when sendi ng CoAP observe
[I-D.ietf-core-observe] notifications, to indicate the maxi numtine
an observer should wait (i.e. patience of the observer) before
starting any observation relationship recovery.

Justification

In the unicast case, it is useful for the requester (client) to
indicate that the response is required to be returned within a
certain amount of time. For exanple, the requester could require a
response within 2 seconds, otherw se the response is not of interest
anynore. Wth this indication of the patience for a response, the
requester knows how long it should wait for the response, and it
needs to keep the state of the request only for the indicated tine.
After this period, the request will be given up. It can avoid that
the recipient wastes resources by sending a response which already
exceeds the set patience tineout of the requester.

In the nmulticast case, if a server decides to respond to a nulticast
request, it should not respond i mediately. Instead, it should pick
a duration for the period of time during which it intends to respond.
The length of this period is called the Leisure, and defined in

[ RFC7252]. The same docunent specifies howto conpute the a rough

| ower bound for Leisure, as well as the DEFAULT_LEI SURE. A Patience
option, if present, can be used as an upper bound for the Leisure,
i.e. the server SHOULD respond before the tine frame indicated by
Pati ence has been exceeded.

In an observe scenario, it is useful for a server to indicate to an
observer that, after the period of tinme in the Max- Age option has
expired, a new notification will be sent within the tine interva

i ndi cated by the Patience option. The server nay use this to send
notifications with a dithered delay i.e. randomy chosen within the
Pati ence-specified time interval, when there are many CoAP clients
si mul t aneously observing a resource on the server, avoi ding network
congestion issues. Another use is for the server to delay sending a
new notification because e.g. the resource has not changed. The
observer in this case can assune that the server will do its best to
deliver a notification at |east before the Patience tine interva
runs out.

If the Patience option is conbined with Gbserve option in a request,

currently it indicates the maximumtinme an observer is prepared to
wait for an initial notification
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1.2. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Patience Option Extension

2.1. Patience Option Definition

e R L LT NI eyepeysyp I I e +
| No. | C| U] N| R] Nane | Format | Length | Default
e I e C s R Fommemeeeas I N +
| 28 | | | x| | Patience | see below| 1 B | (none)
H-- - - - B T ST Sy Fom e e e e - - Fom e e e - - Fomm e o +

The value carried in the Patience Option is in a specific format
resenbling a pseudo-Fl oating Point value (as in
[I-D. bormann- coap-m sc] Appendi x B. 2):

0
01234567
R R E Tk Tk
I T | TX|
+o e e e e e e -+
T = Tine
TX = Ti me Exponent
where the patience tine is cal cul ated as:
Patience time = 22(TX * 4 + 3) * T
The val ue of the Patience option is calculated in nilliseconds or
alternatively m biseconds (1/1024s) if this would ease nunerica
operations on above val ues on constrained platforms. The m ni num
non-zero patience tine is 8ms, when TX=0, T=1 and a milliseconds tine

base is used. The maxi num patience tine is then 2064384ns, around 34
m nutes, when TX=3 and T=63.

The Patience option is "elective". |t MJST NOT occur nore than once.
2.2. Using the Patience Option

The semantics of the Patience Option depends on its usage context, as
detailed in bel ow sections.
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2.2.1. Unicast usage

Li,

In the unicast case, this option is used by a CoAP client to indicate
the maximumtime a requester is prepared to wait for a response.

The requester adds the Patience option to any request for which it is
prepared to wait for a response. The requester sets the option to
the maxinumtinme that it is prepared to wait.

The Patience option applies to both piggy-backed response and
separate response. For a separate response, the patience applies to
the actual response after the ACK. ACK should be sent imediately
upon recei pt of the CON nessage.

TBD: In case a requester retransmts a request, the Patience Option
val ue MAY be decreased by an anmount of tine equivalent to the tine
since the previous transmission attenpt. |n case a requester did not
receive an ACK to a confirmable request and a tine interval of at

|l east the interval indicated in the Patience Option of the request
has passed, the requester SHOULD give up the request.

The recipient interprets this option as the maxi numtine between
recei pt of the conplete request and the tinme that it begi ns sending
the response. The requester will observe a longer tine interva

bet ween request and response, as network transit and processi ng by
proxi es add delays. |If timng is critical, the requester SHOULD
consi der the possible delays and choose the value for the option
accordi ngly.

The recipient MAY apply a |l ower value to the patience tineout based
on local policy. A recipient MAY choose to take |onger to produce a
response, at the risk that the requester is no |longer able to use the
response.

In case that the CoAP nessage is transnmitted through a proxy, the
Proxy MAY reduce the value of a Patience option based on a | oca
policy (e.g. to consider the maximumtine that an idle connection is
kept open by a local NAT or Firewall). A Proxy MAY add a Patience
option if none is present. The value in the Patience option MJST NOT
be increased or renoved

If the requester does not receive a response within the indicated
response tinme, the requester SHOULD consider the request as failed.
If the recipient can't provide a response within the required tine,
the recipient SHOULD di scard the request.
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2.2.

2. 2.
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2. Milticast usage

In the multicast case, Leisure is defined in [RFC7252] to work as a
duration for the period of tinme during which a server intends to
respond to a nmulticast request. The Patience option in a CoAP
request can be used as an upper bound for the Leisure.

How to use Leisure is defined in [ RFC7252].
3. (Observe usage

In a CoAP observe [I-D.ietf-core-observe] scenario, the Patience
Option MAY be used in a notification to indicate the nmaximumtine an
observer should wait before starting any observation relationship
recovery.

The Max-Age Option indicates the maxinumtime a response
(notification) nay be cached before it MJST be considered stale. The
Max- Age Option of a notification is usually set to a val ue that

estimates when the server will send the next notification. However,
in the case the value has not changed, the server can decide not to
send a new notification, possibly confusing the observer. It is

quite difficult for an observer to discrimnate the situation that it
has not received a new notification because the value has not changed
fromsituations where the server has lost its state, or for sone
reason has given up on notification delivery.

The Patience Option in a notification is used to indicate the nmaxi mum
time a server will try to reach the client before giving up. This is
to save the client sone effort in re-establishing observation

rel ati onshi ps each time nmax-age is reached. This option is also
useful to give a server the tine to send out the notifications, in
case there are many CoAP clients observing sinultaneously a resource,
whi | e avoi di ng network congestion issues.

The server adds the Patience option to any notification related to an
observation relationship fromwhich it wants delay an observation
refresh request nmade by the observer. The server sets the option to
the maxinumtime that it is prepared to spend to reach the observer
bef ore giving up.

The observer interprets this option as the mnimumtine between the
expiration of a notification (as indicated by its Max-Age Option
val ue) and the noment it MAY start an observation relationship
recovery action with the server

If the observer does not receive a response within the indicated tine
interval, the observer SHOULD attenpt to re-establish the observation
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2

3.

3.

3.

1.
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relationship with the server if it is still interested in observing
the particul ar resource

Detection of | P unicast or nmulticast CoAP request

A single Patience Option, used to indicate potentially either client
patience (in the IP unicast case) or server patience (in the IP

mul ticast case), requires that a CoAP server is able to distinguish
between I P unicast and nulticast requests. |If there exist comonly
used I P stacks that do not offer such functionality [to be checked],
requiring servers to be able to make the unicast/nulticast
distinction seems unwise and linits the applicability of the Patience

Opti on.

Approaches for a CoAP server to detect unicast versus mnulticast
requests may incl ude:

1) CoAP server application opens a specific socket and sets IP
mul ticast reception using the POSI X setsockopt function [to be
verified if 1P unicast traffic also is received in this case, or
notj.

2) CoAP server checks the I P destination address of incom ng packets.
If this has the FF00::/8 I Pv6 prefix, then it's treated as multicast
ot herwi se unicast [to be verified if IP stack APlIs allowto get IP
destination].

3) Receiving CoAP nulticast requests always occurs on a different
port than the standard CoAP port. For exanple, sinlar to coaps://
that uses a different port than coap://, a schene coapm// on a
different port may be defined for nulticast requests.
Exanpl e

Uni cast Usage Exanpl e

This section gives a short exanple with a nessage fl ow that
illustrates the use of the Patience option in a GET request.

This exanple (Figure 1) shows that the requester wants to get a
response within 3200 mlliseconds, when T=25, TX=1
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requester recipient

|

| Header: GET (T=CON, Code=1, M D=0x7d38)
GET | Token: 0x53

| Patience: 25/1

| Uri-Path: "tenperature"

I

Token: 0x53

I
I
|
| <----- + Header: 2.05 Content (T=ACK, Code=69, M D=0x7d38)
I I

| | Payl oad: "22.3 C'

I I

Figure 1: Patience OQption in a unicast request
3.2. (bserve Usage Exanpl e

This section gives a short exanple with a nessage fl ow that
illustrates the use of the Patience option in an Cbserve
notification.

This exanple (Figure 2) shows that the server wants the observer to
wait 819 seconds (T=25, TX=3) before starting any observation

rel ati onship recovery, even though the Max-Age of the tenperature
value notification is only 120 seconds.

Observer Server

I

| Header: GET (T=CON, Code=1, M D=0x7d38)
GET | Token: 0x53

| bserve: 0

| Uri-Path: "tenperature"

I

| Token: 0x53
[ Max- Age: 120

| Pati ence: 25/3
I
I

I
I
|
| <----- + Header: 2.05 Content (T=ACK, Code=69, M D=0x7d38)
|
|
| Payl oad: "22.3 C'

I

Figure 2: Patience OQption in an observe notification
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4. Security Considerations

This presents no security considerations beyond those in section 10
of the base CoAP specification [RFC7252].

5. | ANA Consi derati ons

The 1ANA is requested to add the followi ng "CoAP Option Nunbers”
entry as per Section 12.2 of [RFC7252].

e R L LT NI eyepeysyp . I e +
| No. | C| U] N| R] Nane | Format | Length | Default |
e I e C s R . I N +
| 28 | | | x| | Patience | (ref tothis | 1B | (none) |
| [ | docunent) |

+-- - - - B T LI TS YU Fom e e e oo Hom e e oo - Fomm e - +
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