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Abstract

There can be typical MM scenarios where responses fromthe data
sink to the data source against request fromthe source night be
consi dered redundant. This kind of open-1oop exchange (with no
reverse path fromthe sink to the source) may be desired while
updating resources in constrained systens | ooking for naximzed
t hroughput with m ninized resource consunption. CoAP al ready
provi des a non-confirmabl e (NON) node of exchange where The
recei ving end-poi nt does not respond with ACK However, the
recei ving end-point responds the sender with a status code
indicating "the result of the attenpt to understand and satisfy the
request".

This draft introduces a header option: 'No-Response’ to suppress
responses fromthe receiver and di scusses exenplary use cases which
notivated this proposition based on real experience. This option

al so provides granularity by allow ng suppression of a typical class
or a conbination of classes of responses. This option may be
effective for both unicast and nulticast scenari os.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a nmaxi num of six
nmont hs and nay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."
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1. Introduction

This draft proposes a new header option ' No- Response’ for
Constrai ned Application Protocol (CoAP). This option enables the
sender end-point to explicitly express its disinterest in getting
responses back fromthe receiving end-point. By default this option
expresses disinterest in any kind of response. This option should be
appl i cable along with non-confirmable (NON) updates. At present this
option will have no effect if used with confirnable (CON) node.

Along with the technical details this draft presents some practica
application scenarios which should bring out the utility of this
option.

1.1. Ganul ar suppression of responses

This option enables granularity by allow ng the sender to choose the
typical class or conbination of classes of responses which it is
disinterested in. For exanple, a sender may explicitly tell the
recei ver that no response is required unless sonething 'bad’ happens
and a response of class 4.xx or 5.xx is to be fed back to the
sender. No response is required in case of 2.xx classes. A simlar
schene is described in Section 3.7 of [I-D.ietf-core-groupcommi on
the server side. Here the server may perform granul ar suppression
for group communication. But in this case the server itself decides
whet her to suppress responses or not. This option enables the
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clients to explicitly informthe server about the disinterest in
responses.

1.2. Term nol ogy

The terns used in this draft are in conformance with those defined
in[l-D.ietf-core-coap].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC- 2119.

2. Potential benefits
If this option is opportunistically used with fitting MM
applications then the concerned systens may benefit in the foll ow ng
aspects:

* Reduction in network clogging by effectively reducing the
overall traffic

* Reduction in server-side |loading by relieving the server from
responding to each request when not necessary

* Reduction in battery consunption at the constrai ned end- poi nt
* Reduction in conmmunication cost

* Help satisfy hard real-tine requirenents since waiting due to
closed | oop latency is conpletely avoi ded

3. Exenplary application scenarios

Next sub-section describes sonme exenpl ary user stories which nmay
potentially benefit through the use of No-RResponse option

3.1. Frequent update of geo-location from vehicles to backend

Let us consider an intelligent traffic system (1 TS) consisting of
vehi cl es each of which is equipped with a sensor-gateway conprising
sensors |ike GPS and Accel eroneter. The sensor-gateway connects to
the Internet using a | owbandwi dth cellular (e.g. GPRS) connection
The GPS co-ordinates are periodically updated to the backend server
by the gateway. In case of ITS the update rate is adaptive to the
nmoti onal -state of the vehicle. If the vehicle noves fast the update
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rate is high as the position of the vehicle changes rapidly. If the
vehicle is static or noves slowmy then the update rate is low This
ensures that bandwi dth and energy is not consuned unnecessarily. The
notional -state of the vehicle is inferred by a | ocal anal ytics
runni ng on the sensor-gateway which uses the accel eroneter data and
the rate of change in GPS co-ordi nates. The back-end server hosts
appl i cations which use the updates for each vehicle and produce
necessary information for renote users.

Retransmitting a location co-ordinate which is already passed by a
vehicle is not efficient as it adds redundant traffic to the
network. So, the updates are done in NON node. However, given the

t housands of vehicles updating frequently, the NON exchange will

al so trigger huge nunmber of status responses fromthe backend. Each
response in the air is of 4 bytes of application |ayer plus severa
bytes originating fromthe |lower |ayers. Thus the cunul ative |oad on
the network will be quite significant.

On the contrary, if the edge devices explicitly declare that they do
not need any status response then significant load will be reduced
fromthe network and the server as well. The assunption is that
since the update rate is high stray | osses in geo-locations will be
conpensated with the large update rate and thereby not affecting the
end applications.

Mappi ng the above scenario to the benefits mentioned in Section 2
reveal s that use of ’No-Response’ will help in:

* Reduction in network clogging
* Reduction in server-side | oading

* Help in achieving real-tinme requirenents as the application is
not bound by any delay due to closed | oop | atency

3.2. Milticasting actuation conmand from a handhel d device to a group
of appliances

A handhel d device (e.g. a smart phone) may be programmed to act as
an | P enabled switch to renotely operate on a single or group of IP
enabl ed appliances. For exanple the smart phone can be programed to
send a nulticast request to switch on/ off all the Iights of a
building. In this case the IP switch application can uses No-
Response option along with NON to reduce the traffic generated due
to simultaneous status responses from hundreds of |ights.
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Thus No- Response hel ps in reducing overall conmunication cost and
the probability of network clogging in this case.

3.2.1. Using granular response suppression
The 1P switch application may optionally use granul ar response
suppression such that the error responses are not suppressed. In
that case the lights which could not execute the request would
respond back and be readily identified.

4, Option Definition

The properties of this option are as in Table 1.

Fom e e e - - B T I ST YUy Fom e e e - - Fom e e e - - Fomm e o +
| Nunmber | C| U] N| R Name | Format | Length | Default

Fom e e e oo TR S Fom e e e oo Fom e e e oo TS +
| TBD | | X1 - | | No-Response | wuint | 1 | 0 |
F B T ST U F F T +

Table 1: Option Properties

This option is Elective and Non-Repeatable. It is unsafe-to-forward
since the forward proxy shoul d be aware of the special

uni directional nature of the requests containing No-Response option
If a proxy happens to encounter this option it should not forward.

This option is for requests and presently intended for updates

(e.g., PUT) in NON node and should have no effect if used with a CON
request. This option is not applicable and should have no effect for
usual CET requests asking for resource representation. However, this
option may be used with specialized GET requests for 'cancellation
of an observe session (Section 3.6 of [I-D.ietf-core-observe]). This
option contains values to indicate interest/ disinterest in all or a
particul ar class or conbination of classes of responses as descri bed
in the next sub-section

The followi ng table provides a ’'ready-reckoner’ on possible
applicability of this option for all the four REST nethods. This
table is prepared in view of the type of application scenarios
foreseen so far.

Bhat t acharyya, et al. Expires Decenber 19, 2014 [ Page 6]



Internet-Draft draft-tcs-coap-no-response-option-05 June 2014

| This option does not apply under usual [
| circumstances when the client requests the contents]|
| of a resource. However, nay be useful for special |
| GET requests. For exanple, the 'cancellation’ |
| procedure for CoAP observe requires a client to |
| issue a GET request which has the Token field set

| to the token of the observation to be cancelled and|
| includes an Chserve Option with the value set to |
| 'deregister’ (1). In this case the server response

| does not contain any payl oad. Under such situation |
| the client MAY express its disinterest in the |
| response fromthe server. |

| | Mostly suitable for frequent updates in NON node on|
| PUT | existing fixed resources. Mght not be useful when
| | PUT creates a new resource. |

| | I'f POST is used just to update a target resource

[ | then No-Response can be used in the sane manner as

| | in NON-PUT. May al so be applicabl e when POST |
[ | perforns resource creation and the client does not |
[ | refer to the resource in future. For exanple, than |
| | updating a fixed resource, POST APl may rather

| POST | contain a query-string with name/value pairs for a

[ | defined action (ex. insertion into a database as [
| | part of frequent updates). The resources created

[ | this way may be 'short-1lived resources which the

[ | client will not refer to in future (see Section [
I I I

5.1.2.2).
TSRS o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Deletion is usually a permanent action and the
| DELETE | client SHOULD neke sure that the deletion actually |
| | happened. SHOULD NOT be applicabl e. |
o m e o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

Table 2: Applicability of No-Response for different methods
4.1. Achieving granul ar suppression

This option is defined as a bit-nmap (Table 3) to achi eve granul ar
suppr essi on.

Bhat t acharyya, et al. Expires Decenber 19, 2014 [ Page 7]



Internet-Draft draft-tcs-coap-no-response-option-05 June 2014

[ R, o e e e e e oo o m e e e e e e e e e eme— oo - +
| Value | Binary Representation | Descri ption |
Fom e - o e e e e e e e e e e e oo n o e e e e e e e e e e e e e e e e aa o - +
[ 0 [ 00000000 | Suppress all responses (sane as

| | | enpty val ue). |
Fom e e o e e e e e aa oo o m e e e e e e e e eeee o oo +
| 2 | 00000010 | Al'l ow 2. XX success responses.
Fomm oo - ) Fom e e e e e e e e m e e +
| 8 | 00001000 | Allow 4. xx client errors.

Fom oo - o e e e e e e e e ao oo o m e e e e e e e e e e e e mo— oo +
| 16 | 00010000 | Al'l ow 5. xx server errors.

Fom e e o e e e e e aa oo o m e e e e e e e e eeee o oo +

Table 3: Option val ues

XOR of the values defined for allow ng particular classes will
result in allowi ng a conbination of classes of responses. So, a

val ue of 18 (binary: 00010010) will result in allowing all 2.xx and
5.xx classes of responses. It is to be noted that a value of 26 wll
indicate that all types of responses are to be allowed (which is as
good as not using No-Response at all).

| npl enent ati on Note: The use of No-Response option is very nuch
driven by the application scenario and the characteristics of the
i nformati on to be updated. Judicious use of this option benefits
the overall system as explained in Sections 2 and 3.

When No- Response is used with enpty or 0 value, the updating

end- poi nt shoul d cease the |listening activity for response

agai nst the particular request. On the contrary, opening up at

| east one class of responses neans that the updating end- point
can no longer stop listening and nust be configured to listen up
to sonme application specific time-out period for the particul ar
request. The updating end-point never knows whether the present
update will be a success or a failure. Thus, if the client

deci des to open up the responses for errors (4.xx & 5.xx) then it
has to wait for the entire time-out period even for the instances
where the request is successful (and the server is not supposed
to send back a response). This kind of situation rmay arise for
the scenario in Section 3.2.1. Under such circunstances the use
of No- Response may not help inproving the performance in terns of
overal |l latency. However, the advantages in terms of saving
network and energy resources will still hold.

A point to be noted in view of the above exanple is that there

may be situations when the response on errors mght get lost. In
such a situation the sender would wait up to the tine-out period
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but will not receive any response. But this should not lead to
the inpression to the sender that the request was successful. The
situation will worsen if the receiver is no |longer active. The
application designer needs to tackle such situation. Since this
option is conceived for frequent updates, the sender nmay
strategically insert requests wi thout No-Response after N nunbers
of requests with No- Response 'weaves’ CON notifications within
series of NON notifications to check if the observer is alive).

5. M scel | aneous aspects

This section further describes few inportant inplenentation aspects
worth considering while using No-Response. As mentioned in the

previ ous section, judicious use of this option enables the
application devel oper to enhance the overall systemthroughput. To
keep the flexibility on the application devel oper part the follow ng
di scussi on does not nmandate anything, rather provides suggestive

gui del i nes

5.1. Re-use interval for nessage |Ds

Si nce No-Response is prinmarily based on CoAP-NON, ' NON-LI FETIME (as
defined in Section 4.8.2 of [I-D.ietf-core-coap]) is suggested as
the tine interval over which a nmessage |ID can be safely re-used.

5.2. Re-using Tokens

Tokens provide a matching criteria between request and response. The
life of a token starts when it is assigned to a request and ends
when the final matching response is received. Then the token can
again be re-used. However, a NON request with NO response does not
have any response path. So, the client has to decide on its own
about when it can retire a token which has been used in an earlier
request so that the token can be reused in a future request. Since
the No- Response option is 'elective a server which has not

i mpl emented this option MAY emanate a response. This leads to the
foll owing two scenari os:

The first scenario is when the client is never going to care about
any response com ng back or about relating the response to the
original request. In that case it MAY reuse the token val ue at
liberty.

However, as a second scenario, let us consider that the client sends
two requests where the first request is with No-Response and the
second request, with same token, is w thout No-Response. In this
case a del ayed response to the first one can be interpreted as a
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response to the second request (client needs a response in the
second case) if the gap between using the sanme tokens is not enough
to allow the response to the first request fromthe server to reach
the client.

So the client inplenentation should inplenment an application
specific '"patience’ tine till which it can re-use the token
Appendi x-B. 4.1 of [I-D.draft-bormann-coap-m sc] defines ’patience
option which in effect puts a deadline to the server to respond
back. However, ’patience’ is not exposed to the protocol |evel at
present. Hence, a reuse tinme for tokens is suggested with simlar
expression as in Section 2.5 of [I-D.ietf-core-groupcommi:

TOKEN_REUSE_TI ME = NON_LI FETI ME + MAX_SERVER RESPONSE_DELAY +
MAX_LATENCY.

NON_LI FETI ME and MAX LATENCY are defined in 4.8.2 of [I-D.ietf-core-
coap]. MAX SERVER RESPONSE DELAY has sane interpretation as in
Section 2.5 of [I-D.ietf-core-groupcormmj for rmulticast request. But
for unicast request MAX SERVER RESPONSE DELAY is sinply the expected
maxi mum response delay fromthe server to which client sent the
request. This delay includes the maxi num Lei sure tinme period as
defined in Section 8.2 of [I-D.ietf-core-coap] and Appendi x-B. 4. 2 of
[1-D.draft-bormann-coap-mni sc]where group size (G = 1 for unicast
request.

5.3. Taking care of congestion

The possi bl e communi cation scenari os taking advantage of ' No-
Response’ should primarily fall into the class of |owdata vol une
applications as described in Section 3.1.2 of [RFC 5405]. Precisely,
this should map to the scenario where the application cannot

mai ntain an RTT estimate. Hence, followi ng [ RFC 5405], a 3s interva
i s suggested as the mninmuminterval between successive updates.
However, an application devel oper MAY interweave occasi onal closed-
| oop exchanges (e.g. CoAP-NON wi t hout No-Response or CoAP-CON) to
get an RTT estimate between the end-points and adjust tine-to-tine
the interval between updates.

5.4. Duality with the '(Qoserve’ option

Scenarios |like frequent update of a given resource at server by a
client using No-Response leads to an interesting observation. The
" No- Response’ option actually conpl enents the ' Gbserve’ option with
NON-notifications ([I-D.ietf-core-observe]). In case of the |ater
the update notifications fromthe server reach the observer client
wi thout triggering any response fromthe observer. However, there is
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a difference in the point of interest. In the 'CObserve' scenario the
interest is expressed by the 'consumer’ to get the data. On the
contrary, the updates using ' No- Response’ applies to the scenario
when it is the interest of the 'producer’ to update the data. It is
up to the application designer to choose between No- Response and
NON- observe. For exanple, the scenario of |ocation update described
in Section 3.1 above mght al so be depl oyed usi ng NO\- observe. In
that case the backend server would have to subscribe to each

i ndi vi dual sensor gateway at the vehicles. But, the ’book-keeping
exercise required at the server for such an inplenentation nay not
be very trivial and deploynment wi th No- Response may be far nore
strai ght-forward. However, 'No-Response’ and 'Cbserve' using NO\-
notification may be conbi ned together, under permitting condition
to achieve high performance gain in an end-to-end producer-consuner
application. A typical exanple is illustrated in Section 6. 2.

6. Exanpl e

This section illustrates few exanpl es of exchanges based on the
scenario narrated in Section 3.1. Exanples for other scenarios can
be easily conceived based on these illustrations.

6. 1. Request/response Scenario
6.1.1. Using No-Response with PUT

Figure 1 shows a typical request with this option. The depicted
scenari o occurs when the vehicl e#n noves very fast and update rate
is high. The vehicle is assigned a dedicated resource: vehicle-stat-
<n>, where <n> can be any string uniquely identifying the vehicle.
The update requests are in NON node. The No- Response option causes
the server not to reply with any status code.
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Cient Server

Fi gure

6.1.2. Usin

PCST "us
resource
these 'u

Header: PUT (T=NON, Code=0.03, M D=0x7d38)

Token: 0x53

Uri-Path: "vehicl e-stat-00"

Content Type: text/plain

No- Response: O

Payl oad:

"Vehl D=00&Rout el D=DN47&Lat =22. 5658745&Long=88. 4107966667&
Ti me=2013-01- 13T11: 24: 31"

onse fromthe server. Next update in 20 secs.]

Header: PUT (T=NON, Code=0.03, M D=0x7d39)

Token: 0x54

Ui-Path: "vehicl e-stat-00"

Content Type: text/plain

No- Response: O

Payl oad:

"Vehl D=00&Rout el D=DN47&Lat =22. 5649015&Long=88. 4103511667&
Ti me=2013-01- 13T11: 24: 51"

1. Exenplary unreliable update with No- Response option using
PUT.

g No- Response with POST
ually results in a new resource being created or the target

bei ng updat ed". Exenpl ary uses of ' No-Response’ for both
sual’ actions of POST are given bel ow.

6.1.2.1. POST updating a target resource

In this
as above
in Figur

Bhat t achary

case POST acts the sane way as PUT. The exchanges are sane
. The updated values are carried as payl oad of POST as shown
e 2.
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Cient Server

Ui-Path: "vehicl e-stat-00"

Content Type: text/plain

No- Response: O

Payl oad:

"Vehl D=00&Rout el D=DN47&Lat =22. 5649015&Long=88. 4103511667&
Ti me=2013-01- 13T11: 24: 51"

L

+o--- - >| Header: POST (T=NON, Code=0.02, M D=0x7d38)

| POST | Token: 0x53

| | Uri-Path: "vehicle-stat-00"

[ | Content Type: text/plain

| | No- Response: 0

| | Payl oad:

[ | "Vehl D=00&Rout el D=DN47&Lat =22. 5658745&L0ong=88. 4107966667&
[ | Tinme=2013-01-13T11: 24: 31"

I I

[No response fromthe server. Next update in 20 secs.]
I

SRR >| Header: PUT (T=NON, Code=0.02, M D=0x7d39)

I

I

I

I

I

|

I

p
|
POST | Token: 0x54
I
I
I
I
|
I

Figure 2: Exenplary unreliable update with No-Response option using
POST as t he updat e- et hod.

6.1.2.2. POST perform ng updates through resource creation

In nost practical inplenentations the backend of Section 3.1 wll
have a dedi cated database to store the | ocation updates. In such a
case the client would send an update string as the POST URI which
contains the name/val ue pairs for each update. Thus frequent updates
may be performed through POST by creating such "short-Ilived
resources which the client would not refer to in future. Hence ' No-
Response’ can be used in sanme manner as for updating fixed
resources. The scenario is depicted in Figure 3.

Bhat t acharyya, et al. Expires Decenber 19, 2014 [ Page 13]



Internet-Draft draft-tcs-coap-no-response-option-05 June 2014

Client Server

Uri-Query: "Vehl D=00"

Uri-Query: "Routel D=DN47"

Uri-Query: "Lat=22.5649015"
Ui-Query: "Long=88.4103511667"
Ui-Query: "Tinme=2013-01-13T11: 24: 51"
No- Response: O

|

R >| Header: POST (T=NON, Code=0.02, M D=0x7d38)
| POST | Token: 0x53

| | Uri-Path: "insertlnfo"

| | Uri-Query: "Vehl D=00"

[ | Uri-Query: "Routel D=DN47"

| | Uri-Query: "Lat=22.5658745"

| | Uri-Query: "Long=88.4107966667"

| | Uri-Query: "Tinme=2013-01-13T11: 24: 31"

| | No- Response: 0

I I

[No response fromthe server. Next update in 20 secs.]
I

R >| Header: POST (T=NON, Code=0.02, M D=0x7d39)
| POST | Token: 0x54

I

I

I

I

I

I

I

I

p
I
I
I
| Uri-Path: "insertlnfo"
I
I
I
I
I
I
I

Figure 3: Exenplary unreliable update with No-RResponse option using
POST with a query-string to insert update information to backend

dat abase
6. 2. An end-to-end system conbi ni ng No- Response and Cbserve
This exanple illustrates the scenario pointed out in Section 5.3

above. The ' No- Response’ option can be conmbined with the ' Cbserve
option with NONnotifications to create a |ightwei ght end-to-end
producer - consurmer system For exanple, the vehicul ar updates froma
renote vehicle may be observed by a renote observer in a PDA as
shown in figure 4.
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Producer Server Consuner
(dient) (dient)
I I
[ <----- +
I GET |
R > (Cbserve: enpty, Token: 30)|
PCST
Header: POST (T=NON, Code=0.02, M D=0x7d38)
Token: 0x53

Uri-Query: "Vehl D=00"

Uri-Query: "Routel D=DN47"

Uri-Query: "Lat=22.5658745"
Uri-Query: "Long=88.4107966667"
Uri-Query: "Time=2013-01-13T11: 24: 31"

I

I

I

I

I

I

I

| Uri-Path: "insertlnfo"
I

I

I

I

I

| No- Response: 0
I

| 2.05 (T=NON, M D=0x5d40, Token: 30)

| Payl oad:

| "Vehl D=00&Rout el D=DN47&Lat =22. 5658745&

[ Long=88. 4107966667& Ti ne=2013-01-13T11: 24: 31"
I I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

[ No response |
fromthe server. |
Next update in 20 secs.] |
I I I
| Header: POST (T=NON, Code=0.02, M D=0x7d39) [

| Token: 0x54 |
| Uri-Path: "insertlnfo" |
| Uri-Query: "Vehl D=00" [
| Uri-Query: "Routel D=DN47" |
| Uri-Query: "Lat=22.5649015" |
| Uri-Query: "Long=88.4103511667" [
| Uri-Query: "Tine=2013-01-13T11: 24:51" |
| No- Response: 0 |
I I

I

I

I

I

I

I

| 2.05 (T=NON, M D=0x5d41, Token: 30)

[ Payl oad:

[ "Vehl D=00&Rout el D=DN47&Lat =22. 5649015&

| Long=88. 4103511667& Ti ne=2013-01-13T11: 24: 51"
I

Figure 4: Exenplary end-to-end update and observe scenari o using
" No- Response’ for NON-updates from '’ producer’ and observe with NO\N
notifications by the 'consuner’.
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7. | ANA Consi derati ons

The 1ANA is requested to add the follow ng opti on nunber entries:

I . S +
| Nunber | Nare [ Ref erence [
oo - T e +
| TBD | No-Response | Section 4 of this document |
Fom e e e - - S o e e e e e e e e e e m o +

8. Security Considerations
The No- Response option defined in this docunment presents no security
consi derati ons beyond those in Section 11 of the base CoAP
specification [I-D.ietf-core-coap].
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