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Abst ract

This meno describes a downgrade-resi stant protocol for SMIP transport
security between Miil Transfer Agents (MrAs) based on the DNS-Based
Aut hentication of Named Entities (DANE) TLSA DNS record. Adoption of
this protocol enables an increnmental transition of the Internet enmai
backbone to one using encrypted and authenticated Transport Layer
Security (TLS)
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1. Introduction

This meno specifies a new connection security nodel for Message
Transfer Agents (MrAs). This nodel is notivated by key features of
i nter-domain SMIP delivery, in particular the fact that the
destination server is selected indirectly via DNS Mail Exchange (MX)
records and that neither enmail addresses nor MX hostnanes signal a
requirenent for either secure or cleartext transport. Therefore,
aside froma few manual ly configured exceptions, SMIP transport
security is of necessity opportunistic.

This specification uses the presence of DANE TLSA records to securely
signal TLS support and to publish the neans by which SMIP clients can
successfully authenticate legitimte SMIP servers. This becones
"opportunistic DANE TLS" and is resistant to downgrade and M TM
attacks. It enables an increnmental transition of the email backbone
to authenticated TLS delivery, with increased gl obal protection as
adopti on increases.

Wth opportunistic DANE TLS, traffic from SMIP clients to domains
that publish "usable" DANE TLSA records in accordance with this nmeno
is authenticated and encrypted. Traffic fromlegacy clients or to
domai ns that do not publish TLSA records will continue to be sent in
t he same manner as before, via manually configured security, (pre-
DANE) opportunistic TLS or just cleartext SMIP

Problems with existing use of TLS in MIA to MIA SMIP that notivate
this specification are described in Section 1.3. The specification
itself follows in Section 2 and Section 3 which describe respectively
how to | ocate and use DANE TLSA records with SMIP. In Section 6, we
di scuss application of DANE TLS to destinations for which channe
integrity and confidentiality are mandatory. In Section 7 we briefly
comrent on potential applicability of this specification to Message
User Agents.

1.1. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] .
The following ternms or concepts are used through the docunent:
Man-in-the-mddle or MTM attack: Active nodification of network

traffic by an adversary able to thereby conpronise the
confidentiality or integrity of the data.
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secure, bogus, insecure, indeterm nate: DNSSEC validation results,
as defined in Section 4.3 of [RFC4035].

Val idating Security-Aware Stub Resol ver and Non- Val i dati ng
Security-Aware Stub Resol ver
Capabilities of the stub resolver in use as defined in [ RFC4033];
note that this specification requires the use of a Security-Aware
Stub Resol ver; Security-Oblivious stub-resol vers MJST NOT be used

opportuni stic DANE TLS: Best-effort use of TLS, resistant to
downgrade attacks for destinations with DNSSEC-val i dated TLSA
records. \When opportunistic DANE TLS is determined to be
unavail able, clients should fall back to opportunistic TLS bel ow.
Opportuni stic DANE TLS requires support for DNSSEC, DANE and
STARTTLS on the client side and STARTTLS plus a DNSSEC publi shed
TLSA record on the server side

(pre-DANE) opportunistic TLS: Best-effort use of TLS that is
generally vulnerable to DNS forgery and STARTTLS downgr ade
attacks. Wen a TLS-encrypted conmuni cati on channel is not
avai |l abl e, nmessage transm ssion takes place in the clear. M
record indirection generally precludes authentication even when
TLS is avail abl e.

reference identifier: (Special case of [RFC6125] definition). One
of the domai n names associated by the SMIP client with the
destination SMIP server for perform ng name checks on the server
certificate. Wen nane checks are applicable, at |east one of the
reference identifiers MIST match an [ RFC6125] DNS-1D (or if none
are present the [RFC6125] CN-ID) of the server certificate (see
Section 3.2.3).

MX host name: The RRDATA of an MX record consists of a 16 bit
preference followed by a Mail Exchange donmai n nane (see [ RFC1035],
Section 3.3.9). W will use the term"MX hostnanme" to refer to
the latter, that is, the DNS dormain name found after the
preference value in an MX record. Thus an "MX hostname" is
specifically a reference to a DNS domai n nane, rather than any
host that bears that nane.

de

ayed delivery: Enail delivery is a nmulti-hop store & forward
process. Wen an MIA is unable forward a nmessage that may becone
deliverable later, the nmessage is queued and delivery is retried
periodically. Sonme MIAs may be configured with a fallback next-
hop destination that handl es messages that the MIA woul d ot herw se
queue and retry. |In these cases, nessages that would ot herw se
have to be del ayed, nay be sent to the fallback next-hop
destination instead. The fallback destination may itself be
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subj ect to opportunistic or mandatory DANE TLS as though it were
the original nessage destination

ori gi nal next hop destination: The | ogi cal destination for nmi
delivery. By default this is the domain portion of the recipient
address, but MrAs nmay be configured to forward mail for sone or
all recipients via designated relays. The original next hop
destination is, respectively, either the recipient domain or the
associ ated configured rel ay.

MTA: Message Transfer Agent ([ RRFC5598], Section 4.3.2).
VBA: Message Submi ssion Agent ([ RFC5598], Section 4.3.1).
MUA: Message User Agent ([ RFC5598], Section 4.2.1).

RR: A DNS Resource Record

RRset : A set of DNS Resource Records for a particular class, domain
and record type.

1.2. Background

The Donai n Nane System Security Extensions (DNSSEC) add data origin
aut hentication, data integrity and data non-existence proofs to the
Domai n Name System (DNS). DNSSEC is defined in [RFC4033], [RFC4A034]
and [ RFC4035].

As described in the introduction of [RFC6698], TLS authentication via
the existing public Certification Authority (CA) PKI suffers from an
over - abundance of trusted parties capable of issuing certificates for
any domain of their choice. DANE |everages the DNSSEC i nfrastructure
to publish trusted public keys and certificates for use with the
Transport Layer Security (TLS) [ RFC5246] protocol via a new "TLSA"
DNS record type. Wth DNSSEC each domain can only vouch for the keys
of its directly del egated sub-domai ns

The TLS protocol enables secure TCP comunication. In the context of
this meno, channel security is assuned to be provided by TLS. Used
wi t hout authentication, TLS provides only privacy protection agai nst
eavesdroppi ng attacks. Wth authentication, TLS al so provi des data
integrity protection to guard against M TM attacks.
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1.3. SMIP channel security

Wth HTTPS, Transport Layer Security (TLS) enploys X 509 certificates
[ RFC5280] issued by one of the many Certificate Authorities (CAs)
bundl ed with popul ar web browsers to allow users to authenticate
their "secure" websites. Before we specify a new DANE TLS security
nmodel for SMIP, we will explain why a new security nodel is needed

In the process, we will explain why the fanmiliar HTTPS security node
i s inadequate to protect inter-domain SMIP traffic.

The subsections bel ow outline four key problens wth applying
traditional PKI to SMIP that are addressed by this specification
Since SMIP channel security policy is not explicitly specified in
either the recipient address or the MX record, a new signaling
mechanismis required to indicate when channel security is possible
and should be used. The publication of TLSA records allows server
operators to securely signal to SMIP clients that TLS is avail abl e
and shoul d be used. DANE TLSA makes it possible to sinultaneously
di scover whi ch destination domai ns support secure delivery via TLS
and how to verify the authenticity of the associated SMIP servi ces,
providing a path forward to ubi quitous SMIP channel security.

1.3.1. STARTTLS downgrade attack

The Sinple Mail Transfer Protocol (SMIP) [RFC5321] is a single-hop
protocol in a multi-hop store & forward email delivery process. SMIP
envel ope reci pi ent addresses are not transport addresses and are
security-agnostic. Unlike the Hypertext Transfer Protocol (HTTP) and
its correspondi ng secured version, HITPS, where the use of TLS is
signal ed via the URI schenme, enmnil recipient addresses do not
directly signal transport security policy. |ndeed, no such signaling
could work well with SMIP since TLS encryption of SMIP protects emil
traffic on a hop-by-hop basis while email addresses could only
express end-to-end policy.

Wth no mechani smavailable to signal transport security policy, SMIP
rel ays enploy a best-effort "opportunistic" security nodel for TLS

A single SMIP server TCP listening endpoint can serve both TLS and
non-TLS clients; the use of TLS is negotiated via the SMIP STARTTLS
command ([ RFC3207]). The server signals TLS support to the client
over a cleartext SMIP connection, and, if the client al so supports
TLS, it may negotiate a TLS encrypted channel to use for enail

transm ssion. The server’s indication of TLS support can be easily
suppressed by an M TM attacker. Thus pre-DANE SMIP TLS security can
be subverted by sinply downgradi ng a connection to cleartext. No TLS
security feature, such as the use of PKIX, can prevent this. The
attacker can sinply disable TLS
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1.3.

1.

3.

2. Insecure server name w t hout DNSSEC

Wth SMIP, DNS Mail Exchange (MX) records abstract the next-hop
transport endpoint and all ow admi nistrators to specify a set of
target servers to which SMIP traffic should be directed for a given
donmai n.

A PKIX TLS client is vulnerable to MTM attacks unless it verifies
that the server’s certificate binds the public key to a nane that

mat ches one of the client’s reference identifiers. A natural choice
of reference identifier is the server’s domain nane. However, with
SMIP, server nanes are obtained indirectly via MX records. Wthout
DNSSEC, the MX | ookup is vulnerable to MTM and DNS cache poi soni ng
attacks. Active attackers can forge DNS replies with fake MX records
and can redirect email to servers with names of their choice
Therefore, secure verification of SMIP TLS certificates matching the
server nane is not possible w thout DNSSEC

One nmight try to harden TLS for SMIP agai nst DNS attacks by using the
envel ope recipient domain as a reference identifier and requiring
each SMIP server to possess a trusted certificate for the envel ope
reci pient domain rather than the MX hostname. Unfortunately, this is
i mpractical as enmmil for nmany donmains is handled by third parties
that are not in a position to obtain certificates for all the domains
they serve. Deploynent of the Server Nanme Indication (SNI) extension
to TLS (see [ RFC6066] Section 3) is no panacea, since SN key
managenent is operationally challenging except when the email service
provider is also the domain's registrar and its certificate issuer
this is rarely the case for email.

Si nce the recipient domain name cannot be used as the SMIP server
reference identifier, and neither can the MX hostnane w t hout DNSSEC
| ar ge-scal e depl oynment of authenticated TLS for SMIP requires that
the DNS be secure.

Since SMIP security depends critically on DNSSEC, it is inportant to
poi nt out that consequently SMIP with DANE is the nost conservative
possible trust nodel. It trusts only what nmust be trusted and no
nmore. Adding any other trusted actors to the m x can only reduce
SMIP security. A sender may choose to further harden DNSSEC f or

sel ected hi gh-val ue receiving domains, by configuring explicit trust
anchors for those donmains instead of relying on the chain of trust
fromthe root domain. Detailed discussion of DNSSEC security
practices is out of scope for this docunent.

3. Sender policy does not scale
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Sendi ng systens are in sone cases explicitly configured to use TLS
for mail sent to selected peer domains. This requires sending MIAs
to be configured with appropriate subject names or certificate
content digests to expect in the presented server certificates.
Because of the heavy adm nistrative burden, such statically
configured SMIP secure channels are used rarely (generally only

bet ween donmai ns that make bilateral arrangements with their business
partners). Internet email, on the other hand, requires regularly
contacting new domains for which security configurations cannot be
establ i shed in advance.

The abstraction of the SMIP transport endpoint via DNS MX records

of ten across organi zation boundaries, linits the use of public CA PKI
with SMIP to a snall set of sender-configured peer domains. Wth
little opportunity to use TLS authentication, sending MIAs are rarely
configured with a conprehensive list of trusted CAs. SMIP services
that support STARTTLS often deploy X 509 certificates that are self-
signed or issued by a private CA

1.3.4. Too many certification authorities

Even if it were generally possible to deternine a secure server nane,
the SMIP client would still need to verify that the server’'s
certificate chain is issued by a trusted Certification Authority (a
trust anchor). MIAs are not interactive applications where a human
operator can nmake a decision (wisely or otherwise) to selectively

di sabl e TLS security policy when certificate chain verification
fails. Wth no user to "click OK', the MIAs list of public CA trust
anchors woul d need to be conprehensive in order to avoid bouncing
mai | addressed to sites that enploy unknown Certification

Aut hori ti es.

On the other hand, each trusted CA can issue certificates for any
domain. |If even one of the configured CAs is conpronised or operated
by an adversary, it can subvert TLS security for all destinations.
Any set of CAs is simultaneously both overly inclusive and not
i ncl usi ve enough.

2. ldentifying applicable TLSA records

2.1. DNS considerations

2.1.1. DNS errors, bogus and indeterninate responses
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An SMIP client that inplements opportunistic DANE TLS per this
specification depends critically on the integrity of DNSSEC | ookups,
as discussed in Section 1.3. This section lists the DNS resol ver
requi renents needed to avoi d downgrade attacks when using

opportuni stic DANE TLS

A DNS | ookup may signal an error or return a definitive answer. A
security-aware resol ver nmust be used for this specification

Security-aware resolvers will indicate the security status of a DNS
RRset with one of four possible values defined in Section 4.3 of
[ RFC4035]: "secure", "insecure", "bogus" and "indeternminate". In

[ RFC4035] the meaning of the "indetermi nate" security status is:

An RRset for which the resolver is not able to deterni ne whether
the RRset should be signed, as the resolver is not able to obtain
the necessary DNSSEC RRs. This can occur when the security-aware
resolver is not able to contact security-aware nane servers for
the rel evant zones.

Note, the "indeterm nate" security status has a conflicting
definition in section 5 of [ RFC4033].

There is no trust anchor that would indicate that a specific
portion of the tree is secure.

SMIP clients follow ng this specification SHOULD NOT di stingui sh
between "insecure” and "indeterm nate" in the [ RFC4033] sense. Both
"insecure" and RFC4033 "indeterm nate" are handled identically: in
ei ther case unvalidated data for the query domain is all that is and
can be available, and authentication using the data is inpossible.
In what follows, when we say "insecure", we include also DNS results
for domains that lie in a portion of the DNS tree for which there is
no applicable trust anchor. Wth the DNS root zone signed, we expect
that validating resolvers used by Internet-facing MIAs will be
configured with trust anchor data for the root zone. Therefore,
RFC4033-styl e "indeterni nate" domains should be rare in practice
From here on, when we say "indeternminate", it is exclusively in the
sense of [ RFC4035].

As noted in section 4.3 of [RFC4035], a security-aware DNS resol ver
MUST be able to deternine whether a given non-error DNS response is

"secure", "insecure", "bogus" or "indetermnate". It is expected
that nost security-aware stub resolvers will not signal an

"indeterm nate" security status in the RFC4035-sense to the
application, and will signal a "bogus" or error result instead. If a

resol ver does signal an RFC4035 "indeterm nate" security status, this
MUST be treated by the SMIP client as though a "bogus" or error
result had been returned.
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An MTA meki ng use of a non-validating security-aware stub resol ver
MAY use the stub resolver’s ability, if available, to signal DNSSEC
val i dation status based on information the stub resolver has | earned
froman upstreamvalidating recursive resolver. |n accordance with
section 4.9.3 of [RFC4035]:

a security-aware stub resolver MJST NOT pl ace any reliance on
signature validation allegedly performed on its behal f, except
when the security-aware stub resol ver obtained the data in question
froma trusted security-aware recursive nane server via a secure
channel

To avoid nuch repetition in the text below, we will pause to explain
the handling of "bogus" or "indeterninate" DNSSEC query responses.
These are not necessarily the result of a malicious actor; they can
for exanple, occur when network packets are corrupted or lost in
transit. Therefore, "bogus" or "indeternm nate" replies are equated
inthis meno with | ookup failure.

There is an inportant non-failure condition we need to highlight in
addition to the obvious case of the DNS client obtaining a non-enpty
"secure" or "insecure" RRset of the requested type. Nanely, it is
not an error when either "secure" or "insecure" non-existence is
determined for the requested data. Wen a DNSSEC response with a
validation status that is either "secure" or "insecure" reports
either no records of the requested type or non-existence of the query
domai n, the response is not a DNS error condition. The DNS client
has not been left without an answer; it has | earned that records of
the requested type do not exist.

Security-aware stub resolvers will, of course, also signal DNS | ookup
errors in other cases, for exanple when processing a "ServFail"

RCODE, which will not have an associ ated DNSSEC status. All | ookup
errors are treated the sane way by this specification, regardl ess of
whet her they are froma "bogus" or "indeterm nate" DNSSEC status or
froma nore generic DNS error: the information that was requested
cannot be obtained by the security-aware resolver at this tinme. A

| ookup error is thus a failure to obtain the relevant RRset if it
exists, or to determ ne that no such RRset exists when it does not.

In contrast to a "bogus" or an "indeterm nate" response, an
"insecure" DNSSEC response is not an error, rather it indicates that
the target DNS zone is either securely opted out of DNSSEC validation
or is not connected with the DNSSEC trust anchors bei ng used.
Insecure results will |leave the SMIP client with degraded channe
security, but do not stand in the way of message delivery. See
section Section 2.2 for further details.
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2.1.2. DNS error handling

When a DNS | ookup failure (error or "bogus" or "indeterm nate" as
defined above) prevents an SMIP client from determ ni ng which SMIP
server or servers it should connect to, nessage delivery MJST be

del ayed. This naturally includes, for exanple, the case when a
"bogus" or "indeterm nate" response is encountered during MX
resolution. Wen nultiple MX hostnanes are obtained froma
successful MX | ookup, but a later DNS | ookup failure prevents network
address resolution for a given MX hostnane, delivery may proceed via
any renmai ni ng MX hosts.

When a particular SMIP server is securely identified as the delivery
destination, a set of DNS | ookups (Section 2.2) MIST be perfornmed to
| ocate any related TLSA records. |If any DNS queries used to |ocate
TLSA records fail (be it due to "bogus" or "indeterm nate" records,
tinmeouts, malforned replies, ServFails, etc.), then the SMIP client
MUST treat that server as unreachable and MJUST NOT deliver the
message via that server. |If no servers are reachable, delivery is
del ayed.

In what follows, we will only describe what happens when all rel evant
DNS queries succeed. |f any DNS failure occurs, the SMIP client MJST
behave as described in this section, by skipping the problem SMIP
server, or the problemdestination. Queries for candidate TLSA
records are explicitly part of "all relevant DNS queries" and SMIP
clients MUST NOT continue to connect to an SMIP server or destination
whose TLSA record | ookup fails.

2.1.3. Stub resol ver considerations

A note about DNAME aliases: a query for a domai n name whose ancestor
domain is a DNAVE alias returns the DNAME RR for the ancestor domain,
along with a CNAME that maps the query domain to the correspondi ng
sub-domain of the target donain of the DNAME alias [ RFC6672].
Ther ef ore, whenever we speak of CNAME aliases, we inplicitly allow
for the possibility that the alias in question is the result of an
ancestor domain DNAME record. Consequently, no explicit support for
DNAME records is needed in SMIP software, it is sufficient to process
the resulting CNAME aliases. DNAME records only require specia
processing in the validating stub-resolver library that checks the
integrity of the conbined DNAME + CNAME reply. When DNSSEC
validation is handled by a | ocal caching resolver, rather than the
MIA itself, even that part of the DNAME support logic is outside the
MTA.

When a stub resolver returns a response containing a CNAME al i as that
does not al so contain the corresponding query results for the target
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2

2

of the alias, the SMIP client will need to repeat the query at the
target of the alias, and should do so recursively up to sone
configured or inplenentation-dependent recursion limt. |If at any
stage of CNAME expansion an error is detected, the | ookup of the
original requested records MJUST be considered to have fail ed.

Whet her a chain of CNAME records was returned in a single stub

resol ver response or via explicit recursion by the SMIP client, if at
any stage of recursive expansion an "insecure" CNAME record is
encountered, then it and all subsequent results (in particular, the
final result) MJST be considered "insecure" regardl ess of whether any
earlier CNAME records |leading to the "insecure" record were "secure"

Note, a security-aware non-validating stub resolver may return to the
SMIP client an "insecure" reply received froma validating recursive
resol ver that contains a CNAME record along with additional answers
recursively obtained starting at the target of the CNAME. In this
all that one can say is that sonme record in the set of records
returned is "insecure", but it is possible that the initial CNAME
record and a subset of the subsequent records are "secure"

If the SMIP client needs to determne the security status of the DNS
zone containing the initial CNAME record, it may need to issue an a
separate query of type "CNAME' that returns only the initial CNAVE
record. In particular in Section 2.2.2 when insecure A or AAAA
records are found for an SMIP server via a CNAME alias, it may be
necessary to perform an additional CNAME query to determ ne whether
the DNS zone in which the alias is published is signed.

TLS di scovery

As noted previously (in Section 1.3.1), opportunistic TLS with SMIP
servers that advertise TLS support via STARTTLS is subject to an MTM
downgrade attack. Also sone SMIP servers that are not, in fact, TLS
capabl e erroneously adverti se STARTTLS by default and clients need to
be prepared to retry cleartext delivery after STARTTLS fails. In
contrast, DNSSEC validated TLSA records MJST NOT be published for
servers that do not support TLS. dients can safely interpret their
presence as a commtnent by the server operator to inplenent TLS and
STARTTLS

This meno defines four actions to be taken after the search for a
TLSA record returns secure usable results, secure unusable results,
insecure or no results or an error signal. The term"usable" in this
context is in the sense of Section 4.1 of [RFC6698]. Specifically,

if the DNS | ookup for a TLSA record returns:
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A secure TLSA RRset with at |east one usable record: A connection to
the MIA MUST be nade using authenticated and encrypted TLS, using
the techni ques discussed in the rest of this docunent. Failure to
establish an authenticated TLS connection MJST result in falling
back to the next SMIP server or del ayed delivery.

A Secure non-enpty TLSA RRset where all the records are unusable: A
connection to the MITA MUST be nade via TLS, but authentication is
not required. Failure to establish an encrypted TLS connecti on
MUST result in falling back to the next SMIP server or del ayed
del i very.

An insecure TLSA RRset or DNSSEC validated proof-of-non-existent TLSA
records:
A connection to the MIA SHOULD be nade using (pre- DANE)
opportunistic TLS, this includes using cleartext delivery when the
renote SMIP server does not appear to support TLS. The MIA MAY
retry in cleartext when delivery via TLS fails either during the
handshake or even during data transfer

Any | ookup error: Lookup errors, including "bogus" and
"indeterm nate", as explained in Section 2.1.1 MJST result in
falling back to the next SMIP server or del ayed delivery.

An SMIP client MAY be configured to require DANE verified delivery
for sone destinations. W wll call such a configuration "mandatory
DANE TLS'. Wth mandatory DANE TLS, delivery proceeds only when
"secure" TLSA records are used to establish an encrypted and

aut henti cated TLS channel with the SMIP server.

When the original next-hop destination is an address literal, rather
than a DNS domai n, DANE TLS does not apply. Delivery proceeds using
any rel evant security policy configured by the MIA adm ni strator.
Simlarly, when an MX RRset incorrectly lists a network address in
lieu of an MX hostname, if the MIA chooses to connect to the network
address DANE TLSA does not apply for such a connection

In the subsections that foll ow we explain howto |ocate the SMIP
servers and the associated TLSA records for a given next-hop
destination domain. W also explain which nane or nanes are to be
used in identity checks of the SMIP server certificate.

2.2.1. M resolution
In this section we consider next-hop domains that are subject to MX
resol uti on and have MX records. The TLSA records and the associ at ed

base donain are derived separately for each MX hostnane that is used
to attenpt nessage delivery. DANE TLS can authenticate nessage
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delivery to the intended next-hop domain only when the MX records are
obt ai ned securely via a DNSSEC val i dated | ookup

MX records MJST be sorted by preference; an MX hostnanme with a worse
(nunerically higher) MX preference that has TLSA records MJST NOT
preenpt an MX hostname with a better (numerically |ower) preference
that has no TLSA records. |In other words, prevention of delivery

| oops by obeying MX preferences MIST take precedence over channe
security considerations. Even with two equal -preference MX records,
an MTA is not obligated to choose the MX hostnane that offers nore
security. Donmins that want secure inbound nail delivery need to
ensure that all their SMIP servers and MX records are configured
accordingly.

In the | anguage of [RFC5321] Section 5.1, the original next-hop
domain is the "initial nane". |If the MX | ookup of the initial name
results in a CNAME alias, the MIA replaces the initial name with the
resulting name and perforns a new | ookup with the new name. MIAs
typically support recursion in CNAME expansion, so this replacenent
is performed repeatedly until the ultimte non- CNAME domain i s found.

If the MX RRset (or any CNAME leading to it) is "insecure" (see
Section 2.1.1), DANE TLS need not apply, and delivery MAY proceed via
pre- DANE opportunistic TLS. That said, the protocol in this meno is
an "opportunistic security" protocol, neaning that it strives to
comruni cate with each peer as securely as possible, while maintaining
broad interoperability. Therefore, the SMIP client MAY proceed to
use DANE TLS (as described in Section 2.2.2 below) even with MX hosts
obtained via an "insecure" MX RRset. For exanple, when a hosting
provi der has a signed DNS zone and publishes TLSA records for its
SMIP servers, hosted donmains that are not signed may still benefit
fromthe provider’s TLSA records. Deliveries via the provider’s SMIP
servers will not be subject to active attacks when sendi ng SMIP
clients elect to nake use of the provider’'s TLSA records.

When the MX records are not (DNSSEC) signed, an active attacker can
redirect SMIP clients to MX hosts of his choice. Such redirection is
t anper - evi dent when SMIP servers found via "insecure" MX records are
recorded as the next-hop relay in the MIA delivery logs in their
original (rather than CNAVE expanded) form Sendi ng MIAs SHOULD | og
unexpanded MX host nanes when these result frominsecure MX | ookups.
Any successful authentication via an insecurely determ ned MX host
MUST NOT be misrepresented in the nail |ogs as secure delivery to the
i nt ended next-hop donmain. When DANE TLS is mandatory (Section 6) for
a given destination, delivery MIST be del ayed when the MX RRset is
not "secure".
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O herwi se, assuning no DNS errors (Section 2.1.1), the MX RRset is
"secure", and the SMIP client MJST treat each MX hostnane as a
separate non- MX destination for opportunistic DANE TLS as descri bed
in Section 2.2.2. Wen, for a given MX hostnane, no TLSA records are
found, or only "insecure" TLSA records are found, DANE TLSA i s not
applicable with the SMIP server in question and delivery proceeds to
that host as with pre-DANE opportunistic TLS. To avoid downgrade
attacks, any errors during TLSA | ookups MJST, as explained in

Section 2.1.1, cause the SMIP server in question to be treated as

unr eachabl e.

2.2.2. Non-MX destinations

This section describes the algorithmused to |ocate the TLSA records
and associ ated TLSA base domain for an input domain not subject to MX
resolution. Such domains include:

o0 Each MX hostnane used in a nessage delivery attenpt for an
original next-hop destination domain subject to MX resol ution
Note, MIAs are not obligated to support CNAME expansion of MX
host nanes.

0 Any administrator configured relay hostnane, not subject to MX
resolution. This frequently involves configuration set by the MA
adm nistrator to handle sonme or all mail.

0 A next-hop destination domain subject to MX resolution that has no
MX records. In this case the domain’s nane is inplicitly also its
sol e SMIP server nane.

Note that DNS queries with type TLSA are m shandl ed by | oad bal anci ng
naneservers that serve the MX hostnanes of sone |arge emil

providers. The DNS zones served by these naneservers are not signed
and contain no TLSA records, but queries for TLSA records fail,

rat her than returning the non-existence of the requested TLSA
records.

To avoid problens delivering mail to domai ns whose SMIP servers are
served by the probl em naneservers the SMIP client MJST performany A
and/ or AAAA queries for the destination before attenpting to |locate
the associated TLSA records. This | ookup is needed in any case to
det ermi ne whet her the destination domain is reachabl e and the DNSSEC
validation status of the chain of CNAME queries required to reach the
ultimte address records.

If no address records are found, the destination is unreachable. |If

address records are found, but the DNSSEC validation status of the
first query response is "insecure" (see Section 2.1.3), the SMIP
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client SHOULD NOT proceed to search for any associ ated TLSA records.
Wth the probl em domains, TLSA queries will lead to DNS | ookup errors
and cause messages to be consistently delayed and ultimately returned
to the sender. W don't expect to find any "secure" TLSA records
associated with a TLSA base donain that lies in an unsigned DNS zone.
Ther ef ore, skipping TLSA | ookups in this case will also reduce
latency with no detrinmental inpact on security.

If the A and/or AAAA |ookup of the "initial name" yields a CNAME, we
replace it with the resulting nane as if it were the initial nane and
performa | ookup again using the new nane. This replacenent is
performed recursively.

We consider the followi ng cases for handling a DNS response for an A
or AAAA DNS | ookup:

Not found: When the DNS queries for A and/or AAAA records yield
neither a list of addresses nor a CNAME (or CNAME expansion i s not
supported) the destination is unreachable.

Non- CNAME: The answer is not a CNAME alias. |If the address RRset
is "secure", TLSA | ookups are perforned as described in
Section 2.2.3 with the initial name as the candi date TLSA base
domain. |If no "secure" TLSA records are found, DANE TLS i s not
applicable and mail delivery proceeds with pre-DANE opportunistic
TLS (which, being best-effort, degrades to cleartext delivery when
STARTTLS is not avail able or the TLS handshake fails).

I nsecur e CNAME: The input donmain is a CNAME alias, but the ultimate
network address RRset is "insecure" (see Section 2.1.1). |If the
initial CNAME response is also "insecure", DANE TLS does not
apply. Oherwise, this case is treated just |ike the non- CNAVE
case above, where a search is performed for a TLSA record with the
original input donmain as the candi date TLSA base donain.

Secur e CNAME: The input domain is a CNAME alias, and the ultinmate
network address RRset is "secure" (see Section 2.1.1). Two
candi date TLSA base donmins are tried: the fully CNAME-expanded
initial name and, failing that, then the initial nane itself.
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In sunmary, if it is possible to securely obtain the full, CNAME-
expanded, DNSSEC-vali dated address records for the input domain, then
that nanme is the preferred TLSA base domain. Oherw se, the
unexpanded i nput-MX domain is the candi date TLSA base domain. Wen
no "secure" TLSA records are found at either the CNAME-expanded or
unexpanded domain, then DANE TLS does not apply for mail delivery via
the input domain in question. And, as always, errors, bogus or
indeterm nate results for any query in the process MJST result in

del ayi ng or abandoni ng delivery.

2.2.3. TLSA record | ookup

Each candi date TLSA base domain (the original or fully CNAMVE-expanded
nane of a non-MX destination or a particular MX hostnane of an MX
destination) is in turn prefixed with service |abels of the form

" <port>. _tcp". The resulting domain nane is used to issue a DNSSEC
query with the query type set to TLSA ([ RFC6698] Section 7.1).

For SMIP, the destination TCP port is typically 25, but this may be
different with customroutes specified by the MIA adm nistrator in

whi ch case the SMIP client MJST use the appropriate nunber in the

" <port>" prefix in place of " _25". If, for exanple, the candidate
base donmain is "nx.exanple.cont, and the SMIP connection is to port
25, the TLSA RRset is obtained via a DNSSEC query of the form

_25. _tcp.nmx.exanple.com IN TLSA ?

The query response nay be a CNAME, or the actual TLSA RRset. If the
response is a CNAME, the SMIP client (through the use of its
security-aware stub resolver) restarts the TLSA query at the target
domai n, follow ng CNAMES as appropriate and keeping track of whether
the entire chain is "secure". |If any "insecure" records are
encountered, or the TLSA records don’t exist, the next candidate TLSA
base is tried instead.

If the ultimate response is a "secure" TLSA RRset, then the candidate
TLSA base domain will be the actual TLSA base domain and the TLSA
RRset will constitute the TLSA records for the destination. |f none
of the candi date TLSA base domains yield "secure"” TLSA records then
delivery MAY proceed via pre-DANE opportunistic TLS. SMIP clients
MAY el ect to use "insecure" TLSA records to avoid STARTTLS downgr ades
or even to skip SMIP servers that fail authentication, but MJUST NOT
ni srepresent authentication success as either a secure connection to
the SMIP server or as a secure delivery to the intended next-hop
domai n.

TLSA record publishers may | everage CNAMEs to reference a single
authoritative TLSA RRset specifying a common Certification Authority
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or a common end entity certificate to be used with multiple TLS
services. Such CNAME expansi on does not change the SMIP client’s
noti on of the TLSA base domain; thus, when _25. tcp.nx.exanple.comis
a CNAME, the base dommin renmains nx.exanple.comand this is still the
reference identifier used together with the next-hop domain in peer
certificate nane checks.

Note, shared end entity certificate associ ati ons expose the
publ i shing domain to substitution attacks, where an M TM attacker can
reroute traffic to a different server that shares the sane end entity
certificate. Such shared end entity records SHOULD be avoi ded unl ess
the servers in question are functionally equivalent (an active
attacker gains nothing by diverting client traffic fromone such
server to another).

For exanple, given the DNSSEC val i dated records bel ow

exanpl e. com
exanpl e. com

IN MX 0 nxl.exanple.com
I
25. tcp. mx1l. exanpl e. com I
I
I

MX 0 nx2.exanpl e.com

CNAME tl sa211. dane. exanpl e. com
CNAME tl sa211. dane. exanpl e. com
TLSA 2 1 1 e3b0c44298fclcl49a. .

N

N
_25. _tcp. nmx2. exanpl e. com N
tlsa21l1l. dane. exanpl e. com N
The SMIP servers nxl. exanpl e.com and nx2.exanple.comw || be expected
to have certificates issued under a common trust anchor, but each MX
host nane’ s TLSA base domai n remai ns unchanged despite the above CNAVE
records. Correspondingly, each SMIP server will be associated with a
pair of reference identifiers consisting of its hostnane plus the
next - hop donmi n "exanpl e. cont'.

If, during TLSA resol ution (including possible CNAVE indirection), at
| east one "secure" TLSA record is found (even if not usabl e because
it is unsupported by the inplenentation or support is

adm nistratively disabled), then the correspondi ng host has signal ed
its coomitnent to inplenent TLS. The SMIP client MJST NOT deliver
mai | via the correspondi ng host unless a TLS session is negotiated
via STARTTLS. This is required to avoid M TM STARTTLS downgr ade

att acks.

As noted previously (in Section Section 2.2.2), when no "secure" TLSA
records are found at the fully CNAME-expanded nane, the origina
unexpanded name MJST be tried instead. This supports custoners of
hosting providers where the provider’s zone cannot be validated with
DNSSEC, but the custoner has shared appropriate key material with the
hosting provider to enable TLS via SNI. Internedi ate nanes that

ari se during CNAME expansion that are neither the original, nor the
final name, are never candi date TLSA base donmins, even if "secure".
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3.

3.

DANE aut henti cati on

This section describes which TLSA records are applicable to SMIP
opportuni stic DANE TLS and how to apply such records to authenticate
the SMIP server. Wth opportunistic DANE TLS, both the TLS support

i mplied by the presence of DANE TLSA records and the verification
paraneters necessary to authenticate the TLS peer are obtai ned
together. In contrast to protocols where channel security policy is
set exclusively by the client, authentication via this protocol is
expected to be | ess prone to connection failure caused by

i nconpati ble configuration of the client and server

1. TLSA certificate usages

The DANE TLSA specification [ RFC6698] defines multiple TLSA RR types
via conbinations of 3 nuneric paraneters. The nuneric val ues of
these paraneters were | ater given synbolic nanes in
[I-D.ietf-dane-registry-acronyns]. The rest of the TLSA record is
the "certificate association data field", which specifies the full or
di gest value of a certificate or public key. The paraneters are:

The TLSA Certificate Usage field: Section 2.1.1 of [RFC6698]
specifies 4 values: PKIX-TA(0), PKIX-EE(1), DANE-TA(2), and DANE-
EE(3). There is an additional private-use value: PrivCert(255).
Al'l other values are reserved for use by future specifications.

The selector field: Section 2.1.2 of [RFC6698] specifies 2 values:
Cert(0), SPKI(1). There is an additional private-use val ue:
PrivSel (255). Al other values are reserved for use by future
speci fications.

The matching type field: Section 2.1.3 of [RFC6698] specifies 3
val ues: Full (0), SHA2-256(1), SHA2-512(2). There is an additiona
private-use value: PriviMatch(255). Al other values are reserved
for use by future specifications.

We may think of TLSA Certificate Usage values 0 through 3 as a

combi nation of two one-bit flags. The |low bit chooses between trust
anchor (TA) and end entity (EE) certificates. The high bit chooses
bet ween public PKI issued and donmi n-i ssued certificates.

The selector field specifies whether the TLSA RR nmat ches the whol e
certificate: Cert(0), or just its subjectPublicKeylnfo: SPKI(1). The
subj ect Publ i cKeylnfo is an ASN. 1 DER encodi ng of the certificate’'s
algorithmid, any paraneters and the public key data.

The matching type field specifies howthe TLSA RR Certificate
Association Data field is to be conpared with the certificate or
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public key. A value of Full(0) nmeans an exact match: the full DER
encoding of the certificate or public key is given in the TLSA RR A
val ue of SHA2-256(1) neans that the association data matches the
SHA2- 256 di gest of the certificate or public key, and |ikew se
SHA2-512(2) neans a SHA2-512 digest is used.

Si nce opportunistic DANE TLS will be used by non-interactive MAs,
with no user to "press OK' when authentication fails, reliability of
peer authentication is paranount. Server operators are advised to
publish TLSA records that are least likely to fail authentication due
to interoperability or operational problens. Because DANE TLS relies
on coordi nated changes to DNS and SMIP server settings, the best

choi ce of records to publish will depend on site-specific practices.

The certificate usage el ement of a TLSA record plays a critical role
in determ ning how the corresponding certificate association data
field is used to authenticate server’s certificate chain. The next
two subsections explain the process for certificate usages DANE- EE(3)
and DANE-TA(2). The third subsection briefly explains why
certificate usages PKI X-TA(O0) and PKI X-EE(1) are not applicable with
opportuni stic DANE TLS

In summary, we reconmmend the use of either "DANE-EE(3) SPKI (1)

SHA2- 256(1) " or "DANE-TA(2) Cert(0) SHA2-256(1)" TLSA records
dependi ng on site needs. Oher conbinations of TLSA paraneters are
either explicitly unsupported, or offer little to reconmend them over
t hese two.

The mandatory to support digest algorithmin [ RFC6698] is

SHA2- 256(1). When the server’s TLSA RRset includes records with a
mat chi ng type indicating a digest record (i.e., a value other than
Full (0)), a TLSA record with a SHA2-256(1) matching type SHOULD be
provi ded al ong with any other digest published, since some SMIP
clients may support only SHA2-256(1). |If at sone point the SHA2-256
digest algorithmis tarni shed by new cryptanal ytic attacks,
publishers will need to include an appropriate stronger digest in
their TLSA records, initially along with, and ultinmately in place of,
SHA2- 256.

3.1.1. Certificate usage DANE- EE(3)

Aut hentication via certificate usage DANE-EE(3) TLSA records invol ves
sinply checking that the server’'s |leaf certificate matches the TLSA
record. |In particular the binding of the server public key to its
nane is based entirely on the TLSA record associ ation. The server
MJUST be considered authenticated even if none of the names in the
certificate match the client’s reference identity for the server
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Simlarly, the expiration date of the server certificate MJST be
ignored, the validity period of the TLSA record key binding is
determned by the validity interval of the TLSA record DNSSEC

si gnature.

Wth DANE-EE(3) servers need not enploy SNI (nmay ignore the client’'s
SNI message) even when the server is known under independent nanes
that woul d otherw se require separate certificates. It is instead
sufficient for the TLSA RRsets for all the domains in question to
match the server’'s default certificate. O course with SMIP servers
it is sinpler still to publish the sane MX hostnane for all the
host ed domai ns.

For dommins where it is practical to make coordinated changes in DNS
TLSA records during SMIP server key rotation, it is often best to
publish end-entity DANE-EE(3) certificate associations. DANE-EE(3)
certificates don't suddenly stop working when | eaf or internediate
certificates expire, and don't fail when the server operator neglects
to configure all the required issuer certificates in the server
certificate chain.

TLSA records published for SMIP servers SHOULD, in npbst cases, be
"DANE- EE(3) SPKI (1) SHA2-256(1)" records. Since all DANE

i mpl ementations are required to support SHA2-256, this record type
works for all clients and need not change across certificate renewal s
with the sane key.

3.1.2. Certificate usage DANE- TA(2)

Sone donains may prefer to avoid the operational conplexity of
publ i shing uni que TLSA RRs for each TLS service. |f the domain

enpl oys a conmon issuing Certification Authority to create
certificates for nultiple TLS services, it may be sinpler to publish
the issuing authority as a trust anchor (TA) for the certificate
chains of all relevant services. The TLSA query donain (TLSA base
domain with port and protocol prefix |abels) for each service issued
by the same TA nay then be set to a CNAME alias that points to a
common TLSA RRset that matches the TA.  For exanpl e:

N MX 0 nx1. exanpl e. com

N MX 0 nx2. exanpl e. com

N CNAME tlsa2ll. dane. exanpl e.com
N CNAME tlsa2ll. dane. exanpl e. com
N TLSA 2 1 1 e3b0c44298fclcl4. ..

exanpl e. com I
exanpl e. com I
_25. tcp. nmxl. exanpl e. com I
_25. _tcp. mx2. exanpl e. com I
tl sa211. dane. exanmple.com |
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Wth usage DANE-TA(2) the server certificates will need to have nanes
that match one of the client’s reference identifiers (see [ RFC6125]).
The server MAY enploy SNI to select the appropriate certificate to
present to the client.

SMIP servers that rely on certificate usage DANE- TA(2) TLSA records
for TLS authentication MJST include the TA certificate as part of the
certificate chain presented in the TLS handshake server certificate
message even when it is a self-signed root certificate. At this
tinme, many SMIP servers are not configured with a conprehensive |ist
of trust anchors, nor are they expected to at any point in the
future. Some MIAs will ignore all locally trusted certificates when
processi ng usage DANE- TA(2) TLSA records. Thus even when the TA
happens to be a public Certification Authority known to the SMIP
client, authentication is likely to fail unless the TA certificate is
included in the TLS server certificate nessage.

TLSA records with selector Full (0) are discouraged. Wile these
potentially obviate the need to transnmit the TA certificate in the
TLS server certificate nmessage, client inplenmentations nay not be
abl e to augnent the server certificate chain with the data obtained
from DNS, especially when the TLSA record supplies a bare key
(selector SPKI(1)). Since the server will need to transmit the TA
certificate in any case, server operators SHOULD publish TLSA records
with a selector other than Full (0) and avoid potential
interoperability issues with |arge TLSA records containing ful
certificates or keys.

TLSA Publ i shers enpl oyi ng DANE- TA(2) records SHOULD publish records
with a selector of Cert(0). Such TLSA records are associated with
the whol e trust anchor certificate, not just with the trust anchor
public key. In particular, the SMIP client SHOULD then apply any
rel evant constraints fromthe trust anchor certificate, such as, for
exanpl e, path length constraints.

Wil e a selector of SPKI(1) nmay al so be enpl oyed, the resulting TLSA
record will not specify the full trust anchor certificate content,
and el ements of the trust anchor certificate other than the public
key become nutable. This may, for exanple, allow a subsidiary CAto
issue a chain that violates the trust anchor’s path I ength or nane
constraints.

3.1.3. Certificate usages PKIX-TA(0) and PKI X- EE( 1)
As noted in the introduction, SMIP clients cannot, w thout relying on
DNSSEC for secure MX records and DANE for STARTTLS support signaling

performserver identity verification or prevent STARTTLS downgrade
attacks. The use of PKIX CAs offers no added security since an
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attacker capabl e of conpromising DNSSEC is free to repl ace any PKI X-
TA(O) or PKIX-EE(1) TLSA records with records bearing any convenient
non- PKI X certificate usage.

SMIP servers SHOULD NOT publish TLSA RRs with certificate usage PKI X-
TA(O0) or PKIX-EE(1). SMIP clients cannot be expected to be
configured with a suitably conplete set of trusted public CAs.
Lacking a conplete set of public CAs, clients would not be able to
verify the certificates of SMIP servers whose issuing root CAs are
not trusted by the client.

Qpportuni stic DANE TLS needs to interoperate without bilatera

coordi nation of security settings between client and server systens.
Therefore, paranmeter choices that are fragile in the absence of

bil ateral coordination are unsupported. Nothing is lost since the
PKI X certificate usages cannot aid SMIP TLS security, they can only
i npede SMIP TLS interoperability.

SMIP client treatnent of TLSA RRs with certificate usages PKI X- TA(0)
or PKI X-EE(1) is undefined. SMIP clients should generally treat such
TLSA records as unusabl e.

3.2. Certificate matching

When at | east one usable "secure" TLSA record is found, the SMIP
client MJUST use TLSA records to authenticate the SMIP server.
Messages MUST NOT be delivered via the SMIP server if authentication
fails, otherwise the SMIP client is vulnerable to M TM att acks.

3.2.1. DANE-EE(3) nanme checks

The SMIP client MJUST NOT performcertificate name checks with
certificate usage DANE-EE(3), see Section 3.1.1 above.

3.2.2. DANE-TA(2) nane checks

To match a server via a TLSA record with certificate usage DANE-
TA(2), the client MJIST perform name checks to ensure that it has
reached the correct server. 1In all DANE-TA(2) cases the SMIP client
MJST include the TLSA base domain as one of the valid reference
identifiers for matching the server certificate.

TLSA records for MX hostnames: |f the TLSA base domai n was obt ai ned
indirectly via a "secure" MX | ookup (including any CNAME-expanded
nane of an MX hostnane), then the original next-hop domain used in
the MX | ookup MJST be included as as a second reference
identifier. The CNAME- expanded ori gi nal next-hop domain MJST be
included as a third reference identifier if different fromthe
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original next-hop domain. Wen the client MIA is enpl oyi ng DANE
TLS security despite "insecure" MX redirection the MX hostnane is
the only reference identifier

TLSA records for Non-MX hostnanes: |f MX records were not used
(e.g., if none exist) and the TLSA base donmmin is the CNAME-
expanded origi nal next-hop domain, then the original next-hop
domai n MUST be included as a second reference identifier.

Accepting certificates with the original next-hop domain in addition
to the MX hostnane allows a domain with nultiple MX hostnanes to
field a single certificate bearing a single donmain nane (i.e., the
emai | dommin) across all the SMIP servers. This also aids
interoperability with pre-DANE SMIP clients that are configured to

| ook for the email dommin nane in server certificates. For exanple,
with "secure" DNS records as bel ow

exchange. exanpl e. or g. I N CNAME nmi | . exanpl e. org.

mai | . exanpl e. org. I N CNAME exanpl e. com

exanpl e. com I N MX 10 mx10. exanpl e. com
exanpl e. com I N MX 15 nmx15. exanpl e. com
exanpl e. com I N MX 20 nx20. exanpl e. com
mx10. exanpl e. com IN A 192.0.2.10

_25. _tcp. mx10. exanpl e. com INTLSA 2 01 ..

mk15. exanmpl e. com I N CNAME nxbackup. exanpl e. com
mxbackup. exanpl e. com IN A 192.0.2. 15

; _25. _tcp. mkbackup. exanpl e.com |N TLSA ? ( NXDOVAI N)

_25. tcp. nx15. exanpl e. com INTLSA 2 01 ..

mx20. exanpl e. com I N CNAME nmxbackup. exanpl e. net .
mxkbackup. exanpl e. net . IN A 198. 51. 100. 20

_25. _tcp. mxbackup. exanpl e. net . INTLSA 201 ..

Certificate name checks for delivery of mail to exchange.exanple.org
via any of the associated SMIP servers MJST accept at |east the nanes
"exchange. exanpl e. org" and "exanpl e. conf, which are respectively the
original and fully expanded next-hop domain. Wen the SMIP server is
mx10. exanpl e. com nane checks MJUST accept the TLSA base donmin

"nmx10. exanpl e.com'. |f, despite the fact that MX hostnanes are
required to not be aliases, the MIA supports delivery via

"nmx15. exanpl e. com' or "nmx20. exanpl e. cont’ then nane checks MJST accept
the respective TLSA base domai ns "nmx15. exanpl e. cont and
"nxbackup. exanpl e. net".

3.2.3. Reference identifier matching
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When nanme checks are applicable (certificate usage DANE-TA(2)), if
the server certificate contains a Subject Alternative Nane extension
([ RFC5280]), with at | east one DNS-ID ([ RFC6125]) then only the DNS-
I Ds are matched against the client’s reference identifiers. The C\
I D ([RFC6125]) is only considered when no DNS-I1Ds are present. The
server certificate is considered nmatched when one of its presented
identifiers ([RFC5280]) matches any of the client’s reference

i dentifiers.

Wl dcards are valid in either DNS-1Ds or the CN-1D when applicable.
The wildcard character nust be entire first |abel of the DNS-1D or
CN-1D. Thus, "*.exanple.com' is valid, while "smtp*. exanple.cont and
"*sm p. exanpl e. conl’ are not. SMIP clients MJUST support wildcards
that match the first |abel of the reference identifier, with the
remai ning | abels matching verbatim For exanple, the DNS-1D

"* exanpl e.com matches the reference identifier "nxl.exanple.cont.
SMTP clients MAY, subject to local policy allow wildcards to match
multiple reference identifier |abels, but servers cannot expect broad
support for such a policy. Therefore any wldcards in server
certificates SHOULD match exactly one label in either the TLSA base
domai n or the next-hop domain.

4. Server key managenent

Two TLSA records MJUST be published before enploying a new EE or TA
public key or certificate, one matching the currently depl oyed key
and the other matching the new key scheduled to replace it. Once
sufficient tine has el apsed for all DNS caches to expire the previous
TLSA RRset and rel ated signature RRsets, servers nmay be configured to
use the new EE private key and associ ated public key certificate or
may enploy certificates signed by the new trust anchor

Once the new public key or certificate is in use, the TLSA RR t hat
mat ches the retired key can be renpved from DNS, |eaving only RRs
that match keys or certificates in active use

As described in Section 3.1.2, when server certificates are validated
via a DANE-TA(2) trust anchor, and CNAME records are enployed to
store the TA association data at a single |location, the
responsibility of updating the TLSA RRset shifts to the operator of
the trust anchor. Before a new trust anchor is used to sign any new
server certificates, its certificate (digest) is added to the

rel evant TLSA RRset. After enough tinme elapses for the original TLSA
RRset to age out of DNS caches, the new trust anchor can start

i ssuing new server certificates. Once all certificates issued under
the previous trust anchor have expired, its associated RRs can be
removed fromthe TLSA RRset.
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In the DANE- TA(2) key managenent nodel server operators do not
generally need to update DNS TLSA records after initially creating a
CNAME record that references the centrally operated DANE-TA(2) RRset.
If a particular server’s key is conprom sed, its TLSA CNAME SHOULD be
replaced with a DANE-EE(3) association until the certificate for the
conmprom sed key expires, at which point it can return to using CNAME
record. |f the central trust anchor is conprom sed, all servers need
to be issued new keys by a new TA, and a shared DANE- TA(2) TLSA RRset
needs to be published containing just the new TA. SMIP servers
cannot expect broad SMIP client CRL or OCSP support.

5. Digest algorithmagility

Whi |l e [ RFC6698] specifies multiple digest algorithns, it does not
specify a protocol by which the SMIP client and TLSA record publi sher
can agree on the strongest shared algorithm Such a protocol would
all ow the client and server to avoid exposure to any deprecated
weaker algorithnms that are published for conmpatibility with | ess
capable clients, but should be ignored when possible. W specify
such a protocol bel ow

Suppose that a DANE TLS client authenticating a TLS server considers
di gest algorithm"Better Al g" stronger than digest algorithm
"WorseAl g". Suppose further that a server’s TLSA RRset contains sone
records with "BetterAl g" as the digest algorithm Finally, suppose
that for every raw public key or certificate object that is included
in the server’s TLSA RRset in digest form whenever that object
appears with algorithm"WrseA g" with sonme usage and sel ector it

al so appears with algorithm"BetterAl g" with the sane usage and
selector. |In that case our client can safely ignore TLSA records
with the weaker algorithm "WrseAl g", because it suffices to check
the records with the stronger algorithm"BetterAl g".

Server operators MJUST ensure that for any given usage and sel ector
each object (certificate or public key), for which a digest

associ ation exists in the TLSA RRset, is published with the SAVE SET
of digest algorithns as all other objects that published with that
usage and selector. |In other words, for each usage and sel ector, the
records with non-zero matching types will correspond to on a cross-
product of a set of underlying objects and a fixed set of digest
algorithnms that apply uniformy to all the objects.

To achieve digest algorithmagility, all published TLSA RRsets for
use with opportunistic DANE TLS for SMIP MUST conformto the above
requirenents. Then, for each conbination of usage and sel ector, SMIP
clients can sinply ignore all digest records except those that enpl oy
the strongest digest algorithm The ordering of digest algorithns by
strength is not specified in advance, it is entirely up to the SMIP
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client. SMIP client inplenentations SHOULD nmeke the digest algorithm
preference order configurable. Only the future will tell which
al gorithnms m ght be weakened by new attacks and when

Note, TLSA records with a matching type of Full (0), that publish the
full value of a certificate or public key object, play no role in
digest algorithmagility. They neither trunp the processing of
records that enploy digests, nor are they ignored in the presence of
any records with a digest (i.e. non-zero) matching type.

SMTIP clients SHOULD use digest algorithmagility when processing the
DANE TLSA records of an SMIP server. Algorithmagility is to be
applied after first discarding any unusable or nal fornmed records
(unsupported digest algorithm or incorrect digest |length). Thus,
for each usage and sel ector, the client SHOULD process only any
usabl e records with a matching type of Full (0) and the usable records
whose digest algorithmis believed to be the strongest anobng usabl e
records with the given usage and sel ector

The main inpact of this requirement is on key rotation, when the TLSA
RRset is pre-populated with digests of new certificates or public
keys, before these replace or augnent their predecessors. Wre the
newy introduced RRs to include previously unused digest algorithns,
clients that enploy this protocol could potentially ignore all the

di gests corresponding to the current keys or certificates, causing
connectivity issues until the new keys or certificates are depl oyed.
Simlarly, publishing newrecords with fewer digests could cause

probl ens for clients using cached TLSA RRsets that list both the old
and new obj ects once the new keys are depl oyed.

To avoi d problens, server operators SHOULD apply the follow ng
strat egy:

0 Wen changing the set of objects published via the TLSA RRset
(e.g. during key rotation), DO NOT change the set of digest
al gorithms used; change just the Iist of objects.

0 \When changing the set of digest algorithns, change only the set of
al gorithnms, and generate a new RRset in which all the current
obj ects are re-published with the new set of digest algorithns.

After either of these two changes are nade, the new TLSA RRset shoul d
be left in place |ong enough that the ol der TLSA RRset can be flushed
from caches before naking anot her change.

Mandatory TLS Security
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An MTA inplenmenting this protocol may require a stronger security
assurance when sending email to selected destinations. The sending
organi zation may need to send sensitive email and/or may have

regul atory obligations to protect its content. This protocol is not
inconflict with such a requirenent, and in fact can often sinplify
aut henticated delivery to such destinations.

Specifically, with domains that publish DANE TLSA records for their
MX host nanmes, a sending MIA can be configured to use the receiving
domai ns’s DANE TLSA records to authenticate the correspondi ng SMIP
server. Authentication via DANE TLSA records is easier to nanage, as
changes in the receiver’'s expected certificate properties are nmade on
the receiver end and don’t require manually comuni cated
configuration changes. Wth mandatory DANE TLS, when no usable TLSA
records are found, nessage delivery is delayed. Thus, mail is only
sent when an aut henticated TLS channel is established to the renote
SMIP server.

Admini strators of mail servers that enploy nmandatory DANE TLS, need
to carefully nonitor their mail |ogs and queues. |If a partner domain
unwittingly m sconfigures their TLSA records, disables DNSSEC, or

m sconfi gures SMIP server certificate chains, mail will be del ayed
and nay bounce if the issue is not resolved in a tinely nanner.

7. Note on DANE for Message User Agents

We note that the SMIP protocol is also used between Message User
Agents (MJAs) and Message Subm ssion Agents (MSAs) [RFC6409]. In

[ RFC6186] a protocol is specified that enables an MJA to dynamically
| ocate the MSA based on the user’s emnil address. SMIP connection
security considerations for MJAs inplenenting [ RFC6186] are |largely
anal ogous to connection security requirenents for MIAs, and this
specification could be applied largely verbatimw th DNS MX records
repl aced by correspondi ng DNS Service (SRV) records
[I-D.ietf-dane-srv].

However, until MJAs begin to adopt the dynamic configuration
mechani sms of [ RFC6186] they are adequately served by nore
traditional static TLS security policies. Specification of DANE TLS
for Message User Agent (MJUA) to Message Subm ssion Agent (MSA) SMIP
is left to future docunents that focus specifically on SMIP security
bet ween MJUAs and MSAs.
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8. Interoperability considerations
8.1. SN support

To ensure that the server sends the right certificate chain, the SMIP
client MJUST send the TLS SNI extension containing the TLSA base
domai n. This precludes the use of the backward conpatible SSL 2.0
compatible SSL HELLO by the SMIP client. The minimum SSL/TLS client
HELLO version for SMIP clients perform ng DANE aut hentication is SSL
3.0, but aclient that offers SSL 3.0 MIST also offer at |east TLS
1.0 and MUST include the SNI extension. Servers that don't nake use
of SNI MAY negotiate SSL 3.0 if offered by the client.

Each SMIP server MJST present a certificate chain (see [ RFC5246]
Section 7.4.2) that matches at | east one of the TLSA records. The
server MAY rely on SNI to deternine which certificate chain to
present to the client. dients that don't send SN information may
not see the expected certificate chain.

If the server’s TLSA records match the server’s default certificate
chain, the server need not support SNI. In either case, the server
need not include the SNI extension in its TLS HELLO as sinply
returning a matching certificate chain is sufficient. Servers MJST
NOT enforce the use of SNI by clients, as the client may be using
unaut henti cated opportuni stic TLS and may not expect any particul ar
certificate fromthe server. |If the client sends no SNl extension
or sends an SNI extension for an unsupported domain, the server MJST
simply send sone fallback certificate chain of its choice. The
reason for not enforcing strict matching of the requested SN
hostnane is that DANE TLS clients are typically willing to accept
mul tiple server nanes, but can only send one nanme in the SN
extension. The server’s fallback certificate may match a different
nane acceptable to the client, e.g., the original next-hop domain.

8.2. Anonynous TLS cipher suites

Since many SMIP servers either do not support or do not enable any
anonynmous TLS ci pher suites, SMIP client TLS HELLO nessages SHOULD
offer to negotiate a typical set of non-anonynous cipher suites
required for interoperability with such servers. An SMIP client

enpl oyi ng pre- DANE opportunistic TLS MAY in addition include one or
nmor e anonynous TLS ci pher suites in its TLS HELLO. SMIP servers

that need to interoperate with opportunistic TLS clients SHOULD be
prepared to interoperate with such clients by either always sel ecting
a mutual ly supported non-anonynous ci pher suite or by correctly
handl i ng client connections that negotiate anonynous ci pher suites.
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Note that while SMIP server operators are under no obligation to
enabl e anonynous ci pher suites, no security is gained by sending
certificates to clients that will ignore them |Indeed support for
anonynous ci pher suites in the server nakes audit trails nore
informative. Log entries that record connections that enployed an
anonynmous ci pher suite record the fact that the clients did not care
to authenticate the server

Oper ati onal Consi derations
1. dient Qperational Considerations

An operational error on the sending or receiving side that cannot be
corrected in a tinely nanner may, at tines, |lead to consistent
failure to deliver tine-sensitive email. The sending MA

adm ni strator may have to choose between letting enmail queue unti
the error is resolved and disabling opportunistic or nandatory DANE
TLS for one or nore destinations. The choice to disable DANE TLS
security should not be made lightly. Every reasonable effort should
be made to determine that problens with nmail delivery are the result
of an operational error, and not an attack. A fallback strategy may
be to configure explicit out-of-band TLS security settings if
supported by the sendi ng MIA

SMIP clients may depl oy opportunistic DANE TLS increnental ly by
enabling it only for selected sites, or may occasionally need to

di sabl e opportunistic DANE TLS for peers that fail to interoperate
due to msconfiguration or software defects on either end. Sone

i mpl ement ati ons MAY support DANE TLS in an "audit only" node in which
failure to achieve the requisite security level is logged as a
war ni ng and delivery proceeds at a reduced security level. Unless

| ocal policy specifies "audit only" or that opportunistic DANE TLS is
not to be used for a particular destination, an SMIP client MJST NOT
deliver mail via a server whose certificate chain fails to match at

| east one TLSA record when usable TLSA records are found for that
server.

2. Publisher Operational Considerations

SMTP servers that publish certificate usage DANE- TA(2) associ ations
MUST include the TA certificate in their TLS server certificate
chain, even when that TA certificate is a self-signed root
certificate.

TLSA Publishers nust follow the digest agility guidelines in

Section 5 and nust nmake sure that all objects published in digest
formfor a particular usage and sel ector are published with the sane
set of digest algorithns.
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12.

TLSA Publishers should follow the TLSA publication size guidance
found in [I-D.ietf-dane-ops] about "DANE DNS Record Size Cuidelines"

Security Considerations

Thi s protocol |everages DANE TLSA records to inplenent M TM resi stant
opportuni stic channel security for SMIP. For destination domains

that sign their MX records and publish signed TLSA records for their
MX host nanmes, this protocol allows sending MIAs to securely discover
both the availability of TLS and how to authenticate the destination

This protocol does not aimto secure all SMIP traffic, as that is not
practical until DNSSEC and DANE adoption are universal. The

i ncrenment al depl oynent provided by following this specificationis a
best possible path for securing SMIP. This protocol coexists and
interoperates with the existing insecure Internet email backbone.

The protocol does not preclude existing non-opportunistic SMIP TLS
security arrangenments, which can continue to be used as before via
manual configuration with negotiated out-of-band key and TLS
configuration exchanges.

Qpportuni stic SMIP TLS depends critically on DNSSEC for downgrade
resi stance and secure resolution of the destination name. |f DNSSEC
is conpromised, it is not possible to fall back on the public CA PKI
to prevent M TM attacks. A successful breach of DNSSEC enabl es the
attacker to publish TLSA usage 3 certificate associations, and

t hereby bypass any security benefit the legitinmate donmain owner night
hope to gain by publishing usage 0 or 1 TLSA RRs. G ven the |ack of
public CA PKI support in existing MA depl oynents, avoiding
certificate usages 0 and 1 sinplifies inplenentation and depl oynent
with no adverse security consequences.

I mpl enent ati ons nust strictly follow the portions of this
specification that indicate when it is appropriate to initiate a non-
aut henti cated connection or cleartext connection to a SMIP server.
Specifically, in order to prevent downgrade attacks on this protocol

i mpl ementation nust not initiate a connection when this specification
i ndicates a particular SMIP server nust be considered unreachabl e.

| ANA consi derati ons
This specification requires no support from | ANA
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