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1. Introduction

July 2014

OO PWN

[ RFC6698] specifies a new DNS resource record "TLSA" that associ ates
a public certificate or public key of a trusted |eaf or issuing
authority with the correspondi ng TLS transport endpoint.

TLSA records,
replace the trust nodel

Aut hority (CA) Public Key Infrastructure (PKI).

These DANE
when val i dated by DNSSEC, can be used to augnent or
of the existing public Certification

[ RFC6698] defines three TLSA record fields with respectively 4, 2 and

3 currently specified val ues.
of TLSA record types.

i mpl ement ati on and operational conplexity. This nmeno will
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best-practice choices to help sinplify inplenentation and depl oynent
gi ven these plethora of choices.

I npl enentation conplexity also arises fromthe fact that the TLS
transport endpoint is often specified indirectly via Service Records
(SRV), Mail Exchange (MX) records, CNAME records or other mechani sns
that map an abstract service domain to a concrete server domain.
Wth service indirection there are nultiple potential places for
clients to find the relevant TLSA records. Service indirection is
often used to inplenent "virtual hosting", where a single Service
Provi der transport endpoint sinultaneously supports nultiple hosted
domain names. Wth services that enploy TLS, such hosting
arrangenents may require the Service Provider to deploy multiple
pairs of private keys and certificates with TLS clients signaling the
desired domain via the Server Nane Indication (SNI) extension

([ RFC6066], section 3). This neno provides operational guidelines

i ntended to naxinize interoperability between DANE TLS clients and
servers.

In the context of this neno, channel security is assumed to be

provi ded by TLS or DTLS. The Transport Layer Security (TLS)

[ RFC5246] and Datagram Transport Layer Security (DITLS) [ RFC6347]
protocol s provide secured TCP and UDP communi cation over |P. By
convention, "TLS" will be used throughout this docunent and, unless
otherw se specified, the text applies equally well to the DILS
protocol. Used w thout authentication, TLS provides protection only
agai nst eavesdroppi ng through its use of encryption. Wth

aut hentication, TLS also provides integrity protection and

aut henti cation, which protect the transport against man-in-the-mddle
(MTM attacks.

O her related docunments that build on [ RFC6698] are
[I-D.ietf-dane-srv] and [I-D.ietf-dane-snmp-with-dane]. In
Section 12 we sunmari ze the updates this docunent nakes to [ RFC6698].

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

The following terns are used throughout this docunent:
Service Provider: A conpany or organization that offers to host a
service on behalf of a Customer Donmin. The original donmain nane

associated with the service often renmains under the control of the
custonmer. Connecting applications nmay be directed to the Service
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Provider via a redirection resource record. Exanple redirection
records include MX; SRV, and CNAME. The Service Provider
frequently provides services for many custonmers and nust carefully
manage any TLS credentials offered to connecting applications to
ensure nane natching is handled easily by the applications.

Custormer Dommin: As described above, a client nmay be interacting
with a service that is hosted by a third party. W will refer to
the domain name used to | ocate the service prior to any
redirection, as the "Customer Donmain".

TLSA Publisher: The entity responsible for publishing a TLSA record
within a DNS zone. This zone will be assuned DNSSEC-si gned and
validatable to a trust anchor, unless otherwi se specified. |If the
Custonmer Domain is not outsourcing their DNS service, the TLSA
Publ i sher will be the custoner thenselves. Oherw se, the TLSA
Publ i sher is sonetinmes the operator of the outsourced DNS service.

public key: The term "public key" is short-hand for the
subj ect Publ i cKeyl nf o component of a PKI X [ RFC5280] certificate.

SNI: The "Server Nane Indication" (SNI) TLS protocol extension
allows a TLS client to request a connection to a particul ar
service nanme of a TLS server ([RFC6066], section 3). Wthout this
TLS extension, a TLS server has no choice but to offer a PKIX
certificate with a default list of server names, making it
difficult to host multiple Custonmer Domains at the sane | P-
addr essed based TLS service endpoint (i.e., "secure virtua
hosti ng").

TLSA paraneters: In [RFC6698] the TLSA record is defined to consi st
of four fields. The first three of these are nunberic paraneters
that specify the meaning of the data in fourth and final field.
To avoid | anguage contortions when we need to distinguish between
the first three fields that together define a TLSA record "type"
and the fourth that provides a data value of that type, we wll
call the first three fields "TLSA paraneters", or sonetines just
"paranet ers" when obvi ous from context.

2. DANE TLSA Record Overvi ew

DANE TLSA [ RFC6698] specifies a protocol for publishing TLS server
certificate associations via DNSSEC [ RFC4033] [ RFC4034] [ RFC4035].
The DANE TLSA specification defines multiple TLSA RR types via

combi nations of numeric values of the first three fields of the TLSA
record (i.e. the "TLSA paraneters"”). The nuneric val ues of these
paraneters were |l ater given synbolic nanes in
[I-D.ietf-dane-registry-acronynms]. These paraneters are:
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The Certificate Usage field: Section 2.1.1 of [RFC6698] specifies 4
val ues: PKI X-TA(0), PKIX-EE(1), DANE-TA(2), and DANE-EE(3). There
is an additional private-use value: PrivCert(255). Al other
val ues are reserved for use by future specifications.

The selector field: Section 2.1.2 of [RFC6698] specifies 2 val ues:
Cert(0), SPKI(1). There is an additional private-use val ue:
PrivSel (255). Al other values are reserved for use by future
speci fications.

The matching type field: Section 2.1.3 of [RFC6698] specifies 3
val ues: Full (0), SHA2-256(1), SHA2-512(2). There is an additiona
private-use value: PrivMatch(255). Al other values are reserved
for use by future specifications.

We may think of TLSA Certificate Usage values 0 through 3 as a

conbi nation of two one-bit flags. The |lowbit chooses between trust
anchor (TA) and end entity (EE) certificates. The high bit chooses
between PKI X, or public PKI issued, and DANE, or donain-issued trust
anchors:

0 Wien the low bit is set (PKIX-EE(1) and DANE-EE(3)) the TLSA
record matches an EE certificate (also conmonly referred to as a
| eaf or server certificate.)

0 When the low bit is not set (PKIX-TA(O) and DANE-TA(2)) the TLSA
record matches a trust anchor (a Certification Authority) that
i ssued one of the certificates in the server certificate chain.

o When the high bit is set (DANE-TA(2) and DANE-EE(3)), the server
certificate chain is domain-issued and nmay be verified wthout
reference to any pre-existing public certification authority PKI
Trust is entirely placed on the content of the TLSA records
obt ai ned vi a DNSSEC

0 When the high bit is not set (PKIX-TA(0) and PKIX-EE(1)), the TLSA
record publishes a server policy stating that its certificate
chai n nust pass PKI X validation [ RFC5280] and the DANE TLSA record
is used to signal an additional requirement that the PKIX
val i dated server certificate chain also contains the referenced CA
or EE certificate.

The selector field specifies whether the TLSA RR mat ches the whol e
certificate (Cert(0)) or just its subjectPublicKeylnfo (SPKI(1)).
The subj ectPublicKeylnfo is an ASN. 1 DER encodi ng of the
certificate's algorithmid, any paraneters and the public key data.
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2.

4.

4.

The matching type field specifies how the TLSA RR Certificate
Association Data field is to be conpared with the certificate or
public key. A value of Full(0) nmeans an exact match: the full DER
encoding of the certificate or public key is given in the TLSA RR A
val ue of SHA2-256(1) neans that the association data nmatches the
SHA2- 256 di gest of the certificate or public key, and |ikew se
SHA2-512(2) means a SHA2-512 digest is used. O the two digest

al gorithms, for now only SHA2-256(1) is nmandatory to inplenent.
Clients SHOULD i nmpl enent SHA2-512(2), but servers SHOULD NOT

excl usi vely publish SHA2-512(2) digests. The digest algorithm
agility protocol defined in Section 8 SHOULD be used by clients to
deci de how to process TLSA RRsets that enploy nultiple digest

al gorithnms. Server operators MJST publish TLSA RRsets that are
conmpatible with digest algorithmagility.

1. Exanple TLSA record
In the exanple TLSA record bel ow

_25. tcp.mail.exanple.com |IN TLSA PKI X-TA Cert SHA2-256 (
E8B54E0B4BAA815B06D3462D65FBC7 CO
CF556 ECCF9F5303EBFBB77D022F834C0 )

The TLSA Certificate Usage is DANE-TA(2), the selector is Cert(0) and
the matching type is SHA2-256(1). The last field is the Certificate
Associ ation Data Field, which in this case contains the SHA2- 256

di gest of the server certificate.

DANE TLS Requirenents

[ RFC6698] does not di scuss what versions of TLS are required when
usi ng DANE records. This docunent specifies that TLS clients that
support DANE/ TLSA MJST support at least TLS 1.0 and SHOULD support
TLS 1.2. TLS clients and servers using DANE SHOULD support the
"Server Nane |ndication" (SNI) extension of TLS.
Certificate-Usage- Specific DANE Updates and Gui deli nes

The four Certificate Usage values fromthe TLSA record, DANE-EE(3),
DANE- TA(2), PKI X-EE(1) and PKI X- TA(0), are discussed bel ow

1. Certificate Usage DANE- EE(3)
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In this section the nmeaning of DANE-EE(3) is updated from [ RFC6698]
to specify that peer identity matching and that validity interva
compliance is based solely on the TLSA RRset properties. W also
extend [ RFC6698] to cover the use of DANE aut hentication of raw
public keys [I-D.ietf-tls-o0b-pubkey] via TLSA records with
Certificate Usage DANE- EE(3) and selector SPKI(1).

Aut hentication via certificate usage DANE- EE(3) TLSA records invol ves
simply checking that the server’s |leaf certificate matches the TLSA
record. In particular, the binding of the server public key to its
nane is based entirely on the TLSA record association. The server
MUST be considered authenticated even if none of the nanes in the
certificate match the client’s reference identity for the server

Simlarly, with DANE-EE(3), the expiration date of the server
certificate MIUST be ignored. The validity period of the TLSA record
key binding is determned by the validity interval of the TLSA record
DNSSEC si gnhat ur es

Wth DANE-EE(3) servers that know all the connecting clients are
maki ng use of DANE, they need not enploy SNI (i.e., the may ignore
the client’s SNI nmessage) even when the server is known under
mul ti ple donmai n nanmes that woul d otherwi se require separate
certificates. It is instead sufficient for the TLSA RRsets for al
the domai n nanes in question to match the server’s primary
certificate. For application protocols where the server nane is
obtained indirectly via SRV, MX or simlar records, it is sinplest to
publish a single hostnane as the target server nane for all the
host ed domai ns.

In organi zations where it is practical to nake coordi nated changes in
DNS TLSA records before server key rotation, it is generally best to
publish end-entity DANE-EE(3) certificate associations in preference
to other choices of certificate usage. DANE-EE(3) TLSA records
support multiple server nanes without SNI, don't suddenly stop
wor ki ng when leaf or internmediate certificates expire, and don't fai
when a server operator neglects to include all the required issuer
certificates in the server certificate chain.

TLSA records published for DANE servers SHOULD, as a best practice,
be "DANE- EE(3) SPKI (1) SHA2-256(1)" records. Since all DANE

i mpl ementations are required to support SHA2-256, this record type
works for all clients and need not change across certificate renewal s
with the sane key. This TLSA record type easily supports hosting
arrangenents with a single certificate matching all hosted domain.

It is also the easiest to inplenent correctly in the client.
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Anot her advantage of "DANE-EE(3) SPKI(1)" (w th any suitable nmatching
type) TLSA records is that they are conpatible with the raw public
key TLS extension specified in [I-D.ietf-tls-oo0ob-pubkey]. DANE
clients that support this extension can use the TLSA record to

aut henticate servers that negotiate the use of raw public keys in

pl ace of X. 509 certificate chains. Provided the server adheres to
the requirenents of Section 7, the fact that raw public keys are not
conmpatible with any other TLSA record types will not get in the way
of successful authentication. Cdients that enpl oy DANE to

aut henticate the peer server SHOULD NOT negotiate the use of raw
public keys unless the server’'s TLSA RRset includes conpatible TLSA
records.

VWhile it is, in principle, also possible to authenticate raw public
keys via "DANE-EE(3) Cert(0) Full(0)" records by extracting the
public key fromthe certificate in DNS, this is in conflict with the
i ndi cated selector and requires extra logic on clients that not all

i mpl enmentations are expected to provide. Servers SHOULD NOT rely on
"DANE- EE(3) Cert(0) Full (0)" TLSA records to publish authentication
data for raw public keys.

4.2. Certificate Usage DANE- TA(2)

This section updates [ RFC6698] by specifying a new operationa

requi renent for servers publishing TLSA records with a usage of DANE-
TA(2): such servers MJST include the trust-anchor certificate in
their TLS server certificate nessage

Sone donmins may prefer to avoid the operational conplexity of
publ i shing uni que TLSA RRs for each TLS service. |f the domain

enpl oys a common issuing Certification Authority to create
certificates for nultiple TLS services, it may be sinpler to publish
the issuing authority as a trust anchor (TA) for the certificate
chains of all relevant services. The TLSA query donain (TLSA base
domain with port and protocol prefix labels) for each service issued
by the sane TA nay then be set to a CNAME alias that points to a
conmon TLSA RRset that matches the TA. For exanple:

wwwl. exanpl e. com IN A 192.0.2.1

ww2. exanpl e. com IN A 192.0.2.2

_443. tcp.wwil. exanple.com | N CNAME tl| sa201. dane. exanpl e. com
_443. tcp. ww2. exanple.com | N CNAME t| sa201. _dane. exanpl e. com
tl sa201. _dane. exanpl e. com IN TLSA 2 0 1 e3b0c44298fclcl4..

Wth usage DANE-TA(2) the server certificates will need to have nanes
that match one of the client’s reference identifiers (see [ RFC6125]).
The server SHOULD enploy SNI to select the appropriate certificate to
present to the client.
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4.2.1. Recommended record conbi nati ons

TLSA records with selector Full (0) are NOI RECOWENDED. While these
potentially obviate the need to transnit the TA certificate in the
TLS server certificate nessage, client inplenentations nay not be
able to augnent the server certificate chain with the data obtained
from DNS, especially when the TLSA record supplies a bare key
(selector SPKI(1)). Since the server will need to transmt the TA
certificate in any case, server operators SHOULD publish TLSA records
with a selector other than Full (0) and avoid potential DNS
interoperability issues with |arge TLSA records containing ful
certificates or keys (see Section 9.1.1).

TLSA Publ i shers enpl oyi ng DANE- TA(2) records SHOULD publish records
with a selector of Cert(0). Such TLSA records are associated with
the whol e trust anchor certificate, not just with the trust anchor
public key. In particular, the client SHOULD then apply any rel evant
constraints fromthe trust anchor certificate, such as, for exanple,
path | ength constraints.

VWhile a selector of SPKI(1) rmay al so be enpl oyed, the resulting TLSA
record will not specify the full trust anchor certificate content,
and el enments of the trust anchor certificate other than the public
key beconme nmutable. This may, for exanple, enable a subsidiary CAto
i ssue a chain that violates the trust anchor’s path I ength or name
constraints

4.2.2. Trust anchor digests and server certificate chain

Wth DANE- TA(2) (TLSA records should natch the digest of a TA
certificate or public key), a conplication arises when the TA
certificate is omtted fromthe server’s certificate chain, perhaps
on the basis of Section 7.4.2 of [RFC5246]:

The sender’s certificate MIST cone first in the list. Each
following certificate MUST directly certify the one preceding
it. Because certificate validation requires that root keys be
di stributed independently, the self-signed certificate that
specifies the root certification authority MAY be onmitted from
the chain, under the assunption that the renpte end nust

al ready possess it in order to validate it in any case.

Wth TLSA Certificate Usage DANE-TA(2), there is no expectation that
the client is pre-configured with the trust anchor certificate. In
fact, client inplenmentations are free to ignore all locally
configured trust anchors when processi ng usage DANE- TA(2) TLSA
records and may rely exclusively on the certificicates provided in
the server’'s certificate chain. But, with a digest in the TLSA
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record, the TLSA record contains neither the full trust anchor
certificate nor the full public key. |If the TLS server’s certificate
chain does not contain the trust anchor certificate, DANE clients
will be unable to authenticate the server

TLSA Publishers that publish TLSA Certificate Usage DANE- TA(2)
associations with a selector of SPKI (1) or using a digest-based

mat chi ng type (not Full (0)) MJST ensure that the correspondi ng server
is configured to also include the trust anchor certificate in its TLS
handshake certificate chain, even if that certificate is a self-
signed root CA and woul d have been optional in the context of the

exi sting public CA PKI.

4.2.3. Trust anchor public keys

TLSA records with TLSA Certificate Usage DANE-TA(2), selector SPKI (1)
and a matching type of Full(0) will publish the full public key of a
trust anchor via DNS. |In section 6.1.1 of [RFC5280] the definition
of a trust anchor consists of the follow ng four parts:

1. the trusted issuer nane,
2. the trusted public key algorithm
3. the trusted public key, and

4. optionally, the trusted public key paranmeters associated with the
public key.

Itens 2-4 are precisely the contents of the subjectPublicKeylnfo
published in the TLSA record. The issuer nane is not included in the
subj ect Publ i cKeyl nf o.

Wth TLSA Certificate Usage DANE-TA(2), the client may not have the
associ ated trust anchor certificate, and cannot generally verify
whet her a particular certificate chain is "issued by" the trust
anchor described in the TLSA record.

When the server certificate chain includes a CA certificate whose
public key matches the TLSA record, the client can match that CA as
the intended issuer. Oherwise, the client can only check that the
topnost certificate in the server’'s chain is "signed by" the trust
anchor’s public key in the TLSA record. Such a check may be
difficult to inplement, and cannot be expected to be supported by al
clients.

Thus, servers should not rely on "DANE-TA(2) SPKI (1) Full (0)" TLSA
records to be sufficient to authenticate chains issued by the
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associ ated public key in the absense of a corresponding certificate
in the server’s TLS certificate nmessage. Servers SHOULD i nclude the
TA certificate in their certificate chain.

If none of the server’s certificate chain elenments nmatch a public key
specified in a TLSA record, and at |east one "DANE-TA(2) SPKI (1)

Full (0)" TLSA record is available, clients are encouraged to check
whet her the topnost certificate in the chain is signed by the

provi ded public key and has not expired, and in that case consider
the server authenticated, provided the rest of the chain passes
validation including |eaf certificate name checks.

4.3. Certificate Usage PKI X- EE(1)

This Certificate Usage is simlar to DANE-EE(3), but in addition PKIX
verification is required. Therefore, nane checks, certificate
expiration, etc., apply as they would without DANE. When, for a

gi ven application protocol, DANE clients support both DANE-EE(3) and
PKI X- EE(1) usages, it should be noted that an attacker who can
conprom se DNSSEC can replace these with usage DANE- EE(3) or DANE-
TA(2) TLSA records of their choosing, and thus bypass any PKIX
verification requirenents.

Theref ore, except when applications support only the PKIX Certificate
Usages (0 and 1), this Certificate Usage offers only illusory
incremental security over usage DANE-EE(3). It provides |ower
operational reliability than DANE- EE(3) since sone clients may not be
configured with the required root CA, the server’s chain nmay be

i nconpl ete or nanme checks may fail. PKIX-EE(1) also requires nore
conmpl ex coordi nati on between the Custoner Donmain and the Service
Provider in hosting arrangenments. This certificate usage is NOT
RECOMVENDED.

4.4, Certificate Usage PKIX-TA(Q)

This section updates [ RFC6698] by specifying new client

i mpl erentation requirements. Cdients that trust internediate
certificates MIST be prepared to construct |onger PKIX chains than
woul d be required for PKIX al one.

TLSA Certificate Usage PKI X-TA(O) allows a donmain to publish
constraints on the set of PKIX certification authorities trusted to

i ssue certificates for its TLS servers. This TLSA record mat ches

PKI X-verified trust chains which contain an issuer certificate (root
or internmediate) that matches its association data field (typically a
certificate or digest).
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As with PKIX-EE(1) case, an attacker who can conproni se DNSSEC can
repl ace these with usage DANE- EE(3) or DANE-TA(2) TLSA records of his
choosing and thus bypass the PKI X verification requirenents.

Theref ore, except when applications support only the PKIX Certificate
Usages (0 and 1), this Certificate Usage offers only illusory
incremental security over usage DANE-TA(2). It provides |ower
operational reliability than DANE-TA(2) since sone clients may not be
configured with the required root CA. PKIX-TA(0) also requires nore
compl ex coordi nati on between the Custoner Domain and the Service
Provider in hosting arrangenments. This certificate usage is NOT
RECOMVENDED.

TLSA Publ i shers who publish TLSA records for a particular public root
CA, will expect that clients will then only accept chains anchored at
that root. It is possible, however, that the client’s trusted
certificate store includes sonme internmediate CAs, either with or

wi thout the corresponding root CA. Wen a client constructs a trust
chain leading froma trusted internediate CA to the server |eaf
certificate, such a "truncated" chain night not contain the trusted
root published in the server’s TLSA record.

If the onmitted root is also trusted, the client may erroneously
reject the server chain if it fails to deternine that the shorter
chain it constructed extends to a |longer trusted chain that matches
the TLSA record. Thus, when natching a usage PKI X-TA(0) TLSA record,
a client SHOULD NOT al ways stop extending the chain when the first
locally trusted certificate is found. |If no TLSA records have

mat ched any of the elenents of the chain, and the trusted certificate
found is not self-issued, the client MUST attenpt to build a I onger
chain in the hope that a certificate closer to the root may in fact
match the server’s TLSA record

5. Service Provider and TLSA Publisher Synchronization

Conplications arise when the TLSA Publisher is not the sane entity as
the Service Provider. |In this situation, the TLSA Publisher and the
Servi ce Provider nust cooperate to ensure that TLSA records published
by the TLSA Publisher don’t fall out of sync with the server
certificate used by the Service Provider

Whenever possible, the TLSA Publisher and the Service Provider should
be the sanme entity. Oherw se, changes in the service certificate
chai n nust be carefully coordinated between the parties invol ved.
Such coordination is difficult and service outages will result when
coordi nation fails.

Havi ng the master TLSA record in the Service Provider’'s zone avoids
the complexity of bilateral coordination of server certificate
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configuration and TLSA record nanagenent. Even when the TLSA RRset
must be published in the Custonmer Domain’s DNS zone (perhaps the
client application does not "chase" CNAMES to the TLSA base domai n),
it is possible to enpl oy CNAMVE records to del egate the content of the
TLSA RRset to a domain operated by the Service Provider. Certificate
nane checks generally constrain the applicability of TLSA CNAMEs
across organi zati onal boundaries to Certificate Usages DANE-EE(3) and
DANE- TA( 2) :

Certificate Usage DANE-EE(3): In this case the Service Provider can
publish a single TLSA RRset that nmatches the server certificate or
public key digest. The same RRset works for all Custoner Domai ns
because nane checks do not apply wi th DANE-EE(3) TLSA records (see
Section 4.1). A Custoner Domain can create a CNAME record
pointing to the TLSA RRset published by the Service Provider

Certificate Usage DANE-TA(2): Wen the Service Provider operates a
private certification authority, the Service Provider is free to
issue a certificate bearing any customer’s domai n nane. Wt hout
DANE, such a certificate would not pass trust verification, but
with DANE, the custonmer’s TLSA RRset that is aliased to the
provider’s TLSA RRset can del egate authority to the provider’'s CA
for the correspondi ng service. The Service Provider can generate
appropriate certificates for each custoner and use the SN
information provided by clients to select the right certificate
chain to present to each client.

Bel ow are exanpl e DNS records (assuned "secure" and shown wi thout the
associ at ed DNSSEC i nformation, such as record signatures) that
illustrate both of of the above nodels in the case of an HTTPS
service whose clients all support DANE TLS. These exanples work even
with clients that don’t "chase" CNAMEsS when constructing the TLSA
base domain (see Section 6 bel ow).

;. The hosted web service is redirected via a CNAME al i as.
; The associated TLSA RRset is also redirected via a CNAME ali as.

A single certificate at the provider works for all Customer
Domai ns due to the use of the DANE-EE(3) Certificate Usage.

wwwl. exanpl e. com I N CNAME wl. exanpl e. net.

_443. tcp. wwil. exanple.com | N CNAME _443. _tcp. wl. exanpl e. net.
_443. tcp.wl. exanpl e. net. I N TLSA DANE- EE SPKI SHA2- 256 (

8A9A70596E869BED72C69D97A8895DFA
D86F300A343FECEFF19E89C27C896BC9 )

; A CA at the provider can also issue certificates for each Customer
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; Domain, and use the DANE-TA(2) Certificate Usage type to
indicate a trust anchor.

QMMQ.exaane.con1 I N CNAME w2. exanpl e. net.

_443. tcp. ww2. exanpl e.com I N CNAME 443. tcp.w2. exanpl e. net.
_443. tcp. w2. exanpl e. net. I N TLSA DANE- TA Cert SHA2-256 (

C164B2C3F36D068D42A6138E446152F5
68615F28C69BD96A73E354CACB8EDOOC )

Wth protocols that support explicit transport redirection via DNS MX
records, SRV records, or other sinilar records, the TLSA base domain
is based on the redirected transport end-point, rather than the
origin domain. Wth SMIP, for exanple, when an enail service is
hosted by a Service Provider, the Custonmer Domain’s MX hostnanmes wil |
poi nt at the Service Provider’s SMIP hosts. Wen the Custoner
Domain’s DNS zone is signed, the MX host nanmes can be securely used as
the base donains for TLSA records that are published and nanaged by
the Service Provider. For exanple (w thout the required DNSSEC

i nformati on, such as record signatures):

; Hosted SMIP service

exanpl e. com IN MX 0 nxl. exanpl e. net.

exanpl e. com IN MX 0 nx2. exanpl e. net.

_25. _tcp. nxl. exanpl e.net. | N TLSA DANE- EE SPKI SHA2- 256 (
8A9A70596E869BED72C69D97A8895DFA
D86F300A343FECEFF19E89C27C896BC9 )

_25. _tcp. k2. exanpl e.net. | N TLSA DANE- EE SPKI SHA2- 256 (
C164B2C3F36D068D42A6138E446152F5
68615F28C69BDI6A73E354CACB8EDOOC )

If redirection to the Service Provider’s domain (via MX or SRV
records or any simlar nmechanisn) is not possible, and aliasing of
the TLSA record is not an option, then nore conpl ex coordi nation

bet ween the Custoner Donain and Service Provider will be required.

Ei ther the Custoner Domain periodically provides private keys and a
corresponding certificate chain to the Provider (after naking
appropriate changes in its TLSA records), or the Service Provider
periodically generates the keys and certificates and nust wait for
mat chi ng TLSA records to be published by its Custoner Domai ns before
depl oying newy generated keys and certificate chains. In Section 6
bel ow, we describe an approach that enpl oys CNAME "chasi ng" to avoid
the difficulties of coordinating key nanagenent across organization
boundari es.

For further infornmation about conbining DANE and SRV, pl ease see
[I-D.ietf-dane-srv].
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6. TLSA Base Domai n and CNAMEs

When the application protocol does not support service |ocation
indirection via M, SRV or simlar DNS records, the service nmay be
redirected via a CNAME. A CNAME is a nore blunt instrunent for this
pur pose, since unlike an MX or SRV record, it remaps the entire
origin donmain to the target donain for all protocols.

The conpl exity of coordinating key managenent is largely elimnated
when DANE TLSA records are found in the Service Provider’s donmain, as
di scussed in Section 5. Therefore, DANE TLS clients connecting to a
server whose domain nane is a CNAME alias SHOULD fol |l ow the CNAME
hop-by-hop to its ultimate target host (noting at each step whether
the CNAME is DNSSEC-validated). |If at each stage of CNAME expansion
the DNSSEC validation status is "secure", the final target nane
SHOULD be the preferred base domain for TLSA | ookups.

I mpl ementations failing to find a TLSA record using a base name of
the final target of a CNAME expansi on SHOULD i ssue a TLSA query using
the original destination name. That is, the preferred TLSA base
domai n should be derived fromthe fully expanded nane, and failing
that should be the initial domain nane.

When the TLSA base domain is the result of "secure" CNAME expansion
the resulting domain name MJUST be used as the HostName in SN, and
MUST be the primary reference identifier for peer certificate

mat ching with certificate usages other than DANE-EE(3).

Pr ot ocol -specific TLSA specifications nmay provide additional guidance
or restrictions when foll owi ng CNAME expansi ons.

Though CNAMEs are illegal on the right hand side of nost indirection
records, such as MX and SRV records, they are supported by sone

i npl ementations. For exanple, if the MX or SRV host is a CNAME
alias, sone inplenentations may "chase" the CNAME. |f they do, they
SHOULD use the target hostnanme as the preferred TLSA base donmain as
descri bed above (and if the TLSA records are found there, use the
CNAME expanded domain also in SNI and certificate nanme checks).

7. TLSA Publisher Requirenents

This section updates [ RFC6698] by specifying a requirenent on the
TLSA Publisher to ensure that each conbination of Certificate Usage
sel ector and matching type that is present in the server’s TLSA RRset
MUST include at |east one record that matches the server’s present
(rather than future or past) certificate chain. W describe a TLSA
record update algorithmthat ensures this requirenent is net.
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Wiile a server is to be considered authenticated when its certificate
chain is matched by any of the published TLSA records, not al

clients support all conbinations of TLSA record paraneters. Sone
clients may not support sone digest algorithns, others may either not
support, or nmay exclusively support, the PKIX Certificate Usages.
Sone clients may prefer to negotiate [I-D.ietf-tls-oob-pubkey] raw
public keys, which are only conpatible with TLSA records whose
Certificat Usage is DANE-EE(3) with selector SPKI(1).

A consequence of the above uncertainty as to which TLSA paraneters
are supported by any given client is that servers need to ensure that
each and every paraneter conbination that appears in the TLSA RRset
is, onits own, sufficient to match the server’s current certificate
chain. In particular, when depl oying new keys or new paraneter

combi nations some care is required to not generate paraneter

conbi nations that only match past or future certificate chains (or
raw public keys). The rest of this section explains howto update
the TLSA RRset in a manner that ensures the above requirenent is net.

7.1. Rolling a Key Wthout Changing TLSA Paraneters

The sinplest case is key rollover while retaining the sanme set of
publ i shed paraneter conbinations. |In this case, TLSA records

mat chi ng the existing server certificate chain (or raw public keys)
are first augnmented with corresponding records matching the future
keys, at least two TTLs or |onger before the the new chain is

depl oyed. This allows the obsolete RRset to age out of client caches
before the new chain is used in TLS handshakes. Once sufficient tine
has el apsed and all clients perform ng DNS | ookups are retrieving the
updat ed TLSA records, the server administrator nmay depl oy the new
certificate chain, verify that it works, and then renove any obsol ete
records matching the no | onger active chain:

; The initial TLSA RRset
;443._tcp.MMMLexanple.org. IN TLSA 3 1 1 01d09d19c2139a46. .

; The transitional TLSA RRset published at |east 2*TTL seconds
; before the actual key change

;443._tcp.MMMLexaane.org. IN TLSA 3 1 1 01d09d19c2139a46. .
_443. tcp. ww. exanple.org. IN TLSA 3 1 1 7aa7a5359173d05b. .

; The final TLSA RRset after the key change

;443._tcp.MMMLexaane.org. IN TLSA 3 1 1 7aa7a5359173d05b. .
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The next case to consider is adding or switching to a new comnbi nation
of TLSA paraneters. |In this case publish the new paraneter
combi nations for the server’s existing certificate chain first, and
only then depl oy new keys if desired:
; Initial TLSA RRset
;443._tcp.MMMLexanple.org. IN TLSA 1 1 1 01d09d19c2139a46. .
; New TLSA RRset, sane key re-published as DANE- EE(3)
;443._tcp.MMMLexanple.org. IN TLSA 3 1 1 01d09d19c2139a46. .

7.2. Switching to DANE- CA from DANE- EE

A nore conplex involves switching to a trust-anchor or PKIX usage
froma chain that is either self-signed, or issued by a private CA
and thus not conpatible with PKIX. Here the process is to first add
TLSA records matching the future chain that is issued by the desired
future CA (private or PKIX), but initially with the same parameters
as the legacy chain. Then, after deploying the new keys, switch to
the new TLSA paraneter conbi nation.

; The initial TLSA RRset

;443._tcp.MMMLexanple.org. IN TLSA 3 1 1 01d09d19c2139a46. .

; Atransitional TLSA RRset, published at |east 2*TTL before the
; actual key change. The new keys are issued by a DANE-TA(2) CA

but for now specified via a DANE-EE(3) associati on.

_443. _tcp. ww. exanple.org. IN TLSA 3 1 1 01d09d19c2139a46. .
_443. _tcp. ww. exanple.org. IN TLSA 3 1 1 7aa7a5359173d05b. .

; The final TLSA RRset after the key change. Now that the old

; self-signed EE keys are not an inpediment, specify the issuing
; TA of the new keys.

;443._tcp.mmmnexanple.org. IN TLSA 2 0 1 c57bce38455d9e3d. .

7.3. Switching to New TLSA Paraneters
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When enpl oying a new digest algorithmin the TLSA RRset, for
compatibility with digest agility specified in Section 8 bel ow,

adm ni strators should publish the new digest algorithmw th each
conbi nations of Certificate Usage and sel ector for each associated
key or chain used with any other digest algorithm Wen renoving an
algorithm renove it entirely. Each digest algorithm enployed shoul d
mat ch the same set of chains (or raw public keys).

; The initial TLSA RRset with EE SHA2- 256 associations for two keys.

;443._tcp.MMMLexaane.org. IN TLSA 3 1 1 01d09d19c2139a46. .
_443. tcp. ww. exanple.org. IN TLSA 3 1 1 7aa7a5359173d05b. .

; The new TLSA RRset also with SHA2-512 associ ations for each key

_443. tcp.ww. exanple.org. IN TLSA 3 1 1 01d09d19c2139a46. .
_443. tcp.ww. exanple.org. IN TLSA 3 1 2 d9947¢35089310bc. .
_443. tcp. ww. exanple.org. IN TLSA 3 1 1 7aa7a5359173d05b. .
_443. tcp.ww. exanple.org. IN TLSA 3 1 2 89a7486a4b6ae714. .

7.4. TLSA Publisher Requirenents Sunmary

In summary, server operators updating TLSA records shoul d nake one
change at a tine. Either pre-publish new keys with existing TLSA
paraneters, renmove records matching stale keys, or add new TLSA
paraneters for all current keys. Ensure that at all times, each
combi nati on of paraneter values matches the sane set of underlying
objects (trust anchors, leaf certificates or raw public keys).

Anot her way of saying the sane thing is that no conbination of
Certificate Usage, selector and matching type in a server’'s TLSA
RRset should ever match only some conbination of future or past keys.
Such conbi nations of paraneters should be renoved before
correspondi ng keys are retired, or added only after new keys becomne
active.

8. Digest AlgorithmAgility

Whil e [ RFC6698] specifies multiple digest algorithns, it does not
specify a protocol by which the TLS client and TLSA record publisher
can agree on the strongest shared algorithm Such a protocol would
all ow the client and server to avoid exposure to any deprecated
weaker algorithnms that are published for conmpatibility with | ess
capable clients, but should be ignored when possible. W specify
such a protocol bel ow

Suppose that a DANE TLS client authenticating a TLS server considers

di gest algorithm"Better Al g" stronger than digest algorithm
"WorseAl g". Suppose further that a server’s TLSA RRset contains sone
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records with "BetterAl g" as the digest algorithm Suppose al so that
the server adheres to the requirenments of Section 7 and ensures that
each conbination of TLSA paraneters contains at | east one record that
mat ches the server’s current certificate chain (or raw public keys).
Under the above assunptions the client can safely ignore TLSA records
with the weaker al gorithm "WrseAl g", because it suffices to only
check the records with the stronger algorithm"BetterAl g".

To nmake digest algorithmagility possible, all published TLSA RRsets
for use with DANE TLS MJST conformto the requirenents of Section 7.
Wth servers publishing conpliant TLSA RRsets, TLS clients can, for
each conbination of usage and selector, ignore all digest records
except those that enploy their notion of the strongest digest
algorithm (The server should only publish algorithnms it deens
acceptable at all.) The ordering of digest algorithnms by strength is
not specified in advance; it is entirely up to the TLS client. TLS
client inplenentations SHOULD nake the digest al gorithm preference
ordering a configurable option

Note, TLSA records with a matching type of Full (0) that publish an
entire certificate or public key object play no role in digest
algorithmagility. They neither trunp the processing of records that
enpl oy digests, nor are they ignored in the presence of any records
with a digest (i.e. non-zero) matching type

TLS clients SHOULD use digest algorithmagility when processing the
DANE TLSA records of an TLS server. Algorithmagility is to be
applied after first discarding any unusable or nal forned records
(unsupported digest algorithm or incorrect digest |length). Thus,
for each usage and selector, the client SHOULD process only any
usabl e records with a matching type of Full (0) and the usable records
whose digest algorithmis considered by the client to be the
strongest anong usable records with the given usage and sel ector

9. General DANE Gui delines

These gui del i nes provi de guidance for using or designing protocols
for DANE.

9.1. DANE DNS Record Size Guidelines
Sel ecting a conbi nation of TLSA paraneters to use requires careful
thought. One inportant consideration to take into account is the

size of the resulting TLSA record after its paraneters are sel ected.

9.1.1. UDP and TCP Consi derati ons
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Depl oyments SHOULD avoi d TLSA record sizes that cause UDP
fragment ati on.

Al t hough DNS over TCP would provide the ability to nore easily
transfer larger DNS records between clients and servers, it is not
universally deployed and is still prohibited by sonme firewalls.
Clients that request DNS records via UDP typically only use TCP upon
recei pt of a truncated response in the DNS response message sent over
UDP. Setting the TC bit alone will be insufficient if the response
containing the TC bit is itself fragnented

9.1.2. Packet Size Considerations for TLSA Paraneters

Server operators SHOULD NOT publish TLSA records using both a TLSA
Sel ector of Cert(0) and a TLSA Matching Type of Full (0), as even a
single certificate is generally too large to be reliably delivered
via DNS over UDP. Furthernore, two TLSA records containing ful
certificates will need to be published simultaneously during a
certificate rollover, as discussed in Section 7.1

Wil e TLSA records using a TLSA Sel ector of SPKI(1) and a TLSA

Mat chi ng Type of Full (0) (which publish the bare public keys w thout
the overhead of a containing X 509 certificate) are generally nore
compact, these too should be used with caution as they are stil

| arger than necessary. Rather, servers SHOULD publish digest-based
TLSA Matching Types in their TLSA records. The conplete
corresponding certificate should, instead, be transnmitted to the
client in-band during the TLS handshake, which can be easily verified
usi ng the di gest val ue.

In summary, the use of a TLSA Matching Type of Full (0) is NOT
RECOMVENDED and t he use of a digest-based matching type, such as
SHA2- 256( 1) SHOULD be used.

9.2. Certificate Nane Check Conventions

Certificates presented by a TLS server will generally contain a
subj ect Al t Name (SAN) extension or a Common Nane (CN) el enent within
the subject distinguished name (DN). The TLS server’s DNS domain
nane is nornally published within these elenents, ideally within the
subj ect Al t Nane extension. (The use of the CN field for this purpose
i s deprecated.)

When a server hosts multiple domains at the same transport endpoint,
the server’s ability to respond with the right certificate chainis

predi cated on correct SNI information fromthe client. DANE clients
MUST send the SNI extension with a HostNanme val ue of the base donain
of the TLSA RRset.
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Except with TLSA Certificate Usage DANE- EE(3), where nane checks are
not applicable (see Section 4.1), DANE clients MJST verify that the
client has reached the correct server by checking that the server
name is listed in the server certificate’s SAN or CN. The server
nane used for this conparison SHOULD be the base domain of the TLSA
RRset. Additional acceptable names nay be specified by protocol -
speci fic DANE standards. For exanple, with SMIP both the destination
domai n nane and the MX host nane are acceptable nanes to be found in
the server certificate (see [I-D.ietf-dane-sntp-wth-dane]).

It is the responsibility of the service operator, in coordination
with the TLSA Publisher, to ensure that at |east one of the TLSA
records published for the service will match the server’s certificate
chain (either the default chain or the certificate that was sel ected
based on the SNI information provided by the client).

G ven the DNSSEC val i dated DNS records bel ow

exanpl e. com IN MX 0 nail.exanpl e.com

mai | . exanpl e. com IN A 192.0.2.1

_25. tcp.mail.exanple.com |IN TLSA DANE-TA Cert SHA2-256 (
E8B54E0B4BAA815B06D3462D65FBC7 CO
CF556 ECCF9F5303EBFBB77D022F834C0 )

The TLSA base donmain is "mail.exanple.cont and is required to be the
HostNanme in the client’s SNI extension. The server certificate chain
is required to be be signed by a trust anchor with the above
certificate SHA2-256 digest. Finally, one of the DNS nanes in the
server certificate is required to be be either "nmail.exanple.com or
"exanpl e. com' (this additional name is a concession to conpatibility
with prior practice, see [I-D.ietf-dane-sntp-wth-dane] for details).

The semantics of wildcards in server certificates are left to
i ndi vi dual application protocol specifications.

9.3. Design Considerations for Protocols Using DANE

When a TLS client goes to the trouble of authenticating a certificate
chain presented by a TLS server, it will typically not continue to
use that server in the event of authentication failure, or else

aut henti cation serves no purpose. Sone clients nmay, at tines,
operate in an "audit" node, where authentication failure is reported
to the user or in logs as a potential problem but the connection
proceeds despite the failure. Nevertheless servers publishing TLSA
records MJST be configured to allow correctly configured clients to
successfully authenticate their TLS certificate chains.
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9. 3.

10.

A service with DNSSEC-val i dated TLSA records inplicitly prom ses TLS
support. Wen all the TLSA records for a service are found
"unusabl e", due to unsupported paraneter conbinations or malfornmed
associ ated data, DANE clients cannot authenticate the service
certificate chain. Wen authenticated TLS is dictated by the
application, the client SHOULD NOT connect to the associated server
If, on the other hand, the use of TLS is "opportunistic", then the
client SHOULD generally use the server via an unauthenticated TLS
connection, but if TLS encryption cannot be established, the client
MUST NOT use the server. Standards for DANE specific to the
particul ar application protocol nmay nodify the above requirenents, as
appropriate, to specify whether the connection should be established
anyway wi thout relying on TLS security, with only encryption but not
aut henti cation, or whether to refuse to connect entirely.
Application protocols need to specify when to prioritize security
over the ability to connect under adverse conditions.

1. Design Considerations for non-PKI X Protocols

For some application protocols (such as SMIP to MX with opportunistic
TLS), the existing public CA PKI is not a viable alternative to DANE.
For these (non-PKI X) protocols, new DANE standards SHOULD NOT suggest
publishing TLSA records with TLSA Certificate Usage PKI X-TA(O0) or

PKI X-EE(1), as TLS clients cannot be expected to perform [ RFC5280]
PKI X val i dation or [RFC6125] identity verification

Prot ocol s desi gned for non-PKI X use SHOULD choose to treat any TLSA
records with TLSA Certificate Usage PKIX-TA(0) or PKIX-EE(1) as
unusable. After verifying that the only available TLSA Certificate
Usage types are PKI X-TA(0) or PKIX-EE(1), protocol specifications MAY
instruct clients to either refuse to initiate a connection or to
connect via unauthenticated TLS if no alternative authentication
mechani snms are avail abl e.

Interaction with Certificate Transparency

Certificate Transparency (CT) [RFC6962] defines an experinmental
approach to nitigate the risk of rogue or conprom sed public CAs

i ssuing unauthorized certificates. This section clarifies the
interaction of CT and DANE. CT is an experinental protocol and
auditing systemthat applies only to public CAs, and only when they
are free to issue unauthorized certificates for a domain. |f the CA
is not a public CA or a DANE-EE(3) TLSA RR directly specifies the
end entity certificate, there is no role for CT, and clients need not
apply CT checks.

Wien a server is authenticated via a DANE TLSA RR with TLSA
Certificate Usage DANE-EE(3), the domain owner has directly specified
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11.

the certificate associated with the given service w thout reference
to any PKI X certification authority. Therefore, when a TLS client
aut henticates the TLS server via a TLSA certificate association with
usage DANE-EE(3), CT checks SHOULD NOT be performed. Publication of
the server certificate or public key (digest) in a TLSA record in a
DNSSEC si gned zone by the domain owner assures the TLS client that
the certificate is not an unauthorized certificate issued by a rogue
CA without the domain owner’s consent.

When a server is authenticated via a DANE TLSA RR with TLSA usage
DANE- TA(2) and the server certificate does not chain to a known
public root CA, CT cannot apply (CT logs only accept chains that
start with a known, public root). Since TLSA Certificate Usage DANE-
TA(2) is generally intended to support non-PKI X trust anchors, TLS
clients SHOULD NOT perform CT checks with usage DANE- TA(2) using
unknown root CAs.

A server operator who wants clients to perform CT checks should
publish TLSA RRs with usage PKI X-TA(0) or PKI X-EE(1).

Not e on DNSSEC Security

Clearly the security of the DANE TLSA PKI rests on the security of

t he underlying DNSSEC i nfrastructure. Wile this meno is not a guide
to DNSSEC security, a few comments may be hel pful to TLSA

i mpl ement ers.

Wth the existing public CA PKI, nanme constraints are rarely used,
and a public root CA can issue certificates for any donain of its
choice. Wth DNSSEC, under the Registry/Registrar/Registrant nodel
the situation is different: only the registrar of record can update a
domain’s DS record in the registry parent zone (in sone cases,
however, the registry is the sole registrar). Wth many gTLDs, for
which nultiple registrars conpete to provide domains in a single
registry, it is inportant to nmake sure that rogue regi strars cannot
easily initiate an unauthorized donmain transfer, and thus take over
DNSSEC for the domain. DNS Operators SHOULD use a registrar |ock of
their domains to offer some protection against this possibility.

When the registrar is also the DNS operator for the donmin, one needs
to consider whether the registrar will allow orderly mgration of the
domain to another registrar or DNS operator in a way that wll

mai ntain DNSSEC integrity. TLSA Publishers SHOULD ensure their

regi strar publishes a suitable domain transfer policy.

DNSSEC si gned RRsets cannot be securely revoked before they expire.
Operators should plan accordingly and not generate signatures with
excessively long duration periods. For donmains publishing high-val ue
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keys, a signature lifetime of a few days is reasonable, and the zone
shoul d be resigned daily. For domains with less critical data, a
reasonabl e signature lifetime is a couple of weeks to a nonth, and
the zone shoul d be resigned weekly. Mnitoring of the signature
lifetime is inportant. |f the zone is not resigned in a tinely
manner, one risks a nmajor outage and the entire domain will becone
bogus.

Sunmary of Updates to RFC6698

Authors note: is this section needed? O is it sufficiently clear
above that we don’t need to restate things here?

0o In Section 3 we update [RFC6698] to specify a requirenent for
clients to support at least TLS 1.0, and to support SN

0 In Section 4.1 we update [ RFC6698] to specify peer identity
mat ching and certificate validity interval based solely on the
basis of the TLSA RRset. W also specify DANE authentication of
raw public keys [I-D.ietf-tls-oob-pubkey] via TLSA records with
Certificate Usage DANE-EE(3) and selector SPKI(1).

0 In Section 4.2 we update [RFC6698] to require that servers
publ i shing digest TLSA records with a usage of DANE-TA(2) MJST
include the trust-anchor certificate in their TLS server
certificate nessage. This extends to the case of "2 1 0" TLSA
records which publish a full public key.

0 In Section 4.3 and Section 4.4, we explain that PKIX-EE(1) and
PKI X- TA(O) are generally NOT RECOWENDED. Wth usage PKI X- TA(O)
we note that clients may need to processes extended trust chains
beyond the first trusted issuer, when that issuer is not self-
si gned.

o In Section 6, we recommend that DANE application protocols specify
t hat when possi bl e securely CNAME expanded nanes be used to derive
the TLSA base donai n.

o In Section 7, we specify a strategy for nmanagi ng TLSA records that
interoperates with DANE clients regardl ess of what subset of the
possi bl e TLSA record types (conbi nations of TLSA paraneters) is
supported by the client.

0o In Section 8 we propose a digest algorithmagility protocol
[Note: This section does not yet represent the rough consensus of
the DANE wor ki ng group and requires further discussion. Perhaps
this belongs in a separate docunent.]
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13.

14.

15.

16.

16.

0 In Section 9.1 we recomend agai nst the use of Full (0) TLSA
records, as digest records are generally nuch nore conpact.

Security Considerations

Application protocols that cannot make use of the existing public CA
PKI (so called non-PKI X protocols), may choose not to inplenent

certain PKI X-dependent TLSA record types defined in [RFC6698]. |If
such records are published despite not being supported by the
application protocol, they are treated as "unusable". Wen TLS is

opportunistic, the client may proceed to use the server with

mandat ory unaut henticated TLS. This is stronger than opportunistic
TLS wit hout DANE, since in that case the client may al so proceed with
a pl aintext connection. Wen TLS is not opportunistic, the client
MUST NOT connect to the server.

Theref ore, when TLSA records are used with protocols where PKI X does
not apply, the recommended policy is for servers to not publish PKI X-
dependent TLSA records, and for opportunistic TLS clients to use them
to enforce the use of (albeit unauthenticated) TLS, but otherw se
treat them as unusable. O course, when PKI X validation is supported
by the application protocol, clients SHOULD perform PKI X val i dati on
per [ RFC6698].
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