Net wor k Wor ki ng Group P. Hof f man

I nternet-Draft VPN Consortium
I ntended status: Standards Track J. Schlyter
Expi res: August 18, 2014 Kirei AB

February 14, 2014

Usi ng Secure DNS to Associate Certificates with Domain Nanes For S/ M ME
draft-ietf-dane-sm ne-06

Abst ract

Thi s docunent describes how to use secure DNS to associate an S/M Me
user’s certificate with the intended domain nane, sinmlar to the way
that DANE (RFC 6698) does for TLS
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wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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1. Introduction

S/M ME [ RFC5751] nessages often contain a certificate (sone nessages
contain nore than one certificate). These certificates assist in
aut henticating the sender of the nessage and can be used for
encrypting nessages that will be sent in reply. |In order for the S/
M ME receiver to authenticate that a nessage is fromthe sender who
is identified in the nmessage, the receiver’'s nmail user agent (MJA)
must validate that this certificate is associated with the purported
sender. Currently, the MJA nust trust a trust anchor upon which the
sender’s certificate is rooted, and must successfully validate the
certificate. There are other requirenents on the MJA, such as
associating the identity in the certificate with that of the nessage,
that are out of scope for this docunent.

Some people want to authenticate the association of the sender’s
certificate with the sender without trusting a configured trust
anchor. Guven that the DNS administrator for a domain nane is
authorized to give identifying informati on about the zone, it nakes
sense to allow that adm nistrator to al so nake an authoritative

bi ndi ng between email messages purporting to cone fromthe domain
nane and a certificate that m ght be used by sonmeone authorized to
send mail fromthose servers. The easiest way to do this is to use
t he DNS.
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Thi s docunent describes a mechanismfor associating a user’s
certificate with the domain that is simlar to that described in DANE
itself [ RFC6698]. Mbst of the operational and security
considerations for using the mechanismin this docunent are described
in RFC 6698, and are not described here at all. Only the ngjor

di fferences between this nechani smand those used in RFC 6698 are
described here. Thus, the reader nust be famliar with RFC 6698
before reading this docunent.

NOTE FOR FUTURE DRAFTS OF THI S DOCUMENT: The DANE WG needs to have a
serious discussion about what the DANE set of specifications covering
TLS for HTTP, TLS for SMIP, S/M ME, QpenPGP, and so on are neant for
They coul d be used for acquisition of key assocation material, for

di scovering services that use the keying material, for having
assurance that a service that uses the keying material should be
avai |l abl e, or sone conbi nati on of these.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent al so makes use of standard PKI X, DNSSEC, and S/ M Me
term nol ogy. See PKI X [ RFC5280], DNSSEC [ RFC4033], [RFC4034],
[ RFC4035], and SM ME [ RFC5751] for these terns.

2. The SM MEA Resource Record

The SM MEA DNS resource record (RR) is used to associate an end
entity certificate or public key with the associated email address,
thus formng a "SM MEA certificate association". The semantics of
how the SMMEA RRis interpreted are given later in this docunent.
Note that the information returned in the SM MEA record mi ght be for
the end entity certificate, or it mght be for the trust anchor or an
intermedi ate certificate.

The type value for the SMMEA RRtype is defined in Section 5.1. The
SM MEA resource record is class independent. The SM MEA resource
record has no special TTL requirenents.

The SM MEA wire fornmat and presentation format are the sanme as for
the TLSA record as described in section 2.1 of RFC 6698. The
certificate usage field, the selector field, and the matching type
field have the same format; the semantics are al so the sanme except
where RFC 6698 tal ks about TLS at the target protocol for the
certificate information.
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3. Domain Names for SSMME Certificate Associations
Domai n nanmes are prepared for requests in the foll ow ng manner

1. The user nane (the "left-hand side" of the enmil address, called
the "local-part” in the mail nessage format definition [ RFC2822]
and the "local part" in the specification for internationalized
emai | [ RFC6530]), is hashed using the SHA2-224 [ RFC5754]
algorithm (with the hash being represented in its hexadeci mal
representation, to becone the left-nost |abel in the prepared
domain name. This does not include the "@ character that
separates the left and right sides of the enail address. The
string that is used for the local part is a Unicode string
encoded in UTF-8.

2. The string " _smnecert" becones the second | eft-nost |abel in the
prepared donai n nane.

3. The domain name (the "right-hand side" of the email address,
called the "domain" in RFC 2822) is appended to the result of
step 2 to conplete the prepared domai n nane.

For exanple, to request a SM MEA resource record for a user whose
address is "chris@xanpl e.cont, cal cul ate the SHA-224 of "chris",
whi ch is 0x3f51f 4663b2b798560c5b9e16d6069a28727f 62518c3alb33f 7f 5214.
The request is thus:

3f 51f 4663b2b798560c5b9e16d6069a28727f 62518c3alb33f 7f 5214. sni necert. exanpl e. com

The correspondi ng resource record in the exanple.com zone night | ook
I'ike:

3f 51f 4663b2b798560c5b9e16d6069a28727f 62518c3al1b33f 7f 5214. smi necert . exanpl e. com
IN SM MEA (
0 0 1 d2abde240d7cd3ee6b4b28c54df 034b9
7983a1d16e8a410e4561ch106618e971 )

Desi gn note: Hashing the user name with SHA-224 and using the

hexi deci mal encodi ng of that hash allows |ocal parts that have
characters that would prevent their use in domain nanes in typica
applications. Even though the DNS protocol itself can use any octet
value in a | abel, nost applications that use DNS nanmes are linited to
a much smaller set of allowed characters. For exanple, a period
(".") is avalid character in a local part, but would weak havoc in
a domai n nanme unl ess the application using the name sonehow quot ed
it. Simlarly, RFC 6530 allows non-ASClI| characters in |local parts,
and encoding a |l ocal part with non-ASCI| characters as the hex of the
SHA- 224 renders the nanme usable in applications that use the DNS
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5.

5.

W dcards can be nore useful for SMMEA than they are for TLSA If a
site publishes a trust anchor certificate for all users on the site
(certificate usage 0 or 2), it could make sense to use a wildcard
resource record such as "*. sm necert. exanpl e. cont'.

Mandat ory-t o- | npl ement Feat ures

SIM ME MJAs conforming to this specification MIST be able to
correctly interpret SM MEA records with certificate usages 0, 1, 2,
and 3. S/MME MJAs conforming to this specification MIST be able to
conpare a certificate association with a certificate offered by

anot her S/M ME MJA using selector types 0 and 1, and matching type O
(no hash used) and matching type 1 (SHA-256), and SHOULD be able to
make such conparisons with matching type 2 (SHA-512).

| ANA Consi der ati ons
1. SM MEA RRtype

Thi s docunment uses a new DNS RRtype, SM MEA, whose value will be
all ocated by I ANA fromthe Resource Record (RR) TYPEs subregistry of
the Donmain Nane System (DNS) Paraneters registry.

TODO there needs to be new registries for certificate usages,
sel ectors, and maching types, pre-populated with the values from
TLSA.

Security Considerations

DNS zones that are signed with DNSSEC using NSEC for denial of

exi stence are susceptible to zone-wal ki ng, a nechanismthat all ow
sonmeone to enunerate all the nanes in the zone. Soneone who want ed
to collect emanil addresses froma zone that uses SM MEA m ght use
such a mechani sm DNSSEC- si gned zones using NSEC3 for denial of
exi stence are significantly | ess susceptible to zone-wal ki ng.
Soneone could still attenpt a dictionary attack on the zone to find
SM MEA records, just as they can use dictionary attacks on an SMIP
server to see which addresses are valid.

Client treatnent of any information included in the trust anchor is a
matter of local policy. This specification does not mandate that
such informati on be inspected or validated by the domain nanme

admi ni strator.
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