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Abst r act

The OPENPGPKEY DNS Resource Record can be used to match an enmail
address to an OpenPGP key. This docunment specifies a Best Conmon
Practise ("BCP") for email clients, MJAs and MIA's for using the
OPENPGPKEY DNS Resource Record
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1. Introduction

Thi s docunment describes a Best Current Practise ("BCP") for using
OPENPGPKEY DNS Resource Records xref target="O0PENPGPKEY"/ in emil
clients, MJA's and MIA.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

This docunent al so nakes use of standard DNSSEC and DANE term nol ogy.
See DNSSEC [ RFC4033], [RFC4034], [RFC4035], and DANE [ RFC6698] for
t hese terns.

2. The OPENPGPKEY record presence

A user who publishes an OPENPGPKEY record in DNS explicitly prefers
recei ving encrypted enmail over receiving unencrypted enail.

A user who publishes an OPENPGPKEY record in DNS still expects
senders to performtheir due diligence by additional verification of
their public key via other out-of-band nmethods before sending any
confidential or sensitive information
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In other words, the OPENPGPKEY record in DNS, w thout any additiona
verification, should be used only as an alternative to sending
plaintext ermail. It SHOULD NOT be used to change one’s opinion on
whether it is safe or appropriate to sent the content via email in
the first place

3. OpenPCP public key considerations

Once an OPENPGPKEY resource record has been found and the OpenPGP
public keyring has been decoded, the right public key nust be |ocated
inside the keyring. For a public key in the keyring to be usabl e,
the public key has to have a key uid as specified in [ RFC4648] that
mat ches the emmil address for which the OPENPGPKEY RR | ookup was

per f or med.

3.1. Public Key U Ds and enmi|l addresses

An QpenPCP public key can be associated with nultiple email addresses
by specifying multiple key uids. The OpenPGP public key obtained
froma OPENPGPKEY RR can be used as long as the target recipient’s
emai | address appears as one of the QpenPGP public key uids. The
nane part (left of the @ should appear in the native fornmat, not its
SHA2- 224 hash that was used to | ookup the OPENPGPKEY RR

3.2. Public Key U Ds and | DNA

Internationalized domains that use non-ascii characters (U |label) are
encoded in DNS using | DNA [ RFC5891] - also referred to as punycode or
A-1abel. Wien mat ching CpenPGP public key uids, both the enil
address specified using U-1abel and A-label should be considered as
valid public key uids.

3.3. Public Key U Ds and synt hesi zed DNS records

CNAME' s (see [RFC2181]) and DNAME s (see [ RFC6672]) can be foll owed
to obtain an OPENPGPKEY RR, as long as the original recipient’s email
address appears as one of the OpenPGP public key uids. For exanple,
i f the OPENPGPKEY RR query for hugh@xanpl e. com

(8d57[...]b7. openpgpkey. exanpl e. com) yields a CNAME to

8d57[...]b7. _openpgpkey. exanpl e. net, and an OPENPGPKEY RR for
8d57[...]b7. openpgpkey. exanpl e. net exists, then this QoenPGP public
key can be used, provided one of the key uids contains
"hugh@xanpl e. com'. This public key cannot be used if it would only
contain the key uid "hugh@xanpl e. net".

If one of the OQpenPGP key uids contains only a single wildcard as the

LHS of the email address, such as "*@xanpl e.coni, the QpenPGP public
key may be used for any enmail address within that domain. W] dcards
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at other locations (eg hugh@.con) or regular expressions in key uids
are not allowed, and any OPENPGPKEY RR contai ni ng these should be
i gnor ed.

3.4. OpenPGP Key size and DNS

Al'though the reliability of the transport of |arge DNS Resoruce
Records has inproved in the last years, it is still recommended to
keep the DNS records as small as possible w thout sacrificing the
security properties of the public key. The algorithmtype and key
size of OpenPGP keys should not be nodified to acconbdate this
section.

OpenPGP supports various attributes that do not contribute to the
security of a key, such as an enbedded inmage file. It is recomended
that these properties are not exported to OpenPGP public keyrings
that are used to create OPENPGPKEY Resource Records. Sonme QpenPGP
software, for exanple GiwuPG have support for a "mniml key export"
that is well suited to use as OPENPGPKEY RDATA.

4. Security Considerations

The mai n goal of the OPENPGPKEY resource record is to stop passive
attacks against plaintext emails. Wile it can also twart sone
active attacks (such as peopl e upl oadi ng rogue keys to keyservers in
the hopes that others will encrypt to these rogue keys), this
resource record is not a replacenent for verifying OpenPGP public
keys via the web of trust signatures, or nanually via a fingerprint
verification.

Various conponents could be responsible for encrypting an emil
message to a target recipient. It could be done by the sender’s
email client or software plugin, the sender’s Miil User Agent (MJA)
or the sender’s Mail Transfer Agent (MIA). Each of these have their
own characteristics. An email client can direct the human to nake a
deci si on before continuing. The MJA can either accept or refuse a
nmessage. The MIA nust deliver the nessage as-is, or encrypt the
message before delivering. Each of these progranms shoul d ensure that
the security of an enmmil message is never downgraded, and that an
unencrypted recei ved nessage will be encrypted whenever possible.

Organi sations that require to be able to read everyone’'s encrypted

emai | shoul d publish the escrow key as the OPENPGPKEY record. Upon
recei pt, such mail servers can optionally re-encrypt the nmessage to
the individual’s OpenPGP key.

4.1. Emil address information |eak
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DNS zones that are signed with DNSSEC using NSEC for denial of

exi stence are susceptible to zone-wal ki ng, a nechani smthat allow
someone to enunerate all the names in the zone. Sonmeone who wanted
to collect enmnil addresses froma zone that uses OPENPGPKEY mi ght use
such a nmechani sm DNSSEC-si gned zones using NSEC3 for denial of

exi stence are significantly | ess susceptible to zone-wal ki ng.

Soneone could still attenpt a dictionary attack on the zone to find
OPENPGPKEY records, just as they can use dictionary attacks on an
SMIP server or grab the entire contents of existing PGP key servers
to see which addresses are valid.

4.2. OpenPGP security and DNSSEC

DNSSEC key sizes are chosen based on the fact that these keys can be
rolled with next to no requirenent for security in the future. |If
one doubts the strength or security of the DNSSEC key for whatever
reason, one sinply rolls to a new DNSSEC key with a stronger

al gorithmor |arger key size.

This effectively means that anyone who can obtain a DNSSEC private
key of a domain nanme via coercion, theft or brute force cal cul ations,
can replace any OPENPGPKEY record in that zone and all of the

del egated child zones, irrespective of the key length strength of the
OpenPCGP keypair.

Therefor, DNSSEC is not an alternative for the "web of trust" or for
manual fingerprint verification by humans. It is a solution ained to
ease obtai ni ng soneone’s public key, and w thout manual verification
should be treated as "better then plaintext" only. Wile this twarts
all passive attacks that sinply capture and log all plaintext email
content, it is not a security neasure agai nst active attacks.

4. 3. MTIA behavi our

An MTA could be operating in a stand-al one node, w thout access to
the sender’s OpenPGP public keyring, or in a way where it can access
the user’s OpenPGP public keyring. Regardless, the MIA MJST NOT
modi fy the user’s OQpenPGP keyri ng.

An MTA sending an enail MJST NOT add the public key obtained from an
OPENPGPKEY resource record to a permanent public keyring for future
use beyond the TTL.

If the obtained public key is revoked, the MIA MUST NOT use the key

for encryption, even if that would result in sending the nmessage in
pl ai nt ext.
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If a nessage is already encrypted, the MIA SHOULD NOT re-encrypt the
message, even if different encryption schemes or different encryption
keys were used.

I f an OPENPGPKEY resource record is recei ved wi t hout DNSSEC
protection, it MAY still be used for encryption

If the DNS request for an OPENPGPKEY record returned an
"indeterm nate” or "bogus" answer, the MIA MUST NOT sent the nessage

and queue the plaintext nessage for delivery at a later tine. |If the
probl em persists, the enail should be returned via the regul ar bounce
nmet hods.

If multiple non-revoked OPENPGPKEY resource records are found, the
MIA SHOULD pick the nost secure RR based on its local policy. [or
should it encrypt to both?]

4.4, MJA behavi our

If the public key for a recipient obtained fromthe locally stored
sender’s public keyring differs fromthe recipient’s OPENPGPKEY RR,
the MJUA MUST NOT accept the nessage for delivery.

If the public key for a recipient obtained fromthe locally stored
sender’s public keyring contains contradicting properties for the
same key obtained froman OPENPGPKEY RR, the MJA SHOULD NOT accept
the message for delivery.

If multiple non-revoked OPENPGPKEY resource records are found, the
MUA SHOULD pick the nost secure QpenPGP public key based on its |oca

policy.
4.5. Email client behaviour

Emai | clients should adhere to the above |isted MJA behavi our.
Additionally, an email client MAY interact with the user to resolve
any conflicts between locally stored keyrings and OPENPGPKEY RRdat a.

An email client that is encrypting a nessage SHOULD clearly indicate
to the user the difference between encrypting to a locally stored and
humanly verified public key and encrypting to an unverified (by the
human sender) public key obtained via an OPENPGPKEY resource record.
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