ECRIT J. Wnterbottom

I nternet-Draft Wnterb Consulting Services

Updat es: RFC6881 (if approved) H. Tschof eni g
I ntended status: Standards Track

Expi res: Novenber 30, 2014 L. Liess

Deut sche Tel ekom

May 29, 2014

A Routing Request Extension for the HELD Protocol
draft-winterbottomecrit-priv-loc-04.txt

Abst ract

In many circunstances public LoOST servers or a distributed network of
forest guides linking public LoST servers is not available. In such
environnents the general ECRIT calling nodels breakdown. However,

| ocation servers operating in these areas are often privy to the
necessary infornmation to reach energency and other services. This
docunent describes a solution where by the routing informati on may be
obtained froma location server using a sinple extension to the HELD
pr ot ocol
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1. Introduction

In many circunstances public LoST [ RFC5222] servers or a distributed
networ k of forest guides |inking public LoST servers is not

available. 1n such environnents the general ECRIT calling nodels
breakdown. Location servers operating in these areas are often privy
to the necessary information to reach energency and ot her services.
Thi s docunment describes how addi ng an extension to the HELD protoco

[ RFC5985] can used to extract this information for a |ocation
information server in the absence of a LoST server or network of
forest guides.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

The ternms LIS, ESRP, VSP and PSAP are used as defined in [ RFC6443].
The term "Access Network Provider" is used as defined in [ RFC5687]

and i nconpasses both the Internet Access Provider (I1AP) and |nternet
Service Provider (ISP)
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3. Motivation

The Internet enmergency calling architecture specified in [ RFC6881]
describes two main nodels for energency call processing. The first
is a device-centric nodel, where a device obtains |ocation

i nformati on using a |ocation configuration protocol, such a HELD

[ RFC5985], and then proceeds to determnmine the address of the next hop
closer to the |ocal PSAP using LoST [RFC5222]. Figure 1 shows this
nmodel in a sinmplified form

+---Location Request---+

| (1) |
-t - 4 +---V---+
[ | <--Location--| LIS |
| Caller | (2) R + o +
I I | ESRP/ |
[ |----Find Service------- + | PSAP |
e Ao+ (3) | Ty +
| | Fommmmm - V----+ N
| to--- - Service----| LoST Server | |
[ (4) LR + .
AREEEREEEEEEEE Call Initiation------------ > VSP |
(5) Foemo oo +

Figure 1: Device-Centric Energency Services Mdel

The second approach is a softswitch-centric nodel, where a device
initiates and energency call and the serving softswitch detects that
the call is an emergency and initiates retrieving the caller’s

| ocation froma Location Information Server (LIS) using HELD

[ RFC5985] with identity extensions [RFC6155] [RFC6915] and then
determning the route to the local PSAP using LoST [ RFC5222].

Fi gure 2 shows the high-level protocol interactions.
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+---Location Request---+

I (2) I
+---V---+ |
| LIS | [
oo+ R EETEE
I
+----Location---> Soft [
L + (3) | Switch |
| Caller |------ Call Initiation------------ > | [
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| LOoST Server |<-Find Service--+ | [
oo LR ) |
I I
Fooem - Service-------- +
(5) I
e + |
| ESRP/ PSAP | <------ Call----+
R + (6)

Figure 2: Softswitch-Centric Calling Mde

In the softswitch-centric nodel when a VSP receives an energency cal
it perfornms two tasks. The first task is to deternine the correct
LIS to ask for location information, this is done using a conbination
of reverse DNS | ookup described in [ RFC7216] to acquire the serving
domai n nane and then using [ RFC5986] to determine the LIS URI. Once
the location is obtained fromthe LIS, the VSP deternines the LoST
server associated with the domain serving the caller and queries it
for the correct PSAP address.

LoST server discovery is a domain based activity, simlar to the LIS
di scovery techni que. However, unlike the LIS that is a domain bound
service, a LoST server is a geographically bound service. This neans
that for a domain that spans nultiple geographic regions the LOST
server deternined may not be able to provide a route to the necessary
PSAP. \When this occurs, the contacted LoST server invokes the help
of other LoST servers and this requires the depl oynent of forest

gui des.

At the tine of witing, several countries have expressed their
reluctance to deploy public LoST servers. In countries anenable to
use of LoST and forest guides no public forest guides have been

depl oyed. There appears little interest fromthe public sector in
establishing a global forest guide network. These issues pose
threats to both the device-centric and the softswitch-centric calling
approaches in terms of them operating everywhere.
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The device-centric and softswitch-centric calling nodels both involve
the notion of a LIS bound to the serving access network. In many
cases the LIS already knows the destination PSAP address for any
given location. In [RFC6881] for exanple, the LIS validates al
civic locations using a location validation procedure. This
procedure is the sanme as a routing request and so the LIS has the
resulting the PSAP routing information. |In other cases, the LIS
knows the correct PSAP for a given location at provisioning time, or
the access network might always route to the sane emergency provider
Irrespective of the way in which the LIS | earns the PSAP address for
a location, the LIS wll, in a great many cases, have this

i nformation.

Thi s docunment specifies an extension to the HELD protocol so that
energency routing informati on can be requested fromthe LIS at the
sanme time that location information is requested. The docunent
updat es [ RFC6881] by requiring devices and softsw tches that
understand this specification to always request routing information
to avoid the risk of query failure where no LoST server or forest
gui de network is depl oyed

4. Mechani sm

The mechani sm consi sts of adding an elenent to the HELD

| ocati onRequest and an elenment to the | ocati onResponse. The request
el ement indicates that the requestor wants the LIS to provide routing
information for the location where the device is. |If the LIS
understands the routing request and has routing information
accessible it provides the information in a routinglnformation

el ement included in the |ocationResponse. How the LIS obtains this
information is left to inplenentation, one possible option is that
the LIS acquires it froma LoST server, other possibilities are
described in Section 3.

A LIS that does not understand the routing request elenent ignores it
and returns location as nornal.

A LIS that does understand the routing request elenent but can't
obtain routing information returns |ocation as nornal

The routing information in the | ocation response consists of one or
nore service elenents which is identified by a service name. The
service name is a URI and might contain a general energency service
urn such as urn:service:sos or nmght contain a specific service urn.
For each service name a |ist of one or nore service destinations is
provided. Each destination is expressed as a URI and each URI schene
shoul d only appear once in this list. The routing information is
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intended to be used at the tinme it is received. To avoid any risks
of using stale routing information the val ue should not be cached by
the receiving entity.

Reusi ng the mappi ng el enent fromthe LoST findServi ceResponse nessage
to provide the routing informati on was consi dered. However, this
woul d have neant that several of the nandatory conponents in the
mappi ng el ement woul d have had to contain anmbi guous or mni sl eadi ng
val ues. Specifically, the "source" attribute is required to contain
a LoST application unique string for the authoritative server
However, in the situations described in this specification there may
not be an authoritative LOST server, so any value put into this
attribute would be misleading. |In addition to this, routing

i nformati on received in the manner described in this specification
shoul d not be cached by the receiver, so detailing when the routing
informati on expires or was |last updated is irrel evant.
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5. HELD Schema Extension

Thi s section describes the schema extension to HELD

<?xm version="1.0"?>
<xs:schema
t ar get Nanespace="urn:ietf: parans: xm : ns: geopriv: held:ri"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns:eri="urn:ietf:parans: xm :ns:geopriv:held:ri"
xm ns: xm ="http:// ww. w3. or g/ XM./ 1998/ nanespace"
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">

<xs: el enent name="request Routi ngl nformation">
<xs: conpl exType name="enpty"/>
</ xs: el enent >

<xs: conpl exType nane="service">
<xs: conpl ext Cont ent >
<xs:restriction base="xs:anyType">
<XS:sequence>
<xs: el enent nane="dest" type="xs:anyURl"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="seviceUri" type="xs:anyURl"
use="required"/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el enent name="routinglnformation" type="ri:riType"/>
<xs: conpl exType nanme="ri Type">
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<XS:sequence>
<xs: el enent name="service" type="ri:service"
maxQccur s="unbounded"/ >
<xs:any nanespace="##ot her" processContents="1ax"
m nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanespace="##any" processContents="|ax"/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

</ xs: schema>
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6. Exanples

Figure 3 illustrates a <l ocati onRequest> exanple that contains IP
flow information in the request.

<l ocati onRequest xm ns="urn:ietf:parans:xm :ns:geopriv: hel d"
responseTi ne="ener gencyRout i ng" >

<r equest Routi ngl nf or mati on
xm ns="urn:ietf:parans: xm :ns:geopriv:held:ri"/>

<flow xm ns="urn:ietf:params: xm :ns:geopriv:held:flow
| ayer4="t cp" | ayer3="ipv4">
<src>
<addr ess>192. 168. 1. 1</ addr ess>
<port >1024</ port >
</src>
<dst >
<addr ess>10. 0. 0. 1</ addr ess>
<por t >80</ port >
</ dst >
</fl ow>
</l ocati onRequest >

Fi gure 3: Exanpl e Location Request.
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Figure 4 illustrates the <l ocati onResponse> nessage containi ng two
location URIs: a HTTPS and a SIP URI. Additionally, the response
contains routing information

<l ocati onResponse xm ns="urn:ietf: paranms: xnm :ns:geopriv: hel d">
<l ocationUri Set expires="2006-01-01T13: 00: 00. 0Z" >
<l ocat i onURI >
https://1s.exanpl e.com 9768/ 357yc6s64ceyoi uy5ax30
</l ocationURI >
<l ocati onURI >
si p: 9769+357yc6s64ceyoi uy5ax30@ s. exanpl e. com
</l ocati onURI >
</l ocationUri Set >

<routinglnformation
xm ns="urn:ietf:parans: xm :ns:geopriv:held:ri">
<service serviceUri="urn: service: sos: police">
<dest >si p: nypd@xanpl e. conx/ dest >
<dest >si ps: nypd@xanpl e. conk/ dest >
<dest >xnpp: nypd@xanpl e. conx/ dest >
</ service>

<servi ce servicelri="urn:service:sos:fire">
<dest >si p: f d@y. exanpl e. conx/ dest >
<dest >si ps: f d@y. exanpl e. conx/ dest >
<dest >xnpp: f d@y. exanpl e. conx/ dest >
</ service>
</ routinglnfornation>
</l ocati onResponse>

Fi gure 4: Exanpl e Locati on Response

7. Privacy Considerations

Thi s docunment makes no changes that require privacy considerations
beyond those al ready described in [ RFC5985] and [ RFC6155].

8. Security Considerations

Thi s docunent inposes no additional security considerations beyond
those already described in [ RFC5985] and [ RFC6155].
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9. | ANA Consi derations

9.1. URN sub-nanespace registration for
‘urn:ietf:paranms: xm :ns:geopriv:held:ri

This docunment calls for I ANA to register a new XM. nanespace, as per
the guidelines in [ RFC3688].

URI: wurn:ietf:params:xm :ns:geopriv:held:ri

Regi strant Contact: |ETF, ECRIT working group (ecrit@etf.org),
James W nterbottom (a.janes.w nterbottom@mail.con.

XM

BEG N

<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Strict//EN'
"http://ww. w3. org/ TR/ xht m 1/ DTDY xht m 1-strict.dtd">
<htm xm ns="http://ww. w3. org/ 1999/ xhtm " xm : | ang="en">
<head>
<title>HELD Routing Information Extensions</title>
</ head>
<body>
<h1>Addi ti onal El ement for HELD Routing Information</hl>
<h2>urn:ietf:paranms: xm : ns: geopriv: held:ri</h2>
[[ NOTE TO | ANA/ RFC- EDI TOR: Pl ease update RFC URL and repl ace XXXX
with the RFC nunber for this specification.]]
<p>See <a href="[[ RFC URL]]" >RFCXXXX</ a>. </ p>
</ body>
</htm >
END

9.2. XM Schema Registration

This section registers an XML schema as per the procedures in
[ RFC3688] .

URI: wurn:ietf:parans: xm:schema: geopriv:held:ri

Regi strant Contact: |ETF, ECRIT working group, (ecrit@etf.org),
James W nterbottom (a.janes.w nterbottom@mail.con.

The XML for this schema can be found as the entirety of Section 5
of this docunent.
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