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Abstract

Thi s docunent defines and i nplenments a LMAP protocol based on YANG
Model
Per f or mance Measurenent (LMAP).

and Rest-style http for control and report in Large Scale
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Wth the rapid devel opnent of Internet technol ogy and the increasing
compl exity of broadband network architecture, it is quite difficult
to do large scale network neasurenents due to the lack of the unified
measur enent system and cooperative protocols. Therefore, the Large-
Scal e Measurenent of Broadband Performance (LMAP) working group is
forned to standardi ze a | arge scal e measurenment system for
performance neasurenents of all kinds of broadband access nethods.

There are 3 nain entities proposed in the LMAP architecture: [I-
D.ietf-I map-frameworK]

-The Measurenent Agents (MAs): inplemented in network to perform
nmeasur enent t asks;

-Controller: responsible for creating and assigning the neasurenent
t asks;

-Col lector: in charge of collecting and storing neasurenment results.

Thi s docunent presents REST-style protocols for LMAP based on the
YANG nodel from[I-D.ietf-Ilnmap-information-nodel]. Section 2 defined
term nol ogy for REST-style LMAP protocol. Section 3 introduce the
consi derations on LMAP protocol along with the session’s

est abl i shnent sequence consideration. Section 4 and Section 5 di scuss
and introduce the design and inplenentation of the Control Protocol
and Report Protocol based on REST-style.
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2. Term nol ogy

This section defines term nology for REST-style LMAP protocol. Please
note that defined terns are capitalized.

-Data nodel: For control protocol and Report protocol, Data nodel is
require for carrying instructions and report results between
Controller-MA and MA-Collector. In this draft, the data nodel is
defined in [I-D.ietf-|map-information-nodel ]

O her terns used in this docunment are defined in [I-D.ietf-Imap-
framework]. We include the definition of key conponent in this
docunent which play inportant roles during inplenentation.

-Bootstrap: A process that integrates a Measurenent Agent into a
Measur enent System

-Channel: A bi-directional |ogical connection that is defined by
specific Controller and MA, or Collector and MA, plus associated
security.

-Col lector: A function that receives a Report froma Measurenent
Agent .

-Controller: A function that provides a Measurenent Agent with its

I nstruction.

-Control Channel: A Channel between a Controller and a MA over which
I nstruction Messages and Capabilities, Failure and Loggi ng
Information are sent.

-Control Protocol: The protocol delivering Instruction(s) froma
Controller to a Measurenent Agent. It also delivers Capabilities,

Fai l ure and Logging Information fromthe Measurement Agent to the
Controller. It can also be used to update the MA's Configuration. It
runs over the Control Channel.

-Data Model: The inplenentation of an Information Mdel in a
particul ar data nodel ling | anguage [ RFC3444].

-Instruction: The description of Measurenent Tasks for a MA to
performand the details of the Report for it to send. It is the

col l ective description of the Measurement Task configurations, the
configuration of the Measurement Schedul es, the configuration of the
Report Channel (s), the configuration of Report Schedul e(s), and the
details of any suppression.
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- Measurenent Agent (MA): The function that receives Instruction
Messages froma Controller and operates the Instruction by executing
Measur ement Tasks (using protocols outside the initial LMAP work
scope and perhaps in concert with one or nore other Measurenent
Agents or Measurenment Peers) and (if part of the Instruction) by
reporting Measurement Results to a Collector or Collectors.

- Measurenent Peer (MP) :The function that assists a Measurenent Agent
with Measurenent Tasks and does not have an interface to the
Controller or Collector.

- Measurenent Schedul e: The schedul e for performn ng Measurenent Tasks.

- Measurenent Task: The action perfornmed by a particul ar Measurenent
Agent that consists of the single assessnent of a Metric through
operation of a Measurenent Method role at a particular time, with all
of the role’s Input Paraneters set to specific val ues.

-Measurenent Traffic: the packet(s) generated by sone types of
Measur ement Met hod that invol ve nmeasuring sone paraneter associated
with the transfer of the packet(s).

-Report: The set of Measurenent Results and ot her associ ated
informati on (as defined by the Instruction). The Report is sent by a
Measurement Agent to a Coll ector.

-Report Channel: A Channel between a Collector and a MA over which
Report nmessages are sent.

-Report Protocol: The protocol delivering Report(s) froma
Measurement Agent to a Collector. It runs over the Report Channel.

- Report Schedul e: the schedule for sending Reports to a Collector.
-Subscriber: An entity (associated with one or nore users) that is
engaged in a subscription with a service provider.

In this draft the key words "MJST", "MJST NOT", "REQU RED', "SHALL",

"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

<Liu, et al.> Expi res Novenber 6, 2015 [ Page 5]



Internet-Draft draft-liu-lmp-rest-03 May 2015

RFC 2119 [RFC2119]. This docunent follows the standardized HTTP/ 1.1
[ RFC7213] and JSON [ RFC7159] specifications.

3. Protocol Consideration

This section discuss considerations on design and the architecture of
LAMP protocol along with some inplenmentation consideration. Meantine,
di scuss the advant ages of choose REST-Style in LMAP protocol

i mpl ement at i on.

3.1. Data Mddel overview

YANG [ RFC6020] is a data nodeling | anguage used to nodel
configuration and state data mani pul ated by the Network Configuration
Prot ocol (NETCONF) and YANG is used to nodel the operations and
content layers of NETCONF. So we can use YANGto illustrate the data
nmodel of CP and RP. Sonme work can refer to [[I-D.ietf-I|mp-yang-00]].

3.2. Control Session Initiation Consideration

A LMAP network should contains at |east one Controller, one Collector
and nany Measurenent Agents (MA). The control protocol is allowed the
Controller to configure the MA with an Instruction to offer Measure
Task, Job Schedul e, and Results Report process. The MA receives the
Control Instruction and act autonomously. Also, the Controller can
update the MA's configuration by the using the Control Protocol.

In the inplenentation of the control protocol, it SHOULD consi der
whi ch side between Controller and MA should act to initiate the
Control Session. It is feasible that the control session can be
initiated fromeither Controller side or MA side. Meantine in this
draft, it is proposed that the control session should be initiated
fromthe Controller to MA based on the foll owi ng reasons:

a) If the initiationis fromthe Controller side, the session can be
started al nost instantly, wi thout the considering the polling tinme of
all the MAs, and making a lot effort to synchronization the start
nmonment .

b) If the initiation is fromthe MA side, when the session can be
started is decided by the status of the Controller, such as high |oad
or light I|oad.

c) Since the Controller initiates the session, it can periodically

poll the MA to detect the activation state. However, when the
correspondi ng MA | ocates behind a NAT/ FWwhile the Controller is
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| ocat ed outside of the NAT/FW the NAT/FWtraversal techniques should
be enpl oyed such as STUN TURN or port forwarding.

3.3. Report Session Initiation Consideration

According to the LMAP franework [draft-ietf-Imap-framework-13], the
report protocol is very sinple: the MA sends a report and gets a ACK
there is no nore interaction between the MA and the Collector.It is
proposed that the report session can be initiated by the MA [ RP-
MUST- 1, draft-starkcarey-| nmap-protocol-criteria-01], so the report
can be sent in real tine when the report get ready by the MA. If the
session is initiated by the Collector, it nust periodically poll the
MA t hus increase the conplexity of the protocol, so the way is not

r ecomrended.

3.4. REST-Style LMAP I npl enent Consi deration

Thi s docunent follows the REST style in designing both the contro
and report protocols for LMAP, for the follow ng considerations:

First, REST is nmuch easier to be inplenented the other nethods
such as SOAP, nost of open source web service devel opi ng packages
support REST, to deploy a REST application can be as easy as a few
lines of code [CP-DIFF-7, CP-DIFF-9, CP-DI FF-10, RP-DlI FF-10, RP-DI FF-
11, draft-starkcarey-| map-protocol-criteria-01]. Second, no special
requirenent for the client, any browser or http client can visit the
REST application. Last, REST has clear resource annotation and finite
operations, all of those are readable, and easy to understand [ CP-
MUST- 4, RP-MJST-3, draft-starkcarey-| nap-protocol-criteria-01].

4. Control Protocol

This section discuss design and inplenentati on of Control Protoco
based on REST style. The Control Protocol is being used between
Controller and MA to delivers Instruction Message. Control Protoco
SHOULD basically have three functions. First of all, it carries
instruct information from Controller to MA. Secondly, the Contro
Protocol enable the MA to informthe Controller about its
Capabilities and Failure and Logging Information. Thirdly, carrying
update information from Controller to MA

The section fellows introduce the design and inpl enentation of

Configure Update, Instruction Assignnent and Capability and Status
Feedback between Controller and MA
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4.1. Control Protocol El enment

The Measurenent Agents (MAs): inplemented in network to perform
nmeasur enent tasks.

-Controller: responsible for creating and assigning the neasurenent
t asks.

4.2. Control Protocol Function

The Control Protocol is in charge for delivers Instruction Messages
fromController to MA. In this case, the Controller in response for
initiate the session. In this draft, it use Controller as the https
client to initiate the conversation to MA which is the server. This
design brings foll ow advantages: Firstly, it’s nore effectiveness
that Controller initiate the session at any tine as it won't need a
pool of MAs to check on Controller for new nessage. Secondly, It’'s
much sinple when new MA added as it only need to configure the
Control ler instead of start a pre-configuration session on NA

4.2.1. Controller Behavior

Controller is responsible for creating and assigning the neasurenent
tasks. Specifically, there are two main Controller behaviors: Firstly,
the Controller initiate the session and assign the instruction to MA
Secondly, as new task is assign, the Controller update the
configuration to MA

In the protocol inplenentation, it’'s recormended to setup a state
machine in the Controller to handl e the comunication and failure.

4.2.2. MA Behavior
The Measurenent Agents (MAs) is responsible for inplenmented in

network to perform neasurenent tasks. As new instruction receive from
controller, MAwll send a feedback nmessage to controller

4.3. Control Protocol Process
4.3.1. Configuration Update from Controller to MA
Configuration allows the Controller to update the MA about sone or
all of the information that it obtained during the bootstrapping

process: the MA-ID, the (optional) Goup-ID and the Control Channel
The configuration update REST-style protocol is defined to convey the
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configuration information fromthe Controller to the MA, via a HITP
PUT, as descri bed bel ow.

Update the configuration fromcontroller to MA
PUT /ma/config/ HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/yang. dat a+j son
4.3.1.1. Request paraneters

The following are JSON paraneters defined for the configuration
updat e usi ng YANG nodel Tree is show as foll ow

nmodul e: ietf-Imap-control
+--rw ma-config
+--rw ma-agent-id
+--rw ma-control -tasks* [ na-task-nane]
+--rw ma-t ask- nanme
+--rw ma-task-registry-entry
+--rw ma- control -channel s* [ ma- channel - nane]
+--rw ma- channel - nanme
+--rw ma- channel -t ar get
+--rw ma- channel -credi ential s
+--rw ma-cont rol - schedul es* [ ma- schedul e- nane]
+--rw ma- schedul e- name
+--rw ma- schedul e-tasks* [ ma- schedul e-t ask- nane]
+--rw ma- schedul e-t ask- nane

+--rw ma- schedul e- channel s* [ ma- schedul e-t ask- sour ce- channel -
nanes]
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+--rw ma- schedul e-t ask- sour ce- channel - nanes

+--rw ma- schedul e- channel -i nterface-sel ection
+--rw ma-schedul e-ti m ng* [na-tim ng- nane]

+--rw ma-tinng-nane

+--rw nma-tim ng-cal endar

+--rw nma-tim ng-random spread

+--rw ma-credential s

0 ma-agent-id: the assigned ID of the MA

o]
used

ma-control -tasks: the configuration of the control channel to be
between the Controller and the MA, which includes the follow ng

par anet er s:

(0]

ma-t ask-nane: the string nanme of the task

o uri: the uri of the task

0 ma- channel -name: the string nanme of the channel

0 ma-channel -target: the URL of the Controller to be contacted by
the MA

0 ma-channel -credientials: the channel credentials object.

0

ma- control - schedul es: the MA schedul e obj ect.

ma- schedul e-nane: the string nane of the schedul e.

ma- schedul e-tasks: the MA schedul e task object.

ma- schedul e-t ask- nanme: the string nane of the MA schedul e task
ma- schedul e-t ask- dat asets: the MA shedul e task object.

ma- schedul e-t ask- channel - nanes: the string name of task channel
ma- schedul e-timng: the MA timng object.

ma-ti m ng-nane: the string nane of the MA tining.
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0 ma-timning-calendar: the MA timing cal endar obejct.
0 ma-cal endar-m nutes: ninutes nunber.
0 ma- cal endar - seconds: seconds numnber.
0 ma-timnng-random spread: the random spread of the MA tim ng.
0 ma-credentials: the MA credentials object.
4.3.1.2. YANG Model Schena
The YANG nodel Schema is show as bel ow
nmodul e ietf-1mp-control {
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-Inmp-control"”
prefix "I mapc";
i mport ietf-yang-types {
prefix yang;
}
inmport ietf-inet-types {
prefix inet;
}
inmport ietf-interfaces {
prefix if;
}
cont act
"WG Web: <http://tools.ietf.org/ wy/l map/>

WG List: <nmilto:lnmap@etf.org>

description
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"This nodul e defines a data nmodel for controlling neasurenent
agents that are part of a Large-Scal e Measurenent Platform
(LMAP) . "

revision "2015-05-04" {

description
“Initial version";

ref erence

"RFC 6020";

container ma-config {
| eaf nma-agent-id {
type yang: uui d;
}
list ma-control -tasks {
key ma-task-nane
| eaf ma-task-nane {
type string;
}
| eaf ma-task-registry-entry {

type inet:uri;

}

list ma-control -channels {
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key ma- channel - nane
| eaf ma-channel - name {
type string;
}
| eaf ma-channel -target {
type string ;
}
| eaf ma-channel -credientials {

type string

}

list ma-control-schedul es {
key ma-schedul e- naneg;
| eaf ma-schedul e- nane {
type string;
}
list rma-schedul e-tasks {
key ma-schedul e-t ask-naneg;
| eaf ma-schedul e-task-nane {
type string;
}
Iist ma-schedul e-tasks {
key ma-schedul e-t ask-nane;

| eaf ma-schedul e-task-nane {
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type string;
}
i st ma-schedul e-channel s {
key ma-schedul e-t ask-sour ce- channel - nanme
| eaf ma-schedul e-task-source-channel - nanes {
type string;
}
| eaf ma-schedul e-channel -interface-sel ection {

type string;

}

list ma-schedul e-tinming {

key ma-ti m ng- nane;

| eaf ma-tim ng-nane {
type string;

}

| eaf ma-tim ng-cal endar {
type string ;

}

| eaf ma-tinme-random spread {

type int32;
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}

| eaf ma-credentials {

type string;

}
4.3.1.3. Response Codes

Nor mal Response Codes: 204
Error Response Codes: 404
4.3.1.4. JSON Cont ent

The following is an exanple of JSON format for an HTTP PUT request
for MA configuration

"ma-config": {
"ma-agent-id": "550e8400-e29b- 41d4-a716-446655440000"
"ma-control -tasks": [
{
"ma-task-nanme": "Controller configuration”

"ma-task-registry-entry"”
"urn:ietf:lmap:control:http_Controller_configuration"

b
{

"ma-task-name": "Controller status and capabilities",

"ma-task-registry-entry”
"urn:ietf:lmap:control:http _Controller_status_and capabilities"
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"ma-task-nane": "Controller instruction”

"ma-task-registry-entry"
"urn:ietf:lmap:control:http_Controller_instruction”

}

ma- control - channel s": |

"ma- channel -nane": "Controller instruction"

"ma- channel -target":
"http://ww. exanpl e. coni | map/ Controller",

"ma-channel -credientials": { }

]

"ma-control -schedul es": |

{

"ma- schedul e-nane": "Controll er schedul e",

"ma- schedul e-tasks": |

{

"ma- schedul e-task-nanme": "Controller configuration”

"ma- schedul e-channel s": |

{

"ma- schedul e-channel -interface-sel ection": [1],
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"ma- schedul e-t ask-sour ce-channel - nanes":
["Controller channel"]

}

"ma- schedul e-task-nane": "Controller status and
capabilities",

"ma- schedul e-channel s": [

{

"ma- schedul e-channel -interface-sel ection": [1],

"ma- schedul e-t ask- sour ce- channel - nanes":
["Controller channel "]

}

"ma- schedul e-task-nanme": "Controller instruction"
"ma- schedul e- channel s": [
{
"ma- schedul e-channel -i nterface-sel ection": [1],

"ma- schedul e-t ask-sour ce- channel - nanes":
["Controller channel "]

}
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]

"ma- schedul e-timng": {
"ma-timng-nanme": "hourly random y",
"ma-timng-cal endar”: {

"ma- cal endar-nminutes": ["00"],
"ma- cal endar-seconds": ["00"]

}

"ma-timng-random spread": "3600000"

]

"ma-credentials": { }

4.3.2. Instruction Assignnent fromController to MA
The Instruction is the description of the Measurenent Tasks for a
Measurement Agent to do and the details of the Measurenent Reports
for it to send, which is realized by a HTTP POST transacti on.
Send neasurenment instruction fromcontroller to MA
POST /ma/ins/ HTITP/ 1.1
Host: exanpl e. com
Cont ent - Type: appli cation/yang. dat a+j son

4.3.2.1. Request paraneters

nmodul e: i et f -1 map-control -assign
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+--rw ma-task
+--rw ma-t ask- nane
+--rw nma-task-registry
+--rw nma-task-operation
+--rw ma-task-cycle-id
+--rw ma-schedul e
+--rw ma- schedul e- nane
+--rw ma- schedul e-task* [ ma-task-nane]
+--rw ma-task- nane
+--rw nma-task-registry
+--rw nma-task-options
+--rw ma-task-cycle-id
+--rw ma-schedul e-tim ng
+--rw ma-timer-periodic
+--rw ma-timer-randomess
+--rw ma- channel
+--rw ma- channel - nane
+--rw ma- channel -t ar get
+--rw ma-channel -certificate
+--rw ma- channel -i nterf ace- nane
+--rw ma- channel - connect - al ways
+--rw nma- supressi on
+--rw ma- suppr essi on- enabl ed

+--Tr'wW ma- suppression-start

<Liu, et al.> Expi res Novenber 6, 2015 [ Page 19]



Internet-Draft draft-liu-lmp-rest-03 May 2015

+--rw nma- suppressi on-end
+--tw ma- suppr essi on-t ask- nanes
+--rw nma- suppr essi on- schedul e- nanes

ma-tasks: the list of nmeasurenent tasks contained in the
nstruction, where each neasurenment task contains the follow ng four
paraneters

ma-task-nane: the string nanme for a specific easurenent task, to
be used as reference in other places, such as easurenent schedul es
and suppressi ons.

ma-task-registry: the URN Uniform Resource Nane) of the
measur enent task as defined by [I-D.draft-i ppmregistry].

ma-task-options: the list of input araneters that are to be used
when perforning the measurenent task, hich are specific to each
measurenent task in question and defined y [I-D.draft-ippm
registryj.

ma-task-cycle-id(optional): the dentification ID for a group of
measur enent tasks with conparable ptions, which is nmanually
i ncrenment ed when an Option change is nplenented which could nean
that two sets of results should not be irectly conpared

ma- schedul es: the list of measurenent schedules n the instruction
wher e each neasurenent schedul e contains the ol |l owi ng paraneters

ma- schedul e-name: the string nane for a pecific neasurenent
schedul e, to be used as reference in other |aces, such as
suppr essi ons.

ma- schedul e-tasks: the |ist of neasurenent tasks to be perforned
for this schedul e, where each schedul ed neasurenent task contains
the followi ng parameter in addition to its nane, options and cycl e-
id:

ma- schedul e-task-reports: the report channel settings for the
measur enent reporting, which in turn contains an optional filter
configuration for a specified group (default is all) of neasurenent
output to a naned eport channel

ma- channel : the report channel to be used by the easurenent
schedul es to configure the neasurenent reporting for the instruction
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which is also used to define the control channel by configuration
request from Controller to the MA

ma- channel - name: the sting nane of the channel

ma- channel -target: the URL of the Controller to be contacted by
the MA.

ma- channel -timng: the timng arrangenents indicating when to
contact the Controller by the MA, whose in turn includes the
foll owi ng paraneters

ma-tim ng- nanme(optional): the string name of the tine setting.

ma-timng- arrangenent: the arrangenents for the timng of
Control | er communi cati ons, whose val ue can be one of the follow ng
par amet ers

ma-tinm ng-periodic: the periodic timng arrangenent for the
Control |l er communi cations, which in turn includes the follow ng
par anmet ers

ma- periodic-start(optional): the tinme of the day (in mlliseconds)
when the communication starts. |f absent, the period starts
i mredi atel y.

ma- periodi c-end(optional): the tine of day (in mlliseconds) when
the conmuni cation ends. |f absent, the communication is not stopped
unl ess the MA is otherw se instructed.

ma- periodic-interval: the interval time (in nilliseconds) of
peri odi ¢ comuni cati ons.

ma-ti m ng-cal endar: the conmuni cati on happens according to a
cal endar-like timng arrangenents.

ma-tinm ng-one-of f: the conmmuni cati on happens once and for all.
ma-tim ng-i medi ate: the comuni cati on happens i medi ately.

ma-ti m ng-randommess: the randommess configuration to be added
ont o each conmuni cati on event.

ma- channel -i nterface-nane: the name of MA's interface to be used
when contacting the Controller
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ma- channel - connect - al ways: the indicator whether or not to keep
the connection to the Controller. If absent, the connection is
reopened whenever new comunication is pending and closed when it is
over.

ma- suppressi on: the neasurenent tasks/schedules to be suppressed
by the instruction. In addition to the lists of neasurenent
tasks/ schedul es, it also contains the follow ng paraneters:

ma- suppr essi on- enabl ed(optional ): The bool indicator of whether or
not to enable the local suppression by the MA. For exanple, a later
unsuppression to an earlier suppression instruction can be achi eved
by setting this indicator to "false'. Default is fal se.

ma- suppression-start(optional): The tinme when to start the
suppression action. Default is immediate.

ma- suppr essi on-end(optional): The tinme when to end the suppression
action. Default is infinite.

4.3.2.2. YANG Model Schema
contai ner ma-task {
| eaf ma-task-nane {
type string
}
| eaf ma-task-registry{
type string
}
| eaf ma-task-operation{
type string
}
ma-task-cycle-id {

type string
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list ma-schedul e {
key ma-schedul e- name
| eaf ma-schedul e- nane {
type string;
}
Iist ma-schedul e-task {
key ma-task- nane;
| eaf ma-task-nane{
type string;
}
| eaf ma-task-registry {
type inet:uri;
}
| eaf ma-task-options {
type string;
}
| eaf ma-task-cycle-id {
type string;
}
contai ner schedule-timng {
| eaf ma-tiner-periodic {
type int32;
}

| eaf ma-tiner-randomess {
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type int32;

}

cont ai ner ma-channel {

| eaf ma-channel - nane {
type string;

}

| eaf ma-channel -target {
type string;

}

| eaf ma-channel -certificate {
type string;

}

| eaf na-channel -interface-name  {
type string;

}

| eaf ma- channel - connect - al ways {

type bool ean;

}

cont ai ner nma- supression {
| eaf ma- suppr essi on- enabl ed {

type bool ean;
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}

| eaf ma-suppression-start {
type yang: dat e- and-ti ne;
}
| eaf ma-suppression-end {
type yang: date-and-ti ne;
}
i st ma-suppression-task-nanes {
key nane;
| eaf nane {
type string;
}
}

i st ma-suppression-schedul e- names {
key nane;

| eaf nane {

type string;

}
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4.3.2.3. Response codes
Nor mal Response Codes: 201
Error Response Codes: 400

4.3.2.4. JSON Cont ent

{
"ma-task": {

"ma-task-nane":"",

"ma-task-registry":"",

"ma-task-options":"",

"ma-task-cycle-id":

}, "ma-schedul e: {

"ma- schedul e- nane": " ",

"ma- schedul e-tasks": [{

"ma-t ask- nanme" : ,

"ma-task-registry":"",

"ma-task-options":"",

"ma-task-cycle-id":

b

{
"ma-task-name":"",
"ma-task-registry":"",
"ma-task-options":"",
"ma-task-cycle-id":""

b
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"ma- schedul e-timng":{

"ma-timng-periodic":"",

"ma-timng-randomess”:""

}
b
"ma- channel ": {
"ma- channel - name": "",
"ma-channel -target":"",
"ma-channel -certificate":"",
"ma- channel -timng":"",
"ma- channel -i nterface-name":"",
"ma- channel - connect - al ways":""
b

"ma- suppressi on": {

" ma- suppr essi on-enabl ed": " ",

"ma- suppression-start":"",

"ma- suppression-end":"",

" ma- suppr essi on-t ask- names": [

{ "task-nanme":""},
{ "task-name":""},
] il
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"ma- suppr essi on- schedul e- nanes”: [
{ "schedul e-nanme":""},

{ "schedul e- nane": " "} ,

] }
}
4.3.3. Feedback from MA to Controll er

The Control Protocol enable Capabilities Failures and Status
i nformati on feedback from MA to Controller whenever requested.

For the failures information, it nust consider two typical failure
scenes:

1. Communication failure: the comunication with the Controller, M

2. Capability failure: disability for inplenenting the neasurenent
task etc.

Each failure has a unique code. For the status information, the MA
will send its current status or sone own events log information to
the Controller. That status information |ike 'keep alive can be
defined in CP for ensuring to notify the Controller that MAis in
good condition now. The event log information can include such events
(not limted): beginning nmeasurement, finishing measurenent, recovery
fromfailure.

Capability and status feedback is returned to the Controller fromthe

MA whenever requested, which is inplemented by an HITP Get
transacti on.

4.3.3.1. Request
GET /ma/capabilities HITP/ 1.1
Host: exanpl e. com

Accept: application/yang. dat a+j son
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Get failure information APlI: GET /ma/failure
Get logging information API: GET /nma/l oggi ng
4.3.3.2. Feedback Parameters
nmodul es: ietf-|nmap-state
+--ro nma-status-and-capabilities
+--ro ma-agent-id
+--ro ma-device-id
+--ro ma- har dwar e
+--ro ma-firmare
+--ro ma-version
+--ro ma-interfaces* [nma-interface-nane]
+--ro ma-interface-name
+--ro ma-interface-type
+--ro ma-| ast - neasur enent
+--ro ma-last-report
+--ro ma-last-instruction
+--ro ma-last-configuration
+--ro ma-supported-tasks* [ma-task-nane]
+--ro ma-task-nane
+--ro ma-task-registry
4.3.3.3. Response Code
Code 200 for success.

Code 400 for failure.
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4.3.3.4. Response YANG Model

YANG Model

nmodul e ietf-lmap-state {
nanespace "urn:ietf:paranms:xm:ns:yang:ietf-Imap-state”;
prefix "l mapc";
i mport ietf-yang-types {

prefix yang;

}
inmport ietf-inet-types {

prefix inet;

}

inmport ietf-interfaces {
prefix if;

}

cont act

"W Web: <http://tools.ietf.org/ wy/l map/>

WG List: <mailto:lmp@etf.org>

description
"This nodul e defines a data nmodel for controlling neasurenent
agents that are part of a Large-Scal e Measurenment Platform
(LMAP) . ";

revision "2015-05-04" {

description
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"Initial version";
ref erence

"RFC 6020";

}

contai ner ma-status-and-capabilities {

| eaf ma-agent-id {
type yang: uui d;
}
| eaf ma-DEVICE-id {
type inet:uri;
}
| eaf ma-hardware {
type string;
}
leaf ma-firmmare {
type string;
}
| eaf ma-version {
type string;
}
list ma-interfaces {
key ma-interface-nane;
| eaf ma-interface-nane {

type string;
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}

| eaf ma-interface-type {

type string;

}

| eaf ma-| ast-nmeasurenent {
type string;
}
| eaf ma-last-report {
type string;
}
| eaf ma-last-instruction {
type string;
}
| eaf ma-1last-configuration {
type string;
}
list ma-suported-tasks {
key ma-task- nane;
| eaf ma-task-nane {
type string;
}
| eaf ma-task-registry {

type inet:uri;
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}
}
}
}
4.3.3.5. JSON Content
{

"ma- st at us-and-capabilities": {

"ma-agent-id": .

"ma- devi ce-i d": ,

"ma- har dwar e" : ,

"ma-firmare"”: ,
“ma-version": "",
"ma-interfaces": [

{

"ma-i nterface-nane": ,

"ma-interface-type":

1,

"ma- | ast - neasurenent”: "",
"ma-last-report": "",
"ma-|ast-instruction": "",
“ma- | ast-configuration": "",
"ma- supported-tasks": [

{
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"ma-t ask- nane": ,

"ma-task-registry”

b
{
"ma-task-name": "",
"ma-task-registry": ""
b
{
"ma-task-name": "",
"ma-task-registry": ""
H
{
"ma-task-name": "",
"ma-task-registry": ""
b
{
"ma-task-name": "",
"ma-task-registry": ""
}
]
}
}
The response of get failure information APl is in JSON format:
{
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"failure code 1":"no spare CPU cycl es”
"failure code 2":"out of spare menory",

"failure code 3":"Collector is not respondi ng”

The response of get logging information APl is as foll ows:

{
"ma- | og-agent-id":"",
"ma-| og-event-time": "",
"ma- | og-code": " ",
"ma- | og-description":""
}

5. Report Protoco
This section discuss design and inpl enentati on of Report Protoco
based on REST-style. The Report Protocol is being used between
Col l ector and MA to report Measurement Results.

The section fellows introduce the Fornmat and Code of the Report
Pr ot ocol

5.1. Report Protocol El enent

The Measurenent Agents (MAs): inplenmented in network to perform
measur enent tasks.

Collector: in charge of collecting and storing nmeasurenent results.
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Report Protocol is response for delivering Report(s) fromMA to
Col I ector which runs over the Report Channel. In Report Protocol, the
MA as the Hitp client to initiate session to Collector which as the

server.

5.2.1. Coll ector Behavior

The Col |l ector accepts neasurenent task report from NA

5.2.2. MA Behavi or
The MA report neasurenent task report to collector
5.3. Report Protocol Process
5.3.1. Report fromMA to Controller
5.3.1.1. Report Request
Request API:
PCST /collector/report/ HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/yang. operati on+j son
5.3.1.2. Report paraneters using YANG tree
nmodul es: ietf-1map-report
+--ro0 ma-report
+--ro ma-report-date
+--ro ma-report-agent-id
+--ro ma-report-group-id
+--ro ma-report-tasks* [ma-task-nane]
+--ro nma-task-nane

+--ro ma-task-registry
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+--ro ma-task-options* [nane]
+--ro0 nane
+--ro val ue
+--ro ma-task-suppress-by-default
+--ro ma-task-cycle-id
+--ro ma-report-task-col um-1I abel s* [ ma-task- nane]
+--ro nma-task-nane
+--ro ma-report-colum-1abel * [ nane]
+- - nane
+--ro ma-report-task-rows* [nma-task-nane]
+--ro ma-task-nane
+--ro ma-report-result-tine
+--ro ma-report-conflicting-tasks
+--ro ma-report-result-cross-traffic
+--ro ma-report-result-val ues
5.3.1.3. YANG Model Schema
modul e ietf-lmap-report {

nanespace "urn:ietf:parans: xm:ns:yang:ietf-Imap-report”;

prefix "I mapc";

i mport ietf-yang-types {
prefix yang;

}

inmport ietf-inet-types {

prefix inet;
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}

inmport ietf-interfaces {
prefix if;

}

cont act

"WG Web: <http://tools.ietf.org/ wy/l map/>

WG List: <nmilto:lnmap@etf.org>

description
"This nodul e defines a data nodel for controlling neasurenent
agents that are part of a Large-Scal e Measurenent Platform
(LMAP) . "
revision "2015-05-04" {
description
“Initial version';
ref erence
"RFC 6020";
}
cont ai ner ma-report {
| eaf ma-report-date {
type yang: date-and-ti ne;
}
| eaf ma-report-agent-id {

type yang: uui d;
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}
| eaf ma-report-group-id {
type string;
}
list ma-report-tasks {
key ma-task- nane;
| eaf ma-task-nane {
type string;
}
| eaf ma-task-registry {
type inet:uri;
}
list ma-task-options {
key nane;
| eaf nane {
type string;
}
| eaf val ue {
type string ;
}
}

| eaf ma-task-suppress-by-default {

type bool ean;
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| eaf ma-task-cycle-id {
type string;
}
list ma-report-task-colum-Iabels {
key ma-task- nane
| eaf ma-task-nane {
type string;
}
list ma-report-colum-|abel {
key narne;
| eaf nane {

type string;

}
list ma-report-task-rows ({
key ma-task- nane
| eaf ma-task-nane {
type string;
}
| eaf ma-report-report-tine {
type string;
}

| eaf ma-report-conflicting-tasks {
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type string;

}

| eaf ma-report-result-cross-traffic {
type string;

}

| eaf ma-report-result-values {

type string;

5.3.1.4. Response Code
Code 200 for success.
Code 400 for failure.

5.3.1.5. Response JSON content:

{

"ma-report-date": .
"ma-report-agent-id": "",
"ma-report-group-id": "",
"ma-report-tasks": [

{
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"ma-report-task-config": {
"ma-task-nanme": "",

"ma-task-registry": ,

"ma-task-options": [

{
"name": "",
"val ue": ""
H
{
"name": "",
"val ue": ""
}

1.

"ma-t ask- suppr ess- by-default": "",
"ma-task-cycle-id": "",
“ma-report-task-colum-1labels": [ ],
"ma-report-task-rows": |

{

"ma-report-result-tinme": ,
"ma-report-conflicting-tasks": "",

"ma-report-result-cross-traffic": "",
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"ma-report-result-val ues":

6. Security Considerations
The REST APl coul d be protected by several ways. One comon sol ution
is to provide authentication mechanismfor all the HITP request.
Encryption nmechani sm coul d al so be provided by HTTPS, the credenti al
can be enpl oyed for authentication.

7. | ANA Consi derations
There is no 1 ANA action in this docunent.

8. Concl usi ons

This draft introduced a protocol achieving LMAP along with
i mpl emrent ati on usi ng RESTconf and YANG nodel .
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Appendix A Reply to Protocol Criteria
Control Protocol Criteria
Mandatory Criteria

[ CP-MUST-1]-Yes, the Controller as HITP client to initiate the
session to MA which as HITP server.

[ CP-MUST-2]-Yes, MA can initiate Feedback to Controller.
[ CP- MUST- 3] - Yes, credential enployed for authentication by HTTPS.

[ CP- MUST- 4] - Yes by YANG
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Conpar ati ve
[ CP- DI FF- 1]
[ CP- DI FF- 2]
[ CP- DI FF- 3]
[ CP- DI FF- 4]
[ CP- DI FF- 5]

[ CP- DI FF- 6]
[ CP- DI FF-7]
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Criteria

1

1

Yes

JSON and REST over HITPs

Header contain about 100bytes(host\content type\accept)

Header contain about 100bytes(host\content type\accept)
Restful widely used. Meantinme, Chinacache has been used

it as a trial.

[ CP-DI FF-8] Test tools for JSON. More is under devel oped.

[ CP- DI FF- 9]

[ CP- DI FF- 10]
[ CP- DI FF- 11]
[ CP- DI FF- 12]

[ CP- DI FF- 13]

yes on G thub

JSON and HTTPs, al so we devel oped open source program
yes

yes

JSON

Report Protocol Criteria

Mandatory Criteria

[ RP- MUST- 1]

Yes, the MA as HTTP client to initiate the session to

Col | ector which as HTTP server.

[ RP- MUST- 2]
[ RP- MUST- 3]
Conpar ati ve
[ RP- DI FF- 1]
[ RP- DI FF- 2]

[ RP- DI FF- 3]

<Liu, et al.>

JSON and RESTful over HITPs
Yes by YANG

Criteria

TCP

Yes

1
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[ RP- DI FF-4] Yes

[ RP-DI FF-5] Yes

[ RP- DI FF- 6] Yes

[ RP-DI FF-7] about 100 bytes

[RP-DI FF-8] REST is used widely

[ RP-DI FF-9] Test tools for JSON, certification program [RP-D FF-10]
Yes [RP-DI FF-11] JSON and HTTPs, al so we devel oped open source

progr am

[ RP- DI FF-12] JSON
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