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Abst ract

Thi s docunment specifies the integration of Dynam c Autonated Mt adat a
Exchange (DAME) through an intermediate trusted third party into the
Security Assertion Markup Language (SAM.) 2.0 Wb Browser SSO
Profile. It is intended for scenarios in which the a-priori exchange
of SAML netadata is neither practical nor mandatory. Besi des
integrated identity provider discovery, this enables the on-demand,
user-initiated, and autonmated SAM. netadata exchange for bi-
directional pairing of service providers and identity providers

wi t hout manual setup, such as joining a federation or configuring a
nmet adat a f eed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 4, 2015.
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1. Introduction

In a federated identity nmanagenent scenari o, enabling conmunication
between an identity provider and a service provider is possible
within trust boundaries, which typically entails joining one or
several federations before the exchange of netadata takes place. The
exchange of SAM. netadata is out of scope of the SAM. specifications,
but normally done by sharing netadata files of all entities within
the trust boundari es.

Thi s docunent specifies the HTTP-based [ RFC7230] integration of SAM.
nmet adat a exchange into the SAM.2 Wb Browser SSO

[OASI S. sam -profiles-2.0-0s] profile. Focusing on the automation and
the on-demand initiation of the netadata exchange between an identity
provider and a service provider to build a form of opportunistic
trust, even if these do not share nenbership in a comopn federation
a-priori or if regular federation scenarios are not suitable.
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The met adata exchange is triggered by a trusted third party, which
does not interfere in further comruni cati on when identity provider
and service provider have established a trust rel ationship.
Integrated identity provider discovery, the nutual exchange of
required SAML netadata, and user authentication take place in a fully
automated, user-initiated, and on-demand manner. To provide a highly
flexible solution, either pull-based netadata exchange, such as MD
Query [1-D.young-nd-query], or any kind of push nechanism are

support ed.

This integration does not inply that disclosing personally
identifiable information is required froman identity provider by
sending it to any particular service provider. This is left to
appropriate neans, e.g., explicitly acquiring user consent, in
compliance with regul ati ons and policies.

The described integration addresses the protocol, content and
processi ng of SAML nessages for interoperability, referring to

[ SAML2I nt], but al so specifies sone depl oynent details and phases for
cross-boundary trust. Fitting in seamessly with inplenmented SAM.-
based SSO workfl ows and being scal able for a | arge nunber of users
and entities w thout exceeding adm nistrative procedures, it enables
to participate in dynamcally set up federations.

1.1. Notation and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Termnol ogy

Thi s docunment uses identity managenent term nology from [RFC6973] and
[ OASI S. saml -gl ossary-2.0-0s]. In particular, this docunent uses the
terns identity provider, service provider and identity nanagenent.
Furthernmore, it uses follow ng terni nol ogy:

Entity - A single logical construct for which nmetadata is provided.
This is usually either a service provider (SP) or an identity
provi der (1DP)

Met adata - The SAML netadata specification is a machi ne-readabl e
description of certain entity characteristics and contains
i nformati on about identifiers, endpoints, certificates and keys, etc.

Trusted Third Party - An internediate entity facilitating interaction
between different entities, which trust the third party (TTP)
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3.

SAM. Profiles and Bi ndi ngs

Based on [QASI S.sam -profiles-2.0-0s], SAM. profiles define rules how
to enbed SAM. assertions in or conbine themw th other objects as
files or protocol data units of comrunication protocols. The profile
defined in this docunent is based on the existing SAML Wb Browser
SSO profile, which inplenments the SAML Aut henticati on Request

protocol [OASIS.san -core-2.0-0s] enhanced by a trusted entity
between an originating party (identity provider) and a receiving
party (service provider).

A SAML bi ndi ng [ OASI S. sanl - bi ndi ngs- 2. 0-0s] maps request-response
messages of the SAML protocol onto standard communi cation protocols.
For compliance reasons with the underlying Wb Browser SSO profile,
the SAML HTTP Redirect and HITP POST Bi ndi ngs MJST be used.

Pr ot ocol

The protocol defined in this docunent MJUST be divided into two
phases:

o Discovery of the appropriate identity provider

0 User authentication on behalf of the service provider through a
trusted third party

A. User authentication to trusted third party

B. On-denand net adata exchange

C. User authentication to service provider
The protocol defined in this docunment primarily adds the on-demand
met adat a exchange between identity provider and service provider
which is triggered by the user. The authentication to the trusted
third party step in the latter phase is required due to the security
consi derations di scussed bel ow.
1. ldentifier
entitylD - Specifies the unique identity of an entity, whose netadata

i s exchanged, as specified in [OASIS. san - net adat a- 2. 0-os] and
[ OASI S. sam -i dp-di scovery].
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3.2. | DP Discovery

A web user attenpts to access a secured resource provided by a
service provider via an HTTP user agent. M ssing an established
technical trust relationship, a certain identity provider MJST be

di scovered by the discovery functionality that is integrated into or
accessible via the trusted third party.

User agent SP TTP
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| ----HTTP Request - -->| |
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Figure 1: Identity provider discovery.
Figure 1
3.2.1. Redirect to trusted third party

Anal ogous to the SAM. identity provider discovery profile

[ OASI S. saml -i dp-di scovery], the service provider redirects the user
agent to the trusted third party with an HITP GET request incl uding
the REQUI RED or OPTI ONAL paraneters specified in

[ OASI S. saml -i dp-di scovery].

In distinction to the existing discovery profile, the OPTI ONAL
"i sPassive" paraneter, which controls the visibly interaction with
the user agent, MJUST NOT be set to "true" in this profile.

The URLs of the participating entities MJIST include "DAME' as | ast

pat h el ement before the query el enent [ RFC3986], indicating the usage
of this profile for dynam ¢ netadata exchange
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3.2.2. Response to service provider

The trusted third party MJST respond by redirecting the user agent
back to the requesting service provider with an HTTP GET request
message to the location specified in the return paraneter of the
original request. The unique identifier of the selected identity
provi der MJUST be included as val ue of the query string paraneter
specified as returnl DParamor the entitylD if no paraneter was
suppl i ed.

3.2.3. Failure processing

If the identity provider was not deternined or the discovery service
cannot answer or an unspecified comunication error occurs, the

di scovery service MAY halt further processing, either displaying an
error nessage to the user agent or redirecting the user agent back to
the service provider.

3.2.4. Further actions

After receiving the information about the selected identity provider
it is RECOVWENDED that the service provider verifies acceptance. |If
the identity provider has not been accepted, the service provider
halts processing and di splays an error nessage to the user agent.

3.3. Authentication Request Protocol using a TTP

In the second phase of the protocol user authentication MJST be
performed. The trusted third party authenticates the user on behal f
of the service provider. This is REQU RED to ensure that a netadata
exchange will be initiated only if the user has successfully been
aut henticated by the selected identity provider.
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Figure 2
usted third party

MUST be authenticated by the sel ected
inction to [QASIS. sanl -i dp-di scovery],

the trusted third party initiates the authentication

3.3.1. 1.

After accepting the selected identity provider,

Aut henti cati on Request of SP to TTP

the service provider

creates and sends a SAML Aut henticati on Request nessage
(Aut hnRequest) to the trusted third party using an HTTP Redirect to

transfer the nessage through t

he user agent. It is RECOMVENDED t hat

this request nessage is signed or otherw se authenticated and
integrity-protected by the requesting service provider.
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3.3.1.2. Store AuthnRequest at TTP

The trusted third party MJST tenporarily store the SAML Aut hnRequest
message by neans out of scope of this specification

3.3.1.3. Authentication Request of TTP to IDP

After that, a second SAML Aut hnRequest nmessage MJUST be sent by the
trusted third party to the selected identity provider using a HITP
redirect nessage to authenticate the user. The OPTI ONAL "For ceAut hn"
paraneter MAY be included in the request. The Aut hnRequest nessage
SHOULD be signed or otherw se authenticated and integrity protected
by the trusted third party or by the protocol binding used to deliver
t he message.

3.3.1.4. User authentication

The user MJST be identified and authenticated by the identity

provi der by some neans out of scope of this profile. Either a new
act of authentication MIUST be performed or on a previous

aut henti cated session MAY be relied on. A previous session MJST NOT
be reused if the request contains a "ForceAut hn" paraneter.

3.3.1.5. Authentication Response to TTP

The identity provider MJST issue a SAM. Aut hnResponse nessage to the
trusted third party containing one or nore assertions or an error
message with a status describing the error occurred. The HTTP POST
bi ndi ng MJUST be used to transfer the nessage. It is RECOVMENDED t hat
the nmessage is signed by the identity provider or otherw se

aut henticated or integrity-protected.

3.3.2. Metadata Exchange orchestrated by TTP

In the second subphase, the netadata of service provider and identity
provi der are exchanged in a way that is orchestrated and synchroni zed
by the trusted third party.

3.3.2.1. Ml Request

After the user has been authenticated, the trusted third party MJST
initiate the metadata integration (MD) between identity provider and
service provider by a netadata integration request. The MD request
MUST contain "DAVE' as |last path elenent. It MJIST contain the query
el ements "action=fetchneta" and the key elenent "entitylD'" with the
val ue el enent entityl D of the requested entity.
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The means used for the netadata exchange are inplenentation-
dependent. The trusted third party MAY trigger a netadata query as
described by the work in progress about the Metadata Query Protoco
[1-D.young-nd- query].

Identity provider and service provider MJST integrate each other’s
metadata in their configuration. It is RECOWENDED that the identity
provider is triggered regarding netadata integration before the
service provider because it MAY object to accepting certain service
providers. But any kind of concurrent operation MAY be support ed.

3.3.2.2. Ml Response

After each other’s netadata is integrated, each entity MJST send a
met adata integration response nessage to the trusted third party
containing the status of the integration

If an entity was not able to integrate the netadata before sending
the response, the status MJUST indicate this state and a new request
MUST be sent by the entity containing the status after the

i ntegration.

If an error occurs integrating the netadata, the nessage MJST contain
a status describing the error and the trusted third party MJST halt
further processing by displaying an error nessage to the user agent.
It is RECOWENDED to roll back any configurati on changes by somne
means out of scope of this specification

3.3.3. User authentication to service provider

4.

4.

In last step the stored Aut hnRequest of the service provider MJST be
presented by the trusted third party to the identity provider if no
error occured beforehand. Because of the successful user
authentication already initiated by the trusted third party, the
identity provider SHOULD respond with an assertion transferred to the
service provider without further act of authentication, except for
the case where the request contains a "ForceAut hn" paraneter.

Security Considerations
1. Integrity

As SAML netadata contains information necessary for the secure
operation of interacting services, it is strongly RECOMMENDED that a
mechani smfor integrity checking is provided to clients. This MAY

i nclude the use of SSL/TLS at the transport layer, digital signatures
present within the netadata docunent, or any other such nmechani sm
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It is RECOWENDED that the integrity checking mechani sm provided by a
responder is a digital signature enmbedded in the returned netadata
docunent, as defined by [OASIS. sanl - met adat a- 2. 0-o0s] section 3:

- SHOULD use an RSA keypair whose nodulus is no | ess than 2048 bits
in length.

- SHOULD NOT use the SHA-1 cryptographic hash algorithmas a digest
al gorithm

- MJST NOT use the MD5 cryptographic hash algorithmas a di gest
al gorithm

- SHOULD ot herwi se follow current cryptographic best practices in
al gorithm sel ecti on.

4.2, Confidentiality

In many cases service netadata is public information and therefore
confidentiality MAY NOT be required. In those cases, where such
functionality is required, it is RECOWENDED that both the requester
and responder support SSL/TLS. O her nechani sns, such as XM
encryption, MAY al so be supported for privacy concerns.

4.3. Use of SHA-1

This protocol mandates the availability of a identifier synonym
mechani sm based on the SHA-1 cryptographic hash algorithm Although
SHA-1 is now regarded as weak enough to exclude it fromuse in new
cryptographic systens, its use in this profile is necessary for ful
support of the SAM. 2.0 standard.

Because the SHA-1 cryptographic hash is not being used within this
protocol in the context of a digital signature, it is not believed to
i ntroduce a security concern over and above that which already exists
in SAML due to the possibility of a post-hash collision between
entities whose "entityl D' attributes hash to the sanme val ue.

| mpl enent ati ons may guard against this possibility by treating two
entities whose "entityl D' val ues have the same SHA-1 equival ent as an
i ndi cator of malicious intent on the part of the owner of one of the
entities.

4. 4. | nappropriate Usage
This protocol mandates the authentication of users before any trust
bet ween service provider and identity provider is technically

established. Although this requires a further step for users, it
protects agai nst inappropriate usage of the user-initiated trust
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est abli shnent process. Therefore, the user MJST be authenticated
before the nmetadata i s exchanged.

4.5, Trust

This protocol enables the user to trigger the SAML nmetadata exchange
between two entities and establish the bi-directional technical trust
relationship. This is a prerequisite of the subsequent exchange of
user information.

For entities, which require a higher level of trust, it is
RECOMVENDED to either nmake use of inplenentation dependi ng nechani sns
in order to secure sensitive information, or to take organizational
measures, such as requiring witten contracts between service

provi ders and identity providers.
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