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Abst ract

This draft docunment will extend the Incident Object Description
Exchange Format (|1 ODEF) defined in [RFC5070] to support the reporting
of incidents dealing with attacks to physical infrastructure through
the utilization of IT means as a vehicle or as a tool. These systens
m ght al so be referred as Cyber-Physical Systens (CPS), Operationa
Technol ogy Systens, Industrial Control Systens, Automatic Control
Systenms, or sinply Control Systens. These nanmes are used

i nterchangeably in this docunent. |In this context, an incident is
generally the result of a cybersecurity issue whose nmain goal is to
affect the operation of a CPS. It is considered that any

unaut hori zed alteration of the operation is always nmalign. This
extension will provide the capability of enmbeddi ng structured

i nformati on, such as identifier- and XM.-based information. 1Inits

current state, this docunent provides inportant considerations for
further work in inplenenting Cyber-Physical Systemincident reports,
either by utilizing any already existing industry formats (XM-
encoded) and/or by utilizing atom c data.

In addition, this document should provide appropriate material for
hel pi ng maki ng due considerations in naking an appropriate decision
on how a CPS reporting is done: 1) through a data fornmat extension to
the Incident Object Description Exchange Format [RFC5070], 2) form ng
part of an already existing | ODEF-extension for structured
cybersecurity information (currently draft
draft-ietf-mle-sci-11.txt), or others. Wile the format and
contents of the present docunent fit nore the earlier option, these
can al so be incorporated to the |ater

Citations and references

Sone of the text in this docunent has been taken from other MLE
docunents, nost notably draft-ietf-mle-sci-11.txt and RFC-5901. In
addition, sone of the text has been taken fromthe references at the
end of the docunment. W have tried to adequately reference. Once
this docunent turns into an "official draft", these issues will be
taken care of and additional references added. For the sake of
circulating the docunment so as to get feedback on its focus, we |eave
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this task for the i medi ate future.
Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79. Internet-Drafts are working
docunents of the Internet Engineering Task Force (IETF).

Internet-Drafts are working docunents of the Internet Engi neering Task
Force (IETF), its areas, and its working groups. Note that other
groups may al so distribute working docunents as Internet-Drafts.

Not e that other groups may al so distribute working docunents as
Internet-Drafts. The list of current Internet-Drafts can be
accessed at http://ww.ietf.org/lid-abstracts. htni

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. ht m

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This docunment is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6684.

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

I nt roducti on

Cyber-Physical and rel ated systens have taken a key role in all types
of infrastructures for decades. These are now at a higher risk to be
the target of attacks by notivated and highly-skilled attackers,

t hese being individuals, groups, or nation-states [ACS]. Anong the

i ssues that catalyse this higher risk are: i) these systens are
gradual Iy becom ng nore interconnected, ii) |egacy systens do not
have proper cybersecurity protection, iii) the existence of highly-
skilled individuals and notivations, iv) sone these systens are
generally considered critical, v) these are a natural extension of IT
cyber-attacks, vi) the energence of the Internet of Things (10T), and
Vi) these attacks can be carried out renotely and quite

i nexpensi vely.

VWil e over 90% of critical control systeminfrastructure is currently
owned by private enterprises, these can have direct repercussions on
national security [SFC]. |Indeed, various of these systens are key
parts of nuclear reactor facilities, missile systens, transportation
systens, electric power distribution, oil and natural gas

di stribution, water and waste-water treatnment, daminfrastructure,
and others. They are also at the core of health-care devices and
transportati on managenent. The disruption of these control systens
could have a significant inpact on public health, safety, and lead to
| arge economi c | osses.

Sections Section 2 and Section 3 of this document provide an overvi ew
of the term nol ogy, architecture, and process of a cyber-physica
event. Section Section 4 introduces the high-level report format and
how to use it. Sections Section 5 and Section 6 will describe the
data el ements of the cyber-physical extensions. The appendices wll

i nclude an XML scherma for the extensions and a few exanpl es Cyber-
Physi cal Systens reports.

1. Wiat are Cyber-Physical Systens?

Cyber - Physi cal Systens are conputer- or mcroprocessor- or

nmi crocontrol |l er-based systens that nonitor and control physica
processes [ACS]. A basic exanple of a control systemis the heating
systemof a room The systemis conposed of a regulation knob
regul ati ng box, heating device, thernostat, and appropriate cabling
that links these devices. A human sets the desired tenperature and
the control system continuously regulates the heating device in order
to maintain the desired tenperature throughout the day. The current
tenperature of the room which naturally will be rmuch influenced by
out side conditions, is continuously read by the controller through
one or many sensors. Such reading is fed back to the regul ating box,
whi ch holds a control systemalgorithmthat provides the rules on how
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this regulation will take place. Mre conplex control systens are
the core of industries such as oil, gas, water, nuclear, electric
grid, and others. For exanple, the electricity industry utilizes

i ndustry control systems to control the nuclear processes for the
delivery of electricity. In this case, the operators will be | ocated
in control rooms that continuously display the health of the systens
and request asynchronous input fromthe operators.

"Industrial control systeni is a general termthat include

supervi sory control and data acquisition (SCADA) systens, distributed
control systens (DCS), and others. One of the primary differences
between the two is that DCS are usually located within a nore
confined factory or plant-centric area, when conpared to
geographical ly di spersed SCADA field sites [ RKAL].

1.2. Conponents of a Cyber-Physical System

Figure 1 illustrates a general conposition of an industrial contro
system [ACS], [SFC]. Devices |ocated at the Corporation Wrkspace
(a), network (b), and operation workstation (c) could be considered
mai nstream | T infrastructure; these workstations run special prograns
that display the status of processes and are connected to a Loca
Area Network, a Wde Area Network, and possibly the Internet.

Fromthe control network (d) downwards, the infrastructure differs,
with specialized protocols for control networks, specialized devices
(PLCs and RTUs) that house automation algorithns (e), sensors and
actuators that operate and neasure physical variables (g), and
speci al i zed networking infrastructure and protocols (f). The
Qperator Workstation (b) provides supervisory commands which are
generally given by humans. Partly as a result of the advent of the
I nternet and new powerful devices, control systeminfrastructure is
increasingly inheriting some infrastructure fromIT systens [SF(C].

Sensors (g) are devices that can neasure tenperature, pressure, water
| evel, nuclear centrifuge rotor speed, and others. Actuators (g)
enabl e/ di sabl e/regul ate heating el enents, notor speed, water punps,
reservoir locks, and others. Progranmable Logic Controllers (PLCs)
(e) house special control systemalgorithns that read sensors and
command the actuators based on these readings and a nmultitude of
control schenes; such task is done autonmatically in real-time. PLCs
are generally utilized to coordinate work in closed environnents,
while Renote Terminal Units (RTUs) are generally utilized to

coordi nate renote operations, task generally coordi nated by contro
servers (c).

An inportant fact about ICS is that Control networks are often nore
complex than plain IT systens and require a different |evel of
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expertise: control networks are typically managed by contro
engi neers, not |IT personnel [SF(C.
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Figure 1: A general Cyber-Physical Systeminfrastructure
1.3. Incidents in Cyber-Physical Systens
In the context of cyber-physical systens (i.e. industrial contro
systens), an incident can be a mainstream I T incident itself (a, b
c) or the msbehaviour of a cyber-physical system(d, e, f, g, h) as

ares

ult of an IT incident. See Figure 1. The IT incident night

intentionally seek to infiltrate the very PLCs and RTUs with aimto

nmoni t

devices and thus influence the operation of physica

or and, in extreme scenarios, alter the operation of these

infrastructure

Incidents are known to be originated because nunerous reasons,
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i ncludi ng adversarial sources such as hostile governnents, terrorist
groups, industrial spies, disgruntled enployees, nalicious intruders,
and natural sources such as system conplexities, human errors and
acci dents, equipnent failures, and natural disasters [SF(C.

1.3.1. Miinstream | T conputer security incident

As per | ODEFs, an incident can be a:

a. Benign configuration issue

b. conputer/network incident

c. infraction to a service |level agreenent (SLA)

d. system conprom se

e. socially engineered phishing attack

f. denial-of-service (DoS) attack

g. others

1.3.2. Cyber-physical systemincident

A Cyber-physical incident can inply the presence of all the above IT

comput er security incidents. However, given the extra tasks carried

out at lower layers (i.e. d - h) and the presence of dynam c physica

infrastructure, the followi ng issues are added to the incident list:

a. Control roomalarmas a result of a 1) IT system m sbehavi our
(i.e one or nore of the above), or 2) as a result of a physica
system ni sbehavi our due to and I T system conproni se, which night
or mght not have been detected

b. M sbehaviour of a physical systemas noticed at the physica
infrastructure | evel: explosion, flooding, pressure |oss, and
ot hers

c. Msconfiguration or degradation of control system performance, as
noti ced by an operator. Extrenely sophisticated attacks carried
out by control system experts night carry out these types of
attacks (i.e. conpronising/ mssconfiguring control system schenes
such as feedback control, robust control, optimal control, fault

detection and estimation, others)

d. The disruption of control systens operation due to the bl ocking
of the flow of information through corporate or control networks
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(d, f), thus causing information transfer bottl enecks or deni al
of service by IT-resident services (such as DNS) [ SFC]

e. Illegal or unauthorized changes made to programed instructions
or variables in PLCs, RTUs, DCS, or SCADA controllers (alarm
t hreshol ds changed, unaut horized commands i ssued to contro
equi prent). This change can be benign or malign, with goals of
damagi ng or disabling equipnent (if tolerances are exceeded),
premat ure shutdown of processes (i.e. electricity or gas
transm ssion lines), and physical damage (explosion, flooding,
and ot hers).

f. False information sent to control system operators or to
corporate HQ either to disguise unauthorized changes or to
initiate inappropriate actions by system operators or other
st akehol ders SFC [ SFC]

g. The nodification of control systemsoftware or configuration
settings, producing unpredictable results

h. Malicious software (e.g., virus, worm Trojan horse) introduced
into the system

i. Recipes (i.e., the nmaterials and directions for creating a
product) or work instructions nodified in order to bring about
damage to products, equi pnent, or personne

It is inportant to note that, regardl ess on how the attack in
originated (Internet, portable storage, insider job), there wll
generally always be, at least, |IT conponents involved. Whether
critical infrastructure is connected to the Internet is not a
det ermi nant on whether such will be attacked.

1.4. Wiy the appropriate reporting of a control systemis needed

Control systemincidents can cause irreparable harmto the physica
system being controlled and to individuals. The reporting of a
control systemincident could save lives. A main goal of a well
designed CPS attack will generally be to be unperceived and bypass
basic (or mainstream IT security defences in order to affect the
physical world. |In these situations, a possible incident will be
abnornmal operation of a physical system generally represented by a
control room alarm perceived odd behaviour, or, in extrene
scenari os, explosions, flooding, or other forms of physica

i nfrastructure m sbehavi our.

In this context, holding to report a physical incident until an IT
i nci dent surfaces (in case of a zero-day-worm attack, for exanple)
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can be a matter of life and death, nmore when other sinmilar facilities
are operated in other points, or when these operate in conjunction
with the others (i.e. electric grid, gas pipelines). This is the
case of the STUXNET worm whose first observed synptom were the

m sbehavi our of nuclear centrifuges, with no control roomalarns. It
was nonths until researchers were able to detect the IT worm The
reporting of control systemincidents fromdifferent |ocations could
have possibly lead to its earlier detection

Thus, the reporting of a cyber-physical incident is extrenely
inmportant. By using a common format, it becones easier for

organi zations to engage in coordination as well as correlation of
information fromnmultiple data sources or products into a cohesive
view. As the nunber of data sources increases, a comon fornmat
becones even nore inportant, since otherwi se nmultiple tools would be
needed to interpret the different sources of data. An inportant
advantage of a conmon fornmat is the ability to autonmate many of the
anal ysis tasks and significantly speed up the response activities.

1.5. Exanples of physical system attacks/incidents (Eventual case
studies for validation of the incident report)

a. Australia

b. US
C. | ran
d. Ohers

1.6. Wiat types of incidents to report?

a. Physical systemincident, as observed by a stakehol der outside
the control room (i.e. flooding, explosion, etc)

b. Al incidents of Section Section 1.3.2

c. Mainstream cybersecurity incident in a control system
infrastructure context, as observed by mainstream | T tools and
reported by I ODEF and its structured cybersecurity extension

d. Incidents related of the Internet of Things, especially in the
context of the automation of buildings, vehicles, and other
infrastructure

e. A conbination of the above
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1.7. Wy a special extension is needed

| ODEF provides a nmeans to describe a cyber-physical incident
information, but it would need to include various non-structured
types of incident-related data tailored to physical systens in order
to convey nore specific details about what is occurring. Simlarly,
t he | ODEF-extension for structured cybersecurity information,
currently a draft (draft-ietf-mle-sci-11.txt), would increase the
machi ne readability of CPS incidents; however it would still need to
be considerably nodified in order to provide appropriate contextua
machi ne readability.

Further structure within | ODEF through any neans increases the

machi ne-readability of the docunment thus providing a means for better
automating certain cybersecurity operations. Furthernore, because
Cyber-Physical Systens are real-time and are for the nost part

aut omated, machine friendly data is paranount for effective incident
response and coordination. This is even nore rel evant when very
frequent reports are needed in these real-time systems that can have
compl ex dynanmics. Naturally this is also applicable, at a degree, to
information in control roomand even in corporate headquarters.

For instance, a worm night use zero-day attack and a PLC rootkit to
attack a nuclear reactor. Special anonmaly detection technol ogy and
backup sensors ni ght detect unusual centrifuge control system i nput
and output patterns. The institution mght have sinilar facilities
in different points in the nation. Then, enriched | ODEF incident
reports would be sent to other plants and to a central database.
Such exchange of information would increase the chances to know

qui cker the source of the problemand to provide renediation. |In the
context of several independent systens, incident reports would help
control equi prrent vendors qui ckly pinpoint weaknesses or exploits
that were taken advantage of and nmake adequate fixes. In the case
that a physical systemis damaged, pronpt incident reporting would
avoi d the sanme happening in other points.

This reporting is not limted to public or nmainstreamprivate
infrastructure (industry), but also to hone automation systens and
various environments that formpart of the Internet of Things and
coul d pose significant physical dangers if conprom sed

1.8. Relation to the | ODEF Dat a Model

Instead of defining a new report format, this document seeks to
define an extension to [RFC5070]. The | ODEF defines a flexible and
extensi ble format and supports a granular |level of specificity.
These cyber-physical extensions will reuse subsets of the | ODEF data
nodel and specify new data el enents. Leveraging an existing
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specification allows for nore rapid adoption and reuse of existing
tools in organizations. For clarity, and in order to elininate
duplication, only the additional structures necessary for describing
t he exchange of cyber-physical activity will be provided; however the
context of the location (i.e. different levels) will be considered in
maki ng appropri ate deci sions.

2. Termnology Used in This Docunent

Since many people use different but simlar terns to nmean the sane
thing, we underline the use of the following termnology in this
docunent .

a. Cyber-Physical System Al so referred in this docunent as
Oper ati onal Technol ogy Systenms or |Industry Control System or
Automatic Control Systems. Portions of a cyber-physical system
can be considered a subset of Information Technol ogy.

b. Cyber-physical event. The conpronise of the Control Network
Field Area Network, Physical Infrastructure, or the conpronise of
any resource that influences the operation of the those entities

c. Physical infrastructure. Any physical infrastructure and
prenmises that is part of a Cyber-physical system Anbng nany
others, this categorization includes: nuclear reactors, oil and
gas pipelines, water and electricity distribution systens,
electricity generation systenms, chem cal plants, oil refineries,
weapons systens, railway systenms, traffic control systens,
health-rel ated systens, and critical infrastructure that form
part of the Internet of Things.

d. Control room Part of a control systeminfrastructure where
humans nonitor the overall status of the processes and make
appropri ate changes. These changes can be: set-points for
processes (i.e. the power/level at which nuclear centrifuges wll
function), shutting down processes under a failure, and ot hers.

2.1. Requirements Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. The El enents of a physical system attack
A cyber-physical attacks are normally conprised of the follow ng

conmponents. Data related to these elenents or actors is key to
capture in order nake the event analysis and correlation with other

Murillo I nf or mat i onal [ Page 12]



RFC 6684 | ODEF Ext ensi on Decenmber 2013

events nore useful

a. The main attacker or party perpetrating the sabotaging activity.
Most times this party is not readily identifiable.

b. The conmand and control centre. Generally conprom sed servers
are at different |ocations. These can be used for sending
instructions and for acquiring data, anong others.

c. The ultimately targeted physical infrastructure (nuclear
centrifuges, boilers, pressure chanbers, pipelines, liquid
control systens, dans, room heating, traffic lights, railway
systens etc). Note that |IT cybersecurity events night not have
as a goal to target physical infrastructure, however m ght cause
adverse consequences to these, as a result of a DoS attack, for
exanpl e.

d. The devices that control the physical infrastructure: Contro
Net wor k node(s), Field Area Network devices, Control Severs, and
the wired and wirel ess networks and special protocols that
connect them

e. Sensors and/or actuators that neasure and nani pul ate physica
infrastructure

f. The wired and/or wireless control network or field area network

g. The special control systemalgorithns that reside in PLCs,
Control Servers, or sensor networks. These algorithns are based
on control theory that determ nes the type of control to use
(basi c feedback control, robust control, optimal control, and
others) and its gain paranmeters (proportional, integral
derivative, etc) [SF(C

h. Special supervisory and fault detection and estimation agents
that nonitor processes. [ MY

i. Sensor networks, generally locally distributed sets of w reless
devi ces that nmeasure and actuate physical devices. These are
gradual Iy being part of critical infrastructure.

j. The Internet or a renovabl e device through which the nal ware
i nfects the cyber-physical system

k. A human being, whom willingly or unwillingly transports (and in
some cases, injects) malware
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3.

4.

4.

I. A control roomoperator (or operators) that regul ate set-points,
react to alarnms, and carry out supervisory duties

m Detection information and Anal ysi s out put
n. | nput/Qutput |ogs.
1. Cyber-Physical System Extensions to the | ODEF-Docunent

Cyber - Physi cal System events are reported in a Cyber-physica
activity report, which is an instance of an XM | CDEF- Docunent

I ncident elenent with added Event Data and Additional Data el enents.
The additional fields in the EventData specific to cyber-physica

i ncidents are enclosed in a CyberPhysical Report XM el enment.

As a Cyber-Physical System attack may generate nultiple reports to an
i ncident team nultiple CyberPhysical Reports nmay be conbined into one
EventData structure, and nmultiple EventData structures nay be

combi ned into one incident report. One |ODEF incident report may
record one or nore individual Cyber-physical events and may incl ude
mul ti pl e Event Data el enents.

Thi s docunent will define new extension elenments for the EventData

| ODEF XML el enents and identifies those required in a

Cyber Physi cal Report. The appendices will contain sanple activity
reports and a conplete schema. This Cyber-physical extension reuses
subsets of the | CDEF data nodel and, where appropriate, utilizes

ot her extensions or specifies new data el enents.

The | ODEF Ext ensions defined in this docunent conply with Section 4,
"Extendi ng the |1 ODEF Format" in [ RFC5070].

Cyber - physi cal Reporting via | ODEF- Docunent s
1. Report Types

As described in the followi ng subsections, reporting cyber-physica
events has three primary conponents: choosing a report type, a fornmat
for the data, and how to check the correctness of the fornmat.

Simlarly, there are three actions relating to reporting CPS events.
First, a reporter or an automated system may *create* and exchange a
new report on a new event. Secondly, a reporter nmay *update* a
previously exchanged report to indicate new information. Lastly, a
reporter may have realized that the report is in error or contains
significant incorrect data and that the prudent reaction is to

*del ete* the report.
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The three types of reports are denoted through the use of the ext-
purpose attribute of an Incident el enent. A new report contains an
enpty or a "create" ext-purpose value; an updated report contains an
ext -val ue val ue of "update"; a request for deletion contains a

"del ete" ext-purpose value. Note that this is actually an advisory
for the report originator or recipients; operations mght decide to
file a new report with updated information. The nature of industry
control systenms will generally favour the later one, with exception
of erroneously human-generated serious incidents.

Furt hernore, administrators might decide to utilize this reporting in
order to coordinate operations anong different facilities, including
SCADA networks. The machine friendliness of the report favour such
especi ally when automated reports are needed and when new
infrastructure arises. Uilized in an automated way, it can be a
tool to determine the health of nbst of the CPS infrastructure and
conveniently informvarious stakeholders in an standardi zed and
straightforward manner. Qher applications within CPS systens can
vary, including its incorporation as a mainstream comuni cation
schene.

4.2. CyberPhysical Report Report XM (possible/alternative)
Represent ati ons

The | ODEF | nci dent el ement ([RFC5070], Section 3.2) is sumarized
below. It and the rest of the data nodel presented in Section
Section 5 is expressed in Unified Mdeling Language (UML) syntax as
used in the | ODEF specification. The UML representation is for
illustrative purposes only; elenents are specified in XM. as defi ned

i n Appendi x A

Fom e e e e e e e e oo +

| I'ncident |

e e e e e e oo oo +

| ENUM pur pose | <>---------- [ I'ncidentID ]

| STRING ext-purpose |<>--{0..1}--[ AlternativelD ]
| ENUM | ang | <>--{0..1}--[ RelatedActivity ]
| ENUM restriction | <>--{0..1}--[ DetectTine ]

| | <>--{0..1}--[ StartTine ]

[ | <>--{0..1}--[ EndTime ]

| | <>---------- [ ReportTime ]

[ | <>--{0..*}--[ Description ]

| | <>--{1..*}--[ Assessnent ]

[ | <>--{0..*}--[ Method ]

| | <>--{1..*}--[ Contact ]

[ | <>--{0..*}--[ EventData ]

I

| ' | <>--[ Additional Data ]
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| I | <>--[ Cyber Physical Report ]
| | <>--{0..1}--[ History ]
| | <>--{0..*}--[ Additional Data ]

T +
| I'ncident |
e e e o +
ENUM pur pose | <>--------- [I'ncidentl D
STRI NG | <>--{0..1}-[Alternativel D]
ext-purpose | <>--{0..1}-[Rel atedActi vity]
ENUM | ang | <>--{0..1}-[ Det ect Ti ne]
ENUM | <>--{0..1}-[StartTi ne]
restriction |<>-{0..1}-[EndTi ne]
| <>--------- [ Report Ti ne]

I
I
I
I
I
|
| | <>--{0..*}-[Description]
| | <>--{1..*}-[ Assessnent]
| | <>--{0..*}-[ Met hod]
| | | <>--{0..*}-[ Addi ti onal Dat a]
| | | <>--{0..*}-[AttackPattern]
| | | <>--{0..*}-[Vul nerability]
| | | <>--{0..*}-[Weakness]
| | <>--{1..*}-[Contact]
| | <>--{0..*}-[Event Dat a]
| | | <>--{0..*}-[ Additional Data ]
| | | | <>--[ CyberPhysical Report ]
| | | <>--{0..*}-[Fl ow
| | | | <>--{1..*}-[Systen]
| | | | <>--{0..*}-[ Addi ti onal Dat a]
| | | | <>--{0..*}-[Platforn
| | | <>--{0..*}-[ Expectation]
| | | <>--{0..1}-[Record]
| | | <>--{1..*}-[ RecordDat a]
| | | <>--{1..*}-[Recordlten]
| | | <>--{0..*}-[Event Report]
| | <>--{0..1}-[History]
| | <>--{0..*}-[ Addi ti onal Dat a]
| | | <>--{0..*}-[Verification]

| | | <>--{0..*}-[ Renedi ati on]

(ii) Wilization of |ODEF-extension for structured cybersecurity inform
tion

Figure 2: The 1 ODEF XM. Incident Elenent - Options

A cyber-physical report is conposed of one iodef:|ncident el enent
that contains one or nore rel ated CyberPhysi cal Report el enents
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enbedded in the iodef: Additional Data el ement of iodef: EventData. The
Cyber Physi cal Report el enent is added to the | ODEF using its defined
ext ensi on procedure docunmented in Section 5 of [RFC5070].

One | ODEF- Docunent may contain information on nultiple incidents with
information for each incident contained within an iodef:|ncident
el ement ([ RFC5070], Section 3.12).

4.3. Syntactical Correctness of Cyber-Physical Reports

The cyber-physical report MJST pass XM validation using the schema
defined in [ RFC5070] and the extensions that will be defined in
Appendi x A of this docunent.

5. SCyber Physi cal Report El enment Definitions

A Cyber Physi cal Report consists of an extension to the

I nci dent . Event Dat a. Addi ti onal Data el ement with a dtype of "xml". The
el ements of the CyberPhysical Report will specify infornmation about
the conponents of activity identified in Section Section 5.

Additional forensic information and commentary can be added by the
reporter as necessary to show relation to other events, to show the
output of an investigation, or for archival purposes. The inclusion
of already existing reporting standards is possible through an
appropri ate el enent.

5.1. CyberPhysi cal Report Structure
A Cyber Physi cal Report elenent is structured as follows. The
components of a CyberPhysical Report are introduced in functiona

groupi ng, as sone paraneters are related and sone el ements nmay not
make sense individually.
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| STRI NG Ver si on | <>--{0..1}--[IncidentTitle]
| ENUM I ncdnt Type |<>--{0..1}--[ReportingParty]

| STRING ext-value | <>--{0..1}--[ReportReliability]

| | <>--{0..1}--[Inci dent Type]

| | <>--{0..1}--[I ndustry]

| | <>--{0..1}--[Target Syst ens]

| | <>--{0..1}--[ Cyber Physi cal Dept h]

| | <>--{0..1}--[ Transport Medi unj

| | <>--{0..1}--[Exploit]

| | <>--{0..1}--[EntryPoint]

| | <>--{1..*}--[PerpetratingParty]

| | <>--{0..*}--[DetectionMethod]

| | <>--{0..*}--[ CommandAndCont r ol Cent er s]

| | <>--{0..*}--[ Conpromni sedPhysi cal I nfrastrucut e]
| | <>--{0..*}--[Constrol Systeni

| | <>--{0..1}--[ Organi zati onal | mpact ]

| | <>--{0..1}--[RecurrencePreventi onMeasur es]
| | <>--{0..1}--[BriefDescriptionCIncident]

| | <>--{0..1}--[ Protocol Type]

| | <>--{0..1}--[ Net wor kType]

| | <>--{0..1}--[ Logs]

| | <>--{0..1}--[ Ref erences]

Fi gure 3: The Cyber Physi cal Report El enent
5.2. Reuse of | ODEF-Defined El ements

El ements, attributes, and paraneters defined in the base | ODEF

specification are to be used whenever possible in the definition of

t he Cyber Physi cal Report XM el enent.

5.3. Elenent and Attribute Specification Fornat

1. Aterse XM--type identifier for the element or attribute.

2. An indication of whether the elenent or attribute is REQU RED or
optional. Mandatory itenms are noted as REQU RED. |If not
specified, elenents are optional. Note that when optiona
el ements are included, they may REQUI RE specific sub-el enents.

3. A description of the element or attribute and its intended use.

El enents that contain sub-el ements or enunerated val ues are further
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sub-sectioned. Note that there is no "trickle-up" effect in
elements. That is, the required elenents of a sub-elenent are only
popul ated if the sub-elenment is used.

5.4. Version Attribute

REQUI RED. STRING  The version shall be the value __ , to be
compliant with this docunent.

5.5. IncdntType Attribute
REQUI RED. One ENUM The Incdnt Type attribute describes the type of
incident activity described in this CyberPhysical Report. The
I nci dent Type el enent indicates whether the incident is accidental, on
purpose, or the result of other actions.

5.6. The IncidentTitle el ement

Briefly states the nature of the incident. This is nostly to convey
under st andi ng to humans.

5.7. The ReportingParty el enent
Descri bes the stakeholder that files the report
5.8. The ReportReliability el ement

Determ nes the degree of confidence of that the report information is
accurate

5.9. The IncidentType el enent

I ndi cates whether the incident is accidental, on purpose, or the
result of other actions

5. 10. The I ndustry el enent

Determ nes the type of industry where the incident took/is taking
pl ace (petrol eum autonotive, etc)

5.11. The Target Systens el enent
Describes the main target: network, |IT systens, control systens, etc.
5.12. The Cyber Physi cal Dept h el enent

Identifies the depth and all of the levels involved in the attack
control network, field area network, etc. See Diagram 1.
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5.13. The Transport Medi um el enent

Identifies how the wormor other tool penetrated the facilities:
Internet, renovable nedia, wreless, or others.

5.14. The Exploit el enent

Descri bes the characteristics of the exploit that was used for naking
the attack.

5.15. The EntryPoi nt el enent
Descri bes the device (router, PC, etc.) through which a worm or other
threat entered the system Note that the exploit does not necessary
reside at the EntryPoint.

5.16. The PerpetratingParty el enent

Identifies the originator of the attack, this being a human being,
nation state or others.

5.17. The DetectionMet hod el enent

Descri bes how the detection was carried out, including the use of
tools and the existence of irregularities in any device

5.18. The CommandAndControl Centers el enment

Describes the renote or local systens that are in control of the
attack

5. 19. The Conproni sedPhysi cal | nfrastrucute el enent

Describes the el enments of a physical infrastructure that was
conpr om sed

5.20. The Constrol System el enent

Descri bes the paraneters that were altered in the control system
al gorithm (proportional, integral, derivative, etc)

5.21. The Organi zational | npact

Descri bes the econom ¢ and ot her aspect inpact that the incident had
on the institution
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5.22. The RecurrencePreventi onMeasures el enent

Descri bes the neasures that nust be taken for the incident not to
r epeat.

5.23. The BriefDescriptionOlncident el enent

Describes a human friendly description of the incident. Wile the
previ ousreporting el ements should be enough to characterize an
incident, this m ght provide additional information

5.24. The Logs el enent

Takes the raw control systeminput/output, supervisory and ot her
| ogs.

5.25. The References el enent

Provides with any resources that were used in the detection and
amel i oration of the incident.

5.26. The Protocol Type el enent

Describes the (field) protocol type. Allen Bradley; DF1l, DH and DH+;
GE Fanuc; Sienens Sinaut; Mtsubishi; Mddbus RTU/ ASCII; Ommon;
Toshi ba; Westi nghouse; O her Vendor Protocols

5.27. The NetworkType el enent

Provides with nore idea of the network. Wde area networks: Anal og
point to point and multi-point nodem networks, frame relay/Cell relay
type point to point and nulti-point networks, wreless Radio/
Satellite networks, fibre optic based networks

6. Mandatory | ODEF and Cyber Physi cal Report El enents

A report Cyber-Physical Systemreport requires certain identifying
information that is contained within the standard | ODEF | ncident data
structure and the CyberPhysical Report extensions. The required
attributes are a conbination of those required by the base | ODEF

el ement and those eventually required by this docunent. Attributes
identified as required SHALL be popul ated in conform ng Cyber-

Physi cal System reports.

In case this draft extension will eventually enbed structured
cybersecurity information defined by other specifications, the

i npl ementation of this draft MJST be capabl e of sending and receiving
the XML conforning to the specification listed in an initial | ANA
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6

6

7

7

7

table without error. The receiver MJIST be capable of validating
received XML docunents that are enbedded inside that against their
schemata. Note that the receiver can | ook up the namespace in an
| ANA table to understand what specifications the enbedded XM
docunents foll ows.

1. An Exanple XM
To be popul at ed
2. An XML Schema for the Extension
To be popul at ed
Security Considerations

This docunent specifies a format for encoding a particular class of
security incidents appropriate for exchange across organi zations. As
nmerely a data representation, it does not directly introduce security
i ssues. However, given the conprehensiveness a report m ght have and
the frequency of reports, third parties nmight be able to generate
infrastructure characteristics, dynanmics, and other paraneters that,
in extreme scenarios, mght constitute industrial espionage. For
this reason, the underlying nessage format and transport protoco

used MJST ensure the appropriate degree of confidentiality,

integrity, and authenticity for the specific environment.

Organi zati ons that exchange data using this docunent are URGED to
devel op operating procedures that docunent the follow ng areas of
concern

1. Transport-Specific Concerns

The critical security concerns are that cyber-physical incident
reports may be falsified or the CyberPhysical Report may becomne
corrupt during transit. 1In areas where transm ssion security or
secrecy is questionable, the application of a digital signature
and/ or message encryption on each report will counteract both of
these concerns. W expect that each exchangi ng organi zation wll
determ ne the need, and mechanism for transport protection

2. Using the iodef:restriction Attribute

In some instances, data values in particular elenents nmay contain
data deened sensitive by the reporter. Although there are no
gener al - purpose rules on when to mark certain values as "private" or
"need-to-know' via the iodef:restriction attribute, the reporter is
cautioned not to apply elenent-1level sensitivity markings unless they
believe the receiving party (i.e., the party they are exchangi ng the
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10.

11.

12.

12.

12.

event report data with) has a nechanismto adequately safeguard and
process the data as nmarked. Information that is considered sensitive
can be marked as such using the restriction paraneter of each data

el ement .

| ANA Consi der ati ons

Thi s docunment uses URNs to describe XM. nanespaces and XM. schenata
[ XM_LschemaPart 1] [ XM_.schemaPart 2] conforming to a registry nechani sm
described in [ RFC3688].

It is still to be determ ned whether this neno will create a registry
for 1 ANA to nmanage

Manageabi |l ity Consi derations

If any of the operational and/or managenent considerations listed in
Appendi x A of [RFC5706] apply to this extension, they will be
addressed in this section. |f no such considerations apply, this
section can be onmitted.

Appendi x A: XML Schema Definition for Extension

The XML Schenm describing the elenents defined in the Extension
Definition section will be given here. Each of the exanples in
Section 11 will be verified to validate against this schema by
aut omat ed t ool s.

Appendi x B: Exanpl es
This section will contain exanple | ODEF Docurnents illustrating the
extension. |If exanple situations are outlined in the applicability
section, docunents for those exanples should be provided in the sane
order as in the applicability section. Exanple docunments will be
tested to validate against the schema given in the appendi x.
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