NFSv4 Wor ki ng Group W Adanmson

I nternet-Draft Net App
I ntended status: Standards Track N. WIlians
Expires: March 26, 2015 Crypt onect or

Sept enber 22, 2014

NFSv4 Mul ti-Domai n FedFS Requi rement s
dr aft - adanson- nf sv4-nul ti - domai n- f eder at ed-f s-reqs- 05

Abst ract

Thi s docunent describes constraints to the NFSv4.0 and NFSv4.1
protocols as well as the use of multi-domain capable file systens,
nane resol ution services, and security services required to fully
enable a nulti NFSv4 donmmin federated file system

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on March 26, 2015.

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of

Adanson & WIlians Expi res March 26, 2015 [ Page 1]



Internet-Draft NFSv4 Mul ti-Donmai n FedFS Requi renents Sept enber 2014

publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction 2
2. Term nology . . . 3
3. NFSv4 Server Identlty thp|ng . . 4
4. Stand-al one NFSv4 Donai n Depl oynent Exanples 5
4.1. AUTH SYS with Stringified UD GAD . . 6
4.2. AUTH SYS with nanme@lonain . . 6
4.3. RPCSEC GSS with namre@omain . . 6
5. Milti-domain Constraints to the NFSv4 Protocol 7
5.1. Nane@lonai n Constraints . . . 7
5.1.1. NFSv4 Domai n and DNS SerV|ces . 8
5.1.2. NFSv4 Domrain, Nanme Service, and Donaln Amare F|Ie Systens 8
5.2. RPC Security Constraints . 9
5.2.1. NFSv4 Dormmin and Security SerV|ces . 9
6. Resolving Milti-domain Authorization Infornatlon 10
7. Stand-al one Exanples and Multi NFSv4 Domai n FedFS . 11
8. Security Considerations . C e e 11
9. Normative References . . 12
Appendi x A.  Acknow edgnent s 12
Aut hors’ Addresses . 13

1. Introduction

An NFSv4 donain is defined as a set of users, groups and computers
running NFSv4.0 [I-D.ietf-nfsv4-rfc3530bis] and NFSv4. 1 [ RFC5661]
(hereafter referred to as NFSv4) protocols identified by an NFSv4
domai n nane.

The federated file system (FedFS) [ RFC5716] describes the
requirenents and administrative tools to construct a uniform NFSv4
file server based namespace that is capable of spanning a whole
enterprise and that is easy to nmanage.

The FedFS is the standardi zed nethod of constructing and

admi nistrating an enterprise wide NFSv4 filesystem and so is
referenced in this docunent. The issues with nulti NFSv4 domain file
systens described in this docunent apply to all such file systens, be
they run as a FedFS or not.
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St and- al one NFSv4 domains can be run in many ways. Wile a FedFS can
be run within all stand-al one NFSv4 donai n configurations some of
these configurations (Section 4) are not conpatible with joining a
mul ti NFSv4 domai n FedFS nanespace.

Multi NFSv4 domain file systens require support for global identities
in name services, security services, and in the exporting of on-disk
|l ocal identity representation. Many of the stand-al one NFSv4 domain
depl oynents do not provide full support for global identities.

Thi s docunent describes constraints to the NFSv4 protocols as well as
the use of nulti-donain capable file systens, nane resol ution
services, and security services required to fully enable a nult

NFSv4 domain file system such as a nmulti NFSv4 domai n FedFS.

2. Term nol ogy

Nane Service: provides the mappi ng between {NFSv4 donai n, group or
user nane} and {NFSv4 domain, local 1D}, as well as the mapping
between {security principal} and {NFSv4 domain, local ID} via

| ookups. Can be applied to local or rempte domains. Oten
provided by a Directory Service such as LDAP.

Domain: This termis used in nultiple contexts where it has
di fferent nmeanings. Here we provide specific definitions used in
thi s docunent.

DNS donmmi n: a set of conputers, services, or any internet
resource identified by an DNS dormai n nanme [ RFC1034].

Security realmor donain: a set of configured security

provi ders, users, groups, security roles, and security policies
running a single security protocol and adm nistered by a single
entity, for exanple a Kerberos realm

NFSv4 domain: a set of users, groups, and conputers running
NFSv4 protocols identified by a unique NFSv4 donai n name. See
[ RFC5661] Section 5.9 "Interpreting owner and owner_group"

Multi-domain: In this docunent this always refers to nultiple
NFSv4 donai ns.

FedFS domain: A file name space that can cross nultiple shares
on multiple file servers using file-access protocols such as
NFSv4. A FedFS domain is typically a single adnmnistrative
entity, and has a nanme that is simlar to a DNS domai n nane.

Al so known as a Federati on.
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3.

Admi ni strative domain: a set of users, groups, conputers, and
services adm nistered by a single entity. Can include multiple
DNS domai ns, NFSv4 domai ns, security domains, and FedFS

domai ns.

Local representation of identity: an object such as a ui dNunber
(U D) or gidNumber (A D) [RFC2307], a Wndows Security ldentifier
(SID) [CFS], or other such representation of a user or a group of
users on-disk in a file system

G obal identity: An on-the-wire globally unique formof identity
that can be mapped to a | ocal representation. For exanple, the
NFSv4 nane@omai n or the Kerberos princi pal GREALM

Mul ti-domain capable filesystem A local filesystemthat uses a
local IDformthat can represent identities fromboth | ocal and
renote domains. For exanple, an SSID based |ocal |ID formwhere
the SSID contains both a domain and a user or group conponent.

Principal: an RPCSEC GSS aut hentication identity. Usually, but
not always, a user; rarely, if ever, a group; sonetinmes a host or
server.

Aut hori zation Context: A collection of information about a
princi pal such as usernane, userlD, group menbership, etcetera
used in authorization decisions.

Stringified UDor GD NFSv4 owner and group strings that consist
of decimal nuneric values with no | eading zeros, and which do not
contain an '@ sign. See Section 5.9 "Interpreting owner and
owner _group" [ RFC5661] .

NFSv4 Server ldentity Mapping

NFSv4 servers deal with two kinds of identities: authentication
identities (referred to here as "principals") and authori zation
identities ("users" and "groups" of users). NFSv4 supports multiple
aut henti cati on nmet hods, each authenticating an "initiator principal"
(typically representing a user) to an "acceptor principal" (always
corresponding to the NFSv4 server). NFSv4 does not prescribe howto
represent authorization identities on file systems. Al file access
deci sions constitute "authorization" and are made by NFSv4 servers
usi ng aut hori zation context information and file nmetadata related to
aut hori zation, such as a file' s access control list (ACL).

NFSv4 servers therefore nust performtwo kinds of mappings:

Adanson & WIlians Expi res March 26, 2015 [ Page 4]



Internet-Draft NFSv4 Mul ti-Donmai n FedFS Requi renents Sept enber 2014

1. Auth-to-authz: A mapping between the authentication identity and
the aut horization context information

2. Wre-to-disk: A mapping between the on-the-wire authorization
identity representation and the on-disk authorization identity
representation.

A Name Service such as LDAP often provides these mappi ngs.

Many aspects of these nmappings are entirely inplenentation specific,
but sone require nulti-donmain capable nanme resolution and security
services in order to interoperate in a multi NFSv4 donain file
system

NFSv4 servers use these mappi ngs for

1. File access: Both the auth-to-authz and the wire-to-di sk nmappi ngs
may be required for file access deci sions.

2. Meta-data setting and listing: The auth-to-authz mapping is
usually required to service file netadata setting or listing
requests (such as ACL or unix perm ssion setting or listing) as
NFSv4 uses the nane@lonain on-the-wire identity representation
which usually differs fromthe exported on-di sk identity
representation.

4. Stand-al one NFSv4 Domai n Depl oynment Exanpl es

In order to service as nany environnents as possible, the NFSv4
protocol is designed to allow adnministrators freedomto configure
their NFSv4 domains as they pl ease.

St and- al one NFSv4 donmains can be run in many ways. Here we |list sone
st and- al one NFSv4 domai n depl oynent exanpl es focusing on the NFSv4
server’s use of nane service mappings (Section 3) and security
services deploynment to denonstrate the need for sonme nulti-donmain
constraints to the NFSv4 protocol, name service configuration, and
security service choices.

Because all on-disk identities participating in a stand-al one NFSv4
domai n belong to the same NFSv4 donmi n, stand-al one NFSv4 donmi n
depl oynents have no requirenent for exporting nulti-domain capable
file systens.

These exanples are for a NFSv4 server exporting a 32bit U D/ Q@D based

file system a typical deploynent. These exanples are listed in the
order of increasing NFSv4 administrative conplexity.
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4.1. AUTH SYS with Stringified UD dD
This exanple is the closest NFSv4 gets to being run as NFSv3.

File access: The AUTH SYS RPC credential provides a UD as the
authentication identity, and a list of G Ds as authorization context
information. File access decisions require no nane service
interaction as the on-the-wire and on-di sk representation are the
same and the auth-to-authz U D and G D authorization context
information is provided in the RPC credential.

Met a-data setting and listing: Wien the NFSv4 clients and servers

i mpl enment a stringified UD @D schene, where a stringified UD or
G Dis used for the NFSv4 nane@onain on-the-wire identity, then a
nane service is not required for file netadata listing as the U D or
G D can be constructed fromthe stringified formon the fly by the
server.

4.2. AUTH SYS with name@onai n

The next | evel of conplexity is to not use a stringified UDGD
schene for file netadata |isting.

File access: This is the sane as in Section 4.1.

Met a-data setting and listing: The NFSv4 server will need to use a
nane service for the wire-to-di sk mappings to nmap between the on-the-
wi re nane@onai n syntax and the on-disk U D Q@D representation.
Oten, the NFSv4 server will use the nsswitch interface for these
mappi ngs. A typical use of the nsswitch nanme service interface uses
no domai n conponent, just the uid attribute [RFC2307] (or |ogin nane)
as the nane conponent. This is no issue in a stand-al one NFSv4

domai n depl oynent as the NFSv4 domain is known to the NFSv4 server
and can be added after the return of the name service call.

4.3. RPCSEC GSS with nane@onain

This final exanple adds the conmplexity of RPCSEC GSS with the
Kerberos 5 GSS security mechani sm

File Access: The RPCSEC GSS Kerberos credential provides a

princi pal @GREALM nanme as the authentication identity, and (as of this
witing) no authorization context information. File access decisions
therefore require a wire-to-di sk mappi ng of the principal GREALMto a
U D, and an auth-to-authz mapping to obtain the list of G Ds as the
aut hori zati on context.

Adanson & WIlians Expi res March 26, 2015 [ Page 6]



Internet-Draft NFSv4 Mul ti-Donmai n FedFS Requi renents Sept enber 2014

Depl oyments can use the nsswitch name service interface for the
princi pal GREALM to Ul D mappi ng by stripping off the REALM porti on
This requires that the principal portion of the principal GREALM
mat ches the uid attribute [ RFC2307] (or |ogin nane).

Met a-data setting and listing: This is the same as in Section 4. 2.
5. Milti-domain Constraints to the NFSv4 Protoco

Joi ni ng NFSv4 domai ns under a single file nanespace inposes slightly
on the NFSv4 administration freedom Here we describe the required
constraints.

5.1. Nane@omai n Constraints

NFSv4 uses a syntax of the form "nane@onai n" as the on wire
representation of the "who" field of an NFSv4 access control entry
(ACE) for users and groups. This design provides a |evel of
indirection that allows NFSv4 clients and servers with different
internal representations of authorization identity to interoperate
even when referring to authorization identities fromdifferent NFSv4
donai ns.

NFSv4 mnul ti-domain capable sites need to neet the follow ng

requi renents in order to ensure that NFSv4 clients and servers can
map between name@onai n and internal representations reliably. While
some of these constraints are basic assunptions in NFSv4.0
[I-D.ietf-nfsvd-rfc3530bis] and NFSv4.1 [ RFC5661], they need to be
clearly stated for the NFSv4 nmulit-domain case

0 The NFSv4 domain portion of name@onmain MJUST be unique within the
NFSv4 mul ti-domai n nanespace. See [RFC5661] section 5.9
"Interpreting owner and owner_group” for a discussion on NFSv4
domai n configuration.

0 The name portion of name@onmain MJUST be unique within the
speci fi ed NFSv4 dommi n.

o Every local representation of a user and of a group MJST have a
canoni cal nane@onain, and it nust be possible to return the
canoni cal nane@onain for any identity stored on disk, at |east
when required infrastructure servers (such as name services) are
onli ne.

Due to U D and AD collisions, stringified UD G Ds MIST not be used
inanmlti NFSv4 donmain file system
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Note that for stand-al one NFSv4 donmains it does not matter if the
choi ce of the NFSv4 domain nanme is replicated by another stand-al one
NFSv4 domai n deploynment. Indeed, if a stringified UD GD schene is
used, or just UNI X node bits are used (NFSv4 ACLs are not set or
listed) and the sinple nsswitch interface that strips the @onmain and
the @REALM is used, then the domain portion of name@lonai n can be

i gnored, and even be different for each client and server in the
domai n.

5.1.1. NFSv4 Domain and DNS Servi ces

Here we address the relationship between NFSv4 domai ns and DNS
domains in an nulti NFSv4 donain depl oyment.

The definition of an NFSv4 domai n nanme needs clarification to work in
a multi-domain file system nane space. Section 5.9 [RFC5661] | oosely
defines the NFSv4 donmain name as a DNS donmin nanme. This | oose
definition for the NFSv4 donain is a good one, as DNS donai n nanes
are globally unique. As noted above Section 5.1 , pretty nuch any
choi ce of NFSv4 donmin name can work within a stand-al one NFSv4
domai n depl oynent whereas the NFSv4 domain is required to be unique
ina nmulti NFSv4 donmi n depl oynent.

A typical configuration is that there is a single NFSv4 domain that
is served by a single DNS donmain. In this case the NFSv4 domai n nane
can be the sanme as the DNS domai n nane.

An NFSv4 donain can span nultiple DNS donmains. 1In this case, one of
the DNS domai n names can be chosen as the NFSv4 donai n nane.

Mul tiple NFSv4 domains can al so share a DNS dormain. In this case
only one of the NFSv4 domai ns can use the DNS domai n nane, the other
NFSv4 domai ns nmust choose anot her uni que NFSv4 domai n nane.

5.1.2. NFSv4 Dormai n, Name Service, and Donmain Aware File Systens

As noted above Section 5.1, each nanme@onain i s uni que across the
mul ti NFSv4 domai n namespace, and maps to a local representation of
IDin each NFSv4 domain. This neans that each NFSv4 domain has a
singl e nane resol ution service exporting the NFSv4 domain local ID
name space

An NFSv4 donai n admi ni strator that wants to give NFSv4 |ocal file
access to a renote user froma different NFSv4 donmin needs to create
a local IDfor the renote user which can then be assigned on-di sk and
used for local access decisions. Since the local ID for the renote
user nust be able to be nmapped to a nane@ enote-donain, only nulti-
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domai n capable file systens can be exported in a multi NFSv4 donmain
FedFsS.

We note that many file systens exported by NFSv4 use 32 bit PCSI X U D
and G Ds as a local IDformand as this local ID formhas no domain
component, these file systens are not donain aware and can not
participate in a nmulti NFSv4 domain FedFS. There are ways to
overcone this deficiency, but these practices are beyond the scope of
this docunent.

5.2. RPC Security Constraints
As described in [ RFC5661] section 2.2.1.1 "RPC Security Flavors":

NFSv4.1 clients and servers MJST inpl ement RPCSEC GSS.
(This requirenment to inplenment is not a requirenent

to use.) Oher flavors, such as AUTH NONE, and AUTH _SYS,
MAY be inplenmented as well.

The underlying RPCSEC GSS security mechanismused in a nulti NFSv4
domai n FedFS is REQU RED to enpl oy a nmethod of cross NFSv4 domain
trust so that a principal froma security service in one NFSv4 donmain
can be authenticated in another NFSv4 domain that uses a security
service with the sane security nmechanism Kerberos, and PKU2U
[1-D. zhu- pku2u] are exanples of such security services.

The AUTH _NONE security flavor can be useful in a multi NFSv4 domain
FedFS to grant universal access to public data w thout any
credenti al s.

The AUTH_SYS security flavor uses a host-based authentication nodel
where the weakly authenticated host (the NFSv4 client) asserts the
user’s authorization identities using small integers, uidNunber, and
gi dNunber [RFC2307], as user and group identity representations.
Because this authorization ID representation has no DNS donain
component, AUTH SYS can only be used in a name space where all NFSv4
clients and servers share an [ RFC2307] nane service. A shared name
service is required because ui dNunbers and gi dNunbers are passed in
the RPC credential; there is no negotiation of namespace in AUTH SYS.
Col lisions can occur if multiple nane services are used, so AUTH SYS
MUST not be used in a multi NFSv4 domai n FedFS

5.2.1. NFSv4 Dormain and Security Services
As noted above in Section 5.2, caveat AUTH NULL, multi NFSv4 domain
security services are RPCSEC GSS based with the Kerberos 5 security

mechani sm bei ng the nost comonly (and as of this witing, the only)
depl oyed service
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A single Kerberos 5 security service per NFSv4 dormain with the upper
case NFSv4 domain nane as the Kerberos 5 REALM nane is a common
depl oynent .

Multiple security services per NFSv4 donain is allowed, and brings
the issue of mapping nultiple Kerberos 5 principal GREALMs to the sane
local ID. Methods of achieving this are beyond the scope of this
docunent .

6. Resolving Miulti-domain Authorization Infornmation

When an RPCSEC GSS principal is seeking access to files on an NFSv4
server, after authenticating the principal, the server nmust obtain in
a secure nmanner the principal’s authorization context information
froman authoritative source such as the name service in the
principal’s NFSv4 donain.

In the stand-al one NFSv4 domai n case where the principal is seeking
access to files on an NFSv4 server in the principal’s home NFSv4
domai n, the server adm nistrator has know edge of the Il ocal policies
and nethods for obtaining the principal’s authorization information
and the mappings to local representation of identity froman
authoritative source. E.g., the adm nistrator can configure secure
access to the local NFSv4 domain nanme service

In the multi-domain case where a principal is seeking access to files
on an NFSv4 server not in the principal’s home NFSv4 domain, the
server is REQU RED to obtain the principals’ authorization context
information froman authoritative source. In this case there is no
assunpti on of:

0 Renote nane service configuration know edge

0 The syntax of the renpbte authorization context information
presented to the NFSv4 server by the renote nane service for
mapping to a | ocal representation.

There are several nmethods the NFSv4 server can use to obtain the
NFSv4 domai n aut horitative authorization information for a renote
principal froman authoritative source. Wile any detail is beyond
the scope of this docunent, some general nethods are |listed here.

1. A mechanism specific GSS-APlI authorization payl oad contai ni ng
credential authorization data such as a "privilege attribute
certificate" (PAC) [PAC] or a "general PAD' (PAD)

[1-D. sorce-krbwg-general -pac]. This is the preferred nethod as
the payload is delivered as part of GSS-API authentication
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avoi ds requiring any know edge of the renote authoritative
service configuration, and its syntax is well known.

2. Wien there is a security agreenent between the |ocal and renote
NFSv4 donai n nane services plus regular update data feeds, the
NFSv4 server |ocal NFSv4 dommi n name service can be authoritative
for principal’s in the renote NFSv4 domain. In this case, the
NFSv4 server nakes a query to it’s |l ocal NFSv4 domai n name
service just as it does when servicing a | ocal domain principal
While this requires detail ed know edge of the renpte NFSv4
domai ns nane service, the authorization context information
presented to the NFSv4 server is in the sane formas a query for
a local principal.

3. An authenticated direct query fromthe NFSv4 server to the
principal’s NFSv4 donain authoritative nane service. This
requires the NFSv4 server to have detail ed know edge of the
remote NFSv4 domain’s authoritative nane service and detail ed
know edge of the syntax of the resultant authorization context
i nformati on.

7. Stand-al one Exanples and Multi NFSv4 Dormai n FedFS
Revisiting the stand-al one (Section 4) NFSv4 donai n depl oynent
exanpl es, we note that due to the use of AUTH_SYS, neither
Section 4.1 nor Section 4.2 configurations are suitable for multi
NFSv4 domai n depl oynent .

The Section 4.3 configuration exanple can participate in a nulti
NFSv4 donai n FedFS depl oynent if:

0 The NFSv4 domain nane is unique across the FedFS.
0 Al exported file systens are nulti-domai n capabl e.

0 A secure nethod is used to resolve renote NFSv4 donmin principals
aut hori zation information froman authoritative source.

8. Security Considerations
There are no security considerations introduced by this docunent

beyond those described in NFSv4.0 [I-D.ietf-nfsv4-rfc3530bis] and
NFSv4. 1 [ RFC5661] .
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