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1. Introduction and Mdtivation

The original RPCSEC GSS protocol [RFC2203] provided for

aut hentication of RPC clients and servers to each other using the
Generic Security Services Application Progranming |Interface (GSS-API)
[ RFC2743]. The second version of RPCSEC GSS [ RFC5403] added support
for channel bindings [ RFC5056].

Exi sting GSS- APl mechani sns are insufficient for comunicating

certain authorization and authentication information to a server
The GSS-API and its nechanisns certainly could be extended to address
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this shortcoming. However, here it is addressed at the application
| ayer, i.e., in RPCSEC GSS.

A major notivation for version 3 RPCSEC GSS (RPCSEC GSSv3) is to add
support for nulti-level (labeled) security and server-side copy for
NFSv4.

Mul ti-Level Security (MS) is a traditional nodel where subjects
(processes) are given a security level (Unclassified, Secret, Top
Secret, etc.) and objects (files) are given security |abels that
mandat e the access of the subject to the object (see [ NFSv4. 2]
Section 9.2).

Label ed NFS (see Section 9 of [NFSv4.2]) uses an M.S policy with
Mandat ory Access Control (MAC) systenms as defined in [ RFC4949].
Label ed NFS stores MAC file object |abels on the NFS server and
enabl es client Guest Mbde MAC as described in Section 9.6.2 of
[NFSv4.2]. RPCSEC GSSv3 | abel assertions assert client MAC process
subj ect labels to enable Full Mde MAC when conbined with Label ed NFS
as described in Section 9.6.1 of [NFSv4. 2].

A traditional inter-server file copy entails the user gaining access
to afile on the source, reading it, and witing it to a file on the
destination. In secure NFSv4 inter-server server-side copy (see
Section 4 of [NFSv4.2]), the user first secures access to both source
and destination files, and then uses NFSv4.2 defi ned RPCSEC GSSv3
structured privileges to authorize the destination to copy the file
fromthe source on behalf of the user

Mul ti-principal assertions can be used to address shared cache

poi soning attacks (see Section 9 of [AFS-RXCGK]) on the client cache
by a user. As described in Section 7 of [AFS-RXGK], multi-user
machines with a single cache manager can fetch and cache data on a
users’ behalf, and re-display it for another user fromthe cache
without re-fetching the data fromthe server. The initial data
acquisition is authenticated by the first user’'s credentials, and if
only that user’s credentials are used, it may be possible for a
mal i ci ous user or users to "poison" the cache for other users by

i ntroduci ng bogus data into the cache.

Anot her use of the nulti-principal assertion is the secure conveyance

of privilege information for processes running with nore (or even
with less) privilege than the user normally woul d be accorded.
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1.1. Added Functionality

RPCSEC _GSS version 3 (RPCSEC GSSv3) is therefore described.
RPCSEC GSSv3 is the sane as RPCSEC GSSv2 [ RFC5403], except that the
foll owi ng assertions of authority have been added.

0 Security labels for Full Mde security type enforcenent, and other
| abel ed security nodels (See Section 9.6.2 in [NFSv4. 2]).

o Application-specific structured privileges. These allow an RPC
application client to pass structured infornation to the
correspondi ng application code in a server to control the
applicability of the privilege and/or the conditions in which the
privilege may be exercised. For an exanple see server-side copy
[ NFSv4. 2] .

o Milti-principal authentication of the client host and user to the
server done by binding two RPCSEC GSS handl es.

o Sinplified channel binding.

Assertions of labels and privil eges are evaluated by the server,

whi ch nay then map the asserted values to other values, all according
to server-side policy. See [NFSv4.2].

An option for enumerating server supported |abel format specifiers
(LFS) is provided. See Section 9.2 in [NFSv4. 2].

Note that there is no RPCSEC GSS CREATE payl oad that is REQJU RED to

i mpl ement. RPCSEC_GSSv3 inplenmentations are feature driven. Besides
i mpl enenti ng the RPCSEC GSS CREATE operation and payl oads for the
desired features, all RPCSEC GSSv3 inpl enentation MJST inpl enment:

o0 The new GSS version nunber (Section 2.2).

0 The newreply verifier (Section 2.3).

o The new auth stat values (Section 2.6).

RPCSEC GSSv3 targets inplenenting a desired feature nust al so

i mpl ement the RPCSEC GSS LI ST operation, and the RPCSEC GSS CREATE
operation replies for unsupported features.

o For | abel assertions the target indicates no support by returning
the new RPCSEC GSS LABEL_PROBLEM aut h stat (See Section 2.7.1.3).
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o For structured privilege assertions the target indicates no
support by returning the new RPCSEC GSS UNKNOWN_MESSAGE aut h st at
(See Section 2.7.1.4).

0 For multi-principal authentication (Section 2.7.1.1), the target
i ndi cates no support by not including a rgss3 gss_np_auth value in
the rgss3_create_res.

o For channel bindings (Section 2.7.1.2) the target indicates no
support by not including a rgss3 chan_binding value in the
rgss3_create_res.

XDR Code Extraction

Thi s docunent contains the External Data Representation (XDR)

([ RFC4506]) definitions for the RPCSEC GSSv3 protocol. The XDR
description is provided in this docunment in a way that nakes it
sinmple for the reader to extract into ready to conmpile form The
reader can feed this docunent in the follow ng shell script to
produce the nmachi ne readabl e XDR description of RPCSEC GSSv3:

<CODE BEG NS>

#!/ bi n/ sh
grep "N */[]" | sed 's?N *[[] ??" | sed 's?N *[]]$??
<CODE ENDS>

l.e. if the above script is stored in a file called "extract.sh", and
this docunment is in a file called "spec.txt", then the reader can do:

<CODE BEGQ NS>
sh extract.sh < spec.txt > rpcsec_gss_v3. X
<CODE ENDS>

The effect of the script is to renove | eading white space from each
line, plus a sentinel sequence of "///".

The RPCSEC GSSv3 Prot ocol

RPCSEC_GSS version 3 (RPCSEC_GSSv3) is very sinmilar to RPCSEC _GSS
version 2 (RPCSEC GSSv2) [RFC5403]. The differences are the addition
of support for assertions and channel bindings are supported via a

di fferent mechani sm
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The entire RPCSEC GSSv3 protocol is not presented here. Only the
di fferences between it and RPCSEC GSSv2 are shown.

The use of RPCSEC GSSv3 is structured as foll ows:

0 A client uses an existing RPCSEC GSSv3 context handl e established
in the usual manner (See Section 5.2 [RFC2203]) to protect
RPCSEC GSSv3 exchanges, this will be termed the "parent" handl e.

0 The server issues a "child" RPCSEC GSSv3 handle in the
RPCSEC _GSS CREATE response whi ch uses the underlying GSS- AP
security context of the parent handle in all subsequent exchanges
that uses the child handl e.

0 An RPCSEC GSSv3 child handl e MIUST NOT be used as the parent handl e
in an RPCSEC GSS3_CREATE control nessage

2.1. Conpatibility with RPCSEC GSSv2

The functionality of RPCSEC GSSv2 [ RFC5403] is fully supported by
RPCSEC _GSSv3 with the exception of the RPCSEC GSS_BI ND_CHANNEL
operation which is not supported when RPCSEC GSSv3 is in use (see
Section 2.5).

2.2. Version Negotiation

An initiator that supports version 3 of RPCSEC GSS sinply issues an
RPCSEC GSS request with the rgc_version field set to
RPCSEC GSS VERS 3. If the target does not recognize
RPCSEC _GSS VERS 3, the target will return an RPC error per

Section 5.1 of [RFC2203].

The initiator MUST NOT attenpt to use an RPCSEC GSS handl e returned
by version 3 of a target with version 1 or version 2 of the sane
target. The initiator MJUST NOT attenpt to use an RPCSEC GSS handl e
returned by version 1 or version 2 of a target with version 3 of the
sane target.

2.3. New REPLY Verifier

A newreply verifier is needed for RPCSEC GSSv3 because of a
situation that arises fromthe use of the same GSS context by child
and parent handles. Because the RPCSEC GSSv3 child handl e uses the
same GSS context as the parent handle, a child and parent

RPCSEC _GSSv3 handl e coul d have the same RPCSEC GSS sequence numnbers.
Since the reply verifier of previous versions of RPCSEC GSS conputes
a Message Integrity Code (MC) on just the sequence nunber, this
provi des opportunities for man in the mddle attacks.
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This issue is addressed in RPCSEC GSS version 3 by conputing the
verifier using the exact sanme input as is used to conpute the request
verifier, except that the mype is changed from CALL to REPLY. The
new reply verifier conputes a MC over the followi ng RPC reply header

dat a:

unsi gned int xid;

nmsg_type mype; /[* set to REPLY */
unsi gned int rpcvers;

unsi gned int prog;

unsi gned int vers;

unsi gned int proc;

opaque_auth cred; /* captures the RPCSEC GSS handl e */

2.4. XDR Code Prelimnaries

The follow ng code fragnment replaces the corresponding prelimnary
code shown in Figure 1 of [RFC5403]. The values in the code fragnent
in Section 2.6 are additions to the auth_stat enuneration

Subsequent code fragnents are additions to the code for version 2

that support the new procedures defined in version 3.

<CODE BEG NS>

=

111 * Copyright (c) 2013 I ETF Trust and the persons

Iy * identified as the docunent authors. Al rights

111 * reserved.

1 *

111 * The docunent authors are identified in [ RFC2203],

11 * [ RFC5403], and [ RFCTBD] .

111 *

Iy * Redistribution and use in source and binary forns,
/11 * with or without nodification, are permtted

/11 * provided that the follow ng conditions are net:

111 *

11 * o0 Redistributions of source code nust retain the above
111 * copyright notice, this list of conditions and the
Iy * foll owi ng discl ai ner.

111 *

/11 * 0 Redistributions in binary form nust reproduce the
111 * above copyright notice, this list of

11 * conditions and the follow ng disclainmer in

111 * the docunentation and/or other materials

Iy * provided with the distribution

111 *

/11 * 0 Neither the nane of Internet Society, |ETF or |ETF
111 * Trust, nor the names of specific contributors, may be
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Iy
111
111
111
111
111
Iy
111
111
111
111
111
Iy
111
111
111
111
111
Iy
111
111
111
111
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Iy
111
111
111
111
111
Iy
111
111
111
111
111
Iy
111
111
111
111
111
Iy
111
111
111
111
111

used to endorse or pronote products derived fromthis
software wi thout specific prior witten perm ssion

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS
AND CONTRI BUTORS "AS |'S" AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. IN NO
EVENT SHALL THE COPYRI GHT OMNER OR CONTRI BUTORS BE
LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT
NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR
SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS
| NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THECRY CF

LI ABI LI TY, WHETHER | N CONTRACT, STRICT LI ABILITY

OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG
IN ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F
ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGE.

L D I T T I I

/*

* This code was derived from RFC2203, RFC5403, and RFCTBD.
* Pl ease reproduce this note if possible.

*/

enum rpc_gss_service_t {
/* Note: the enunerated value for O is reserved. */
rpc_gss_svc_none
rpc_gss_svc_integrity
rpc_gss_svc_privacy
rpc_gss_svc_channel _prot

A WN P

H

enum rpc_gss_proc_t {
RPCSEC_GSS_DATA
RPCSEC_GSS_INI T
RPCSEC_GSS_CONTI NUE_I NI T
RPCSEC_GSS_DESTROY
RPCSEC_GSS_BI ND_CHANNEL
RPCSEC_GSS_CREATE
RPCSEC_GSS_LI ST

/* not used */
[* new */
[* new */

(TR TR TR TR TR T
OURWNRERO

H

struct rpc_gss_cred_vers_1 t {
rpc_gss_proc_t gss_proc; /* control procedure */
unsi gned int seq_num /* sequence nunber */
rpc_gss_service_ t service; [* service used */
opaque handl e<>; /* context handle */
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T B

111

/1l const RPCSEC GSS VERS 1
/1l const RPCSEC _GSS_VERS 2
/1l const RPCSEC GSS VERS 3
111

/11 union rpc_gss_cred_t switch (unsigned int rgc_version) {
/1l case RPCSEC GSS VERS 1:

/1l case RPCSEC_GSS _VERS 2:

/1l case RPCSEC GSS VERS 3: /* new */

/11 rpc_gss_cred vers_1 t rgc_cred vi;

B

11

TRV
N

3; /* new */

<CODE ENDS>

As seen above, the RPCSEC GSSv3 credential has the sane format as the
RPCSEC GSSv1 [ RFC2203] and RPCSEC GSSv2 [ RFC5403] credential .

Setting the rgc_version field to 3 indicates that the initiator and
target support the new RPCSEC GSSv3 control procedures.

2.5. RPCSEC_GSS_BI ND_CHANNEL Oper ati on

RPCSEC_GSSv3 provides a channel binding assertion that replaces the
RPCSEC_GSSv2 RPCSEC _GSS_BI ND_CHANNEL oper ati on.

The RPCSEC _GSS BI ND_CHANNEL operation is not supported on RPCSEC GSS
version 3 handles. |f a server receives an RPCSEC GSS Bl ND CHANNEL
operation on an RPCSEC GSSv3 handle, it MJST return a reply status of
MSG _ACCEPTED wi th an accept stat of PROC _UNAVAI L.

2.6. New auth_stat Val ues

RPCSEC GSSv3 requires the addition of several values to the auth_stat
enunerated type definition. The use of these new auth_stat values is
expl ai ned t hroughout this docunent.

enum aut h_stat {

I+

* RPCSEC GSSv3 errors

*/
RPCSEC_GSS_| NNER_CREDPROBLEM = 15,
RPCSEC_GSS LABEL PROBLEM = 16,
RPCSEC_GSS PRI VI LEGE_PROBLEM = 17,
RPCSEC_GSS_UNKNOAN_MESSAGE = 18
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2.7. New Control Procedures

There are two new RPCSEC GSSv3 control procedures: RPCSEC GSS CREATE,
RPCSEC_GSS LI ST.

The RPCSEC_GSS_CREATE procedure binds any conbinati on of assertions:
mul ti-principal authentication, |abels, structured privileges, or
channel bindings to a new RPCSEC GSSv3 context returned in the
rgss3 create_res rcr_handle field.

The RPCSEC GSS LI ST procedure queries the target for supported
assertions.

RPCSEC GSS version 3 control nessages are simlar to the RPCSEC GSS
version 1 and version 2 RPCSEC GSS DESTROY control nessage (see
section 5.4 [RFC2203]) in that the sequence nunber in the request
nmust be valid, and the header checksumin the verifier nust be valid.
As in RPCSEC GSS version 1 and version 2, the RPCSEC GSS version 3
control nmessages nmay contain call data following the verifier in the
body of the NULLPROC procedure. In other words, they look a lot Iike
an RPCSEC GSS data nessage with the header procedure set to NULLPROC.

The client MJUST use one of the follow ng security services to protect
t he RPCSEC GSS CREATE or RPCSEC GSS LI ST control nessage:

O rpc_gss_svc_integrity
O rpc_gss_svc_privacy
Specifically the client MUST NOT use rpc_gss_svc_none.
RPCSEC GSS LI ST can al so use rpc_gss_svc_channel _prot (see
RPCSEC GSSv2 [ RFC5403]) if the request is sent using an RPCSEC GSSv3
child handl e with channel bindings enabl ed as described in
Section 2.7.1.2.
2.7.1. New Control Procedure - RPCSEC_GSS_CREATE

<CODE BEG NS>

Adanson & WIlians Expires July 31, 2016 [ Page 10]



Internet-Draft NFSv4 January 2016

/1l struct rgss3 create_args {

Iy rgss3_gss_np_auth *rca_np_aut h;
Iy rgss3_chan_bi ndi ng *rca_chan_bind_m c;
/11 rgss3_assertion_u rca_assertions<>
A
111
/1l struct rgss3 create_res {
111 opaque rcr _handl e<>
Iy rgss3_gss_np_auth *rcr_np_aut h;
/11 rgss3_chan_bi ndi ng *rcr_chan_bind_mc;
/11 rgss3_assertion_u rcr_assertions<>
B
11
/1l enumrgss3_assertion_type {
111 LABEL = 0,
111 PRIVS = 1
A
111
/1] union rgss3_assertion_u
111 switch (rgss3_assertion_type atype) {
/1l case LABEL:
/11 rgss3 | abel rau_l abel
/1l case PRIVS:
111 rgss3 _privs rau_privs;
/11 default:
111 opaque rau_ext <>
1},
111
<CODE ENDS>

The call data for an RPCSEC GSS CREATE request consists of an

rgss3 _create_args which binds one or nore itens of several kinds to
the returned rcr_handl e RPCSEC GSSv3 context handle called the
"child" handl e:

o Milti-principal authentication: another RPCSEC _GSS context handl e
0 A channel binding

0 Authorization assertions: |abels and or privileges

The reply to this nmessage consists of either an error or an

rgss3 create res structure. As noted in Section 2.7.1.3 and

Section 2.7.1.4 successful rgss3_assertions are enunerated in

rcr_assertions, and are REQU RED to be enunerated in the sane order
as they appeared in the rca_assertions argunent.
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Upon successful RPCSEC GSS CREATE, both the client and the server
need to associate the resultant child rcr_handl e context handle with
the parent context handle in their GSS context caches so as to be
able to reference the parent context given the child context handle.

RPCSEC GSSv3 child handl es MJUST be destroyed upon the destruction of
the associ ated parent handl e.

Server inplenentation and policy MAY result in |abels, privileges,
and identities being mapped to concepts and values that are local to
the server. Server policies should take into account the identity of
the client and/or user as authenticated via the GSS-API

2.7.1.1. Milti-principal Authentication

<CODE BEG NS>

11
/1] struct rgss3_gss_np_auth {
111 opaque rgnp_handl e<>; /* inner handle */
Iy opaque rgnp_r pcheader _m c<>
oy,
111
<CODE ENDS>

RPCSEC GSSv3 clients MAY assert a nulti-principal authentication of
the RPC client host principal and a user principal. This feature is
needed, for exanple, when an RPC client host w shes to use authority
assertions that the server may only grant if a user and an RPC client
host are authenticated together to the server. Thus a server nay
refuse to grant requested authority to a user acting alone (e.g., via
an unprivil eged user-space program, or to an RPC client host acting
alone (e.g., when an RPC client host is acting on behalf of a user)
but may grant requested authority to an RPC client host acting on
behal f of a user if the server identifies the user and trusts the RPC
client host.

It is assuned that an unprivil eged user-space program woul d not have
access to RPC client host credentials needed to establish a GSS-API
security context authenticating the RPC client host to the server
therefore an unprivil eged user-space programcould not create an
RPCSEC GSSv3 RPCSEC GSS CREATE nessage that successfully binds an RPC
client host and a user security context.

In addition to the parent handle (Section 2), the nulti-principa

aut hentication call data has an RPCSEC GSS version 3 handl e
referenced via the rgnp_handle field termed the "inner" handle.
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Clients using RPCSEC GSSv3 nul ti-principal authentication MJST use an
RPCSEC GSSv3 context handl e that corresponds to a GSS-APlI security
context that authenticates the RPC client host for the parent handl e.
For the inner context handle with RPCSEC GSSv3 it MJST use a context
handl e to authenticate a user. The reverse (parent handl e

aut henti cates user, inner authenticates an RPC client host) MJST NOT
be used. Oher multi-principal parent and inner context handl e uses
m ght eventually make sense, but would need to be introduced in a new
revi sion of the RPCSEC GSS protocol

The child context handle returned by a successful nulti-principa
assertion binds the inner RPCSEC GSSv3 context handle to the parent
RPCSEC _GSS context and MUST be treated by servers as authenticating
the GSS-API initiator principal authenticated by the inner context
handl e’ s GSS- APl security context. This principal my be mapped to a
server-side notion of user or principal.

Mul ti-principal binding is done by including an assertion of type
rgss3_gss_np_auth in the RPCSEC GSS CREATE rgss3 create_args cal

data. The inner context handle is placed in the rgnp_handle field.

A MC of the RPC call header up to and including the credential is
conmput ed using the GSS-API security context associated with the inner
context handle and is placed in rgnp_rpcheader_mic field. Note that
the rgnp_rpcheader _nic only identifies the client host GSS context by
it’s context handle (the parent context handle) in the rpc header

An RPCSEC GSS CREATE control procedure with a multi-principa

aut henti cati on payl oad MJST use the rpc_gss_svc_privacy security
service for protection. This is to prevent an attacker from

i ntercepting the RPCSEC GSS CREATE control procedure, re-assigning
the (parent) context handle, and stealing the user’s identity.

The target verifies the nulti-principal authentication by first
confirmng that the parent context used is an RPC client host
context, and then verifies the rgnp_rpcheader_m c using the GSS-API
security context associated with the rgnp_handle field.

On a successful verification, the rgss3_gss_np_auth field in the
rgss3 create res reply MIUST be filled in with the i nner RPCSEC GSSv3
context handle as the rgnp_handle, and a M C conputed over the RPC
reply header (see section Section 2.3) using the GSS-API security
context associated with the inner handle.

On failure, the rgss3_gss_np_auth field is not sent

(rgss3_gss_np_auth is an optional field). A MSGDENED reply to the
RPCSEC GSS CREATE call is fornul ated as usual
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As described in Section 5.3.3.3 of [RFC2203] the server nmintains a
list of contexts for the clients that are currently in session with
it. Wen a client request comes in, there may not be a context
corresponding to its handle. Wen this occurs on an

RPCSEC GSS3_CREATE request processing of the parent handle, the
server rejects the request with a reply status of MSG DENIED with the
reject_stat of AUTH ERROR and with an auth_stat val ue of
RPCSEC_GSS_CREDPROBLEM

A new val ue, RPCSEC GSS | NNER_CREDPROBLEM has been added to the
auth_stat type. Wth a nulti-pricipal authorization request, the
server nmust al so have a context corresponding to the inner context
handl e. Wen the server does not have a context handl e correspondi ng
to the inner context handle of a multi-pricipal authorization
request, the server sends a reply status of MSG DENI ED with the
reject_stat of AUTH ERROR and with an auth_stat val ue of

RPCSEC_GSS_| NNER_CREDPROBLEM

When processing the multi-principal authentication request, if the
GSS VerifyM C() call on the rgnp_rpcheader _mic fails to return
GSS_S COWPLETE, the server sends a reply status of MSG DEN ED with
the reject _stat of AUTH ERROR and with an auth_stat val ue of
RPCSEC_GSS_| NNER_CREDPROBLEM

2.7.1.2. Channel Binding

<CODE BEG NS>

111
/1l typedef opaque rgss3 chan_bi ndi ng<>
111

<CODE ENDS>

RPCSEC GSSv3 provides a different way to do channel binding than
RPCSEC_GSSv2 [ RFC5403]. Specifically:

a. RPCSEC GSSv3 builds on RPCSEC GSSv1 by reusing existing,
est abli shed context handl es rather than providing a different RPC
security flavor for establishing context handles,

b. channel bindings data are not hashed because there is now genera
agreenment that it is the secure channel’s responsibility to
produce channel bindings data of nmanageabl e size.

(a) is useful in keeping RPCSEC GSSv3 sinple in general, not just for

channel binding. (b) is useful in keeping RPCSEC GSSv3 sinple
specifically for channel binding.
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Channel binding is acconplished as follows. The client prefixes the
channel bindings data octet string with the channel type as described
in [ RFC5056], then the client calls GSS GetM C() to get a MC of
resulting octet string, using the parent RPCSEC GSSv3 cont ext
handl e’ s GSS- APl security context. The MC is then placed in the
rca_chan_bind_mic field of RPCSEC GSS_CREATE arguments
(rgss3_create_args).

If the rca_chan_bind_nmc field of the argunents of a
RPCSEC _GSS CREATE control nessage is set, then the server MJST verify
the client’s channel binding MC if the server supports this feature.
I f channel binding verification succeeds then the server MJST
generate a new M C of the sanme channel bindings and place it in the
rcr_chan_bind_mc field of the RPCSEC GSS CREATE rgss3_create_res
results. |If channel binding verification fails or the server doesn’t
support channel binding then the server MIST indicate this in its
reply by not including a rgss3 chan_binding value in rgss3 create res
(rgss3_chan_binding is an optional field).

The client MJST verify the result’s rcr_chan_bind_nic val ue by
calling GSS VerifyM(C() with the given MC and the channel bindings
data (including the channel type prefix). |If client-side channe
binding verification fails then the client MJST cal

RPCSEC_GSS DESTROY. |If the client requested channel binding but the
server did not include an rcr_chan_binding nic field in the results,
then the client MAY continue to use the resulting context handle as
t hough channel bindi ng had never been requested. |If the client

consi ders channel binding critical, it MJST call RPCSEC GSS DESTROY.

As per - RPCSEC GSSv2 [ RFC5403] :

"Once a successful [channel binding] procedure has been perforned
on an [ RPCSEC GSSv3] context handle, the initiator’s

i npl ementation nay nmap application requests for rpc_gss_svc_none
and rpc_gss_svc_integrity to rpc_gss_svc_channel prot credentials.
And if the secure channel has privacy enabl ed, requests for
rpc_gss_svc_privacy can al so be mapped to
rpc_gss_svc_channel _prot."

Any RPCSEC GSSv3 child context handle that has been bound to a secure
channel in this way SHOULD be used only with the
rpc_gss_svc_channel _prot, and SHOULD NOT be used with
rpc_gss_svc_none nor rpc_gss_svc_integrity -- if the secure channe
does not provide privacy protection then the client MAY use
rpc_gss_svc_privacy where privacy protection is needed or desired.
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2.7.1.3. Label Assertions
<CODE BEG NS>

/1] struct rgss3 | abel {

111 rgss3 Ifs ri_Ifs;
111 opaque rl_I abel <>
1y,
111
/1] struct rgss3 Ifs {
/11 unsigned int rif _Ifs_id;
111 unsigned int rlf_pi_id;
1y,
111

<CODE ENDS>

The client discovers which |abel format specifiers (LFS) the server
supports via the RPCSEC GSS LI ST control message. Full node MAC is
enabl ed when an RPCSEC GSS version 3 process subject |abel assertion
is conbined with a file object |abel provided by the NFSv4.2

sec_l abel attribute.

Label encoding is specified to mirror the NFSv4.2 sec_| abel attribute
described in Section 12.2.4 of [NFSv4.2]. The label format specifier
(LFS) is an identifier used by the client to establish the syntactic
format of the security |label and the semantic nmeaning of its
conmponents. The policy identifier (Pl) is an optional part of the
definition of an LFS which allows for clients and server to identify
specific security policies. The opaque |abel field of rgss3 |abel is
dependent on the MAC nodel to interpret and enforce.

If a label itself requires privacy protection (i.e., that the user
can assert that label is a secret) then the client MJST use the
rpc_gss_svc_privacy protection service for the RPCSEC GSS CREATE
request.

RPCSEC GSSv3 clients MAY assert a set of subject security labels in
some LSF by binding a | abel assertion to the RPCSEC GSSv3 child
context handle. This is done by including an assertion of type

rgss3 label in the RPCSEC GSS CREATE rgss3 create_args rca_assertions
call data. The label assertion payload is the set of subject |abels
asserted by the calling NFS client process. The resultant child
context is used for NFS requests asserting the client process subject
| abel s. The NFS server process that handl es such requests then
asserts the (client) process subject label(s) as it attenpts to
access a file that has associated LNFS object | abels.
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Servers that support labeling in the requested LFS MAY map the
requested subject label to a different subject |abel as a result of
server-side policy eval uation.

The | abels that are accepted by the target and bound to the
RPCSEC_GSSv3 context MJUST be enunerated in the rcr_assertions field
of the rgss3_create_res RPCSEC GSS CREATE reply.

Servers that do not support |abeling or that do not support the
requested LFS reject the |abel assertion with a reply status of
MSG DENI ED, a reject_status of AUTH ERROR, and an auth_stat of
RPCSEC GSS_LABEL_PROBLEM

2.7.1.4. Structured Privilege Assertions
<CODE BEG NS>
11

/1l typedef opaque utf8string<>; /* UTF-8 encoding */
/1l typedef utf8string utf8str_cs; /* Case-sensitive UTF-8 */

111
/1] struct rgss3 privs {
111 utf8str_cs r p_nanme<>;
111 opaque rp_privil ege<>
1y,
<CODE ENDS>

A structured privilege is a capability defined by a specific RPC
application. To support the assertion of this privilege, by a client
using the application, in a server that also supports the
application, the application may define a private data structure that
i s understood by clients and servers inplenmenting the RPC
appl i cation.

RPCSEC _GSSv3 clients MAY assert a structured privilege by binding the
privilege to the RPCSEC _GSSv3 context handle. This is done by

i ncluding an assertion of type rgss3_privs in the RPCSEC GSS CREATE
rgss3 _create_args rca_assertions call data.

The privilege is identified by the description string that is used by
RPCSEC GSSv3 to identify the privilege and conmunicate the private
data between the rel evant RPC application-specific code w thout
needing to be aware of the details of the structure used. Thus, as
far as RPCSEC GSSv3 is concerned, the defined structure is passed
between client and server as opaque data encoded in the

rpc_gss3 privs rp_privilege field.
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Encodi ng, server verification and any server policies for structured
privileges are described by the RPC application definition. The
rp_name field of rpc_gss3_privs carries the description string used
toidentify and list the privilege. The utf8str_cs definitionis
from [ RFC7530] .

A successful structured privilege assertion MJST be enunerated in the
rcr_assertions field of the rgss3_create_res RPCSEC GSS CREATE reply.

If a server receives a structured privilege assertion that it does
not recogni ze, the assertion is rejected with a reply status of
MSG DENI ED, a reject _status of AUTH ERROR, and an auth_stat of
RPCSEC_GSS UNKNOWN MESSAGE.

It is assuned that a client asserting nore than one structured
privilege to be bound to a context handle would require all the
privilege assertions to succeed.

If a server receives an RPCSEC _GSS CREATE request contai ning one or
nmore structured privil ege assertions, any of which it fails to verify
according to the requirenments of the RPC application defined
behavior, the request is rejected with a reply status of MSG _DEN ED,
a reject_status of AUTH ERROR, and an auth_stat of

RPCSEC_GSS_PRI VI LEGE_PROBLEM

Section 4.10.1.1. "Inter-Server Copy via ONC RPC with RPCSEC GSSv3"
of [NFSv4.2] shows an exanpl e of structured privilege definition and
use.

2.7.2. New Control Procedure - RPCSEC GSS LI ST

<CODE BEG NS>
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/1l enumrgss3_list_item {
111 LABEL = 0,
111 PRIVS = 1
N
1
/1l struct rgss3 list_args {
11 rgss3_list_item rla_list_what<>
A
111
[1] union rgss3 list itemu
/11 switch (rgss3 list_ itemitype) {
/1l case LABEL:
11 rgss3_| abel rli_Iabel s<>
/1l case PRIVS
Iy rgss3_privs rli_privs<>
N
1
/1l typedef rgss3 list itemu rgss3 |ist res<>
11
<CODE ENDS>

The call data for an RPCSEC GSS LI ST request consists of a |ist of
integers (rla_list_what) indicating what assertions are to be |isted,
and the reply consists of an error or the requested list.

The result of requesting a list of rgss3_list_itemLABEL is a list of
LFSs supported by the server. The client can then use the LFS I|ist
to assert l|labels via the RPCSEC GSS CREATE | abel assertions. See
Section 2.7.1.3.
2.8. Extensibility

Assertion types may be added in the future by adding arns to the
"rgss3_assertion_u' union. Exanples of other potential assertion
types incl ude:
0o Cdient-side assertions of identity:

* Primary client/user identity

*  Suppl ementary group nenbershi ps of the client/user, including

support for specifying deltas to the nmenbership list as seen on
the server.
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3. Operational Recommendation for Depl oynent

RPCSEC GSSv3 is a superset of RPCSEC GSSv2 [ RFC5403] which in turnis
a superset of RPCSEC GSSvl [ RFC2203], and so can be used in al
situations where RPCSEC GSSv2 is used, or where RPCSEC GSSvl is used
and channel bindings functionality is not needed. RPCSEC GSSv3
shoul d be used when the new functionality is needed.

4. Security Considerations
This entire docunent deals with security issues.

The RPCSEC _GSSv3 protocol allows for client-side assertions of data
that is relevant to server-side authorization decisions. These
assertions nmust be evaluated by the server in the context of whether
the client and/or user are authenticated, whether nmulti-principa

aut henti cation was used, whether the client is trusted, what ranges
of assertions are allowed for the client and the user (separately or
together), and any rel evant server-side policy.

The security semantics of assertions carried by RPCSEC GSSv3 are
appl i cation protocol -specific.

Not e that RPSEC GSSv3 is not a conplete solution for labeling: it
conveys the | abels of actors, but not the | abels of objects. RPC
application protocols nmay require extending in order to carry object
| abel information.

There nmay be interactions with NFSv4's cal |l back security schene and
NFSv4. 1's [ RFC5661] GSS- APl "SSV' nechani sns. Specifically, the
NFSv4 cal | back scheme requires that the server initiate GSS-API
security contexts, which does not work well in practice, and in the
context of client-side processes running as the sanme user but wth
different privileges and security |abels the NFSv4 cal |l back security
schene seens particularly unlikely to work well. NFSv4.1 has the
server use an existing, client-initiated RPCSEC GSS context handle to
protect server-initiated callback RPCs. The NFSv4.1 call back
security schenme lacks all the problenms of the NFSv4 schene, however,
it is inportant that the server pick an appropriate RPCSEC GSS
context handle to protect any call backs. Specifically, it is

i mportant that the server use RPCSEC GSS cont ext handl es which
authenticate the client to protect any callbacks relating to server
state initiated by RPCs protected by RPCSEC GSSv3 contexts.

As described in Section 2.10.10 [ RFC5661] the client is permtted to
associate nultiple RPCSEC GSS handles with a single SSV GSS cont ext.
RPCSEC GSSv3 handles will work well with SSV in that the nman-in-the-
m ddl e attacks described in Section 2.10.10 [ RFC5661] are sol ved by
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the new reply verifier (Section 2.3). Using an RPCSEC GSSv3 handl e
backed by a GSS-SSV nechani sm context as a parent handle in an

RPCSEC_GSS_CREATE cal |

while permtted is conplicated by the lifetine

rul es of SSV contexts and their associ ated RPCSEC GSS handl es.

5. | ANA Consi derati ons

The followi ng new | ANA RPC Aut hentication Status Numbers have been

added:

0 RPCSEC GSS | NNER_CREDPROBLEM (15) "No credentials for nulti-
princi pal assertion inner context user". See Section 2.7.1.1.

0 RPCSEC GSS LABEL_PROBLEM (16) "Problemwi th | abel assertion". See

Section 2.7.1. 3.

0 RPCSEC GSS PRI VI LEGE PROBLEM (17) "Problemwi th structured
privilege assertion". See Section 2.7.1.4.

0 RPCSEC _GSS UNKNOAN_MESSAGE (18) "Unknown structured privilege
assertion”. See Section 2.7.1.4.
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