NTP Wor ki ng G oup D. Sibold

I nternet-Draft PTB

I ntended status: Standards Track S. Roettger
Expi res: January 5, 2015

K. Tei chel

PTB

July 04, 2014

Network Tinme Security
draft-ietf-ntp-network-tine-security-04.txt

Abst ract

Thi s docunment describes the Network Time Security (NTS) protocol that
enabl es secure authentication of tine servers using Network Tine
Protocol (NTP) or Precision Tinme Protocol (PTP). Its design
considers the special requirenents of precise tinekeeping, which are
described in Security Requirements of Tine Protocols in Packet
Switched Networks [I-D.ietf-tictoc-security-requirenents].

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 5, 2015.
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1. Introduction

Ti me synchroni zation protocols are increasingly utilized to
synchroni ze clocks in networked infrastructures. The reliable
performance of such infrastructures can be degraded seriously by
successful attacks against the time synchronization protocol
Therefore, tinme synchronization protocols applied in critica
infrastructures have to provide security neasures to defeat possible
adversaries. Consequently, the w despread Network Tine Protoco
(NTP) [ RFC5905] was suppl enented by the aut okey protocol [RFC5906]
whi ch shall ensure authenticity of the NTP server and integrity of
the protocol packets. Unfortunately, the autokey protocol exhibits
various severe security vulnerabilities as revealed in a thorough

anal ysis of the protocol [Roettger]. For the Precision Time Protoco
(PTP), Annex K of the standard docunent | EEE 1588 [I| EEE1588] defi nes
an informative security protocol that is still in experinental state.
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Because of autokey's security vulnerabilities and the absence of a
standardi zed security protocol for PTP, these protocols cannot be
applied in environments in which conpliance requirenents demand
authenticity and integrity protection. This docunent specifies a
security protocol which ensures authenticity of the time server via a
Public Key Infrastructure (PKI) and integrity of the tine
synchroni zati on protocol packets and which therefore enables the
usage of NTP and PTP in such environnents.

The protocol is specified with the prerequisite in mnd that precise
ti nekeeping can only be acconplished with stateless tine
synchroni zati on communi cati on, which excludes the utilization of
standard security protocols like |IPsec or TLS for tinme
synchroni zati on messages. This prerequisite corresponds with the
requirenent that a security nechani smfor tinmekeepi ng nust be
designed in such a way that it does not degrade the quality of the
time transfer [I-D.ietf-tictoc-security-requirenments].

Not e:
The intent is to fornmulate the protocol to be applicable to NTP
and also PTP. In the current state the draft focuses on the
application to NTP.
2. Security Threats
A profound analysis of security threats and requirenments for NTP and
PTP can be found in the "Security Requirenents of Tine Protocols in
Packet Switched Networks" [I-D.ietf-tictoc-security-requirenments].
3. ojectives

The objectives of the NIS specification are as foll ows:

0 Authenticity: NIS enables the client to authenticate its tine
server.

0 Integrity: NTS protects the integrity of tinme synchronization
prot ocol packets via a nessage authentication code (MAC).

0 Confidentiality: NTS does not provide confidentiality protection
of the time synchronization packets.

o Mbddes of operation: Al operational nodes of NTP are supported.

0 Operational nodes of PTP should be supported as far as possible.
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4.

5.

5.

0 Hybrid node: Both secure and insecure conmuni cation nodes are
possi bl e for NTP servers and clients, respectively.

o0 Conpatibility:
* Unsecured NTP associations shall not be affected.

* An NTP server that does not support NTS shall not be affected
by NTS aut hentication requests.

Terns and Abbrevi ations

MTM Man In The Mddl e

NTP Net wor k Ti me Protocol

NTS Network Tine Security

PTP Preci sion Tine Protocol

TESLA Tined Efficient Stream Loss-Tol erant Authentication
NTS Overvi ew

1. Symmetric and Cient/Server Mde

NTS applies X. 509 certificates to verify the authenticity of the tine
server and to exchange a symmetric key, the so-called cookie. This
cookie is then used to protect authenticity and integrity of the
subsequent tinme synchronization packets by neans of a Message

Aut henti cation Code (MAC), which is attached to each tine

synchroni zati on packet. The cal culation of the MAC includes the

whol e tine synchronization packet and the cookie which is shared
between client and server. It is calculated according to:

cookie = MsSB_128 (HWVAC(server seed, H(certificate of client))),

with the server seed as key, where His a hash function, and where
the function MSB_128 cuts off the 128 npost significant bits of the
result of the HWVAC function. The server seed is a 128 bit random
val ue of the server, which has to be kept secret. The cookie never
changes as long as the server seed stays the sane, but the server
seed has to be refreshed periodically in order to provide key
freshness as required in [I-D.ietf-tictoc-security-requirenents].
See Section 8 for details on the seed refresh and Section 7.1.1 for
the client’s reaction to it.
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The server does not keep a state of the client. Therefore it has to
recal cul ate the cookie each tine it receives a request fromthe
client. To this end, the client has to attach the hash value of its
certificate to each request (see Section 6.4).

5.2. Broadcast Mode

Just as in the case of the client server node and symetric node,
authenticity and integrity of the NTP packets are ensured by a MAC,
which is attached to the NTP packet by the sender. The verification
of the authenticity is based on the TESLA protocol, in particular on
its "Not Re-using Keys" schene, see section 3.7.2 of [RFC4082].
TESLA is based on a one-way chain of keys, where each key is the

out put of a one-way function applied on the previous key in the
chain. The last elenment of the chain is shared securely with al
clients. The server splits tine into intervals of uniformduration
and assigns each key to an interval in reverse order, starting with
the penultinate. At each tinme interval, the server sends an NTP
broadcast packet appended by a MAC, cal cul ated using the
correspondi ng key, and the key of the previous disclosure interval
The client verifies the MAC by buffering the packet until the

di sclosure of the key in its associated disclosure interval. In
order to be able to verify the validity of the key, the client has to
be | oosely tinme synchronized to the server. This has to be
acconplished during the initial client server exchange between
broadcast client and server. For a nore detailed description of the
TESLA protocol see Appendi x D.

6. Protocol Messages

Note that this section currently describes the realization of the
message format of NTS only for its utilization for NTP, in which the
NTS specific data are enclosed in extension fields on top of NIP
packets. A specification of NIS nessages for PTP would have to be
devel oped accordi ngly.

The steps described in Section 6.1 - Section 6.4 belong to the
uni cast nmode, while Section 6.5 and Section 6.6 explain the steps
involved in the broadcast node of NTS

6.1. Association Messages

In this nessage exchange, the hash and signature algorithms that are
used t hroughout the protocol are negoti ated.
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6.1.1. Message Type: "client_assoc"

The protocol sequence starts with the client sending an association
message, called client_assoc. This nessage contains

o the NTS nessage ID "client_assoc",

o the version nunber of NTS that the client wants to use (this
SHOULD be t he highest version nunber that it supports),

o the hostnanme of the client,

0 a selection of accepted hash al gorithnmns,

0 a selection of accepted encryption al gorithns, and

0 a selection of accepted algorithns for the signatures.

For NTP, this nmessage is realized as a packet with an extension field
of type "association", which contains all this data.

6.1.2. Message Type: "server_assoc"

This nmessage is sent by the server upon receipt of client_assoc. It
cont ai ns

0 the NTS nessage I D "server_assoc”

o the version nunber used for the rest of the protocol (which SHOULD
be deternined as the nmininmumover the client’s suggestion in the
client_assoc nmessage and the highest supported by the server),

o the hostnane of the server, and

o the server’s choice of algorithmfor encryption, for the
signatures and for cryptographic hashing , all of which MJST be
chosen fromthe client’s proposals.

In the case of NTP, the data is enclosed in a packet’s extension
field, also of type "association".

6.2. Certificate Messages
In this nessage exchange, the client receives the certification chain
up to a trusted anchor. Wth the established certification chain the

client is able to verify the server’s signatures and, hence,
authenticity of future NTS nessages fromthe server is ensured.
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6

6

Di scussi on

Note that in this step the client validates the authenticity of
its imedi ate NTP server only. |t does not recursively validate
the authenticity of each NTP server on the tine synchronization
chain. Recursive authentication (and authorization) as fornul ated
in[l-Dietf-tictoc-security-requirenents] depends on the chosen
trust anchor.

2.1. Message Type: "client_cert"

This nmessage is sent by the client, after it successfully verified
the content of the received server_assoc nessage (see Section 7.1.1).
It contains

o0 the NTS nessage ID "client_cert",

o the negotiated version nunber,

o the client’s hostnane, and

o0 the signature al gorithm negotiated during the association
nessages.

In the case of NTP, the data is enclosed in a packet’s extension
field of type "certificate request”.

2.2. Message Type: "server_cert”

This message is sent by the server, upon receipt of a client_cert
message, if the version nunber and choice of methods communicated in
that message are actually supported by the server. It contains

o0 the NTS nessage |ID "server_cert",
o the version nunber as transmitted in client_cert,

0 a signature, calculated over the data |listed above, with the
server’s private key and according to the signature algorithm
transmitted in server_cert,

o all the information necessary to authenticate the server to the
client. This is a chain of certificates, which starts at the
server and goes up to a trusted authority, where each certificate
MUST be certified by the one directly following it.

This nmessage is realized for NTP as a packet with extension field of
type "certificate" which holds all of the data listed above.

Si bold, et al. Expi res January 5, 2015 [ Page 8]



Internet-Draft NTS July 2014

6.3. Cookie Messages
During this nmessage exchange, the server transmits a secret cookie to
the client securely. The cookie will be used for integrity
protection during unicast tine synchronization

6.3.1. Message Type: "client_cook"
This message is sent by the client, upon successful authentication of
the server. In this nessage, the client requests a cookie fromthe
server. The nessage contains
o0 the NTS nessage ID "client_cook",
o the negotiated version nunber,
o the negotiated signature algorithm
0 the negotiated encryption algorithm
0 a 128-bit nonce,
o the negotiated hash al gorithm H,

o the client’'s certificate.

For NTP, an extension field of type "cookie request” holds the |isted
dat a.

6.3.2. Message Type: "server_cook"
This message is sent by the server, upon receipt of a client_cook
message. The server generates the hash of the client’s certificate,
as conveyed during client_cook, in order to calculate the cookie
according to Section 5.1. This nessage contains a concatenated
datum which is encrypted with the client’'s public key, according to
the encryption algorithmtransnitted in the client_cook nessage. The
concat enat ed dat um cont ai ns
o0 the NTS nessage |ID "server_cook"
o the version nunber as transmitted in client_cook
0 the nonce transnitted in client_cook

o the cookie, and
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0 a signature, created with the server’s private key, cal cul ated
over
* all of the data |isted above, and al so
* the hash of the client’s certificate.

This signature MJST be cal cul ated according to the transmitted
signature algorithmfromthe client_cook nessage

In the case of NTP, this is a packet with an extension field of type
"cookie transmit".

6.4. Unicast Time Synchronisation Messages
In this nessage exchange, the usual tine synchronization process is
executed, with the addition of integrity protection for all nessages
that the server sends. This nessage can be repeatedly exchanged as
often as the client desires and as long as the integrity of the
server’s time responses is verified successfully.

6.4.1. Message Type: "tine_request”

This nmessage is sent by the client when it requests tinme exchange.
It contains

0 the NTIS nessage ID "tine_request”,

o the negotiated version nunber,

0 a 128-bit nonce,

o the negotiated hash al gorithm H,

0o the hash of the client’s certificate under H

In the case of NTP the data is enclosed in the packet’s extension
field of type "time request".

6.4.2. Message Type: "tine_response"
This nmessage is sent by the server, after it received a tine_request
message. Prior to this the server MIST recalculate the client’s
cooki e by using the hash of the client’s certificate and the
transmtted hash algorithm The nessage contains

0 the NTS nessage ID "tine_response”,
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o the version nunber as transmtted in tinme_request,
o the server’s time synchronization response data,
o0 the nonce transnitted in tine_request,

0 a MAC (generated with the cookie as key) for verification of all
of the above data.

In the case of NTP, this is a packet with the necessary tine
synchroni zati on data and a new extension field of type "tine
response". This packet has an appended MAC that is generated over
the tinme synchroni zation data and the extension field, with the
cooki e as the key.

6.5. Broadcast Paraneter Messages
In this nessage exchange, the client receives the necessary
i nformati on to execute the TESLA protocol in a secured broadcast
association. The client can only initiate a secure broadcast
associ ation after a successful unicast run, see Section 7.1.2.
See Appendix D for nore details on TESLA

6.5.1. Message Type: "client_bpar"

This message is sent by the client in order to establish a secured
time broadcast association with the server. 1t contains

0 the NTS nessage ID "client_bpar",

o the version nunber negotiated during association in unicast node,
o the client’s hostnane, and

o the signature al gorithm negotiated during unicast.

For NTP, this message is realized as a packet with an extension field
of type "broadcast request”.

6.5.2. Message Type: "server_bpar"

This message is sent by the server upon receipt of a client_bpar
message during the broadcast |oop of the server. It contains

o0 the NTS nessage |ID "server_bpar",

o the version nunber as transnmitted in the client_bpar nessage,
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o the one-way function used for building the one-way key chain,
o the last key of the one-way key chain, and
o the disclosure schedule of the keys. This contains:

* time interval duration,

* the disclosure delay (nunber of intervals between use and
di scl osure of a key),

* the tine at which the next tinme interval will start, and
* the next interval’s associ ated i ndex.

0 The nmessage al so contains a signature signed by the server with
its private key, verifying all the data |isted above.

It is realized for NTP as a packet with an extension field of type
"broadcast paraneters”, which contains all the given data.

6. 6. Broadcast Message

Via this nmessage, the server keeps sending broadcast tine
synchroni zati on messages to all participating clients.

6.6.1. Message Type: "server_broad”

This nmessage is sent by the server over the course of its broadcast
schedule. It is part of any broadcast association. It contains

0 the NTS nessage ID "server_broad"

o the version nunber that the server’s broadcast node is working
under,

o tine broadcast data,

o the index that belongs to the current interval (and therefore
identifies the current, yet undisclosed key),

o the disclosed key of the previous disclosure interval (current
time interval ninus disclosure delay),

o0 a MAC, calculated with the key for the current time interval
verifying

* the nessage | D,
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*

*

For

t he version nunber, and
the tine data.

NTP, this nessage is realized as an NTP broadcast packet with the

time broadcast data and with an extension field of type "broadcast
nmessage"”, which contains the rest of the listed data. The NTP packet
is then appended by a MAC verifying its contents.

7. Protocol Sequence

7.1. The dient

7.1.1.
For

1.

Si bol d,

The Cient in Unicast Mde
a unicast run, the client perforns the foll ow ng steps:

It sends a client_assoc nessage to the server. |t MJST keep the
transmtted val ues for version nunber and al gorithmnms avail abl e
for | ater checks.

It waits for areply in the formof a server_assoc nessage
After receipt of the nessage it perforns the foll owi ng checks:

* The client checks that the message contains a conformversion
number .

* |t also has to verify that the server has chosen the signature
and hash algorithns fromits proposal sent in the client_assoc
nessage

If one of the checks fails, the client MJUST abort the run

The client then sends a client_cert nessage to the server
Again, it MJST renmenber the transnmitted values for version nunber
and algorithns for |ater checks.

It amaits a reply in the formof a server_cert nessage and
perfornms authenticity checks on the certificate chain and the
signature for the version nunber. |If one of these checks fails,
the client MJST abort the run

Next, it sends a client_cook nessage to the server. The client
MUST save the included nonce until the reply has been processed.

It amaits a reply in the formof a server_cook nessage; upon
receipt it executes the follow ng actions:
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Si bol d,

* |t decrypts the nessage with its own private key.

* It checks that the decrypted nessage is of the expected
format: the concatenation of version nunber, a 128 bit nonce,
a 128 bit cookie and a signature val ue.

* |t verifies that the received versi on nunber matches the one
negot i at ed before.

* |t verifies that the recei ved nonce matches the nonce sent in
the client_cook nessage.

* It verifies the signature using the server’'s public key. The
signature has to authenticate the version nunber, the nonce,
the cookie, and the hash of the client’s certificate.

If one of those checks fails, the client MJST abort the run

The client sends a tine_request nessage to the server. The
client MJUST save the included nonce and the transmit_tinmestanp
(fromthe tine synchronization data) as a correlated pair for

| ater verification steps.

It awaits a reply in the formof a tine_response nessage. Upon
receipt, it checks:

* that the transmtted version nunber matches the one negoti ated
bef ore,

* that the transmitted nonce belongs to a previous tinme_request
nessage

* that the transmt_tinmestanp in that time_request nessage
mat ches the corresponding tine stanp fromthe synchronization
data received in the tinme_response, and

* that the appended MAC verifies the received synchronization
data, version nunber and nonce.

If at | east one of the first three checks fails (i.e. if the
versi on nunber does not match, if the client has never used the
nonce transnitted in the tinme_response nessage or if it has used
the nonce with initial tine synchronization data different from
that in the response), then the client MJST ignore this

ti me_response nessage. If the MACis invalid, the client MJST do
one of the follow ng: abort the run or go back to step 5 (because
the cooki e m ght have changed due to a server seed refresh). |If
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The

7.1. 2.

bot h checks are successful, the client SHOULD continue tinme
synchroni zati on by going back to step 7

client’s behavior in unicast node is also expressed in Figure 1.

The dient in Broadcast Mde

To establish a secure broadcast association with a broadcast server,

t he

client MUST initially authenticate the broadcast server and

securely synchronize its tine to it up to an upper bound for its tine
of fset in unicast node. After that, the client perforns the

foll

1.

Si bol d,

owi ng steps:

It sends a client_bpar nessage to the server. It MJST renenber
the transmtted val ues for version nunber and signature
al gorithm

It waits for areply in the formof a server_bpar nessage after
which it perforns the foll owi ng checks:

* The message nust contain all the necessary information for the
TESLA protocol, as listed in Section 6.5. 2.

* Verification of the nmessage’s signature.

If any information is missing or the server’s signature cannot be
verified, the client MJST abort the broadcast run. |If all checks
are successful, the client MJUST renenber all the broadcast
paraneters received for |ater checks.

The client awaits tinme synchronization data in the formof a
server _broadcast nessage. Upon receipt, it perforns the
foll owi ng checks:

1. Proof that the MAC is based on a key that is not yet
di sclosed. This is achieved via a disclosure schedul e and
requires the I oose time synchronization. |If verified, the
packet will be buffered for later authentication. O herw se,
the client MIUST discard it. Note that the tine information
included in the packet will not be used for synchronization
until its authenticity could be verified.

2. The client checks whether it already knows the disclosed key.
If so, the client SHOULD discard the packet to avoid a buffer
overrun. If not, the client verifies that the disclosed key
bel ongs to the one-way key chain by applying the one-way
function until equality with a previous disclosed key is
verified. |If falsified, the client MJST discard the packet.
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3. If the disclosed key is legitimate the client verifies the
authenticity of any packet that it received during the
corresponding time interval. |If authenticity of a packet is
verified it is released fromthe buffer and the packet’'s tine
information can be utilized. |If the verification fails
authenticity is no longer given. |In this case the client
MUST request authentic time fromthe server by means of a
uni cast tine request message.

See RFC 4082[ RFC4082] for a detail ed description of the packet
verification process.

The client MJST restart the broadcast sequence with a client_bpar
message Section 6.5.1 if the one-way key chain expires.

The client’s behavior in broadcast node can also be seen in Figure 2

7.2.

7.2.

The Server

The Server in Unicast Mde

To support unicast node, the server MJST be ready to performthe
foll owi ng acti ons:

(0]

Upon receipt of a client_assoc nessage, the server constructs and
sends a reply in the formof a server_assoc nmessage as descri bed
in Section 6.1.2.

Upon receipt of a client_cert nessage, the server checks whether
it supports the given signature algorithm |If so, it constructs
and sends a server_cert nessage as described in Section 6.2.2.

Upon receipt of a client_cook nessage, the server checks whether
it supports the given cryptographic algorithns. It then
cal cul ates the cookie according to the forrmula given in

Section 5.1. Wth this, it MJST construct a server_cook nessage
as described in Section 6.3.2.

Upon receipt of a time_request nessage, the server re-calcul ates
the cookie, then conputes the necessary tine synchronization data
and constructs a tine_response nessage as given in Section 6.4.2

The server MJST refresh its server seed periodically (see
Section 8.1).
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7.2.2. The Server in Broadcast Mbde

A broadcast server MJST al so support unicast node, in order to
provide the initial tinme synchronization which is a precondition for
any broadcast association. To support NTS broadcast, the server MJST
additionally be ready to performthe follow ng actions:

o Upon receipt of a client_bpar nmessage, the server constructs and
sends a server_bpar nmessage as described in Section 6.5.2.

o0 The server follows the TESLA protocol in all other aspects, by
regul arly sendi ng server_ broad nessages as described in
Section 6.6.1, adhering to its own disclosure schedul e.

It is also the server’s responsibility to watch for the expiration
date of the one-way key chain and generate a new key chain
accordi ngly.

8. Server Seed Considerations

The server has to cal culate a random seed whi ch has to be kept
secret. The server MJST generate a seed for each supported hash
algorithm see Section 9.1

8.1. Server Seed Refresh

According to the requirenents in
[I-D.ietf-tictoc-security-requirenents] the server MJST refresh each
server seed periodically. As a consequence, the cookie nenorized by
the client becones obsolete. 1In this case the client cannot verify
the MAC attachted to subsequent tine response nessages and has to
respond accordingly by re-initiating the protocol with a cookie
request (Section 6.3).

8.2. Server Seed Al gorithm

8.3. Server Seed Lifetine

9. Hash Al gorithns and MAC Generation

9.1. Hash Algorithns
Hash al gorithnms are used at different points: calculation of the
cooki e and the MAC, and hashing of the client’s certificate. dient
and server negotiate a hash algorithmH during the association
message exchange (Section 6.1) at the beginning of a unicast run

The selected algorithmH is used for all hashing processes in that
run.
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9.

2

10.

11.

11.

In broadcast node, hash algorithns are used as pseudo random
functions to construct the one-way key chain. Here, the utilized
hash algorithmis conmmuni cated by the server and non-negoti abl e.

The list of the hash algorithns supported by the server has to
fulfill the follow ng requirenents:

0 it MIST NOT include SHA-1 or weaker al gorithns,
0 it MJIST include SHA-256 or stronger algorithns.
Not e

Any hash algorithmis prone to be conpronised in the future. A
successful attack on a hash al gorithm would enable any NTS client
to derive the server seed fromtheir own cookie. Therefore, the
server MJST have separate seed values for its different supported
hash al gorithms. This way, know edge gained froman attack on a
hash algorithmH can at |least only be used to conpromni se such
clients who use hash algorithmH as well

MAC Cal cul ati on

For the calculation of the MAC, client and server are using a Keyed-
Hash Message Aut hentication Code (HMAC) approach [ RFC2104]. The HMAC
is generated with the hash algorithm specified by the client (see
Section 9.1).

| ANA Consi der ati ons
Security Considerations
1. Initial Verification of the Server Certificates

The client has to verify the validity of the certificates during the
certification nessage exchange (Section 6.2). Since it generally has
no reliable time during this initial conmunication phase, it is
i mpossible to verify the period of validity of the certificates.
Therefore, the client MIST use one of the follow ng approaches:

0o The validity of the certificates is preconditioned. Usually this
will be the case in corporate networks.

o The client ensures that the certificates are not revoked. To this
end, the client uses the Online Certificate Status Protocol (OCSP)
defined in [ RFC6277].
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0 The client requests a different service to get an initial tinme
stanmp in order to be able to verify the certificates’ periods of
validity. To this end, it can, e.g., use a secure shel
connection to a reliable host. Another alternative is to request
atine stanp froma Tine Stanping Authority (TSA) by neans of the
Ti me- Stanp Protocol (TSP) defined in [ RFC3161].

11. 2. Revocation of Server Certificates

According to Section 8.1, it is the client’s responsibility to
initiate a new association with the server after the server’s
certificate expires. To this end the client reads the expiration
date of the certificate during the certificate nmessage exchange
(Section 6.2). Besides, certificates may al so be revoked prior to
the normal expiration date. To increase security the client MAY
verify the state of the server’'s certificate via OCSP periodically.

11. 3. Usage of NTP Pool s

The certification based authentication schenme described in Section 6
is not applicable to the concept of NIP pools. Therefore, NIS is not
abl e to provide secure usage of NTP pools.

11.4. Denial -of-Service in Broadcast Mbde

TESLA aut hentication buffers packets for del ayed authentication
This makes the protocol vulnerable to flooding attacks, causing the
client to buffer excessive nunbers of packets. To add stronger DoS
protection to the protocol, client and server use the "Not Re-using
Keys" schene of TESLA as pointed out in section 3.7.2 of RFC 4082
[RFC4082]. In this scheme the server never uses a key for the MAC
generation nore than once. Therefore the client can discard any
packet that contains a disclosed key it knows al ready, thus
preventing nenory flooding attacks.

Note, an alternative approach to enhance TESLA s resi stance agai nst
DoS attacks involves the addition of a group MAC to each packet.
This requires the exchange of an additional shared key comon to the
whol e group. This adds additional conplexity to the protocol and
hence is currently not considered in this docunent.

11.5. Delay Attack

In a packet delay attack, an adversary with the ability to act as a
M TM del ays time synchroni zati on packets between client and server
asymetrically [I-D.ietf-tictoc-security-requirenents]. This
prevents the client to neasure the network delay, and hence its tine
offset to the server, accurately [Mzrahi]. The delay attack does
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12.

13.

13.

not nodifiy the content of the exchanged synchronizati on packets.
Theref ore cryptographic neans are not feasible to mtigate this
attack. However, serveral non-cryptographic precautions can be taken
in order to detect this attack

0 Usage of nultiple tinme servers: this enables the client to detect
the attack provided that the adversary is unable to delay the
synchroni zati ons packets between the majority of servers. This
approach is commonly used in NTP to exclude incorrect tine servers
[ RFC5905] .

o Miltiple communication paths: The client and server are utilizing
di fferent paths for packet exchange as described in the I-D
[1-D.shpiner-multi-path-synchronization]. The client can detect
the attack provided that the adversary is unable to manipul ate the
majority of the avail able paths [Shpiner]. Note, that this
approach is not yet available, neither for NIP nor for PTP

0 The introduction of a threshold value for the delay tinme of the
synchroni zati on packets. The client can discard a tinme server if
the packet delay tine of this tine server is larger than the
threshol d val ue.

o Usage of an encrypted connection: the client exchanges all packets
with the tine server over an encrypted connection (e.g. |Psec).
This measure does not mitigate the delay attack but it nakes it
more difficult for the adversary to identify the tine
synchroni zati on packets.
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Figure 1: The client’s behavior in NTS unicast node.
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Figure 2: The client’s behaviour in NTS broadcast node.

Si bold, et al. Expi res January 5, 2015 [ Page 24]



Internet-Draft NTS July 2014

Appendi x B. Extension Fields

In Section 6, sonme new extension fields for NTP packets are
i ntroduced. They are listed here again, for reference.

"associ ation” client_assoc

server_assoc
"certificate request"” client_cert
"certificate" server_cert
"cooki e request” client_cook
"time request” ti me_request
"time response” ti me_response
"broadcast request"”

"br oadcast paraneters"

I I
I I
I I
I I
I I
I I
I I
I I
I I
"cookie transmt" | server_cook |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

"br oadcast nessage"

Appendi x C. TICTOC Security Requirenents

The follow ng table conpares the NTS specifications against the
TI CTOC security requirenments [I-D.ietf-tictoc-security-requirenments].

T T T . S I +
| Section | Requirenment froml-Dtictoc | Requirement | NTS |
| | security-requirenents-05 | level | |
Fomm e o o e m e e e e e e e e e e e e e e e e e e aa oo TSRS Homm - - +
| 5.1.1 | Authentication of Servers | MUST | K |
N . . . +
| 5.1.1 | Authorization of Servers | MUST | K |
N T e . e +
| 5.1.2 | Recursive Authentication of | MUST | K |
| | Servers (Stratum 1) | | |
Fomm e - o m e e e e e e e e e e e e e m e e e e o oo oo e e e - Homm - - - +
| 5.1.2 | Recursive Authorization of Servers | MJST | OK |
| | (Stratum 1) [ [ [
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T oo e e e e e e e e e e e eaao o o m e [ S, +
| 5.1.3 | Authentication and Authorization | MAY | - |
| | of Slaves | | |
Fomm e - o m e e e e e e e e e e e e e m e e e e o oo oo e e e - Homm - - - +
| 5.2 | Integrity protection. | MUST | OK |
TR oo e e e e e e e e e e e eaaa o S Fom e e +
| 5.4 | Protection against DoS attacks | SHOULD | K |
Fomm e oo - e o m e e oo o - Fomm - - - +
| 5.5 | Replay protection | MUST | K |
Fomm e - o m e e e e e e e e e e e e e m e e e e o oo oo e e e - Homm - - - +
| 5.6 | Key freshness. | MUST | OK |
TR oo e e e e e e e e e e e eaaa o S Fom e e +
| | Security association. | SHOULD | K |
Fomm e oo - e o m e e oo o - Fomm - - - +
| | Unicast and mnul ticast | SHOULD | K |
[ | associ ations. [ [ [
TS oo e e e e e e e e e e eaaa o S Homm e +
| 5.7 | Performance: no degradation in | MUST | K |
[ | quality of time transfer. | | |
Fomm e oo - e o m e e oo o - Fomm - - - +
| | Performance: |ightweight | SHOULD | K |
[ | conputation [ [ [
TS oo e e e e e e e e e e eaaa o S Homm e +
[ | Performance: storage, bandwi dth | SHOULD | K |
T oo e e e e e e e e e e e eaao o o m e [ S, +
| 5.7 | Confidentiality protection | MAY | NO |
Fomm e o o e m e e e e e e e e e e e e e e e e e e aa oo TSRS Homm - - +
| 5.9 | Protection against Packet Del ay | SHOULD | NA*) |
| | and Interception Attacks | | |
TR oo e e e e e e e e e e e eaaa o S Fom e e +
| 5.10 | Secure node | MUST | - |
Fomm e oo - e o m e e oo o - Fomm - - - +
[ | Hybrid node | SHOULD | - [
Fomm e - o m e e e e e e e e e e e e e m e e e e o oo oo e e e - Homm - - - +

*) See discussion in section Section 11.5.

Conpari son of NTS sepecification against TlICTOC security
requirenents.

Appendi x D. Broadcast Mbode

For the broadcast node, NTS adopts the TESLA protocol, which is based
on a one-way key chain. This appendi x provides details on the
generation and usage of the one-way key chain collected and assenbl ed
from[RFC4082]. Note that NIS is using the "not re-using keys"
schene of TESLA as described in section 3.7.2. of [RFC4082].
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D.1. Server Preparations

Server setup:

1.

Si bol d,

The server determ nes a reasonabl e upper bound B on the network
del ay between itself and an arbitrary client, neasured in
nmlliseconds.

It determines the nunmber n+l of keys in the one-way key chain.
This yields the nunber n of keys that are usable to authenticate
broadcast packets. This nunber n is therefore also the nunber of
time intervals during which the server can send authenti cated
broadcast nmessages before it has to cal culate a new key chai n.

It divides tine into nuniformintervals I_1, 1 2, ..., |_n.
Each of these tinme intervals has length L, neasured in
mlliseconds. In order to fulfill the requirenent 3.7.2. of RFC

4082 the tine interval L has to be snaller than the tine interva
bet ween the broadcast nessages.

The server generates a random key K n.

Using a one-way function F, the server generates a one-way chain

of n+l keys KO, K1, ..., K{n} according to
Ki = F(K {i+1}).
Usi ng anot her one-way function F', it generates a sequence of n+1
MAC keys K 0, K 1, ..., K {n-1} according to
K_i = F(K.l).
Each MAC key K _i is assigned to the tine interval 1 _i

The server determ nes the key disclosure delay d, which is the
nunber of intervals between using a key and disclosing it. Note
that al though security is still provided for all choices d>0, the
choice still makes a difference:

* |f dis chosen too short, the client mght discards packets
because it fails to verify that the key used for their MAC has
not been yet discl osed.

* |If dis chosen too Iong, the received packets have to be
buffered for a unnecessarily long tine before they can be
verified by the client and subsequently be utilized for tine
synchroni zati on.

et al. Expi res January 5, 2015 [ Page 27]



Internet-Draft NTS July 2014

D. 2.

The server SHOULD cal cul ate d according to
d =ceil( 2B/ L) + 1,

where ceil gives the snallest integer greater than or equal to
its argunent.

F F F F
- K1 <-------- Commmmmaa K{n-1} <-------- K n
I I I
I I I
F | F | F | F
I I I
v v v
0 K 1 K {n-1} K n
[ I I ]
| 1 I {n-1} I _n

Course of Tine/Usage of Keys

o, - e e - e - - 4o . o>

A Schematic explanation on the TESLA protocol’s one-way key chain

Client Preparation

A client needs the following information in order to participate in a
TESLA broadcast.

0

One key K.i fromthe one-way key chain, which has to be

aut henticated as belonging to the server. Typically, this will be
K_0.

The di scl osure schedul e of the keys. This consists of:

* the length n of the one-way key chain,

* the length L of the tinme intervals | _1, | 2, ..., 1_n,

* the starting time T_i of an interval |_i. Typically thisis
the starting time T_1 of the first interval;

* the disclosure delay d.

The one-way function F used to recursively derive the keys in the
one-way key chai n,
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0 The second one-way function F used to derive the MAC keys K _O,
K_1, ... , K_n fromthe keys in the one-way chain.

0 An upper bound Dt on how far its own clock is "behind" that of
t he server.

Note that if Dt is greater than (d - 1) * L, then some authentic
packets m ght be discarded. |If Dt is greater than d * L, then all
aut hentic packets will be discarded. 1In the latter case, the client
shoul d not participate in the broadcast, since there will be no
benefit in doing so.

Sendi ng Aut henti cated Broadcast Packets
During each time interval | _i, the server sends one authenticated
broadcast packet P_i. This packet consists of:

0 a nessage M.

o the index i (in case a packet arrives late),

0 a MAC authenticating the nmessage Mi, with K _i used as key,
o the key K{i-d}, which is included for disclosure.

Aut henti cati on of Received Packets

When a client receives a packet P_i as described above, it first
checks that it has not received a packet with associated index
before. This is done to avoid replay/flooding attacks. A packet
that fails this test is discarded

Next, the client checks that, according to the disclosure schedule
and with respect to the upper bound Dt determ ned above, the server
cannot have disclosed the key Ki yet. Specifically, it needs to
check that the server’s clock cannot read a tine that is in tine
interval |_{i+d} or later. Since it works under the assunption that
the server’s clock is not nore than Dt "ahead" of the client’s
clock, the client can cal cul ate an upper bound t_i for the server’s
clock at the time when P_i arrived by

t i =R+ D,
where Ris the client’s clock at the arrival of P_i. This inplies
that at the tinme of arrival of P_i, the server could have been in
interval | _x at nost, with

x = floor((t_i - T_.1) / L),
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where floor gives the greatest integer |ess than or equal to its
argunent. The client now needs to verify that

X < i+d

is valid (see also section 3.5 of [RFC4082]). |If falsified, it is
di scar ded

Next the client verifies that a newy disclosed key K {i-d} bel ongs
to the one-way key chain. To this end it verifies identity with sone
earlier disclosed key by recursively applies the one-way function F
to K{i-d} (see Cause 3.5 in RFC 4082, item 3)

If a packet P_i passes all tests listed above, it is stored for later
aut hentication. Also, if at this time there is a package wi th index
i-d already buffered, then the client uses the disclosed key K {i-d}
to derive K {i-d} and uses that to check the MAC i ncluded i n package
P {i-d}. On success, it regards M{i-d} as authenti cated.

Appendi x E.  Random Number Generati on

At various points of the protocol, the generation of random nunbers
is required. The enpl oyed nethods of generation need to be
cryptographically secure. See [RFC4086] for guidelines concerning
this topic.
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