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Abstract

Di scovery of the Path Conputation Elenment (PCE) within an | GP area or
routing donain is possible using OSPF [ RFC5088] and | S-1S [ RFC5089].
However, it has been established that in certain deploynent scenarios
PCEs may not wi sh, or be able to participate within the | GP process.
In those scenarios, it is beneficial for the Path Conputation dient
(PCC) (or other PCE) to discover PCEs via an alternative nmechanismto
those proposed in [ RFC5088] and [ RFC5089].

Thi s docunent specifies the requirenents, use cases, procedures and
ext ensi ons to support PCE discovery along with certain rel evant
i nformati on type and capability discovery via DNS.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenmber 10, 2014.
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1. Introduction

The Pat h Conput ati on El enent Communi cation Protocol (PCEP) is a
transacti on-based protocol carried over TCP [ RFC4655]. In order to
be able to direct path conputation requests to the Path Conputation
El ement (PCE), a Path Conputation Cient (PCC) (or other PCE) needs
to know the | ocation and capability of a PCE

In a network where an 1GP is used and where the PCE participates in
the 1GP, discovery nechanisns exist for PCC (or PCE) to |l earn the
identity and capability of each PCE. [RFC5088] defines a PCE

Di scovery (PCED) TLV carried in an OSPF Router LSA. Simlarly,

[ RFC5089] defines the PCED sub-TLV for use in PCE D scovery using
IS-1S. Scope of the advertisenment is limted to | GP areal/l evel or
Aut ononous System (AS).

However in certain scenarios not all PCEs will participate in the
same | GP instance, section 3 (Mdtivation) outlines a nunber of use
cases. |In these cases, current PCE Discovery nechanisns are

t heref ore not appropriate and another PCE di scovery function would be
required. (sec 4 of [PCE-QUESTIQV]).

Thi s docunent describes PCE discovery via DNS. The nmechanismwth
whi ch DNS cones to know about the PCE and its capability is out of
scope of this docunent.

1.1. Term nol ogy
The following term nology is used in this docunent.

PCE- Domai n: As per [RFC4655], any collection of network el enents
within a conmon sphere of address managenent or path conputational
responsibility. Exanples of domains include Interior Gateway
Protocol (IGP) areas and Aut ononous Systens (ASs).

Domai n-Nanme: An identification string that defines a real mof
adm ni strative autonony, authority, or control on the Internet.
Any nane registered in the DNS is a domain nane. DNS Domai n nanes
are used in various networking contexts and application-specific
nam ng and addressi ng purposes. In general, a donain nane
represents an Internet Protocol (IP) resource. Exanples of DNS
domain name is "ww. exanpl e.cont' or "exanple.con[ RFC1035] .

1.2. Requirenents

As described in [ RFC4674], the PCE Discovery information should at
| east be conposed of:
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0 The PCE location: an | Pv4 and/or | Pv6 address that is used to
reach the PCE. It is RECOMVENDED to use an address that is always
reachable if there is any connectivity to the PCE

o0 The PCE path conputation scope (i.e., inter-area, inter-AS, or
inter-layer);

o0 The set of one or nore PCE-Domain(s) into which the PCE has
visibility and for which the PCE can conpute paths;

o0 The set of zero, one, or nore nei ghbor PCE-Donain(s) toward which
the PCE can conpute paths;

o The set of communication and path computation-specific
capabilities.

These PCE discovery information allows PCCs to sel ect appropriate
PCEs.

Thi s docunment specifies the procedures and extension to facilitate

DNS- based PCE i nformation di scovery for specific use cases, and to
conpl enent existing | GP discovery nechani sm
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2. Conventions used in this document
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].
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3. Motivation

This section discusses in nore detail the notivation and use cases
for an alternative DNS-based PCE di scovery nmechani sm

3.1. CQutside the Routing Domain

When the PCE is a router participating in the G2, or even a server
participating passively in the 1G, with all PCEP speakers in the
same routing domain, a sinple and efficient way to announce PCEs
consists of using | GP flooding.

It has been identified that the existing PCE di scovery nechani sns do
not work very well in follow ng scenari os:

Inter-AS: Per donmin path conputation nechani sm[RFC5152] or
Backward recursive path conputati on (BRPC) [ RFC5441] MAY be used
by cooperating PCEs to conpute inter-domain path. In which case
t hese cooperating PCEs should be known to other PCEs. In case of
i nter-AS where the PCEs do not participate in a common | GP, the
exi sting | GP discovery mechani sm cannot be used to di scover
i nter-AS PCE.

Hi erarchy of PCE: The H PCE [ RFC6805] architecture does not require
di scl osure of internals of a child domain to the parent PCE. It
may be necessary for a third party to manage the parent PCEs
according to comercial and policy agreenents fromeach of the
participating service providers [PCE-QUESTION]. [ RFC6805]
specifies that a child PCE nust be configured with the address of
its parent PCE in order for it to interact with its parent PCE
However handling changes in parent PCE identities and coping with
failure events would be an issue for a configured system There
is no scope for parent PCEs to advertise their presence to child
PCEs when they are not a part of the sane routing donain.

BGP-LS: [BGP-LS] describes a mechani sm by which Iinks state and
traffic engineering information can be collected from networks and
shared with external components using the BGP routing protocol.

An external PCE MAY use this nechanismto populate its TED and not
take part in the sane I GP routing donain.

NMS/ GSS:  PCE MAY gain the know edge of Topol ogy information from
some managenent system (e.g., NVS/ 0SS) and not take part in the
same routing domain. Also note that in some case PCC may not be a
router and instead be a managenent systemlike NMS and may not be
abl e to discover PCE via | GP discovery.
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Di scovery Mechani sns
1. Query-Response versus Adverti senent

Advertisenment based PCE di scovery using | GP nethods [ RFC5088] and

[ RFC5089] floods the PCE information to an area, a subset of areas or
to a full routing domain. By the very nature of flooding and
advertisenents it generates unwanted traffic and may lead to
unnecessary advertisement, especially when PCE information needs
frequent changes.

DNS is a query-response based nechanism a client (a PCC) can use DNS
to discover a PCE only when it needs to conpute a path and does not
require any other node in the network to be invol ved.

In case of Intermttent PCEP session, where PCEP sessions are
systematically open and closed for each PCEP request, a DNS-based
query-response nmechanismis nore suitable. One nay also utilize DNS-
based | oad- bal anci ng and recovery functions.

PCE Virtualization

Server virtualization has gain inportance since it provides better
reliability and high availability in the event of hardware failure
It allows for higher utilization of physical resources while

i mprovi ng adm ni strati on by having a single managenent interface for
all virtual servers

When one PCE instance is virtually hosted on a server and initiated
as a PCE instance, another PCE instance may be created on the sane
server or a different server to provide better |oad bal anci ng and
reliability. |In such a case, where there are a | arge number of PCCs
that need to know t hese PCE instances’ |ocation, manual configuration
on PCCs for PCC and PCE relationship is not trivial or desirable.

Addi tional Capabilities
1. Handling Changes in PCE Identities

In the case of H PCE ,when a dynam c Address is assigned to the
parent PCE, any existing configuration entry on child PCE becones
invalid and the parent PCE becones unreachable. |n order to handle
changes in parent PCE identities, the DNS update can be used to
provide I P reachability to the parent PCE with new assi gned Address.
The DNS update can be performed by either parent PCE or OSS/ NMS t hat
is aware of PCE ldentities changes.
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3.4.2. Secure Inter-domain Discovery

Applications make use of DNS | ookups on FQDN to find a node(e.g.,
PCEP endpoint). Wen a PCE perforns DNS | ookup or dynanic DNS update
with the DNS server, the PCE MJUST have a security association of sone
type with the DNS server. The security association SHOULD be

establ i shed either using DNSSEC [ RFC4033] or TSIGE

TKEY[ RFC2845] [ RFC2930] . DNS | ookup for PCE Di scovery can be applied
either within an adm ni stration dormai n or spanni ng across

adm ni stration donains. A security association is REQU RED even if
the DNS server is in the sanme administrative domain as the PCE

3.4.3. Load Sharing of Path Conmputation Requests

\Ma

Multiple PCEs can be present in a single network domain for
redundancy. DNS supports inherent |oad bal anci ng where multiple PCEs
(with different | P addresses) are known in DNS for a single PCE
server nane and are hidden fromthe PCC

In an |1 GP advertisement based PCE di scovery, one |learns of all the
PCEs and it is the job of the PCC to do | oad-bal anci ng.

A DNS- based | oad- bal anci ng nechani sm works well in case of

Intermttent PCEP sessions and request are |oad-bal anced anong PCEs
simlar to HTTP request without any conplexity at the client.
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Ext ended Naming Authority Pointer ( NAPTR ) Service Field Fornmat

The NAPTR service field format defined by the S-NAPTR DDDS
application in [RFC3958] follows this Augnented Backus-Naur Form
(ABNF) [ RFC5234]:

servi ce-parns
app- service
app- pr ot ocol
experinental -service
experi nental - protoco

i ana-regi stered-service
i ana-r egi st er ed- pr ot ocol

[ [app-service] *(":" app-protocol)]
experinental -service [/ iana-registered-service
experinental - protocol / iana-registered-protoco
"x-" 1* 30ALPHANUMSYM

"x-" 1* 30ALPHANUMSYM

ALPHA * 31ALPHANUMSYM

ALPHA * 31ALPHANUMSYM

ALPHA = OW&41-5A /| 61-7A ; A-Z/ a-z
DAT = W&30-39 ; 0-9

SYM = 2B/ 2D/ W2E ; “+" [ -t/ "
ALPHANUMSYM = ALPHA/ DIAT / SYM

; The app-service and app-protocol tags are linmted to 32
; characters and nmust start with an al phabetic character
; The service-parns are consi dered case-insensitive.

This specification refines the "iana-registered-service" tag
definition for the discovery of PCE supporting a specific PCE
application or multiple PCE applications as defined bel ow

i ana-regi stered-service =/ pce-service
pce-service = "pce" *("+" appl n-nane)
appl n- nane = non-ws-string
non-ws-string = 1*(%21-FF)

The appl n-name el enment is the Application Identifier used to identify
a specific PCE application. The PCE Application Nanme are allocated
by 1 ANA as defined in section 8.1.

This specification also refines the "iana-registered-protocol" tag
definition for the discovery of PCE supporting a specific transport
protocol as defined bel ow.

i ana-regi st ered-protocol =/ pce-protocol
pce- pr ot ocol "pce." pce-transport
pce-transport "tep" / "tls.tcp”

Similar to application protocol tags defined in the [ RFC6408],the
S-NAPTR application protocol tags defined by this specification MJST
NOT be parsed in any way by the querying application or Resol ver

The delimter (".") is present inthe tag to inprove readability and
does not inply a structure or nanespace of any kind. The choice of
delinmter (".") for the application protocol tag follows the fornat
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4.1.

\Ma

of existing S-NAPTR application protocol tag registry entries, but
this does not inply that it shares semantics with any other
specifications that create registry entries with the sanme format.

The S-NAPTR application service and application protocol tags defined
by this specification are unrelated to the | ANA "Service Nane and
Transport Protocol Port Nunber Registry" (see [RFC6335]).

The maxi num | ength of the NAPTR service field is 256 octets,
including a one-octet length field (see Section 4.1 of [RFC3403] and
Section 3.3 of [RFC1035]).

| ETF Standards Track PCE Applications

A PCE Cient MIST be capable of using the extended S-NAPTR
application service tag for dynam c di scovery of a PCE supporting

St andards Track applications. Therefore, every |ETF Standards Track
PCE application MJST be associated with a "PCE-service" tag fornatted
as defined in this specification and allocated in accordance with

| ANA policy (see Section 8).

For exanple, a NAPTR service field val ue of:

" PCE+gco: pce.tcp

means that the PCE in the SRV or A/ AAAA record supports the G oba
Concurrent Optim zation Application (See section 8.1)and the

Transport Control Protocol (TCP) as the transport protocol (See
section 8.2).
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Backwar ds Conpatibility

Domai n Nanme System (DNS) admi nistrators SHOULD al so provision | egacy
NAPTR records [RFC3403] in order to guarantee backwards conpatibility
with | egacy PCE that only support S-NAPTR DDDS application in
[RFC3958]. If the DNS admi nistrator provisions both extended S-NAPTR
records as defined in this specification and | egacy NAPTR records
defined in [ RFC3403], then the extended S-NAPTR records MJST have

hi gher priority(e.g., lower order and/or preference values) than

| egacy NAPTR records.
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Di scovering a Path Conmputation El enment

The extended-format NAPTR records provide a mapping froma domain to
the SRV record or A/ AAAA record for contacting a server supporting a
specific transport protocol and PCE application. The resource record
will contain an enpty regul ar expression and a repl acenent val ue,
which is the SRV record or the A/ AAAA record for that particul ar
transport protocol

The assunption for this nechanismto work is that the DNS
adm nistrator of the queried donmain has first provisioned the DNS
wi th extended-format NAPTR entries.

When the PCC or other PCEs perforns a NAPTR query for a server in a
particular realm the PCC or other PCEs has to know in advance the

search path of the resolver, i.e.,in which realmto look for a PCE

and in which Application Identifier it is interested.

The search path of the resolver can either be pre-configured, or

di scovered using Di aneter, DHCP or other means. For exanple, the
real m coul d be deduced fromthe Network Access ldentifier (NAI) in
the User-Nane attribute-value pair (AVP) or extracted fromthe
Destination-Real mAVP in Di aneter [RFC6733].

When pre-configuration is used, PCE domain(e.g.,AS200)can be added as
"subdomai ns" of the first-level domain of the underlying service
(e.g., AS200.exanple.con, which allows a NAPTR query for a server in
a PCE domain associated with DNS donai n- nane.

When DHCP is used, it SHOULD know t he donmi n-nanme of that real mand
use DHCP to discover |P address of the PCE in that real mthat

provi des path computation service along with some PCE | ocation

i nformati on useful to a PCC (or other PCE) for a PCE selection, and

contact it directly. In sone instances, the discovery may result in
a per protocol/application |ist of domain-nanmes that are then used as
starting points for the subsequent S-NAPTR | ookups [RFC3958]. |If

neither the I P address nor other PCE | ocation information can be

di scovered with the above procedure, the PCC (or other PCE) NMNAY
request a domain search list, as described in [ RFC3397] and[ RFC3646],
and use it as input to the DDDS application.

When the PCC (or other PCE) does not find valid donai n-nanes using
t he mechani snms above, it MJST stop the attenpt to di scover any PCE

The follow ng procedures result in an |IP address, PCE domain,

nei ghbori ng PCE domai n and PCE Conput ati on Scope where the PCC (or
other PCE) can contact the PCE that hosts the service it is |ooking
for.
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Det erm ning the PCE Service and transport protoco

The PCC (or other PCE) should know the service identifier for the
Pat h Conputation service and associ ated transport protocol. The
service identifier for the Path Conputation service is defined as
"PCE+apX" as specified in section 5 The PCE supporting "PCE"' service
MUST support TCP as transport, as described in [ RFC5440].

The services relevant for the task of transport protocol selection
are those with S-NAPTR service fields with val ues "PCE+apX: Y', where
"PCE+apX is the service identifier defined in the previous
paragraph, and ' Y is the letter that corresponds to a transport
protocol supported by the PCE. This docunent al so establishes an

| ANA registry for mappi ngs of S-NAPTR service name to transport

pr ot ocol

These NAPTR [ RFC3958] records provide a napping froma donmain to the
SRV [ RFC2782] record for contacting a PCE with the specific transport
protocol in the S-NAPTR services field. The resource record MJST
contain an enpty regul ar expression and a repl acenent val ue, which

i ndi cates the domai n nane where the SRV record for that particul ar
transport protocol can be found. As per [RFC3403], the client

di scards any records whose services fields are not applicable.

The PCC (or other PCE) MJST discard any service fields that identify
a resol ution service whose value is not valid. The S-NAPTR
processing as described in [RFC3403] will result in the discovery of
the nost preferred PCE that is supported by the client, as well as an
SRV record for the PCE

Determ ning the I P Address of the PCE

If the returned NAPTR service fields contain entries formatted as
"pce+apX: Y' where "X" indicates the Application Identifier and "Y"

i ndi cates the supported transport protocol (s), the target realm
supports the extended format for NAPTR-based PCE di scovery defined in
this docunent.

o If "X" contains the required Application lIdentifier and "Y"
mat ches a supported transport protocol, the PCEP inplenentation
resol ves the "replacenment” field entry to a target host using the
| ookup nethod appropriate for the "flags" field.

o If "X" does not contain the required Application lIdentifier or "Y"
does not match a supported transport protocol, the PCEP
i npl enent ati on abandons the peer discovery.

If the returned NAPTR service fields contain entries formatted as
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"pce+apX' where "X' indicates the Application Identifier, the target
real m supports the extended format for NAPTR-based PCE di scovery
defined in this docunent.

o If "X" contains the required Application lIdentifier, the PCEP
i npl ementation resolves the "replacenent” field entry to a target
host using the | ookup nmethod appropriate for the "flags" field and
attenpts to connect using all supported transport protocols.

o If "X" does not contain the required Application lIdentifier, the
PCEP i npl enent ati on abandons t he PCE di scovery.

If the returned NAPTR service fields contain entries formatted as
"pce: X' where "X' indicates the supported transport protocol (s), the
target real msupports PCEP but does not support the extended format
for NAPTR-based PCE di scovery defined in this docunent.

o If "X" matches a supported transport protocol, the PCEP
i mpl ementation resolves the "replacenent” field entry to a target
host using the | ookup method appropriate for the "flags" field.

If the returned NAPTR service fields contain entries formatted as
"pce", the target real msupports PCEP but does not support the
extended format for NAPTR-based PCE di scovery defined in this
docunment. The PCEP inplenmentation resolves the "replacenent” field
entry to a target host using the | ookup nethod appropriate for the
"flags" field and attenpts to connect using TCP (in future it SHOULD
attenpt all supported transport Protocols)

Note that the regexp field in the S-NAPTR exanpl e above is enpty.
The regexp field MIST NOT be used when discovering PCE, as its usage
can be conplex and error prone. Also, the discovery of the PCE does
not require the flexibility provided by this field over a static
target present in the TARGET field.

As the default behavior, the client is configured with the

i nformati on about which transport protocol is used for a path
computation service in a particular domain. The client can directly
performan SRV query for that specific transport using the service
identifier of the path conputation Service. For exanple, if the
client knows that it should be using TCP for path conputation
service, it can performa SRV query directly
for_PCE. _tcp. exanpl e. com

Once the server providing the desired service and the transport

protocol has been deternmined, the next step is to deternmne the IP
addr ess.
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According to the specification of SRV RRs in [ RFC2782], the TARGET
field is a fully qualified donmai n-nane (FQDN) that MJST have one or
nore address records; the FQDN nust not be an alias, i.e., there MJST
NOT be a CNAME or DNAME RR at this name. Unless the SRV DNS query

al ready has reported a sufficient nunber of these address records in
the Additional Data section of the DNS response (as recommended by

[ RFC2782]), the PCC needs to perform A and/ or AAAA record | ookup(s)

of the donmai n-nanme, as appropriate. The result will be a list of IP
addresses, each of which can be contacted using the transport

protocol determ ned previously.

6.2.1. Exanples

As an exanple, consider a client that wishes to find PCED service in
the as100. exanpl e.com domain. The client perforns a S-NAPTR query
for that domain, and the follow ng NAPTR records are returned:

O der Pref Flags Service Regexp Repl acenent
I N NAPTR 50 50 "s" "pce:pce.tls.tcp"” "
_PCE. _tcp. as100. exanpl e. com
I'N NAPTR 90 50 "s" "pce:pce.tcp” "
_PCE. _tcp. as100. exanpl e. com

This indicates that the domain does have a PCE providing Path
Conput ati on services over TCP, in that order of preference. |If the
client only supports TCP, TCP will be used, targeted to a host
determ ned by an SRV | ookup of _PCE. tcp.exanple.com That | ookup
woul d return

7, Priority Weight Por t Tar get
IN SRV 0 1 XXXX  serverl.as100. exanpl e. com
IN SRV 0 2 XXXX  server?2.as100. exanpl e. com

where XXXX represents the port nunber at which the service is
r eachabl e.

As an alternative exanple, a client wishes to discover a PCE in the
ex2. exanpl e.comreal mthat supports the GCO application over TCP
The client perforns a NAPTR query for that domain, and the foll ow ng
NAPTR records are returned:
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- order pref flags service regexp repl acenent
IN NAPTR 150 50 "a" "pce: pce.tcp" ""

serverl. ex2. exanpl e. com

I N NAPTR 150 50 "a" "pce: pce.tls.tcp" ""
server 2. ex2. exanpl e. com

IN NAPTR 150 50 "a" "pce+gco: pce.tcp” ""
serverl. ex2. exanpl e. com

IN NAPTR 150 50 "a" "pce+gco: pce.tls.tcp” ""

server 2. ex2. exanpl e. com

This indicates that the server supports GCQ(I D=1) over TCP and TLS/
TCP via hosts serverl. ex2. exanpl e. com and server 2. ex2. exanpl e. com
respectively.

Det erm ni ng the PCE domai ns and Nei ghbor PCE domai ns

DNS servers MAY use DNS TXT record to give additional information
about PCE service and add such TXT record to the additiona

i nformati on section (See section 4.1 of [RFCL035]) that are rel evant
to the answer and have the sane authenticity as the data (Generally
this will be made up of A and SRV records)in the answer section. The
additional information may include path conputation capability, the
PCE domai ns and Nei ghbor PCE donmi ns associated with the PCE. |f

di scovery of PCE supporting a specific PCE capability described in
section 7.2 has already been perforned, capability associated with
the PCE does not need to be included in the additional informtion

To store new types of information, the TXT record uses a structured
format in its TXT-DATA field [ RFC1035]. The format consists of the
attribute nanme followed by the value of the attribute. The nanme and
val ue are separated by an equals sign (=). The general syntax nmay
foll ow one defined in section 2 of [RFCL464] as foll ows:

<owner > <class> <ttl> TXT "<attribute nane>=<attri bute val ue>"

For exanple, the following TXT records contain attributes specified
in this fashion:

ex2. exanpl e. com IN TXT "pce domain = asl0"
ex2. exanpl e. com IN TXT  "neigh domai n= asb5"
ex2. exanpl e. com IN TXT "cap=link constraint”

The client MAY inspect those Additional Information section in the

DNS nessage and be capabl e of handling responses from naneservers
that never fill in the Additional Information part of a response.
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7. | ANA Consi derati ons

7.1. |1 ETF PCE Application Service Tags

| ANA specifies to create a new registry
tags’ for existing | ETF PCE applicati ons.

S- NAPTR application service

pce+gco | GCO [ RFC5557] |
pce+p2nmp | P2MP [ RFC5671] |
pce+st at ef ul | Stateful [STATEFUL- PCE] |
pce+gnpl s | GWPLS [ RFC7025] [
pce+i nteras | Inter-AS[ RFC5376] |
pce+i nterarea | Inter-Area [RFC4927] [

I I

pce+i nterl ayer Inter-layer [RFC6457]

Future | ETF PCE applicati ons MIST reserve the S-NAPTR application
service tag corresponding to the allocated PCE Application ID as
defined in Section 3.

7.2. PCE Application Protocol Tags
| ANA has reserved the follow ng S-NAPTR Application Protocol Tags for

the PCE transport protocols in the "S- NAPTR Application Protocol Tag"
registry created by [ RFC3958].

oo oo +
| Tag | Protocol

o [ +
| pce.tcp | TCP |
Fom e e e e e Fom e - +

Future PCE versions that introduce new transport protocols MJST
reserve an appropriate S-NAPTR Application Protocol Tag in the
"S- NAPTR Application Protocol Tag" registry created by [ RFC3958].
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8.
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Security Considerations

Thi s docunment specifies an enhancenent to the NAPTR service field
format. The enhancenent and nodifications are based on the S-NAPTR
which is actually a sinplification of the NAPTR, and therefore the
same security considerations described in [ RFC3958] are applicable to
this docunent.

For nost of those identified threats, the DNS Security Extensions
[ RFC4033] does provide protection. It is therefore recomended to
consi der the usage of DNSSEC [ RFC4033] and the aspects of DNSSEC
Operational Practices [ RFC6781] when depl oyi ng Path Conputation
Servi ces

I n depl oynents where DNSSEC usage is not feasible, nmeasures should be
taken to protect against forged DNS responses and cache poi soning as
much as possible. Efforts in this direction are docunented in

[ RFC5452] .

However a malicious host doing S-NAPTR queries |earns applications
supported by PCEs in a certain realmfaster, which nmight help the
mal i ci ous host to scan potential targets for an attack nore
efficiently when sone applications have known vul nerabilities.

Where inputs to the procedure described in this docunent are fed via
DHCP, DHCP vul nerabilities can al so cause issues. For instance, the
inability to authenticate DHCP di scovery results may lead to the Path
Conput ati on service results also being incorrect, even if the DNS
process was secured.
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