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Abst r act

A stateful Path Conputation El ement (PCE) naintains information about
Label Switched Path (LSP) characteristics and resource usage within a
network in order to provide traffic engineering path cal cul ations for
its associated Path Conputation Cients (PCCs). Furthernore, PCEs
are used to conpute shortest constrained Traffic Engi neering Label
Switched Paths (TE LSPs) in Miltiprotocol Label Switching (MPLS) and
General i zed MPLS (GWPLS) networks across nultiple domains.

Thi s docunment describes general considerations for the depl oynment of
stateful PCE(s) in inter-domain scenarios including inter-area and
i nter-AS.
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1. Introduction

The Pat h Conput ati on El enent comuni cati on Protocol (PCEP) provides
mechani sms for Path Conputation Elements (PCEs) to perform path
conputations in response to Path Conputation dients’ (PCCs)
requests.

[I-D.ietf-pce-stateful -pce-app] describes general considerations for
a stateful PCE depl oynment and exanines its applicability and
benefits, as well as its challenges and limtations through a nunber
of use cases. [I-D.ietf-pce-stateful-pce] describes a set of
extensions to PCEP to provide stateful control. A stateful PCE has
access to not only the information carried by the network’s Interior
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Gateway Protocol (1GP), but also the set of active paths and their
reserved resources for its computations. The additional state allows
the PCE to conpute constrai ned paths while considering individua

LSPs and their interactions.

The ability to conpute shortest constrained TE LSPs in Miltiprotoco
Label Switching (MPLS) and Ceneralized MPLS (GWLS) networks across
mul ti pl e domai ns has been identified as a key notivation for PCE
developnment. In this context, a domain is a collection of network
el ements within a common sphere of address nanagenent or path
conput ational responsibility such as an Interior Gateway Protoco
(1GP) area or an Autononous Systens (AS).

Thi s docunment presents general considerations for stateful PCE(S)
depl oynent in nulti-domain scenarios.

2. Overview

A stateful PCE maintains two sets of information for use in path
computation. The first is the Traffic Engi neering Dat abase (TED)

whi ch includes the topol ogy and resource state in the network. The
second is the LSP State Database (LSP-DB), in which a PCE stores
attributes of all active LSPs in the network, such as their paths

t hrough the network, bandw dth/resource usage, switching types and
LSP constraints. This state information allows the PCE to conpute
constrai ned paths while considering individual LSPs and their inter-
dependency. [I-D.ietf-pce-stateful-pce] applies equally to MPLS-TE
and GWLS LSPs and di sti ngui shes between an active and a passive
stateful PCE. A passive stateful PCE uses LSP state information to
optinize path conputations but does not actively update LSP state.
In contrast, an active stateful PCE may issue recommendations to the
networ k. For exanple, an active stateful PCE nay update LSP
paraneters for those LSPs that have been del egated, by its PCCs, the
control over to the PCE

The capability to conpute the routes of end-to-end inter-domain MPLS-
TE LSPs is expressed as requirenments in [ RFC4105] and [ RFC4216] and
may be realized by PCE(s). PCEs may use one of the foll ow ng
mechani sms to conpute end-to-end paths:

0 a per-domain path conputation technique [ RFC5152];

0 a Backward- Recursive PCE-based Conputation (BRPC) nmechani sm
[ RFC5441] ;

0 a Hierarchical PCE nechani sm[ RFC6805];
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Thi s docunent exam nes the stateful PCE inter-donain considerations
for all of these nechani sns.

2.1. LSP State Synchroni zation
The popul ation of the LSP-DB using information received from PCCs
(ingress LSR) is supported by the stateful PCE extensions defined in
[I-D.ietf-pce-stateful-pce] , i.e., via LSP state report nessages.
The inter-domain LSP state is synchronised to the ingress-PCE from
the ingress LSR (PCC), but this PCC cannot synchroni se to other PCEs

(in transit or egress domains), thus other nechani smnust be
i nvestigated for this purpose.

3. Stateful PCE Depl oyments

There are multiple nodels to perform PCE-based inter-donmain path
conput ati on:

0 A single PCE

o Multiple PCE
* without inter-PCE conmunication;
* with inter-PCE comuni cati on;

This section describe stateful PCE considerations for each of these
depl oynent nodel s.

3.1. Single Stateful PCE, Miltiple Donains

In this nodel, inter-domain path conmputation is performed by a single
stateful PCE that has topology visibility into all domains. The
inter-domain LSP state is synchronised to this PCE fromthe ingress
LSR (PCC) itself. This PCC may al so choose to del egate control over
this LSP to the PCE. Thus this nodel is sinilar to a single domain
in all aspects.

Fol I owi ng figure show an exanple of inter-area case conprising of
Area 0,1 and 2. A single stateful PCE is deployed for all areas.
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In this nodel PCE has visibility into the topology of all donains as
well as the state of all active LSPs including inter-domain LSPs.
This nodel is thus well suited to take advantage of all stateful PCE
capabilities.

It should be noted that a single PCE may not be possible because of
adm nistrative and confidentiality concerns.

3.2. Miltiple Stateful PCE, Miultiple Domains

In this nodel, there is at |east one PCE per donain, and each PCE has
topology visibility restricted to its own dormain. The inter-donmain
LSP state is synchronised to the ingress-PCE fromthe ingress LSR
(PCCO), but this PCC cannot synchronise to other PCEs (in transit or
egress donmains). This PCC may al so choose to del egate control over
this LSP to the Ingress-PCE, which may issue inter-donmain path
conmputation or re-optimzation request to other PCEs. An inter-
domain LSP that originates in the domain, is synchronised to the PCE
in that domain. But a nechanismis needed to synchronize state of
inter-domain LSP that do not originate in the domain. |n other
words, inter-domain LSP state should al so be synchronised to transit
and egress PCEs.

Fol l owi ng figure show an exanple of inter-AS case conprising of AS
100 and AS 200. A stateful PCE is deployed per AS.
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In order to conceal the information, a PCE may use path-key based
confidentiality mechani sms as per [RFC5520].

This section further describes considerations with respect to each of
the inter-domai n path conputation techni ques

3.2.1. Per Donain Path Conputation

The per domain path conputation technique [ RFC5152] is based on

Mul tiple PCE Path Conputation w thout |nter-PCE Comrunicati on Mde

as described in [RFC4655]. It defines a nethod where the path is
comput ed during the signaling process (on a per-domain basis). The
entry Boundary Node (BN) of each donmain is responsible for performnng
the path conputation for the section of the LSP that crosses the
domai n, or for requesting that a PCE for that domain conputes that

pi ece of the path.

The ingress LSR woul d synchronise the the state to the ingress PCE
further the entry boundary nodes shoul d synchroni ze the state of
inter-domain LSP to transit and egress PCEs. Note that the BN on the
path of an LSP can probably see the path (through the Record Route
obj ect in RSVP-TE signaling [ RFC3209]) and knows the bandw dth
reserved for the LSP. Thus each entry BN al ong the path could be
made responsible to synchronise the LSP state to the transit/egress
PCE(s) .

Since the stateful PCE(s) do not comunicate during this inter-domain
pat h conputation techni que and each entry BN woul d perform path
computation via Path Conputation Request (PCReq) and Reply (PCRep)
messages, a passive stateful PCE is well suited for this case

In case of delegation to the ingress PCE (active stateful PCE), it
woul d be capabl e of | oose path conputation only and make updates to
the ingress LSRwith this linmted visibility. The entry BN woul d
perform path conputation via Path Conputati on Request and Reply
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messages (and thus rely on the passive stateful node). Thus the
inter-domain LSP is delegated only to the ingress PCE

3.2.2. Backward-Recursive PCE-based Conputation

The BRPC [ RFC5441] technique is based on Miultiple PCE Path
Conputation with Inter-PCE Communicati on Mbdel as described in

[ RFC4655]. It invol ves cooperation and communi cati on between PCEs in
order to conpute an optiml end-to-end path across nultiple domains.
The sequence of domains to be traversed nay be known before the path
conputation, but it can also be used when the donmain path is unknown
and determ ned during path conputation.

As described in Section 3.2.1, the entry boundary nodes may
synchroni ze the state of inter-domain LSPs to transit and egress
PCEs. An alternative approach may be for each PCE to synchronise the
state along the path across donmains, i.e., each PCE would report the
state to the next PCE(s) in the adjacent donain al ong the donain
sequence of the inter-domain path. A nechanismsimlar to LSP-DB
backup [1-D. pal |l e-pce-stateful -pce-1spdb-sync] may be utilized for
this purpose.

Sone path segnment in the end to end path nay al so be hidden via path-
key as per [RFC5520] during state synchronization

In case of passive path conputation request to the ingress PCE from
the ingress LSR the BRPC path conputation procedure is applied to
conput e end-to-end path by using PCReq and PCRep nessages anobng
stateful PCE(s) in passive node.

In case of delegation to the ingress PCE (active stateful PCE), the
ingress PCE may trigger the end-to-end path conputation via the sane
BRPC procedure using the path conputation request and reply nessages
anong stateful PCE(s) in passive node. For re-optimnzation or update
the ingress PCE still rely on the sanme BRPC procedure triggered by
the ingress PCEE Utimately the inter-domain LSP is delegated to the
i ngress PCE and only the ingress PCE can issue updates to the inter-
domain LSP. It may trigger E2E path re-optim zation with help of
transit/egress PCE using the BRPC procedure.

3.2.3. Hierarchical PCE
In H PCE [ RFC6805] architecture, the parent PCE is used to conpute a
mul ti-domai n path based on the donmain connectivity information. The

parent PCE nmay be requested to provide a end-to-end path or only the
sequence of donains.
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4.

4.

1.

As described in Section 3.2.1 and Section 3.2.2, the entry boundary
nodes may synchroni ze the state of inter-domain LSP to transit and
egress child PCEs. |If the parent PCE provides the sequence of
domai ns and BRPC procedure is used to get the E2E path, each PCE may
be responsible to synchronise the state along the path across domains
simlar to Section 3.2.2. An alternative approach nay be for ingress
PCE to synchronise LSP state with the Parent PCE and it may further
synchroni se the state to the child PCE(s) along the path across
domains, i.e. parent PCE would report the state to the child PCE(s)

al ong the donmai n sequence.

Sone path segnment in the end to end path nay al so be hidden via path-
key as per [RFC5520] during state synchronization

In case of passive path conputation request to the ingress PCE from
the ingress LSR, the H PCE path conputation procedure is applied to
conmput e sequence of donmains or end-to-end path by using PCReq and
PCRep nmessages anobng stateful PCE(s) in passive node

In case of delegation to the ingress PCE (active stateful PCE), the
ingress PCE may trigger the H PCE path conputation via the sane
procedure using the PCReq and PCRep nessages anong stateful PCE(s) in
passi ve node. For re-optimzation or update the ingress PCE stil
rely on the same H PCE procedure triggered by the ingress PCE
Utimately the inter-domain LSP is delegated to the ingress PCE and
only the ingress PCE can issue updates to the inter-domain LSP. It
may trigger E2E path re-optimization with help of parent and child
PCEs using the H PCE procedure.

O her Consi derations
Del egati on

As noted in this docunent, the inter-domain LSP is delegated to the
i ngress PCE and only the ingress PCE can issue updates to the inter-
domain LSP. The ingress PCE is responsible to trigger E2E path re-
optinization.

Thus the ingress PCE can reconmend updation for all aspects of the

i nter-domain LSP including the segnent of path in another donmain
(which it nmay have conmputed with the hel p of other cooperating PCEs).
These interaction between PCEs for the inter-domain path conputation
are done usi ng PCReq/ PCRep nessages (i.e., in a passive node).

The transit/egress PCE cannot update any attribute of the inter-
domain LSP on its own as it may not have any interaction with the
ingress LSR A nechani sm may be devel oped for transit/egress PCE to
informthe ingress PCE to trigger E2E re-optinization and choose to
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update the inter-domain LSP based on the result. Also the ingress
PCE may use conbi nation of |ocal information and events along with
some external nechani sm (managenent / nonitoring interface) to
trigger E2E path re-optim zation.

Though I ngress PCE can reconmend update for path segnents in other
domai ns, the entry boundary node of that donain can apply policy
control during signalling as explained in [ RFC4105] and [ RFC4216].

5. Security Considerations
The security considerations are as per [RFC5440] and
[I-D.ietf-pce-stateful-pce]. Any multi-domain operation necessarily
i nvol ves the exchange of information across domain boundaries. This
may represent a significant security and confidentiality risk
especially when the donains are controlled by different comrercia
entities. PCEP allows individual PCEs to maintain confidentiality of
their domain path information by using path-keys [ RFC5520].

6. Manageability Considerations

6.1. Control of Function and Policy

Mechani sns defined in this docunent do not inply any new control of
function and policy requirenents.

6. 2. I nformati on and Data Model s

[I-D.ietf-pce-pcep-nmib] describes the PCEP M B, there are no new M B
bj ects for this docunent.

6.3. Liveness Detection and Monitoring
Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].

6.4. Verify Correct Operations
Mechani sns defined in this docunent do not inply any new operation
verification requirenents in addition to those already listed in
[ RFC5440] .

6.5. Requirements On Ot her Protocols

Mechani sns defined in this docunent do not inply any new requirenents
on ot her protocols.
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6.

9.

9.

6. Inpact On Network Operations

Mechani sns defined in this docunent do not have any inpact on network
operations in addition to those already listed in [ RFC5440].

I ANA Consi derations
This is an informational docunent and has no | ANA consi derations.
Acknowl edgnent s
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