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Abstract

Thi s docunent defines three new RADIUS attributes. For devices that

i mpl ementing | P port ranges, these attributes are used to conmunicate
with a RADIUS server in order to configure and report TCP/UDP ports
and ICWP identifiers, as well as mappi ng behavior for specific hosts.
Thi s mechani sm can be used in various depl oynent scenarios such as
CCGN (Carrier Grade NAT), NAT64, Provider W.AN Gateway, etc.

Thi s docunent does not make any assunption about the depl oynent
cont ext .

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 14, 2014.
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I ntroduction

In a broadband network, custoner information is usually stored on a
RADI US server [RFC2865] and at the time when a user initiates an I P
connection request, the RADIUS server will populate the user’s
configuration information to the Network Access Server (NAS), which
is usually co-located with the Border Network Gateway (BNG), after
the connection request is granted. The Carrier G ade NAT (CQN)
function may al so be inplemented on the BNG and therefore CGN TCP/
UDP port (or ICVMP identifier) mapping behavior can be configured on
the RADI US server as part of the user profile, and populated to the
NAS in the sane manner. |In addition, during the operation, the CGN
can al so convey port/identifier mapping behavior specific to a user
to the RADIUS server, as part of the nornal RADI US accounting
process.

The CGN device that communi cates with a RADI US server using RADI US
extensions defined in this document may perform NAT44 [ RFC3022],
NAT64 [ RFC6146], or Dual -Stack Lite AFTR [ RFC6333] function

For the CGN case, when | P packets traverse a CGN device, it would
perform TCP/ UDP source port mapping or |ICMP identifier nmapping as
required. A TCP/ UDP source port or ICVWP identifier, along with
source | P address, destination |IP address, destination port and
protocol identifier if applicable, uniquely identify a session

Si nce the nunber space of TCP/UDP ports and ICMP identifiers in CGN' s
external realmis shared anong nmultiple users assigned with the sane
| Pv4 address, the total nunber of a user’s simnultaneous |IP sessions
is likely to be subject to port quota (see Section 5 of [RFC6269]).

The attributes defined in this docunent nay al so be used to report
the assigned port range in sone depl oynents such as Provider W.AN
[1-D.gundavel l'i -v6ops-community-wi fi-svcs]. For exanmple, a visiting
host can be managed by a CPE (Custoner Prenises Equiprment ) which
will need to report the assigned port range to the service platform
This is required for identification purposes (see W-146 for

exanpl e).

Thi s docunment proposes three new attributes as RADI US protocol’s
ext ensions, and they are used for separate purposes as foll ows:

1. IP-Port-Limt: This attribute may be carried in RAD US Acces-
Accept, Access-Request, Accounting-Request or CoA- Request packet.
The purpose of this attribute is to limt the total nunber of
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Thi

TCP/ UDP ports and/or ICWP identifiers that an | P subscriber can
use, associated with an | Pv4 address.

| P-Port-Range: This attribute nmay be carried in RAD US
Account i ng- Request packet. The purpose of this attribute is to
report by an address sharing device (e.g., a CG\) to the RAD US
server the range of TCP/UDP ports and/or |CWP identifiers that
have been allocated or deallocated associated with a given | Pv4
address for a subscri ber.

| P-Port - Forwardi ng- Map: This attribute nay be carried in RADI US
Access- Accept, Access-Request, Accounting-Request or CoA- Request
packet. The purpose of this attribute is to specify how a TCP/
UDP port (or an ICWP identifier) mapping to another TCP/ UDP port
(or an ICWP identifier), and each is associated with its
respective | Pv4 address.

s docunent was constructed using the [ RFC2629]

2. Term nol ogy

Thi

(0]

Cheng,

s docunent nmakes use if the follow ng terns:

IP Port: refers to the port nunbers of IP transport protocols,
i ncluding TCP port, UDP port and | CWP identifier.

IP Port Type: refers to one of the follow ng: (1) TCP/ UDP port and
ICWP identifier, (2)TCP port and UDP port, (3) TCP port, (4) UDP
port, or (5)ICWVMP identifier

IP Port Limt: denotes the maxi num nunber of IP ports for a
specific port type, that a device supporting port ranges can use
when perform ng port nunber mapping for a specific user

I P Port Range: specifies a set of contiguous IP ports, indicated
by the smallest numerical nunber and the | argest nunerical nunber,
i nclusively.

Internal I P Address: refers to the I P address that is used as a
source | P address in an outbound |IP packet sent towards a device
supporting port ranges in the internal realm |In the |IPv4 case,
it is typically a private address [ RFC1918].

External | P Address: refers to the I P address that is used as a
source | P address in an outbound |IP packet after traversing a
devi ce supporting port ranges in the external realm 1In the |Pv4
case, it is typically a global routable |IP address
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0o Internal Port: is a UDP or TCP port, or an ICWMP identifier, which
is allocated by a host or application behind a device supporting
port ranges for an outbound |IP packet in the internal realm

0 External Port: is a UDP or TCP port, or an ICWP identifier, which
is allocated by a device supporting port ranges upon receiving an
out bound | P packet in the internal realm and is used to replace
the internal port that is allocated by a user or application.

0 External realm refers to the networking segnent where |Pv4 public
addresses are used in respective of the device supporting port
ranges.

0o Internal realm refers to the networking segnment that is behind a
devi ce supporting port ranges and where | Pv4 private addresses are
used.

o Mapping: associates with a device supporting port ranges for a
rel ati onship between an internal |IP address, internal port and the
protocol, and an external |P address, external port, and the
pr ot ocol

0 Port-based device: a device that is capable of providing IP
address and I P port mapping services and in particular, with the
granularity of one or nore subsets within the 16-bit IP port
nunber range. A typical exanple of this device is a CGA\, CPE,
Provi der WLAN Gat eway, etc.

Note the terms "internal |P address”, "internal port", "interna

realm', "external |IP address", "external port", "external realni, and

"mappi ng" and their senmantics are the sane as in [ RFC6887], and

[ RFC6888] .

3. Extensions of RADIUS Attributes and TLVs

These three new attributes are defined in the foll ow ng sub-sections:

1. IP-Port-Limt Attribute

2. | P-Port-Range Attribute

3. I P-Port-Forwarding-Map Attribute

Al'l these attributes are allocated fromthe RADI US "Extended Type"
code space per [RFC6929].
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3.1. Extended Attributes for |IP Ports
3.1.1. Extended-Type and | P-Port-Type TLV

This section defines a new Extended-Type and an | P-Port-Type TLV (see
Figure 1).

The I P port type may be one of the foll ow ng:

o TCP port, UDP port, and ICVWP identifier

o TCP port and UDP port

o TCP port

o UDP port

o ICW identifier

0 1 2 3

01234567890123456789012345678901
B S T S S e T A i i i S S

| Type | Length | Extended-Type | TLV1- Type
T T i T i T S ity S SN N S S S
| TLV1-Length | Val ue. ..

B Tl T sl i S S S S S

Figure 1
Type:

TBAl - Extended-Type-1 (241), Extended-Type-2 (242), Extended-
Type-3 (243), or Extended-Type-4 (244) per [RFC6929].

Lengt h:
This field indicates the total length in bytes of all fields this
attribute, including the Type, Length, Extended-Type, and the
enbedded TLVs.

Ext ended- Type:
TBA2.

TLV1- Type:
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Type field of IP-Port-Type TLV. This one byte field indicates the
I P port type as follows:
TBA2- 1:
Refer to TCP port, UDP port, and ICVMP identifier as a whole.
TBA2- 2
Refer to TCP port and UDP port as a whol e.
TBA2- 3:
Refer to TCP port only.
TBA2- 4:
Refer to UDP port only.
TBA2- 5:
Refer to ICMP identifier only.
TLV1- Lengt h:
Length field of IP-Port-Type TLV. This field indicates the total
length in bytes of the TLV1, including the field of TLV1-Type,
TLV1-Length, and the Val ue.
Val ue:
Value field of IP-Port-Type TLV. This field contains one or nore
TLVs, refer to Section 3.1.2, Section 3.1.3, Section 3.1.4 for

detail s.

The interpretation of this field is determined by the identifier
of "TBAl. TBA2. { TBA2-1..TBA2-5} along with the enbedded TLVs.

3.1.2. |P-Port-Limt Attribute

This attribute contains the Extended-Type and | P-Port-Type TLV
defined in Section 3.1.1, along with the enbedded | P-Port-Linmt TLV
and | P-Port-Ext-1Pv4-Addr TLV, defined in Section 3.2.1 and

Section 3.2.2, respectively. It specifies the maxi num nunber of IP
ports, as indicated in IP-Port-Limt TLV, of a specific port type,
and associated with a given |IPv4 address, as indicated in | P-Port-
Ext - | Pv4- Addr TLV for an end user. Note that when | P-Port - Ext-

| Pv4- Addr TLV is not included as part of the IP-Port-Linmt Attribute,
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the port linit is applied to all the | Pv4 addresses nanaged by the
port device, e.g., a CGN or NAT64 devi ce.

The I P-Port-Limt Attribute MAY appear in an Access-Accept packet.

It MAY al so appear in an Access- Request packet as a hint by the

devi ce supporting port ranges, which is co-allocated with the NAS, to
the RADI US server as a preference, although the server is not
required to honor such a hint.

The IP-Port-Limt Attribute MAY appear in a CoA- Request packet.

The IP-Port-Linmt Attribute MAY appear in an Accounti ng- Request
packet .

The IP-Port-Limt Attribute MJUST NOT appear in any other RADI US
packets.

The format of the IP-Port-Limit Attribute is shown in Figure 2. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s

| Type [ Length | Extended- Type | TLV1- Type

e e o i i s o e e e E C e o ok
| TLV1-Length | Val ue ...

B i S S S i i T S N S

Fi gure 2

Type:

TBAl - Extended-Type-1 (241), Extended-Type-2 (242), Extended-
Type-3 (243), or Extended-Type-4 (244) per [RFC6929].

Lengt h:
This field indicates the total length in bytes of all fields of
this attribute, including the Type, Length, Extended-Type, and the
entire length of the enbedded TLVs.

Ext ended- Type:

TBA2 - This one byte field contains a value that indicates the IP
port type, refer to Section 3.1.1 for detail.

TLV1- Type:

Cheng, et al. Expi res Decenber 14, 2014 [ Page 8]
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TBA2-1, TBA2-2, TBA2-3, TBA2-4, or TBA2-5. Refer to Section 3.1.1
for detail.

TLV1- Lengt h:

This field indicates the total length in bytes of the TLV1,
including the field of TLV1-Type, TLV1-Length, and the entire
I ength of the enbedded TLVs.

Val ue:
This field contains a set of TLVs as foll ows:
|P-Port-Limt TLV:

This TLV contains the maxi num nunber of IP ports of a specific
| P port type and associated with a given |Pv4 address for an
end user. This TLV nust be included in the IP-Port-Limnt
Attribute. Refer to Section 3.2.1.

| P-Port-Ext-I|Pv4-Addr TLV:

This TLV contains the IPv4 address that is associated with the
IP port linmt contained in the IP-Port-Linmt TLV. This TLV is
optionally included as part of the IP-Port-Limt Attribute.
Refer to Section 3.2.2.

IP-Port-Limt attribute is associated with the following identifier:
Type(TBALl) . Ext ended- Type( TBA2) . | P- Port - Type TLV{TBA2-1..TBA2-5}.[I P-
Port-Limt TLV(TBA3), {IP-Port-Ext-I|Pv4-Addr TLV (TBA4)}].

3.1.3. IP-Port-Range Attribute

This attribute contains the Extended-Type and | P-Port-Type TLV
defined in Section 3.1.1, along with a set of enbedded TLVs defi ned
in Section 3.2.7 (IP-Port-Range-Start TLV), Section 3.2.8 (IP-Port-
Range- End TLV), Section 3.2.6 (IP-Port-Aloc TLV), Section 3.2.2 (IP-
Port - Ext -1 Pv4- Addr TLV), and Section 3.2.9 (IP-Port-Local-1d TLV).

It contains a range of contiguous IP ports of a specific port type
and associated with an I Pv4 address that are either allocated or

deal | ocated by a device for a given subscriber, and the infornation
is intended to send to RADIUS server.

This attribute can be used to convey a single | P port number; in such

case | P-Port-Range-Start and | P-Port-Range- End conveys the sane
val ue.
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Wthin an | P-Port-Range Attribute, the IP-Port-Alloc TLV is al ways
included. For port allocation, both |IP-Port-Range-Start TLV and | P-
Port - Range- End TLV mnust be included; for port deallocation, the
inclusion of these two TLVs is optional and if not included, it
inplies that all ports that are previously allocated are now
deal l ocated. Both | P-Port-Ext-1Pv4-Addr TLV and | P-Port-Local-1d TLV
are optional and if included, they are used by a port device (e.g., a
CCN device) to identify the end user.

The I P-Port-Range Attribute MAY appear in an Accounti ng- Request
packet .

The I P-Port-Range Attribute MJST NOT appear in any other RADI US
packets.

The format of the | P-Port-Range Attribute format is shown in
Figure 3. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Length | Extended- Type | TLV1- Type
T S e T S T i T S iy S N S S A S
| TLV1-Length [ Val ue ...

T T

Figure 3
Type:

TBAl - Extended-Type-1 (241), Extended-Type-2 (242), Extended-
Type-3 (243), or Extended-Type-4 (244) per [RFC6929]

Lengt h:
This field indicates the total length in bytes of all fields of
this attribute, including the Type, Length, Extended-Type, and the
entire length of the enbedded TLVs.

Ext ended- Type:

TBA2 - This one byte field contains a value that indicates the IP
port type, refer to Section 3.1.1 for detail.

TLV1- Type:
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TBA2-1, TBA2-2, TBA2-3, TBA2-4, or TBA2-5. Refer to Section 3.1.1
for detail.

TLV1- Lengt h:

This field indicates the total length in bytes of the TLV1,
including the field of TLV1-Type, TLV1-Length, and the entire
I ength of the enbedded TLVs.

Val ue:
This field contains a set of TLVs as foll ows:
| P-Port-Alloc TLV:

This TLV contains a flag to indicate that the range of the
specified I P ports for either allocation or deallocation. This
TLV must be included as part of the | P-Port-Range Attribute.
Refer to Section 3.2.6.

| P-Port - Range-Start TLV:

This TLV contains the smallest port nunber of a range of
contiguous |P ports. To report the port allocation, this TLV
nmust be included together with | P-Port-Range-End TLV as part of
the I P-Port-Range Attribute. Refer to Section 3.2.7.

| P- Port - Range- End TLV:

This TLV contains the | argest port nunber of a range of
contiguous |P ports. To report the port allocation, this TLV
must be included together with I P-Port-Range-Start TLV as part
of the IP-Port-Range Attribute. Refer to Section 3.2.8.

| P- Port - Ext -1 Pv4- Addr TLV:

This TLV contains the | Pv4 address that is associated with the
I P port range, as collectively indicated in the |P-Port-Range-
Start TLV and the I P-Port-Range-End TLV. This TLV is
optionally included as part of the |IP-Port-Range Attribute.
Refer to Section 3.2.2.

| P-Port-Local -1d TLV:
This TLV contains a |local session identifier at the custoner

preni se, such as MAC address, interface ID, VLAN ID, PPP
sessions ID, VRF ID, |Pv6 address/prefix, etc. This TLV is
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optionally included as part of the |IP-Port-Range Attribute.
Refer to Section 3.2.9.

The I P-Port-Range attribute is associated with the foll ow ng
identifier: Type(TBAl).Extended- Type(TBA2). | P-Port-Type

TLV{ TBA2-1.. TBA2-5}.[I P-Port-Al l oc TLV(TBA8), {IP-Port-Range-Start
TLV (TBA9), |P-Port-Range-End TLV (TBA10)}, {IP-Port-Ext-|Pv4-Addr
TLV (TBA4)}, {IP-Port-Local-1d TLV (TBA11)}].

3.1.4. | P-Port-Forwarding-Map Attribute

This attribute contains the Extended-Type and | P-Port-Type TLV
defined in Section 3.1.1,along with a set of enbedded TLVs defined in
Section 3.2.4 (IP-Port-Int-Port TLV), Section 3.2.5 (IP-Port-Ext-Port
TLV), Section 3.2.3 (IP-Port-Int-1P-Addr TLV), Section 3.2.9(1P-Port-
Local -1d TLV) and Section 3.2.2 (IP-Port-Ext-1P-Addr TLV). The
attribute contains a 2-byte IP internal port number that is
associated with an internal IPv4 or | Pv6 address, or a locally
significant identifier at the customer site, and a 2-byte I P externa
port nunber that is associated with an external |Pv4 address. The
internal IPv4 or IPv6 address, or the local identifier nmust be

i ncluded; the external |Pv4 address nay al so be incl uded.

The | P-Port-Forwardi ng- Map Attribute MAY appear in an Access-Accept
packet. It MAY al so appear in an Access-Request packet as a hint by
the device supporting port mapping, which is co-allocated with the
NAS, to the RADIUS server as a preference, although the server is not
required to honor such a hint.

The | P-Port-Forwardi ng- Map Attribute MAY appear in a CoA- Request
packet .

The | P-Port-Forwardi ng-Map Attribute MAY al so appear in an
Account i ng- Request packet.

The attribute MJUST NOT appear in any other RADH US packet.

The format of the |P-Port-Forwarding-Map Attribute is shown in
Figure 4. The fields are transmitted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Length | Extended- Type | TLV1- Type
T S e T S T i T S iy S N S S A S
| TLV1-Length | Val ue ...

R i o s e S S e e e
Figure 4

Type:

TBAl1 - Extended- Type-1 (241), Extended-Type-2 (242), Extended-
Type-3 (243), or Extended-Type-4 (244) per [RFC6929]

Lengt h:
This field indicates the total length in bytes of all fields of
this attribute, including the Type, Length, Extended-Type, and the
entire length of the enbedded TLVs.

Ext ended- Type:

This one byte field contains a value that indicates the IP port
type, refer to Section 3.1.1 for details.

TLV1- Type:

TBA2-1, TBA2-2, TBA2-3, TBA2-4, or TBA2-5. Refer to Section 3.1.1
for detail.

TLV1- Lengt h:
This field indicates the total length in bytes of the TLV1,
including the field of TLV1-Type, TLV1-Length, and the entire
I ength of the enbedded TLVs.
Val ue:
This field contains a set of TLVs as foll ows:
I P-Port-Int-Port TLV:
This TLV contains an internal |IP port nunber associated with an
internal IPv4 or IPv6 address. This TLV nust be included

together with I P-Port-Ext-Port TLV as part of the | P-Port-
Forwardi ng-Map attribute. Refer to Section 3.2.4.
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| P-Port-Ext-Port TLV:

This TLV contains an external |P port nunber associated with an
external |Pv4 address. This TLV nust be included together with
| P-Port-Int-Port TLV as part of the | P-Port-Forwardi ng- Map
attribute. Refer to Section 3.2.5.

| P-Port-Int-1P-Addr TLV:

This TLV contains an |IPv4 or |IPv6 address that is associated
with the internal | P port nunber contained in the IP-Port-Int-
Port TLV. Either this TLV or |IP-Port-Local-Id TLV nust be

i ncluded as part of the | P-Port-Forwardi ng-Map Attri bute.
Refer to Section 3.2.3.

| P-Port-Local -1d TLV:

This TLV contains a |local session identifier at the custoner
premnmi se, such as MAC address, interface |ID, VLAN ID, PPP
sessions ID, VRF ID, |Pv6 address/prefix, etc. Either this TLV
or IP-Port-Int-1P-Addr TLV nust be included as part of the IP-
Port - Forwardi ng-Map Attribute. Refer to Section 3.2.09.

| P-Port- Ext-I|Pv4- Addr TLV:

This TLV contains an | Pv4 address that is associated with the
external | P port nunber contained in the I P-Port-Ext-Port TLV.
This TLV may be included as part of the |P-Port-Forwardi ng- Map
Attribute. Refer to Section 3.2.2.

The | P-Port-Forwardi ng-Map attribute is associated with the follow ng
identifier: Type(TBAl).Extended- Type(TBA2).I|P-Port-Type

TLV{ TBA2-1.. TBA2-5}.[I P-Port-Int-Port TLV(TBA6), |P-Port-Ext-Port
TLV(TBA7), {IP-Port-Int-IP-Addr TLV (TBA5)}, {IP-Port-Ext-I|Pv4-Addr
TLV (TBA4)}].

3.2. RADIUS TLVs for IP Ports

3.2.1. IP-Port-Limt TLV
This TLV (Figure 5) uses the fornmat defined in [RFC6929]. Its Val ue
field contains a 2-byte integer called IP-Port-Linmt, which indicates
t he maxi mum nunber of ports of a specified | P-Port-Type and

associated with a given | Pv4 address assigned to a subscriber.

IP-Port-Limit TLV is included as part of the IP-Port-Linmt Attribute
(refer to Section 3.1.2).
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Note that I P-Port-Limt TLV is enbedded within |IP-Port-Type TLV
(refer to Section 3.1.1) for detail.

0 1 2 3
01234567890123456789012345678901
T T R e e e e s S e e ik i NI SR
[ TLV2- Type | TLV2-Length | | P-Port-Limt [
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure 5

TLV2- Type:
TBA3: The type field for IP-Port-Limt TLV.

TLV2- Lengt h:
This field indicates the total length in bytes of the TLV2,
including the field of TLV2-Type, TLV2-Length, and the Val ue
field, i.e., IP-Port-Limt.

| P-Port-Limt:
2-byte integer. This field contains the naxi mum nunber of |IP
ports of which, the port type is specified by container |P-Port-
Type TLV.

3.2.2. | P-Port-Ext-I|Pv4-Addr TLV

This TLV (Figure 6) uses the format defined i n[RFC6929]. Its Value
field contains a 4-byte External |Pv4 address.

| P-Port-Ext-1Pv4-Addr TLV can be included as part of the |IP-Port-
Limt Attribute (refer to Section 3.1.2), IP-Port-Range Attribute
(refer to Section 3.1.3), and | P-Port-Forwardi ng-Map Attribute (refer
to Section 3.1.4).

Note that |P-Port-Ext-1Pv4-Addr TLV is enbedded within |IP-Port-Type
TLV (refer to Section 3.1.1) for detail.
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0 1 2 3
01234567890123456789012345678901
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[ TLV3- Type | TLV3-Length | | P- Port - Ext -1 Pv4- Addr [
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| | P- Port - Ext - | Pv4- Addr |
e o i ol e R SR
Figure 6

TLV3- Type:

TBA4: The type field for | P-Port-I|Pv4-Addr TLV.
TLV3- Lengt h:

6. The Length field for |P-Port-I|Pv4-Addr TLV.
| P- Port - Ext -1 Pv4- Addr

4-byte integer. This field contains the |Pv4 address that is
associated with the range of |P ports.

3.2. 3. | P-Port-Int-1P-Addr TLV

This TLV (Figure 7) uses format defined in [RFC6929]. |Its Value
field contains an internal |1Pv4 or | Pv6 address.

| P-Port-Int-1P-Addr TLV can be included as part of the I P-Port-
Forwardi ng- Map Attribute (refer to Section 3.1.4).

Note that I P-Port-Int-1P-Addr TLV is enbedded within | P-Port-Type TLV
(refer to Section 3.1.1) for detail.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e

| TLV4A-Type | TLV4-Length | | P-Port-Int-1P-Addr...
Bl it I R S e T e R i ol ik thT DI TR TR i SR SR T S e T i i 5
Figure 7
TLV4- Type:
TBA5: The type field for IP-Port-Int-1P-Addr TLV.

TLV4- Lengt h:
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6 or 18 bytes. The Length field for IP-Port-Int-I1P-Addr TLV.
| P-Port-Int-IP-Addr:
4 byte integer for |Pv4 address or 16 byte for |Pv6 address.
3.2.4. |P-Port-Int-Port TLV
This TLV (Figure 8) uses format defined in [RFC6929]. |Its Value
field contains an internal |IP port nunber that is associated with an

internal 1Pv4 or | Pv6 address.

| P-Port-Int-Port TLV is included as part of the IP-Port-Forwarding-
Map Attribute (refer to Section 3.1.4).

IP-Port-Int-Port TLV is enbedded within enbedded within | P-Port-Type
TLV (refer to Section 3.1.1) for detail.

0 1 2 3
01234567890123456789012345678901
Bl it I R S e T e R i ol ik thT DI TR TR i SR SR T S e T i i 5
[ TLV5- Type | TLV5-Length | | P-Port-Int-Port [
B i i S S i I e i S S R L e e e e
Figure 8
TLV5- Type:
TBA6: The type field for IP-Port-Int-Port TLV.
TLV5- Lengt h:
4 bytes. The Length field for IP-Port-Int-Port TLV.
| P-Port-1Int-Port:

2 byte integer. The internal IP port nunber that is associated
with an I Pv4 or | Pv6 address.

3.2.5. IP-Port-Ext-Port TLV
This TLV (Figure 9) uses format defined in [RFC6929]. Its Val ue
field contains an external |IP port nunber that is associated with an

external |Pv4 address.

| P-Port-Ext-Port TLV is included as part of the |P-Port-Forwarding-
Map Attribute (refer to Section 3.1.4).
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| P-Port-Ext-Port TLV is enbedded within | P-Port-Type TLV (refer to
Section 3.1.1) for detail.

0 1 2 3
01234567890123456789012345678901
T e i i o e e e i o i R e e e el i it i S e
[ TLV6- Type | TLV6-Length | | P- Port - Ext - Port [
B i s T T S T et S S T S I T s sl s ol ST S S S
Figure 9
TLV6- Type:
TBA7: The type field for I P-Port-Ext-Port TLV.

TLV6- Lengt h:
4 bytes. The Length field for |P-Port-Ext-Port TLV.
| P-Port-Ext-Port:

2 byte integer. The external |P port nunber that is associated
with an | Pv4 address.

3.2.6. | P-Port-Alloc TLV

This TLV (Figure 10) uses format defined in [RFC6929]. Its Val ue
field contains a 2-byte integer called IP-Port-Alloc, which indicates
either the allocation or deallocation of a range of |P ports.

I P-Port-Alloc TLV is included as part of the IP-Port-Range Attribute
(refer to Section 3.1.3).

Note that I P-Port-Alloc TLV is enbedded within |IP-Port-Type TLV
(refer to Section 3.1.1) for detail.

0 1 2 3

01234567890123456789012345678901

B i S S T s i S T st i S S S S S S S S i

[ TLV7- Type | TLV7-Length | | P-Port-Alloc [

B i i S S i I e i S S R L e e e e
Fi gure 10

TLV7- Type:

TBA8: The type field for IP-Port-Alloc TLV.
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TLV7- Lengt h:
4. The Length field for IP-Port-Aloc TLV.
| P-Port-Alloc:

2-byte integer. This field indicates the allocation or
deal | ocation of a range of IP ports as foll ows:

0:

Al | ocati on

Deal | ocati on
3.2.7. |P-Port-Range-Start TLV
This TLV (Figure 11) uses format defined in [RFC6929]. Its Val ue
field contains a 2-byte integer called IP-Port-Range-Start, which
i ndi cates the snallest port nunber of a range of contiguous |IP ports.

| P-Port-Range-Start TLV is included as part of the |P-Port-Range
Attribute (refer to Section 3.1.3).

Note that |P-Port-Range-Start TLV is enbedded within | P-Port-Type TLV
(refer to Section 3.1.1) for detail.

0 1 2 3
01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| TLV8- Type | TLV8-Length | | P- Port - Range- St art |
B T i S S i S T h T i S S S S e

Figure 11
TLV8- Type:
TBA9: The type field for |IP-Port-Range-Start TLV.
TLV8- Lengt h:
4. The Length field for |IP-Port-Range-Start TLV.

| P-Port-Range-Start:
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2-byte integer. This field contains the snallest port nunber of a
range of contiguous |IP ports.

3.2.8. | P-Port-Range-End TLV

This TLV (Figure 12) uses format defined in [RFC6929]. |Its Value
field contains a 2-byte integer called IP-Port-Range- End, which
i ndi cates | argest port nunber of a range of contiguous |IP ports.

| P-Port-Range-End TLV is included as part of the |P-Port-Range
Attribute (refer to Section 3.1.3).

Note that |P-Port-Range-End TLV is enbedded within | P-Port-Type TLV
(refer to Section 3.1.1) for detail.

0 1 2 3

01234567890123456789012345678901
T T R e e e e s S e e ik i NI SR
[ TLVO- Type | TLV9-Length | | P- Port - Range- End [
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure 12
TLVO- Type:
TBA10: The type field for |P-Port-Range-End TLV.
TLVO- Lengt h:
4. The Length field for |P-Port-Range-End TLV.
| P- Port - Range- End:

2-byte integer. This field contains the |argest port nunber of a
range of contiguous |IP ports.

3.2.9. | P-Port-Local -1d TLV

This TLV (Figure 13) uses format defined in [RFC6929]. Its Val ue
field contains an identifier with local significance.

In sone CGN depl oynent scenarios as described such as L2NAT
[1-D.mles-behave-I2nat], DS-Extra-Lite [RFC6619] and Li ghtwei ght
4over6 [I-D.ietf-softwi re-1wlover6], paranmeters at a custoner premi se
such as MAC address, interface I D, VLAN ID, PPP session ID, |Pv6
prefix, VRF ID, etc., may also be required to pass to the RAD US
server as part of the accounting record.
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| P-Port-Local-1d TLV can be included as part of the |P-Port-Range
Attribute (refer to Section 3.1.3) and | P-Port-Forwardi ng- Map
Attribute (refer to Section 3.1.4).

Note that | P-Port-Local-1d TLV is enbedded within |IP-Port-Type TLV
(refer to Section 3.1.1) for detail.

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e

| TLV10- Type | TLV1O-Length | | P-Port-Local -1d..
B E e r e s i s i o T T s S S S S 2

Fi gure 13
TLV10- Type:
TBA11l: The type field for IP-Port-Local-Id TLV.
TLV10- Lengt h:

Vari abl e nunber of bytes. The Length field for IP-Port-Local-Id
TLV.

| P-Port-Local -1d:

This is a local session identifier at the custoner prem se, such
as MAC address, interface ID, VLAN ID, PPP sessions ID, VRF ID,

| Pv6 address/prefix, etc. The length of this field is the value
contained in TLV7-Length field minus 2

4. Applications, Use Cases and Exanpl es

This section describes sonme applications and use cases to illustrate
the use of the attributes proposed in this docunent.

4.1. Managing CCGN Port Behavi or using RADI US

In a broadband network, custoner information is usually stored on a
RADI US server, and the BNG hosts the NAS. The conmuni cation between
the NAS and the RADI US server is triggered by a subscriber when the
user signs in to the Internet service, where either PPP or DHCP/
DHCPv6 is used. Wen a user signs in, the NAS sends a RADI US Access-
Request nessage to the RADIUS server. The RADI US server validates
the request, and if the validation succeeds, it in turn sends back a
RADI US Access- Accept nessage. The Access-Accept nessage carries
configuration information specific to that user, back to the NAS
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where sone of the information would pass on to the requesting user
via PPP or DHCP/ DHCPv6.

A CGN function in a broadband network would nost likely reside on a
BNG In that case, paranmeters for CGN port/identifier napping
behavi or for users can be configured on the RAD US server. Wen a
user signs in to the Internet service, the associated paraneters can
be conveyed to the NAS, and proper configuration is acconplished on
the CGN device for that user.

Al so, CGN operation status such as CGN port/identifier allocation and
de-allocation for a specific user on the BNG can al so be transnitted
back to the RADI US server for accounting purpose using the RAD US

pr ot ocol

RADI US protocol has al ready been wi dely depl oyed i n broadband
networ ks to manage BNG thus the functionality described in this
specification introduces little overhead to the existing network
operati on.

In the foll owi ng sub-sections, we describe how to manage CGN behavi or
usi ng RADI US protocol, with required RADI US extensions proposed in
Section 3.

4.1.1. Configure IP Port Limt for a User

In the face of | Pv4 address shortage, there are currently proposals
to multiplex nultiple subscribers’ connections over a smaller nunber
of shared | Pv4 addresses, such as Carrier G ade NAT [ RFC6888], Dual -
Stack Lite [RFC6333], NAT64 [ RFC6146], etc. As aresult, a single

| Pv4 public address may be shared by hundreds or even thousands of
subscribers. As indicated in [ RFC6269], it is therefore necessary to
inmpose limts on the total number of ports available to an individua
subscriber to ensure that the shared resource, i.e., the IPv4 address
renmai ns available in sone capacity to all the subscribers using it,
and port limting is also docunented in [ RFC6888] as a requirenent.

The 1P port limt inposed to a specific subscriber may be on the
total nunber of TCP and UDP ports plus the nunber of |CW
identifiers, or with other granularities as defined in Section 3.1.2.

The per-subscriber based IP port limt is configured on a RADI US
server, along with other user information such as credentials. The
value of these IP port limt is based on service agreenment and its
specification is out of the scope of this docunent.

When a subscriber signs in to the Internet service successfully, the
IP port linmt for the subscriber is passed to the BNG based NAS
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where CGN al so |l ocates, using a new RADIUS attribute called I P-Port-
Limt (defined in Section 3.1.2), along with other configuration
paraneters. Wiile some paraneters are passed to the subscriber, the
IP port Iimt is recorded on the CGN device for inposing the usage of
TCP/ UDP ports and ICVMP identifiers for that subscriber.

Figure 14 illustrates how RADI US protocol is used to configure the
maxi mum nunber of TCP/UDP ports for a given subscriber on a NAT44
devi ce.
User NAT44/ NAS AAA
[ BNG Server
I I
_ | |
----Service Request------ >| |
I I
[----- Access- Request -------- >|
I I
| <----Access-Accept----------- [

| (IP-Port-Limt)
(for TCP/UDP ports)
<---Service Ganted ------ [

(ot her paraneters) |

I
(NAT44 external port
al | ocati on and
| Pv4 address assi gnment)

I
Fi gure 14: RADI US Message Flow for Configuring NAT44 Port Limit

The IP port linmit created on a CGN device for a specific user using
RADI US ext ensi on may be changed usi ng RADI US CoA nessage [ RFC5176]
that carries the sane RADIUS attribute. The CoA nessage may be sent
fromthe RADI US server directly to the NAS, which once accepts and
sends back a RADI US CoA ACK message, the new I[P port limt replaces
t he previous one.

Figure 15 illustrates how RADI US protocol is used to increase the
TCP/ UDP port limt from 1024 to 2048 on a NAT44 device for a specific
user.
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User NAT/ NAS AAA
BNG Server

|
TCP/UDP Port Linmit (1024) |

I
|
I
I I

| | <--------- CoA Request---------- |
| | (IP-Port-Limt)

| | (for TCP/UDP ports)

| |
I

I

I

I

I
|
TCP/ UDP Port Linmit (2048) |
I
I
I

Fi gure 15: RADI US Message Fl ow for changing a user’s NAT44 port limt
4.1.2. Report |IP Port Allocation/De-allocation

Upon obtaining the IP port linmt for a subscriber, the CGN device
needs to allocate a TCP/UDP port or an ICWP identifiers for the
subscri ber when receiving a new I[P fl ow sent fromthat subscriber

As one practice, a CGN nmay allocate a bul k of TCP/UDP ports or |ICW
identifiers once at a tinme for a specific user, instead of one port/
identifier at a time, and within each port bulk, the ports/
identifiers may be randomy distributed or in consecutive fashion
When a CON device allocates bul k of TCP/UDP ports and | CWP
identifiers, the information can be easily conveyed to the RADI US
server by a new RADIUS attribute called the | P-Port-Range (defined in
Section 3.1.3). The CGN device nmay allocate one or nore TCP/ UDP port
ranges or ICWMP identifier ranges, or generally called I P port ranges,
where each range contains a set of nunbers representing TCP/UDP ports
or ICWP identifiers, and the total nunber of ports/identifiers nust
be less or equal to the associated IP port limt inposed for that
subscriber. A CGN device nmay choose to allocate a snmall port range,
and allocate nore at a later time as needed; such practice is good
because its randoni zation in nature.

At the same tinme, the CCN device al so needs to decide the shared | Pv4
address for that subscriber. The shared |IPv4 address and the pre-
all ocated I P port range are both passed to the RADI US server.

When a subscriber initiates an IP flow, the CGN device randonly
selects a TCP/UDP port or ICVP identifier fromthe associated and
pre-allocated I P port range for that subscriber to replace the
original source TCP/UDP port or ICVMP identifier, along with the
repl acenent of the source |IP address by the shared | Pv4 address.
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A CON device may decide to "free" a previously assigned set of TCP/
UDP ports or ICMP identifiers that have been allocated for a specific
subscri ber but not currently in use, and with that, the CGN device
nmust send the infornmation of the de-allocated |IP port range al ong
with the shared | Pv4 address to the RADI US server.

Figure 16 illustrates how RADI US protocol is used to report a set of
ports all ocated and de-all ocated, respectively, by a NAT44 device for
a specific user to the RAD US server.

<---Service Ganted ------ [ |
(ot her paraneters) | |

Host NAT44/ NAS AAA
| BNG Ser ver
I I I
| _ | |
| ----Service Request------ >| |
I I I
| [----- Access- Request -------- >|
I I I
[ | <----Access-Accept----------- [
I
|

I I
I I

| (NAT44 decides to allocate
| a TCP/ UDP port range for the user)
|
I
I
I

[----- Account i ng- Request - - - - - >
| (I P-Port - Range
| for allocation)

i | |
| (NAT44 decides to de-allocate |
[ a TCP/ UDP port range for the user) [
I I I
| | ----- Account i ng- Request - - - - - >|
| | (I P-Port - Range |
| | for de-allocation) |
| | |

Figure 16: RADI US Message Flow for reporting NAT44 all ocati on/ de-
al l ocation of a port set
4.1.3. Configure Forwardi ng Port Mapping
In nost scenarios, the port mapping on a NAT device is dynamically

created when the | P packets of an | P connection initiated by a user
arrives. For some applications, the port mapping needs to be pre-
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defined allowi ng | P packets of applications fromoutside a CGN device
to pass through and "port forwarded" to the correct user |ocated
behi nd the CGN devi ce.

Port Control Protocol [RFC6887], provides a nechanismto create a
mappi ng froman external | P address and port to an internal IP
address and port on a CGN device just to achieve the "port
forwardi ng" purpose. PCP is a server-client protocol capable of
creating or deleting a mapping along with a rich set of features on a
CCN device in dynamc fashion. |In sone deploynent, all users need is
a few, typically just one pre-configured port mapping for
applications such as web camat hone, and the lifetinme of such a port
mappi ng remains valid throughout the duration of the customer’s
Internet service connection time. |In such an environment, it is
possible to statically configure a port mapping on the RADI US server
for a user and let the RADIUS protocol to propagate the infornmation
to the associ ated CGN devi ce.

Figure 17 illustrates how RADI US protocol is used to configure a
forwardi ng port mappi ng on a NAT44 devi ce by using RADI US protocol

Host NAT/ NAS AAA
| BNG Server
----Service Request------ >I I
I ————————— Access- Request------- >I
{< ———————— Access- Accept--------- {

| (I P- Port - Forwar di ng- Map) |

<---Service Ganted ------ | |
(ot her paraneters) | |
I I

(Create a port napping [

for the user, and |

associate it with the |

internal | P address |

and external |P address) |

I

I

I

I

|------ Account i ng- Request ------ >
| (I P- Port - Forwar di ng- Map)

Figure 17: RAD US Message Flow for configuring a forwardi ng port
mappi ng

A port forwarding mapping that is created on a CGN devi ce using
RADI US ext ension as descri bed above may al so be changed usi ng RADI US
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CoA nessage [ RFC5176] that carries the sane RADI US associate. The
CoA nessage may be sent fromthe RADI US server directly to the NAS
whi ch once accepts and sends back a RADI US CoA ACK nmessage, the new
port forwardi ng mappi ng then replaces the previ ous one.

Figure 18 illustrates how RADI US protocol is used to change an
existing port mapping from(a:X) to (a:Y), where "a" is an interna
port, and "X' and "Y" are external ports, respectively, for a
specific user with a specific |IP address

Host NAT/ NAS AAA
BNG Server

Internal | P Address |
Port Map (a: X) |

| <--------- CoA Request---------- |
| (I P- Port - Forwar di ng- Map)

I
I
Internal | P Address |
Port Map (a:y) |
I
I
I

I
I
I
|
I
I
I
I
I
I
| [--------- CoA Response--------- >
| | (I P- Port - Forwar di ng- Map)

Figure 18: RADI US Message Fl ow for changing a user’s forwarding port
mappi ng

4.1.4. An Exanpl e

An Internet Service Provider (ISP) assigns TCP/UDP 500 ports for the
subscri ber Joe. This number is the limt that can be used for TCP/ UDP
ports on a NAT44 device for Joe, and is configured on a RADI US
server. Also, Joe asks for a pre-defined port forwardi ng mappi ng on
the NAT44 device for his web cam applications (external port 5000
maps to internal port 80).

When Joe successfully connects to the Internet service, the RADI US
server conveys the TCP/UDP port limt (1000) and the forwardi ng port
mappi ng (external port 5000 to internal port 80) to the NAT44 devi ce,
using IP-Port-Limt attribute and | P-Port-Forwardi ng-Map attri bute,
respectively, carried by an Access-Accept nmessage to the BNG where
NAS and CGN co-| ocat ed.

Upon receiving the first outbound |IP packet sent from Joe’s | aptop,
the NAT44 device decides to allocate a small port pool that contains
40 consecutive ports, from 3500 to 3540, inclusively, and al so assign
a shared | Pv4 address 192.0.2.15, for Joe. The NAT44 device al so
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random y selects one port fromthe allocated range (say 3519) and use
that port to replace the original source port in outbound |IP packets.

For accounting purpose, the NAT44 device passes this port range
(3500-3540) and the shared | Pv4 address 192.0.2.15 together to the
RADI US server using | P-Port-Range attribute carried by an Accounti ng-
Request message.

When Joe works on nore applications with nore outbound |P sessions
and the port pool (3500-3540) is close to exhaust, the NAT44 device
al | ocates a second port pool (8500-8800) in a simlar fashion, and

al so passes the new port range (8500-8800) and | Pv4 address
192.0.2.15 together to the RADI US server using |P-Port-Range
attribute carried by an Accounti ng- Request nessage. Note when the
CCN al l ocates nore ports, it needs to assure that the total nunber of
ports allocated for Joe is within the limt.

Joe decides to upgrade his service agreenent with nore TCP/ UDP ports

all owed (up to 1000 ports). The ISP updates the information in Joe’'s
profile on the RADI US server, which then sends a CoA- Request nessage

that carries the IP-Port-Limt attribute with 1000 ports to the NAT44
devi ce; the NAT44 device in turn sends back a CoA- ACK nessage. Wth

that, Joe enjoys nore available TCP/UDP ports for his applications.

When Joe travels, nost of the IP sessions are closed with their
associ ated TCP/ UDP ports rel eased on the NAT44 device, which then
sends the relevant information back to the RADI US server using |P-
Port-Range attribute carried by Accounting- Request nessage.

Thr oughout Joe’s connection with his ISP Internet service,
applications can comruni cate with his web cam at hone from externa
realmdirectly traversing the pre-configured mappi ng on the CGN
devi ce.

When Joe di sconnects fromhis Internet service, the CGN device wll
de-allocate all TCP/UDP ports as well as the port-forwardi ng napping,
and send the relevant information to the RADI US server

4.2. Report Assigned Port Set for a Visiting UE

Figure 19 illustrates an exanple of the flow exchange whi ch occurs
when a visiting UE connects to a CPE offering WLAN servi ce.

For identification purposes (see [RFC6967]), once the CPE assigns a
port set, it issues a RADIUS nmessage to report the assigned port set.
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Figure 19: RADI US Message Flow for reporting CPE allocation/de-
al l ocation of a port set to a visiting UE

Tabl e of Attributes

Thi s docunent proposes three new RADIUS attributes and their formats
are as follows:

(0]

(0]

(0]

IP-Port-Limt:

| P- Port - Range:
{TBA4}, {TBA11l}].

| P- Port - For war di ng- Map: TBA1l. TBA2. { TBA2-1 ..

TBAS, {TBA4}]

et al.

Expi res Decenber

14, 2014

TBAL. TBA2. { TBA2- 1. . TBA2- 5} . [ TBA3, {TBA4}]

TBA1l. TBA2. { TBA2- 1. . TBA2- 5} . [ TBA8, TBA9, TBA10,

TBA2-5}. [ TBA6, TBA7,
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The followi ng table provides a guide as what type of RADH US packets
that may contain these attributes, and in what quantity.

Request Accept Reject Challenge Acct. # Attribute
Request
0+ 0+ 0 0 0+ TBA | P-Port-Limt
0 0 0 0 0+ TBA | P-Port - Range
0+ 0+ 0 0 0+ TBA | P- Port - For war di ng- Map

The followi ng tabl e defines the neaning of the above table entries.

0O This attribute MIST NOT be present in packet.
0+ Zero or nore instances of this attribute MAY be present in packet.

6. Security Considerations

Thi s docunent does not introduce any security issue than what has
been identified in [ RFC2865] .

7. | ANA Consi der ati ons

Thi s docunent requires new code point assignnents for the new RADI US
attributes as follows:

0 TBAl (refer to Section 3.1.1): This value is for the Radius Type
field and should be allocated fromthe nunber space of Extended-
Type-1 (241), Extended-Type-2 (242), Extended-Type-3 (243), or
Ext ended- Type-4 (244) per [RFC6929].

0 TBA2 (refer to Section 3.1.1): This value is for the Extended-Type
field and should be allocated fromthe Short Extended Space per
[ RFC6929] .

o0 TBA2-1, TBA2-2, TBA2-3, TBA2-4, and TBA2-5 (refer to
Section 3.1.1): These values are for the Type field of |P-Port-
Type TLV that is within the TBA2 container, and they should be
all ocated as TLV data type and effectively extend the attribute
tree as TBALl. TBA2. {TBA2-1, TBA2-2, TBA2-3, TBA2-4, TBA2-5}.

0o TBA3 (refer to Section 3.1.2): This value is for the type field of
IP-Port-Limt TLV. It should be allocated as TLV data type and it
extends the attribute tree as TBAL. TBA2. { TBA2-1, TBA2-2, TBA2-3
TBA2- 4, TBA2-5}. TBA3

o0 TBA4 (refer to Section 3.2.2): This value is for the Type field of
| P-Port-Ext-IPv4-Addr TLV. It should be allocated as TLV data
type and it extends the attribute tree as TBAL. TBA2. { TBA2- 1
TBA2-2, TBA2-3, TBA2-4, TBA2-5}.[TBA4...].
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0 TBA5 (refer to Section 3.2.3): This value is for the Type field of
| P-Port-Int-1P-Addr TLV. It should be allocated as TLV data type
and it extends the attribute tree as TBAl. TBA2. { TBA2-1, TBA2-2,
TBA2-3, TBA2-4, TBA2-5}.[TBA5...].

0 TBA6 (refer to Section 3.2.4): This value is for the Type field of
I P-Port-Int-Port TLV. It should be allocated as TLV data type and
it extends the attribute tree as TBALl. TBA2. { TBA2-1, TBA2-2,

TBA2-3, TBA2-4, TBA2-5}.[TBA6...].

o0 TBA7 (refer to Section 3.2.5): This value is for the Type field of
| P-Port-Ext-port TLV. It should be allocated as TLV data type and
it extends the attribute tree as TBALl. TBA2. { TBA2-1, TBA2-2,
TBA2-3, TBA2-4, TBA2-5}.[TBA7...].

0o TBA8 (refer to Section 3.2.6): This value is for the Type field of
I P-Port-Alloc TLV. It should be allocated as TLV data type and it
extends the attribute tree as TBAL. TBA2. {TBA2-1, TBA2-2, TBA2-3,
TBA2-4, TBA2-5}.[TBA8...].

0o TBA9 (refer to Section 3.2.7): This value is for the Type field of
| P-Port-Range-Start TLV. It should be allocated as TLV data type
and it extends the attribute tree as TBAL. TBA2. { TBA2-1, TBA2-2,
TBA2-3, TBA2-4, TBA2-5}.[TBA9..].

0 TBA1O (refer to Section 3.2.8): This value is for the Type field
of | P-Port-Range-End TLV. It should be allocated as TLV data type
and it extends the attribute tree as TBAL. TBA2. { TBA2-1, TBA2-2,
TBA2-3, TBA2-4, TBA2-5}.[TBA10..].

0 TBAll (refer to Section 3.2.9): This value is for the Type field
of IP-Port-Local-1d TLV. It should be allocated as TLV data type
and it extends the attribute tree as TBAl. TBA2. { TBA2-1, TBA2-2,
TBA2-3, TBA2-4, TBA2-5}.[TBAll..].
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