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Abst r act

There are sonme subtle considerations for an EAP peer regarding the
content of the EAP-Response/ldentity packet when authenticating with
EAP to an EAP server. This docunment describes two such

consi derations and suggests wor karounds to the associ ated probl ens.
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I ntroduction
1. Pr obl em St at enent

An Extensible Authentication Protocol (EAP, [RFC3748]) conversation
bet ween an EAP peer and an EAP server starts with an (optional)
request for identity information by the EAP server (EAP-Request/
Identity) followed by the peer’s response with identity information
(EAP- Response/ ldentity). Only after this identity exchange are EAP
types negoti at ed.

EAP- Response/ldentity is sent before EAP type negotiation takes

pl ace, but it is not independent of the |ater-negotiated EAP type.
Two ent angl enents between EAP- Response/ldentity and EAP net hods
notions of a user identifier are described in this docunent.

1. The choice of identity to send i n EAP-Response/ldentity may have
detrinmental effects on the subsequent EAP type negotiation

2. Using identity information fromthe preferred EAP type wi thout
t hought ful conversion of character encoding may have detrimental
effects on the outcone of the authentication

The following two chapters describe each of these issues in detail.
The | ast chapter contains recommendations for inplenmenters of EAP
peers to avoid these issues.

2. Requirenents Language
In this docunent, several words are used to signify the requirenents

of the specification. The key words "MJST", "MJST NOT", "REQUI RED",
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
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and "OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119. [RFC2119]

2. EAP-Response/ldentity: Effects on EAP type negotiation

Assum ng the EAP peer’s EAP type selection is not the trivial case
(i.e. it has nore than one configured EAP type for a given network or
application, and needs to make a decision which one to use), an issue
ari ses when the configured EAP types are not all configured with the
sane user identifier.

Issue: if the user identifiers in the set of configured EAP types
differ (e.g. have a different [ RFC4282] "realm portion), and the
aut henti cator does not send identity selection hints as per

[ RFC4284], then EAP type negotiation may be limted to those EAP
types which are terninated in the same EAP server. The reason for
that is because the information in the EAP-Response/ldentity is used
for request routing decisions and thus deternines the EAP server - a
given user identifier may be routed to a server which exclusively
serves the matching EAP type. Negotiating another EAP type fromthe
set of configured EAP types during the running EAP conversation is

t hen not possible.

Exanpl e:
Assume an EAP peer is configured to support two EAP types:

0 EAP-AKA [RFC5448] with user identifier insi @ncl23.nccl23. 3gpp-
net wor k. org

0 EAP-TTLS [RFC5281] with user identifier john@ eal mexanple

The user connects to hotspot of a roam ng consortium which could
authenticate himw th EAP-TTLS and his john@eal mexanple identity.
The hot spot operator has no business relationship at all with the
3CGPP consortium incomng authentication requests for real ns endi ng
in 3gppnetwork.org will be imediately rejected. Identity selection
hints are not sent.

Consequence: |f the EAP peer consistently chooses the

i mei @ncl23. nccl23. 3gpp-network.org user identifier as choice for its
initial EAP-Response/ldentity, the user will be consistently and
perpetually rejected, even though in possession of a valid credentia
for the hotspot.

An EAP peer should always try all options to authenticate. As the

exanpl e above shows, it may not be sufficient to rely on EAP net hod
negotiation alone to iterate through all configured EAP types and
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cone to a conclusive outcone of the authentication attenpt. Miltiple
new EAP aut hentications, each using a different user identifier from
the set of configured user identities, my be required to fully
iterate through the list of usable identities.

3. Character (re-)encoding may be required

The user identifier as configured in the EAP nethod configuration is
not always suited as user identifier to choose as EAP- Response/
Identity. This is trivially true when using tunnel ed EAP types and
configuring anonynous outer identity for the tunneling EAP type.
There is at |east one additional, non-trivial, case to consider
however :

EAP net hods define the encoding of their user identifiers; in
particular, the encoding of the user identifiers as defined the EAP
met hod may or may not be UTF-8; sonme EAP net hods are even known not
to put any encoding restrictions on their user identifiers at all

It is not the intention of EAP, as a nere nethod-agnostic contai ner
which sinply carries EAP types, to restrict an EAP met hod’ s choi ce of
encodi ng of a user identifier. However, there are restrictions in
what shoul d be contained in the EAP-Response/ldentity: EAP is very
often carried over a AAA protocol (e.g over RADI US as per [RFC3579]).
The typical use for the contents of EAP-Response/ldentity inside AAA
protocol s Ii ke RADI US [ RFC2865] and Di anmeter [RFC6733] is to copy the
content of EAP-Response/ldentity into a "User-Nane" attribute; the
encodi ng of the User-Name attribute is required to be UTF-8. EAP-
Response/ldentity does not carry encoding infornmation itself, so a
conversi on between a non-UTF-8 encoding and UTF-8 is not possible for
the AAA entity doing the EAP-Response/ldentity to User-Nane copyi ng.

Consequence: If an EAP nethod’ s user identifier is not encoded in
UTF-8, and the EAP peer verbatimy uses that nethod s notion of a
user identifier for its EAP-Response/ldentity field, then the AAA
entity is forced to violate its own specification because it has to,
but can not use UTF-8 for its own User-Nanme attribute. |If the EAP
met hod configuration sets an outer identity in a non UTF-8 character
set, and the EAP peer verbatimy uses that outer identity for its
EAP- Response/l dentity field, then the sanme violation occurs.

Thi s jeopardi zes the subsequent EAP authentication as a whol e;
request routing may fail, lead to a wong destination or introduce
routing | oops due to differing interpretations of the User-Nane in
EAP pass-through aut henticators and AAA proxi es.
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4. Reconmmendations for EAP peer inplenmentations

VWhere user identifiers between configured EAP types in an EAP peer
differ, the EAP peer can not rely on the EAP type negotiation
mechani sm al one to provide useful results. |f an EAP authentication
gets rejected, the EAP peer SHOULD re-try the authentication using a
di fferent EAP-Response/ldentity than before. The EAP peer SHOULD try
all user identifiers fromthe entire set of configured EAP types
before declaring final authentication failure.

EAP peers need to naintain state on the encodi ng of the user
identifiers which are used in their locally configured EAP types.
When constructing an EAP-Response/ldentity fromthat user identifier
they MUST (re-)encode that user identifier as UTF-8 and use the
resulting value for the EAP-Response/ldentity. |If the EAP type is
configured for the use of anonynous outer identities, the desired
outer identity MJST al so be (re-)encoded in UTF-8 encodi ng before
bei ng put into the EAP-Response/ldentity.

5. Privacy Considerations

Because t he EAP-Response/ldentity content is not encrypted, the
backtracking to a new EAP- Response/ldentity will systematically
reveal all configured identities to intermedi ate passive listeners on
the path between the EAP peer and the EAP server (until one

aut henti cation round succeeds).

This additional |eakage of identity information is not very
significant though because where privacy is considered inportant, the
additional option for identity privacy which is present in nost
nmodern EAP net hods can be used.

If the EAP peer inplenentation is certain that all EAP types wll be
term nated at the sane EAP server (e.g. with a correspondi ng
configuration option) then the iteration over all identities can be
avoi ded, because the EAP type negotiation is then sufficient.

If a choice of which identity information to disclose needs to be
made by the EAP peer, when iterating through the list of identities
t he EAP peer SHOULD

in first priority honour a manually configured order of preference
of EAP types, if any

in second priority try EAP types in order of |ess |eakage first;
that is, EAP types with a configured outer identity should be
tried before other EAP types which would reveal actual user
identities.
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6. Security Considerations

The security of an EAP conversation is determ ned by the EAP nethod
which is used to authenticate. This docunent does not change the
actual authentication with an EAP nethod, and all the security
properties of the chosen EAP nethod remain. The format requirenents
(character encodi ng) and operational considerations (re-try EAP with
a different EAP-Response/ldentity) do not lead to new or different
security properties.

7. | ANA Consi derations

There are no | ANA actions in this document.
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