Net wor k Wor ki ng Group S. Shah

Internet-Draft P. Thubert
I ntended status: |nformational Ci sco Systens
Expi res: August 7, 2015 February 03, 2015

Differentiated Service C ass Recommendations for LLN Traffic
draft-svshah-tsvwg-11n-diffserv-recomendati ons-04

Abstract

Differentiated services architecture is widely deployed in
traditional networks. There exist well defined recomendations for
the use of appropriate differentiated service classes for different
types of traffic (eg. audio, video) in these networks. Per-Hop
Behaviors are typically defined based on this recommendati ons. Wth
enmergi ng Low power and Lossy Networks (LLNs), it is inportant to have
simlar defined differentiated services recomrendations for LLN
traffic. Defined recommendations are for LLN class of traffic
exiting out of LLNs towards hi gh-speed backbones, converged canpus
network and for the traffic in the reverse direction
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1. Introduction

Wth enmerging LLN applications, it is anticipated that nore and nore
LLNs will be federated by hi gh-speed backbones, possibly supporting
determnistic Ethernet service, and be further connected to sone
converged canpus networks for |ess demandi ng usages such as

supervisory control like traffic originated in a LLN, such as
met eri ng, command and control, may transit over a converged canpus |P
net wor k.

U
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LLN
0 : stationary wireless field device, seldomacting as an LLN router

In an exanple figure shown above, Per-Hop Behaviors (PHB) and Service
Level Agreenents (SLAs), for LLN traffic, require to be defined at
the LLN Borders as well as Backbone and possibly in the Converged
Canpus net work

In this docunment, we will first categorize different types of LLN
traffic into service classes and then provide reconmendati ons for
Differentiated Service Code-Point(DSCP) for those service classes.
Mechani sns to be used, like Traffic Conditioning and Active Queue
Managenment, for differentiated services is well defined in RFC4594.
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Thi s docunment does not focus to re-call them again here but the
docunent will call out any specific mechanismthat requires
particul ar consi derati on.

Thi s docunent focuses on Diffserv recommendations for LLN class of
traffic in managed | P networks outside of LLNs, that is for the
traffic fromLLN towards LLN Border, Backbone, Canpus Network as well
as for the traffic in the reverse direction. |t does not focus on
Diffserv architecture or any other QS recommendations within the
LLNs itself. G ven constraints of LLNs and their unique
requirenents, it is expected of a focus within a separate efforts
Though nodes inside LLNs MAY use code-poi nts recommended here.

In Section 3 we categorize different types of traffic fromDifferent
LLNs. Section 4 reconmends differentiated services, including DSCPs
and QoS nechanics, for categorized classes of traffic. Section 5
eval uates one of the depl oynent scenario.

1.1. Definitions

DSCP: Differentiated Service Code Point. It is a 6-bits value in the
TOS and Traffic Cass field of the I Pv4 and | Pv6 header
respectively. This 6-bits nunerical value defines standard set
of behavior to be perforned by Differentiated Services capable
hops.

D ffserv
Class: Diffser Cass in this docunent is used to refer to DSCP code-
poi nt (s) and associ ated Per-hop Behaviors for it.

LLN: Low power and | ossy Network. Network constructed with sensors,
actuators, routers that are | ow power and w th higher |oss/
success transmission ratio, due to transm ssion nedi um and
nat ure of dynami cs of changi ng topol ogy, conpare to wired and
ot her traditional networks.

SLA: Service Level Agreenent. It is a collection of Traffic
classification rules and set of services associated with each
Traffic Cass. Traffic classification may be defined based
on just DSCP code-points or additionally (or otherw se)
based on sone other packet attributes.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
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docunent are to be interpreted as described in RFC2119.

3. Application Types and Traffic Patterns

Different types of traffic can be collapsed into follow ng network
service cl asses

- Alert signals
- Control signals
- Monitoring data
- Video data
- Query-based response data
- Periodic reporting/logging, Software downl oads

3.1. Alert signals

Alerts/alarms reporting fall in this category where such signal is
triggered in a rare un-usual circunstances. An alert may be
triggered for an exanpl e when environnental hazard | evel goes beyond
certain threshold. Such alerts require to be reported with in the
hunman tolerable time. Note that certain critical alert reporting in
certain automati on systens nay be reported via very closely and
tightly managed nmethod that is not inplenented within LLNs, due to
the nature of transmi ssion nmedia of LLNs and due to the stringent

| atency requirenent for those alerts. Such types of signals are not
consi dered here since they are not within the scope of LLN or any

ot her | P networks.

Exanpl es :
- Environnental hazard | evel goes beyond certain threshold
- Measured bl ood pressure exceeds the threshold or a person falls to
t he ground
- Instructional triggers like start/stop traffic lights during
certain critical event

Traffic Pattern:

Typically size of such packets is very small. any specific device of
LLN is expected to trigger only handful of packets (may be only 1
packet). That too only during an event which is not a conmon
occurrence.

In an affected vicinity, only a designated device or each affected
devices may send alerts. |In certain type of sensor networks, it is
predi ctabl e and expected to have only a designated device to trigger
such an alert while in certain other types scal e nunber of alert
flows nmay be expected.
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Latency required for such traffic is not stringent but is to be
wi thin human tol erable tinme bound.

3.2. Control signals

Besides alerts, LLNs also trigger and/or receive different types of
control signals, to/fromcontrol applications outside of LLNs. These
control signals are inportant enough for the operation of sensors,
actuators and underneath network. Administrator controlling
applications, outside of LLN network, may trigger a control signal in
response to alerts/data received fromLLN (in some cases contro
signal trigger may be automated without explicit human interaction in
the loop) or adnministrator may trigger an explicit control signal for
a specific function.

Exanpl es:
- auto [denmand] response (e.g. nanage peak |oad, service
di sconnect, start/stop street |ights)
- manual renote service disconnect, renote demand reset

- open-loop regulatory contro

- non-critical close-loop regulatory contro
- critical closed-1oop control signals

- trigger to start Video surveillance

Traffic Pattern:

Vari abl e size packets but typically size of such packets is snall.
Certain control signals may be regular and so with nunber of devices
in a particular LLN, it is predictable on average, how nmany such
signals to expect. However, certain other control signals are

i rregul ar or on-denmand.

Typically nost of the open-loop, that requires nmanual interaction
signals are tolerant to latency above 1 second. Certain close-Ioop
control signals require low jitter and low | atency, latency in the
order of 100s of ms.

3.2.1. Deternministic control signals

Sone of the LLN applications, like Industrial automation, have class
of control signals that require very strict tine schedul ed service
This traffic is very sensitive to jitter. Applications may be able
to handle a | oss of packet or two but are very sensitive to jitter
and any delivery outside of the determnistic tine schedul e can have
expensi ve effects on the Network. Critical closed-lIoop contro
signals exanple falls in this category.
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Deterninistic control signals are very sensitive to jitter. Scope of
such traffic is contained to LL Network and to the I P backbone
connecting to two or nore such networks. This traffic is not
expected to be transmtted over Canpus, WAN and Internet.

3.3. Mnitoring data

Reaction to control signals may initiate flow of data-traffic in
either direction. Sensors/Actuators in LLNs may al so trigger
periodic data (eg. nonitoring, reporting data). All different types
of data may be categorized in foll ow ng cl asses.

3.3.1. Video data

A very common exanple of this type of nmonitoring data is Video
surveillance or Video feed, triggered thru control signals. This
Video feed is typically fromLLN towards an application outside of
LLN.

Traffic Pattern:
Video frame size is expected to be big with a flow of variable rate.
3.3.2. Query based data

Application at the controller, outside the LLN, or user explicitly
may | aunch query for the data. For exanple, query for an urban
environnental data, query for health report etc. Since this data is
query based data, it is inportant to report data with reasonabl e

| atency though not stringent. In addition, sone periodic |ogging
data also may require tinely reporting and so may expect sane type of
service (eg. at-home health reporting).

Traffic Pattern:
Si ze of packets can vary fromsnall to big. Wile rate may be
predi ctable in sonme cases, in nost of the cases traffic rate for such
data is variable. The traffic is bursty in the nature.

3.3.3. Periodic reporting/logging, Software downl oads
Many sensors/actuator in different LLNs report data periodically.
Wth sonme exceptions, as nentioned above for healthcare nonitoring
| ogs, nost of such data do not have any | atency requirenment and can
be forwarded either thru |lower priority assured forwarding or with
service of store and forward or even best effort.

Sensors/actuators may require software/firmvare upgrades where
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software/ firmwvare may be downl oaded on demand bases. These upgrades
and so downl oads do not have stringent requirenment of tinely delivery
to the accuracy of seconds. This data also can be forwarded thru

| ower priority assured forwarding.

Traffic Pattern:
Periodic reporting/logging typically can be predi cated as constant
rate. Data may be bursty in the nature. Software downl oad data al so

may be bursty in nature. Such traffic is tolerant to jitter and
| at ency.
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Traffic d ass

Tol erance to

+——

I I I
| Narme Traffic Characteristics | Loss |Delay |Jitter]|
| + + + |
| Al erts/ | Packet size = snall | Low |Low | NA|
| al arns | Rate = typically 1-few packets| | | |
| | Short lived flow | | | |
[ | Burst = none to sone-what [ [ [ [
[------------ . e e e |
| Cont r ol | Packet size = variable, | Yes |Low | Yes |
[ Si gnal s [ typically small | [ [ [
| | Rate = few packets | | | |
| | Short lived flow | | | |
[ | Burst = none to sone-what [ [ [ [
[------------ . e e e |
| Deterministic |Packet size = variable, | Low |Very | Very |
[ Contr ol [ typically small | | Low | Low |
| Si gnal s | Rate = few packets | | | |
| | Short lived flow | | | |
[ | Burst = none to sone-what [ [ [ [
[------------ . e e e |
[ Vi deo | Packet size = big | Low |Low - | Low |
| Moni toring/feed| Rate = variable | | Medi uni |
| | Long lived flow | | | |
| | Burst = non-bursty | | | |
[--------mm- - o mm e e e e e e e e e m oo oo Homm - - - Homm - - - Homm - - - [
| Query-based |Packet size = variable | Low | Mediuni Yes |
| Dat a | Rate = variabl e | | | |
| | Short lived elastic flow | | | |
| | Burst = bursty | | | |
[--------------- e - - - - - - - - - - - - - - - |
[ Peri odi c | vari abl e packet size, rate | Yes |Mediun{ Yes |
| Reporting/log, |bursty | | - High| |
| Software | | | | |
| downl oads | | | | |
Differentiated Service recommendations for LLN traffic

with | ow del ay,
to signaling traffic in the traditional

Alert signals

tol erable to hunman.

use Diffserv code-point CSb.

h & Thubert
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Al erts/alarns signaling service requires transm ssion of few packets
This requirenent
net wor ks.

is very simlar
Al ert signals MY
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4.2. Control signals

As described in earlier section, control signals over IP are divided
in tw categories. Control signals that require determnistic
forwardi ng service, and control signals that require relatively | ow
delay. Service requirement for later class of control signals is
very sinmilar to service for signaling traffic in the traditiona
networ ks. Reconmendation for this class of control signals is to use
Di ffserv code-point CS5.

4.2.1. Determnistic Control Signals

PHB for this class of traffic is defined as forwardi ng of a packet at
det erm ned/ schedul ed time providing no jitter service.

Recommended DSCP code-point for this class of traffic is EF. Since
this class of traffic is not expected to co-exist with voice |ike
traffic, that inplenents EF code-point as used in traditional Canpus
and WAN networks, the sane code-point is re-used here for the purpose
of deterministic control signals. However, a note to be made for
defined PHB for this code-point as determnistic forwardi ng behavi or
as defined in this document.

Schedul i ng MJUST pre-enpt service of any other class of traffic during
the scheduled tine for this class of traffic.

4.3. Mnitoring Data

4.3.1. Video Data
RFC4594 has wel |l docunented recomrendations for different types of
Video traffic. |If there is any Video traffic fromto LLNs to/from
out side of LLNs, they should use sane recommended dscp from RFC4594.
For exanple, surveillance video feed is recomended to use dscp CS3.

4.3.2. Query based data
Low | atency data, |ike query based report and non-critical signals,
is reconmended to use AF2 assured forwarding service. Also, certain
periodic reporting/logging data that are critical to be reported with
regular interval with relatively lowjitter is recomended to use
AF2x servi ce.

4.3.3. Periodic reporting/logging, Software downl oads

Non-critical periodic reporting/logging and rest all other data NAY
use AFlx or BE service cl ass.
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Sunmary of Differentiated Code-points and QS Mechanics for them

Alert Signals CS5
Control Signaling Cs5
Deterninistic Control Signals EF
Vi deo broadcast/feed CS3
Query-based data AF2x
Assured nonitoring data AF1x

hi gh t hr oughput

Best Effort nonitoring data BE

Reporting (periodic reporting.certain types of periodic nonitoring

MAY require assured forwarding)

Service | DSCP | Conditioning at | PHB | Queuing| AQM

C ass | | DS Edge | Used | | |

+ + + + + [

Determnistic | EF | | | Ti me | No |
control signals]| | Police using sr+bs | | Schedul e| |
-------------- R e et e e |

| Alert signals/| | | | | |
| Control signals| CS5 |Police using sr+bs | RFC2474 | Rate | No |
-------------- e i e i e el
Video feed | CS3 |Police using sr+bs | RFC2474 | Rate | No |
-------------- R e e T ST S |
Query- | AF21 | Using single-rate,| [ | Yes]
based | AF22 |three-color marker | RFC2597 | Rate | per|

Dat a | AF23 | (such as RFC 2697) | | | DSCP|
-------------- e i e i e el
Peri odi c | AF11 | Using two-rate, | | | Yes|
Reporti ng/ | AF12 |three-color marker | RFC2597 | Rate | per|

| oggi ng | AF13 | (such as RFC 2698) | | | DSCP|

"sr+bs" represents a policing nechanismthat provides single rate

with burst size control [RFC4594]

Depl oynment Scenario

I ndustri al

Aut omat i on,

as described in [RFC5673] and [| SA100. 11a],

classifies different types of traffic in followi ng six classes
ranging in conplexity fromCOass 5 to Cass 0 where Class 0 is the
nmost tine sensitive class.

Shah & Thubert
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o Safety

* (Cass 0: Energency action - Always a critical function

o Control
* (Cass 1: Cosed-loop regulatory control - Often a critical
function
* (Cass 2: Cosed-loop supervisory control - Usually a non-

critical function

* (Cass 3: Open-loop control - Operator takes action and controls
the actuator (human in the | oop)

o NMonitoring

* Class 4. Alerting - Short-termoperational effect (for exanple,
event - based nmai nt enance)

* (O ass 5: Logging and downl oading / uploading - No i medi ate
operational consequence (e.g., history collection, sequence-of-
events, preventive nmai nt enance)

It might not be appropriate to transport Cass O traffic over a
wirel ess network or a multihop network, unless tight nechanisns are
put in place such as TDM and frequency hoppi ng. Today this class of
traffic is expected to use other tightly nmanaged net hod out si de of

I P networks. Excluding class O traffic, following table maps Cass 1
thru dass 5 service classes to Diffserv code-point.

| Service | DSCP |
[ Cl ass [ [
I + I
[ Class 1 | EF |
e +
| Class 2 | CS5 |
o e e e e e e e e oo +
[ Class 3 | CS5 [
S +
[ Class 4 | AF2x |
e +
| class 5 | AF1x/BE |
o e e e e e e e e oo +
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6. Security Considerations

A typical trust nodel, as nuch is applicable in traditional networks,
is applicable with LLN traffic as well. At the border of the LLN, a
trust nodel needs to be established for any traffic conming out of
LLN. Wthout appropriate trust nodel to accept/mark dscp code- point
for LLN traffic, msbehaving flow may attack a specific Diffserv

cl ass disrupting expected service for other traffic fromthe sane
Diffserv class. Trust nodels are typically established at the border
router by enploying rate-limting and even marki ng down dscp code-
point to Best Effort for non-trusted flows or dropping them as
required.
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