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                             IPv6 layer
                         ^               v
     InDelivers         -+-             -+-       OutRequests
                         |               |
     InDiscards       <--+               |
                         |               |
     InCompOKs       .-->|               |-->.    OutCompReqds
     InCompFails  <--|   |               |   +--> OutCompFails
     InCompReqds     `<--+               +<--'    OutCompOKs
                         |               |
                         |               +-->.    OutFragReqds
     InReasmOKs      .-->|               |   +--> OutFragFails
     InReasmFails <--|   |               |  -+-   OutFragOKs
     InReasmReqds    `<--+               +<--'    OutFragCreates
                         |               |
                         |               |
     InMeshDelivers      |<--.           |
     InMeshForwds        |   |-->.       |
     InMeshReceives      +-->'   |       |
                         |       +-->    |        OutMeshHopLimitExceeds
                         |       +-->    |        OutMeshNoRoutes
                         |       |       |
                         |       |   .<--+        OutMeshRequests
                         |       `-->|   |        OutMeshForwds
                         |           `-->|        OutMeshTransmits
                         |               |
     InHdrErrors      <--+               +-->     OutDiscards
                         |               |
     InReceives         -+-             -+-       OutTransmits
                         ^               v
                          interface layer
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Demo (LLN Plugfest IETF 90)

● AVR  Raven
(128k F lash, 16k RAM)

● SNMP interface
● CoAP interface
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Larger View at the IoT Stack

CoAP

UDP

6LoWPAN

IPv6 / ICMPv6

IEEE 802.15.4 (...)

UDP-MIB [RFC 4113]UDP

IP-MIB [RFC 4293]

IF-MIB [RFC 2863]

LOWPAN-MIB

packets, octets, errors, discards
parameters (speed, mtu) 

IP-MIB [RFC 4293]

packets, errors, discards,
compression, fragmentation
parameters (timeout) 

packets, errors, discards
fragmentation, forwarding
neighborhood

packets, errors, discards
endpoints

IEEE (???)
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Summary and Questions

● Counters in protocol layers are an efficient tool to 
troubleshoot problems in deployed systems

● Several layers in the IoT stack are already covered by 
counters defined in existing MIB modules

● Counters defined in a MIB module can be accessed using 
different protocols

● Existence of a MIB module does not imply a requirement 
to implement SNMP

● Are there concerns about the semantics of the counters?
● If not, why treat the 6LoWPAN layer differently?
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