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Goal

The goal of this event is to bring together people interested
In hands-on experience around the technology developed
by the 6TiISCH, 6lo and ROLL WGs, with a particular focus

on the TSCH mode of IEEE802.15.4¢, 6lowpan, RPL and
new WG specifications.
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o Presentations

1.  Efficient ND based registration to Ethernet Backbone Router End-to-end (SmartMesh) IP (Pascal Thubert,
Thomas Watteyne)
2. UC Berkeley's OpenWSN
a. Introduction and Overview (Nicola Accettura)
b. OpenWSN Web Interface (Vitor Garbellini, Marcelo Barros)
c. 6TiSCH Operation Sublayer (6top) (Qin Wang, Tengfei Chang)
d. On-The-Fly Scheduling (Thomas Watteyne)
e. The IP Flow Label within a RPL Domain (Xavier Vilajosana)
3.  Analysis of TSCH networks using open source tools: OpenMote + Wireshark (Pere Tuset-Peiro)
4. FIT loT-lab: a very large-scale open testbed for the loT (Cédric Adijih)
5. RIOT, The friendly Operating System for the Internet of Things (Oliver Hahm, Thomas Eichinger)
6. Counters for Troubleshooting and Monitoring the 6LoWPAN Layer (Anuj Sehgal, Jurgen Schonwalder)
7.  Wireshark integration (Vincent Ladeveze)

8. Live demonstration of Sewio's open sniffer solution (Nestor Tiglao)
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o Outcome

1. Draft were successfully implemented.
a. draft-ietf-6lo-lowpan-mib-01
b. draft-thubert-6man-flow-label-for-rpl-03
c. draft-ietf-6tisch-minimal-02
d. draft-wang-6tisch-6top-sublayer-01
e. draft-dujovne-6tisch-on-the-fly-03
f. draft-thubert-6lowpan-backbone-router-03
g. draft-ietf-6tisch-architecture-03
2. Let the people know that the participation in the development of the presented tools are open to
everyone. Looking for volunteer.
3. Set base to work together in future projects.

4. Suggestions received to improve current implementations.
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ehttp://www.openwsn.org/

PARTICIPANTS

*Goal: open-source implementations of a protocol stack based on
Internet of Things standards, using a variety of hardware and
software platforms

eSupported standards: IEEE802.15.4e TSCH, 6TiSCH, 6LoWPAN,
RPL, CoAP

eImplementation of 6top sublayer
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Protocol Stack

IETF CoAP
IETF UDP
IETF IPv6
OTF
IETF 6LoOWPAN (IETF
draft)
6top (IETF draft)
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« draft-thubert-6lowpan-
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« efficient ND (WiND)

/ (IPV6 ND suppress)
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OpenMote OpenBase OpenBattery

TI CC2538 SoC Ethernet PHY+MAC Temp./Humd.
(Cortex M3 + radio) USB-to-UART port Acceleration
4 LEDs, 2 Buttons USB-to-PHY port Luminance

2 antennas 10-pin ARM JTAG 2xAAA batteries

=

OpenMote

Open hardware for the Internet of Things.

Application

System Network

Libraries Stack

Kernel (Scheduling, threading...)

Hardware abstraction

Hardware Platform

1) Experiment
configuration
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04-TRAN
03b-IPv6

03a-IPHC

2) Experiment

results
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loT-LAB server ©
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02a-MAClow

Open systems
with IETF protocols
(RPL/COAP/6TISCH/...)
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6LOWPAN-MIB

SNMP Access to the Counters

bash *1
$ snmpwalk -v 1 -c public -0s -Q
p -v Mesh

lowpanReasmTimeout.® = 3 secondsg
lowpanInReceives.® = 877
lowpanInHdrErrors.0 = @
lowpanInReasmReqds.@ = 406
lowpanInReasmFails.@ =
lowpanInReasmOKs.® = SB
lowpanInCompReqds.® = 505
lowpanInCompFails.® = @

lowpanInCompOKs.@ = 507

X}
s
§ ~/src/scli/scli/scli
100 scli version 0.4.0 (c) 2001-2010 Juergen Schoenwaelder
scli > set scli protocol SNMPv1
scli > open snmp://[aaaa::11:22ff:fe33:4455]:1610//
1:22fF:fe33:4455) scli > show system info
AVR Raven
snmp://public@[aaaa: :11:22¢F: fe33:4455]:1610//

Descrlptlon. 6LOWPAN MIB Test Node

Contact: Anuj Sehgal <s.anuj@jacobs-university.de>

Location: Jacobs University Bremen

Vendor: Jacobs University <http://www.jacobs-university.de/>
Services: datalink network transport application

Agent-Boot-Time: 2014-07-18 11:26:47 +02:00
(aaaa: :11:22ff:fe33:4455) scli > []

lowpanInDiscards.® = 88 o)
lowpanInDelivers.@ = 508

) 1. scli o

Agent:  snmp://public8[agaa::11:22FF:fe33:4455]:1610// up O days 00:04:25  ©9:38:33
lowpanOutRequests.@ = 508 Descr:  GLOWPAN MIB Test Node

lowpanOutCompReqds.@ = 509  |command:

lowpanOutCompFails.0 = @

monitor 6lowpan stats

lowpanOutComp0OKs.® = 511 inDelivers 3 (887) outRequests. 3 (855)
inDiscards 0 (79) v
LlowpanOutFragReqds.0 = 31 A outConpReads 3 (ass)
lowpanOutFragFails.® = @ inCompOKs 3 (889) outCompFails 0 (0)
inCompFails 0 (0 outCompOKs 3 (855)
lowpanOutFrag0Ks.@ = 31 inCompReqds 3 (889) v
lowpanOutFragCreates.@ = 291 | » outFragReqds. 2 (340)
1 : ‘inReasmOKs 2 (357) outFragFails o (0
owpanOutDiscards.0 = @ inReasnFails 0 (6) outFrag0Ks 2 (339)
lowpanOutTransmits.@ = 782 |inReasnReqds 6 (1346) outFragCreates 6 (1178
A v
End of MIB intidrErrors LX) outbiscards (X
s [ inReceives 7 (1884) outTransmits 7 (1692)

106 from master-1.10]]

Q<

262 78.722711800 bbbb::1

204 78.751755000 fe80::1

206 78.766384000 fe80::12:4000:40f ;6107

27 7R 7HOATANA A2-17-h AR FA-FA-A1  AA'10-2h'AA-ALATRINT  TEFE ARD 15 4 7R Ark Ner TAVACTNG AAAA-AFR1-NT Sre- TavacTne AA-AD-fa-fFa-a1

Y74 E

v | Expression..  Clear  Apply  Guardar

BEMEX @

Tine source Destination Protocol | Lengtl Info
Dbbb: :12:4000:407:6395  IOHPYS
293 76.742111000 00:12:40:00:02:10:f5:01  00:12:40:0:04:0f:63:05  IEEE 802.15.4 76 Ack, DSt: TexasIns_00:04:0f:63:95, Src: Texaslns_00:62:f0:f5:01
7e90::212:4000: 406207 IONPYS
205 78.757243000 00:12:40:00:04:01 :61:07 __00:12:40:00:02:0:5:01  IEEE 802.15.4 76 Ack, DSt: TexasIn_00:02:f0:f5:01, Src: TexasIns_09:04:0f:61:67

167 Echo (ping) request id=0x001, seq=524, hop linit=128
83 Echo (ping) request id=exooe1, seq=52¢, hop linit=126

76 Echo (ping) reply d=0x001, seq=52é, hop Limit=54

I Frame 266: 76 bytes on wire (608 bits), 76 bytes captured (688 bits) on interface ©

I Ethernet II, Src: 00:00:00_90:00:00 (60:00:00:00:00:00), DSt: 60:60:
5 25,80 Src: TexasIns_60:04:0f:61:b7

rraftic class: 0100
6000 0060 6111 0690 6060 = Flow label: 010606700
ext header: TCHPYS (0x32)

Hop e
Source: fegd: 12 T TTTITTG  doT 0107
bestination: feso: 1 (feto 1}

HOL0 ... = Version: §

P 0000 0060 = Traffic class: 0x09900000
... 0300 0000 0111 0000 000 = Flowlabel: 6x0000700
Payload length: 16
Next header: ICHPVG (56)

Hop Linit: 64
Source: fedd: 12:4b00:40F:6107 (FeBD: :12:4000: 40F:6107)
Destination: feso::1 (feBo::1)
[source GeorP: Unknown]
[oestination GeorP: Unknown]
v Internet control Wessage Protocol vo

Type: Echo (ping) reply (120)

)

code:

P Checksun: xf2fa [incorrect, should be 6x6doa]
Idencifier: ox0001
Sequence: 524

P Data (8 bytes)

TNENGHE o0 10 5a % fe 90 0000 0000 0000 [ -0
06 12 4b 60 64 of 61 b7 fe 80 06 00 00 60 60 60 K...a
06 09 00 60 60 60 60 01 81 00 f2 fa 60 61 62 6¢C

61 62 00 60 60 60 06 00 ab...

Frame (76 bytes) | Decompressed 6LOWPAN IPHC (36 bytes)

(OB Fiowlabel (pv6.fow), 4 bytes

v internet Protocol Version 6, Src: feso::12:4b60:40f 6107 (feso::12:4b00:46f:6107), Dst: fesd::1 (fedo::1)

Packets: 856 - Displayed: 856 (100,0%)

00:00 (69:00:00:00:00:00)

SenderRank = 1792

Profile: Default

PARTICIPANTS

WIRESHARK DISECTOR

4 Capturing from OpenWSN  [Wireshark 1108 (v1.108-2-g52a5244 from master-110)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intenals Help

0 dm I BRXR AT L BlaeaaD @#@mx &

Lol o =s)

Filter: | zep EExpression“. Clear™ Apply Save

o.  Time Source Destination Protocol Length Info =
1UY 34. 212813000 TeBU:IIl415:94CCiU:is TesU:IIloLd>:IYLCCiuiL 1CMPVD 198 RPL control (I
110 34.219362000 14:15:02:cC:00:00:00:00  14:15:2:cc:00:00:00:02  IEGE 802.15.4 121 Ack, pst: 14:
111 34.292680000 bbbb: :1415:92cc FF02::2 ICMPVE 175 RPL Control (I~
112 34.443601000 e FF02::2 ICHMPVE 175 RPL Control (I
113 34.499709000 bbbb: :1415:92cc:0:4 £02::2 ICMPVE 175 RPL Control (I~

< | n | »

Frame 93: 175 bytes on e (1400 bits), 175 bytes captured (1400 nterface 0
Ethernet II, src: 00:ff:11:35:f1:f0 (00:ff:11:35:f1:f0), pst: 00:ff:1 B
Internet Protocol Version 6, Src: bbbb::1 (bbbb::1), Dst: bbbb::1 (bbbb E
User Datagram Protocol, src Port: O (0), Dst Port: zep (17754)

zigBee Encapsulation Protoco'l, Channel: 20, Length: 81

IEEE 802.15.4 pata, Dst: Broadcast, Src: 14:15:92cc:00:0000:04

B6LOWPAN

Internet Protocol version 6, Src: bbbb::1415:92cc:0:4 (bbbb
= Internet Control Message Protocol v6

Type: RPL Control (155)

code: 1 (DODAG Information object)

Checksum: 0xe829 [correct]

RPLINstanceID: 0

version: 0

Rank: 6

Flags: Oxb8

Destination Advertisement Trigger Sequence Number (DTSN):
Flags: 0x00

Reserved: 00

DODAGID: bbbb::1415:92cc:0:1 (bbbb::1415:92cc:0:1)

OB SEEELO)]

415:92cc:

:4), pst: ffo

2 (ffo2

®

de-facto network packet analyzer
collection of protocol dissectors
IEEE802.15.4-2006

0 86
S e E e i . 6LoWPAN
00 01 bb bb 00 00 00 00 00 00 00 I : RPL

[Z{ 00 00 00 00

Frame (175 bytes) | Decompressed 6LoWPAN IPHC (68 bytes) CoAP
O [ Frame (frame), 175 bytes

Packets: 201 - Displayed: 165 (82.... i etc.

«— FLOW LABEL
IMPLEMENTATION 07

open-source and extensible

Sewio Open Sniffer

_ TCPIP S .
>
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MORE INFORMATION

e Wiki page

o https://bitbucket.org/6tisch/meetings/wiki/140720a ietf90 toronto plugfest

e Recording

o Meetecho: http://www.meetecho.com/ietf90/linpluafest

e JSlides
o To be published in the MLs

e Pictures

o To be published in the MLs
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