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IPv6 over the TSCH 
mode of IEEE 802.15.4e 



6TiSCH Work Items 

Support ND-only RPL leaves (missing TID)  
Support proxy ND operations with BBR 
Use and frequency of RA’s from RPL routers 
Use and frequency of NUD from RPL routers 
Use of Target in efficient NS/NA  
Should RPL have its own DAD? 
RFC 6282 unclear on HbH header 
Use of Flow Label 
 



draft-thubert-6lo-rfc6775-update-reqs 

Status 
–  New draft (00 and then 01) 

Goal 
–  Requirements from 6TiSCH architecture 
–  Enable a host that moves within the fabric 
–  Enable registration for Proxy ND 
–  Collect other requirements for an update of 

6LoWPAN ND 
 



Cisco IE3000 
(industrial switch) 

Linear Technology DC9000 
(SmartMesh IP starter kit) 

Ethernet 

Classical ND 

serial 

DustLink 
•  6LoWPAN compaction 
•  interface to manager 
•  ND 

SmartMesh IP 
•  IEEE802.15.4e TSCH 
•  6LoWPAN 

•  draft-thubert-6lowpan-
backbone-router-03 
•  efficient ND (WiND) 
(IPv6 ND suppress) 

•   IPv6 host 

host 

bridge 

Backbone router 
demo 

Ethernet 

Efficient ND SmartMesh IP 



6LR 6LBR 6BBR Router/
Server LP Node 

Radio 
Mesh 

Ethernet 

NA (~O) 

NS (ARO) 

NS (ARO) 
DAR(ARO), DAO 

Router/
Server Router/

Server 

Ethernet Radio 1 Hop 

NS lookup 

NS DAD 
NS (ARO) 

Create proxy 
state 

Classical ND RPL, others… 6LoWPAN ND Efficient ND 

NA (ARO) 

DAC(ARO) 

NA (ARO) 

ML Subnet 
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Thank you! 



FLOWS IN FULL DISTRIBUTED 
MODE 

Normal registration 



6LR 6LBR 6BBR Router/
Server LP Node 

Radio 
Mesh 

Ethernet 

NA (~O) 

NS (ARO) 

NS (ARO) 
DAR, RPL DAO 

Router/
Server Router/

Server 

Ethernet Radio 1 Hop 

NS lookup 

NS DAD 
NS (ARO) 

Create proxy 
state 

Classical ND RPL 6LoWPAN ND Efficient ND 

NA (ARO) 

DAC (ARO) 

NA (ARO) 

ML Subnet 



6LR 6LBR 6BBR Router/
Server LP Node 

RPL Ethernet 

RA (unicast) 

RA (u|mcast) 

DIO 

Router/
Server Router/

Server 
Ethernet Radio 1 Hop 

SLLA 

PIO 
MTU 
SLLA 

CONTEXT 

PIO 
MTU 
SLLA 

CONTEXT 

PIO 
MTU 
 

RA (u|mcast) 

RS (mcast) 

PIO 

Can we 
 avoid periodic 
 RAs when we  

have DIO? 

RA (u|mcast) 

PIO 
MTU 
SLLA 

CONTEXT 



6LR 6LBR 6BBR Router/
Server LP Node 

RPL Ethernet 

NS DAD (ARO) 

NS (ARO) 

NS (ARO) 

DAR (ARO) 

Router/
Server Router/

Server 
Ethernet Radio 1 Hop 

SRC = UNSPEC 
DST = SNMA 
TGT = LPN 
UID = LPN 
TID included 

SRC = 6LR * 
DST = 6LBR 
REG = LPN 
UID = LPN 
TID included 

SRC = LPN_ll * 
DST = 6LR_ll * 
TGT = LPN ** 
SLLA = LPN 
UID = LPN 
TID included 
 
   SeND? 

SRC = 6LBR 
DST = 6BBR * 
TGT = LPN 
SLLA = L6BR 
UID = LPN 
TID included 

* Global / ULA * Can be 
Anycast 

Create 
binding state 

Create proxy 
state 

*  link local 
unique EUI-64 
**  any LPN 
IPv6 address 

RFC  
6775 does not 

use target 
but src 



6LR 6LBR 6BBR Router/
Server LP Node 

RPL Ethernet 

NA (O)  * 

NA (ARO) 

NA (ARO) 

DAC (ARO) 

Router/
Server Router/

Server 
Ethernet Radio 1 Hop 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 

TID included 

SRC = 6LR_ll 
DST = LPN_ll 

TGT = LPN 
TLLA = LPN? 

UID = LPN 
TID included 

SRC = 6BBR 
DST = 6LBR 
TGT = LPN 

TLLA = L6BR 
UID = LPN 

TID included * Omitted in 
general 
** link local 

DAD time out 

SRC = 6BBR_ll ** 
DST = NS SRC 
TLLA = L6BR 
TGT = LPN 
 

Adding  
TLLAO since 
dest. is not 

 target 



6LR 6LBR 6BBR Router/
Server LP Node 

RPL Ethernet 

NA (~O) 

NS (ARO) 

NS (ARO) 

RPL DAO  

Router/
Server Router/

Server 
Ethernet Radio 1 Hop 

SRC = 6BBR 
DST = NS SRC 
TGT = LPN 
TLLA = 6LBR 

SRC = 6LR 
DST = Parent * 
           or Root 
TGT = LPN 
UID missing : ( 
TID included 

SRC = LPN_ll 
DST = 6LR_ll  
TGT = LPN 
SLLA = LPN 
UID = LPN 
TID included 

SRC = 6LBR 
DST = 6BBR 
TGT = LPN 
SLLA = L6BR 
UID = LPN * 
TID included 

* Parent in 
storing mode 

* From 
binding state 

NS lookup 

RPL  
cannot DAD  

for lack 
of UID 



FLOWS IN FULL DISTRIBUTED 
MODE 
 

Duplicate registration 



6LR 6LBR LP Node 

NS (ARO) 

DAR (ARO) 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 
TID included 

SRC = LPN_ll 
DST = 6LR_ll 
TGT = LPN ** 
SLLA = LPN 
UID = LPN 
TID included 

Collision of 
binding state 
within RPL 
DODAG 
Different UID 
for addr. LPN  

NA (ARO, s=1) 

DAC (ARO, s=1) 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 

TID included 

SRC = 6LR_ll 
DST = LPN_ll 

TGT = LPN 
TLLA = LPN 

UID = LPN 
TID included 



6LR 6LBR 6BBR LP Node 

RPL 

NS (ARO) 

NS (ARO) 

DAR (ARO) 

Ethernet Radio 1 Hop 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 
TID included 

SRC = LPN_ll  
DST = 6LR_ll  
TGT = LPN  
SLLA = LPN 
UID = LPN 
TID included 

Create 
binding state Collision of 

proxy state 
between 6LBRs 
attached to a 
same 6BBR 

NA (ARO, s=1) 

NA (ARO, s=1) 

DAC (ARO, s=1) SRC = 6BBR 
DST = 6LBR 
TGT = LPN 
UID = LPN 

TID included 



Router/
Server Router/

Server Router/
Server 

6LR 6LBR 6BBR LP Node 

RPL Ethernet 

NS DAD (ARO) 

NS (ARO) 

NS (ARO) 

DAR (ARO) 

Ethernet Radio 1 Hop 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 
TID included 

SRC = LPN_ll  
DST = 6LR_ll  
TGT = LPN  
SLLA = LPN 
UID = LPN 
TID included 

SRC = 6LBR 
DST = 6BBR 
SLLA = L6BR 
TGT = LPN 
UID = LPN 
TID included 

Create 
binding state 

Create proxy 
state 

Collision with 
legacy device 
attached to the 
backbone 



6LR 6LBR 6BBR LP Node 

RPL Ethernet Radio 1 Hop 

NA (ARO, s=1) 

NA (ARO, s=1) 

DAC (ARO, s=1) 
SRC = NODE 
DST = 6BBR 

TGT = LPN 
UID = LPN 

TID included 

Collision with 
legacy device 

Ethernet 

NA (O) 

SRC = 6BBR 
DST = 6LBR 
TGT = LPN 
UID = LPN 

TID included 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 

TID included 

SRC = 6LR_ll 
DST = LPN_ll 

TGT = LPN 
UID = LPN 

TID included 

6BBR Router/
Server Router/

Server Router/
Server 



6LR 6LBR 6BBR 6BBR LP Node 

RPL Ethernet 

NS DAD (ARO) 

NS (ARO) 

NS (ARO) 

DAR (ARO) 

6BBR 
6BBR 

Ethernet Radio 1 Hop 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 
TID included 

SRC = LPN_ll  
DST = 6LR_ll  
TGT = LPN  
SLLA = LPN 
UID = LPN 
TID included 

SRC = 6LBR 
DST = 6BBR 
TGT = LPN 
SLLA = L6BR 
UID = LPN 
TID included 

Create 
binding state 

Create proxy 
state 

Collision of 
proxy state 
between 6BBRs 
attached to a 
same backbone 



6LR 6LBR 6BBR LP Node 

RPL Ethernet Radio 1 Hop 

NA (ARO, s=1) 

NA (ARO, s=1) 

DAC (ARO, s=1) 
SRC = 6BBR2 

DST = 6BBR 
TGT = LPN2 
UID = LPN2 

TID2 included 

Collision of 
proxy state 

Ethernet 

NA (ARO, s=1) 

SRC = 6BBR 
DST = 6LBR 
TGT = LPN 
UID = LPN 

TID included 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 

TID included 

SRC = 6LR_ll 
DST = LPN_ll 

TGT = LPN 
UID = LPN 

TID included 

6BBR 
6BBR 

6BBR 



FLOWS IN FULL DISTRIBUTED 
MODE 

Movements 



6LR 6LBR LP Node 

NS (ARO) 

DAR (ARO) 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 
TID included 

SRC = LPN_ll 
DST = 6LR_ll 
TGT = LPN ** 
SLLA = LPN 
UID = LPN 
TID included 

Matches a 
binding state 
within RPL 
DODAG 
same UID for 
addr. LPN  

NA (ARO, s=0) 

DAC (ARO, s=0) 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 

TID included 

SRC = 6LR_ll 
DST = LPN_ll 

TGT = LPN 
TLLA = LPN 

UID = LPN 
TID included 



6LR 6LBR 6BBR LP Node 

RPL 

NS (ARO) 

NS (ARO) 

DAR (ARO) 

Ethernet Radio 1 Hop 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 
TID included 

SRC = LPN_ll  
DST = 6LR_ll  
TGT = LPN  
SLLA = LPN 
UID = LPN 
TID included 

Create 
binding state Matches a proxy 

state associated 
to another 6LBR 
attached to a 
same 6BBR 

NA (ARO, s=0) 

NA (ARO, s=0) 
DAC (ARO, s=0) 

Missing  
cleanup flow down  

other 6LBR 

Update proxy state 

SRC = 6LBR 
DST = 6BBR 
TGT = LPN 
SLLA = L6BR 
UID = LPN 
TID included 



6LR 6LBR 6BBR 6BBR LP Node 

RPL Ethernet 

NS DAD (ARO) 

NS (ARO) 

NS (ARO) 

DAR (ARO) 

6BBR 
6BBR 

Ethernet Radio 1 Hop 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 
TID included 

SRC = LPN_ll  
DST = 6LR_ll  
TGT = LPN  
SLLA = LPN 
UID = LPN 
TID included 

SRC = 6LBR 
DST = 6BBR 
TGT = LPN 
SLLA = L6BR 
UID = LPN 
TID included 

Create 
binding state 

Create proxy 
state 

Matches a proxy 
state in another 
6BBR attached 
to a same 
backbone 



6LR 6LBR 6BBR LP Node 

RPL Ethernet Radio 1 Hop 

NA (ARO, s=0) 

NA (ARO, s=0) 

DAC (ARO, s=0) 
SRC = 6BBR2 

DST = 6BBR 
TGT = LPN 
UID = LPN 

TID2 included 

Collision with 
Older TID 

Ethernet 

NA (ARO, s=0) 

SRC = 6BBR 
DST = 6LBR 
TGT = LPN 
UID = LPN 

TID included 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 

TID included 

SRC = 6LR_ll 
DST = LPN_ll 

TGT = LPN 
UID = LPN 

TID included 

6BBR 
6BBR 

6BBR 

NA (O)   



6LR 6LBR 6BBR LP Node 

RPL Ethernet Radio 1 Hop 

NA (ARO, s=3) 

NA (ARO, s=3) 

DAC (ARO, s=3) 
SRC = 6BBR2 

DST = 6BBR 
TGT = LPN 
UID = LPN 

TID2 included 

Collision with 
Newer TID 

Ethernet 

NA (ARO, s=0) 

SRC = 6BBR 
DST = 6LBR 
TGT = LPN 
UID = LPN 

TID included 

SRC = 6LR 
DST = 6LBR 
REG = LPN 
UID = LPN 

TID included 

SRC = 6LR_ll 
DST = LPN_ll 

TGT = LPN 
UID = LPN 

TID included 

6BBR 
6BBR 

6BBR 



FLOWS IF 6LBR COLLAPSED 
WITH 6BBR 



6LR 6LBR 6BBR Router/
Server LP Node 

RPL Ethernet 

NS DAD (ARO) 

NS (ARO) 

NS (ARO) 

DAR (ARO) 

Router/
Server Router/

Server 
Ethernet Radio 1 Hop 

SRC = UNSPEC 
DST = SNMA 
TGT = LPN 
UID = LPN 
TID included 

SRC = 6LR * 
DST = 6LBR 
REG = LPN 
UID = LPN 
TID included 

SRC = LPN_ll * 
DST = 6LR_ll * 
TGT = LPN ** 
SLLA = LPN 
UID = LPN 
TID included 

SRC = 6LBR 
DST = 6BBR * 
TGT = LPN 
SLLA = L6BR 
UID = LPN 
TID included 

* Global / ULA * Can be 
Anycast 

Create 
binding state 

Create proxy 
state 

*  link local 
**  any LPN 
IPv6 address 



6LR 6BBR Router/
Server LP Node 

RPL Ethernet 

NA (~O) 

NS (ARO) 

 RPL DAO  

Router/
Server Router/

Server 
Radio 1 Hop 

SRC = 6BBR 
DST = NS SRC 
SLLA = 6BBR 
TGT = LPN 

NS lookup 

DAR (ARO) 

DAC (ARO) 

NA (ARO, s=0) 

SRC = 6BBR_ll 
DST = LPN_ll 

TGT = LPN 
UID = LPN 

TID included 
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Thank you! 


