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Problem Statement

Code interception attack (against public clients)

A malicious client gets the code instead of the client via registering the same
scheme as the client, etc.

The problem is not theoretical.
A v. large provider has been experiencing it.

/Authz N

client 6. token S
erver
5. Token request
1. Authz req (w/o client secret)
3. code
Browser >
2. Authz req. k j

Copyright ( C ) 2014 Nomura Research Institute,, CC-BY 2



Solution

W Have the client create a one-time-credential and send it with the Authz req.
® Based on the assumption that attacker cannot observe the request.
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BWhy does it not use asymmetric crypto?

®We first proposed it but was turned down by the
developers.

®\Why not require HMAC at least?

®lt is a good idea to do so in the environment in which the
request can be monitored/captured by other apps.

®We ran the idea to the app developers but it was not
popular.
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Draft is short and has been pretty stable

® Only 8 pages including boilerplates.
W Has been very stable.
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Abstract

The OAuth 2.0 public client utilizing authorization code grant is
susceptible to the code interception attack

: ; This specification
describe a mechanism that acts as a control against this threat

¥ The concept has been battle tested.

W Adopt it as a WG item and finish it quickly?
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