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Miscellaneous	
  Stuff	
  

•  Coopera-ve	
  effort	
  
•  Focused	
  mostly	
  on	
  the	
  interfaces	
  and	
  schemas	
  
necessary	
  to	
  support	
  endpoint	
  assessment	
  

•  Complementary	
  with	
  the	
  other	
  submission	
  
•  Biased	
  by	
  what	
  we	
  knew	
  and	
  the	
  compressed	
  
-meline	
  

•  Includes	
  content	
  for	
  the	
  purpose	
  of	
  star-ng	
  
important	
  conversa-ons	
  



Our	
  Approach	
  

•  Reviewed	
  Use	
  Case,	
  Architecture,	
  and	
  
Requirements	
  documents	
  

•  Defined	
  a	
  “vision”	
  of	
  how	
  endpoint	
  
assessment	
  would	
  “operate”	
  

•  Focused	
  on	
  Endpoint,	
  So5ware,	
  Configura-on,	
  
and	
  Vulnerability	
  Management	
  

•  Resulted	
  in	
  Architecture	
  assump-ons,	
  
informa-on	
  needs,	
  and	
  informa-on	
  elements	
  



Key	
  Informa-on	
  Elements	
  

•  Asset	
  Iden-fiers:	
  endpoint	
  and	
  so5ware	
  
•  Other	
  Iden-fiers:	
  plaVorm	
  configura-on	
  item,	
  
configura-on	
  item,	
  vulnerability	
  

•  Catalogues:	
  Available	
  so5ware	
  and	
  posture	
  
aWributes	
  

•  Instances:	
  So5ware	
  inventory	
  and	
  collected	
  
posture	
  aWributes	
  

•  Guidance:	
  Data	
  that	
  drives	
  collec-on,	
  
evalua-on,	
  and	
  repor-ng	
  ac-ons	
  



Important	
  Conversa-ons	
  

•  Architecture	
  considera-ons	
  
•  Defining	
  tasking/collec-on	
  methods	
  
•  The	
  role	
  of	
  source	
  vendors	
  vs	
  3rd	
  party	
  vendors	
  
•  Interac-ng	
  with	
  repositories	
  
•  Defining/maintaining	
  catalogues	
  
•  Use	
  of	
  exis-ng	
  work	
  to	
  support	
  SACM	
  
informa-on	
  needs	
  

•  Evolu-on	
  of	
  exis-ng	
  work	
  (e.g.,	
  enhancements,	
  
refactoring/spli_ng	
  up)	
  

	
  


