Net wor k Wor ki ng Group A. Zhdanki n

I nternet-Draft K. Pat el
I ntended status: |nformational A. Cemm
Expires: April 4, 2015 Ci sco

Cct ober 1, 2014

Yang Data Mddel for BGP Protocol
dr af t - zhdanki n- net nod- bgp- cf g- 01. t xt

Abst ract

Thi s docunent defines a YANG data nodel that can be used to configure
and nanage BGP.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 4, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Zhdanki n, et al. Expires April 4, 2015 [ Page 1]



Internet-Draft Yang Data Model for BGP Cct ober 2014

This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document nmay not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages other
than Engli sh.

Tabl e of Contents

1. Introduction . 2
1.1. Requirenents Language . 3
2. Definitions and Acronyns . 3
3. The Design of the Core Routlng Eata hmdel 4
3.1. Overview . . . . 4
3.2. BGP Router Cbnflguratlon 4
3.2.1. AF Configuration . Ce e 5
3.2.1.1. AF Specific Protocol Cbnfiguration 7
3.2.1.2. BGP Bestpath Configuration 7
3.2.1.3. BGP Nei ghbor Cbnf|gurat|on 8
3.2.1.4. BGP Danpening . . . 8
3.2.1.5. BGP Route Aggregatlon . 8
3.2.1.6. BGP Redistribution . 8
3.2.2. BGP Nei ghbor Cbnf|gurat|on e e e e e 8
3.2.3. BGP RPKI . . . . T
3.3. Prefix Lists . . . . . . . . . . . . . . .. . ... .. 10
4. BGP Yang Module . . . . . . . . . . . . . . . . . ... ... 1n
5. 1 ANA Considerations . . . . . . . . . . . . . . . . . .. . . 38
6. Security Considerations . . . . . . . . . . . . . . . . . . . 38
7. Acknowl edgenents . . . . . . . . . . . . . . . . . . . . .. 38
8. References . . . P £
8.1. Nornative References e e e . ... ... .. . . . . .. 38
8.2. Informative References . . . . . . . . . . . . . . . . . 39
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 39
1. Introduction

YANG [ RFC6020] is a data definition |anguage that was introduced to
define the contents of a conceptual data store that all ows networked
devices to be nmanaged usi ng NETCONF [ RFC6241]. YANG is proving

rel evant beyond its initial confines, as bindings to other interfaces
(e.g. ReST) and encodings other than XML (e.g. JSON) are being
defined. Furthernmore, YANG data nodels can be used as the basis of
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i mpl ementation for other interfaces, such as CLI and progranmatic
APl s.

Thi s docunent defines a YANG data nodel that can be used to configure
and nanage BGP. The data nodel is very conprehensive in scope
resulting in a very large nodul e being defined. Wen contenplating
whether it would be appropriate to introduce a data nodel of such a

| arge scope, we decided that there would be value in particul ar
because BGP defines such a rich set of features, which makes the
probl em arising fromheterogeneity invol ved when nanagi ng these
features quite pronounced. Also, there is very little information
that is designated as "mandatory", |eaving the decision which
capabilities to actually support to product inplenentations.

There are several distinct parts of the data nodel. The first part,
by far the largest, serves to configure and nmanage BGP itself. It
defines a large set of control knobs for that purpose, as well as a
few data nodes that can be used to nonitor health and gather
statistics. The second part, nuch smaller than the first, defines a
data nodel for the configuration of AS-Path and prefix-based filter
lists, in essence policies that define the exchange of BGP nessages
bet ween BGP peers. Together they forma conplete data nodel that
serves as a framework for configuration and managenent of BGP
protocol and its policies.

The YANG nodul e defined in this docunent has all the common buil di ng
bl ocks for BGP protocol namely: Neighbor List, Address Fanmily
specific Paraneters, Protocol Bestpath specific Paraneters, Prefix
based Filter Lists, and AS-PATH based Filter Lists.

1.1. Requirenents Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Definitions and Acronyns
AF: Address Fanily
AS: Aut ononpus System
BGP: Border Gateway Protoco
HTTP: Hyper-Text Transfer Protocol

JSON: JavaScri pt Ooject Notation
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3.

3.

3.

L2VPN: Layer 2 VPN
NETCONF: Networ k Confi guration Protoco
NSAP: Network Service Access Point

ReST: Representational State Transfer, a style of stateless interface
and protocol that is generally carried over HITP

RPKI: Resource Public Key Infrastructure

RTFilter: Route Filter

VPN Virtual Private Network

YANG A data definition |anguage for NETCONF

The Design of the Core Routing Data Mde
1. Overview

The overall data nodel consists of two main conponents, each
contained in its own separate container. Container "bgp-router" is
used to configure and manage BGP itself. It is by far the |argest
part of the nodel. Container "prefix-lists" is used to configure BGP
prefix lists, defining the rules and policies as which BGP
information to share with which other nodes
2. BGP Router Configuration

The overall structure of the "bgp-router" part of the nodel is
depicted in the follow ng diagram Brackets enclose |ist keys, "rw'
means configuration data, "?" designates optional nodes. The figure

does not depict all definitions; it is intended to illustrate the
overal | structure.

nmodul e: bgp
+--rw bgp-router
| +--rwlocal-as-nunber? ui nt 32
+--rw | ocal -as-identifier? i net:ip-address

I
| +--rwrpki-config

[ 1 ...

| +--rwaf-configuration
|

+

--rw bgp- nei ghbors

Zhdanki n, et al. Expires April 4, 2015 [ Page 4]



Internet-Draft Yang Data Model for BGP Cct ober 2014

The key conponents of the "bgp-router” nodel concern the
configuration of the BGP nei ghbors, of the Resource Public Key
Infrastructure (RPKI), and of address famlies (AF). Each is defined
in the followi ng subsections.

3.2.1. AF Configuration

AF-configuration is used to configure and nanage BGP configuration on
an address famly basis. BGP is designed to carry routing
information for nultiple different address famlies as specified in

[ RFCA760]. AF-Configuration is indexed by (router-AS, AFl, SAFI
VRFI D) [RFC4760] and [ RFC4364]. It contains any AF specific protoco
configuration, BGP Bestpath configuration paraneters, BGP nei ghbor
configuration parameters, BGP danpeni ng parameters, BGP route
aggregation paraneters, and any BGP policy configuration |ike

redi stribution.

The overall structure of the AF Configuration data nodel is depicted
in the following diagram As before, brackets enclose |ist keys,
"rw' means configuration data, "?" designhates optional nodes,

par ant heses indicate choices. The figure does not depict all
definitions; it is intended to illustrate the overall nodel

structure. Roughly speaking, address famly configuration allows for
separate configuration of |Pv4, |Pv6, L2VPN, NSAP, VPNv4 and VPNv6
address fanm lies, as well as route filters. Wthin each address

fam ly, you have additional substructure, for exanple, to distinguish
bet ween configuration of unicast and nulticast.

nmodul e: bgp
+--rw bgp-router

+--rw af -configuration
+--rwipvéd

+--rw (protocol)?

| +--rw ndt
| ...
+--rw nul ticast
| +--rw bgp
| 1 .....
| +--rw auto-sunmary? bool ean
| +--rw aggregat e-address? i net:ip-address
| +--rw distance? uint8
| +--rw network? i net:ip-address
I
I
| +--rwdefault-nmetric? ui nt 32

+--rw uni cast

| +--rw bgp
I
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+--rw aut o- sunmary?
+--rw aggr egat e- addr ess?
+--rw di st ance?

+--rw network?

+--rw (protocol)?

| ...

+--rw nunber - of - pat h?
+--rw i bgp- nunber - of - pat h?
+--rw synchroni zation?
rw nmvpn

+--rw bgp

| ...

BGP Cct ober 2014

bool ean

i net:ip-address
uint8

i net:ip-address

ui nt8
ui nt 8
bool ean

+--rw aut o- sunmary? bool ean

i pv6

rw mul ticast

+--rw bgp

| ... ..

+--rw aggr egat e- addr ess?
+--rw di stance?

+--rw network?

+--rw (protocol)?

rw uni cast

+--rw bgp

| ...

+--rw aggr egat e- addr ess?
+--rw di st ance?

+--rw network?

+--rw (protocol)?

| ...

+--rw default-netric?
+--rw nunber - of - pat h?
+--rw i bgp- nunber - of - pat h?
+--rw synchroni zation?
rw nmvpn

nsap
rw uni cast

+--rw bgp

| ...

+--rw default-netric?
+--rw nunber - of - pat h?
+--rw i bgp- nunber - of - pat h?
+--rw network?

+--rw (protocol)?

i net:ip-address
ui nt8
i net:ip-address

i net:ip-address
uint8
i net:ip-address

ui nt 32
ui nt 8
ui nt 8
bool ean

ui nt 32

uint8

uint8

i net:ip-address
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| +--rw synchroni zation? bool ean
+-rwrtfilter
| +--rw unicast
[
+--rw vpnv4
| +--rw unicast
| | +--rwbgp
1 | ...
| | +--rw nunber-of - path? uint8
| | +--rwibgp-nunber-of-path? uint8
|  +--rw multicast
| +--rw bgp
[ | ... ..
| +--rw nunber - of - pat h? uint8
[ +--rw i bgp- nunber - of - pat h? uint8
+--rw vpnv6

+--rw uni cast

+--rw bgp

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
The key AF configuration conponents are described in the foll ow ng
subsecti ons.

3.2.1.1. AF Specific Protocol Configuration

AF specific protocol configuration involves configuration of the
paraneters that are specific to a given AF. For instance,
configuration paraneters specific to the consistency checki ng between
prefixes and | abels are specific to address fanilies that are enabl ed
with Labels. Similarly redistribution of routes from other protocols
is specific to Address Fanilies that are supported in other

pr ot ocol s.

3.2.1.2. BGP Bestpath Configuration

BGP BestPath Configuration Paranmeters involves configuration of the
paraneters that influence the BGP Bestpath decision. For instance,
the ignore-as-path command all ows BGP process to ignore as-path

| ength check. The ignore-routerid command all ows BGP process to
ignore routerid check. The ignore-igp-netric comand al |l ows BGP
process to ignore igp nmetric check. The ignore-cost-comunity
command al |l ows BGP process to ignore cost communities. The MED

rel ated conmands i nfluence MED conparision in the BGP Bestpath
deci si on.
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3.2.1.3. BGP Neighbor Configuration

BGP Nei ghbor Configuration Paraneters involves configuration of the
paraneters that are nei ghbor address fanmly specific. These conmands
i ncl ude nei ghbor capabilities, neighbor policies and any protoco

rel ated paraneters that are specific to BGP nei ghbor

3.2.1.4. BGP Danpeni ng

BGP Danpeni ng Paraneters involves configuration of the paraneters
that influence BGP Route Danpening. These paraneters allow enabling
of Route Danpening on an address fanily level. The Danpening
configuration also allows configuration of Danpening specific
paraneters |ike max suppress tinme, resuse threshold, half life, and
t he suppress threshol d.

3.2.1.5. BGP Route Aggregation

BGP Route Aggregation Paraneters involves configuration of the
paraneters that enabl es BGP Route Aggregation

3.2.1.6. BGP Redistribution

BGP Route Redistribution Parameters involves configuration of the
paraneters that enables BGP Route Redistribution fromand to the BGP
pr ot ocol

3.2.2. BGP Nei ghbor Configuration

Bgp- nei ghbor is used to configure and manage BGP nei ghbors. BGP

nei ghbor configuration is indexed by af-configuration, neighbor
address and nei ghbor-AS. It contains configuration for any policies
that are configured for a neighbor on an inbound or an outbound, any
transport related configuration paraneters, any protocol related
configuration paraneters, and any protocol capabilities related
configuration paraneters

The follow ng di agram depicts the overall structure of the BGP

Nei ghbors subtree. Brackets enclose list keys, "rw' means
configuration, "ro" operational state data, and "?" designates
optional nodes. Parantheses enclose choice and case nodes. The
figure does not depict all definitions; it is intended to illustrate
the overall structure

nmodul e: bgp
+ o
+--rw bgp- nei ghbors
| +--rw bgp-nei ghbor [as-nunber]
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+--rw as- nunber

+--rw (peer-address-type)?
| ...

+-rw prefix-list?

+--rw defaul t-action?
+--rw af -specific-config
+--rwipvd

+--rw ndt

| ...

+--rw uni cast

+--rw nul ti cast

+--rw nvpn
--rwipvé
+--rw uni cast

+--rw nul ti cast
+--rw nvpn
-rw | 2vpn
+--rw evpn
+--rw vpls

-rw nsap

+--rw uni cast

+--rw uni cast

--rwrtfilter

-rw vpnv4
+--rw uni cast

+--rw nul ti cast
--rw vpnvé
+--rw uni cast

+--rw nul ti cast

I
||
||
||
||
||
||
||
||
[ +
||
||
||
||
||
||
| +
||
||
||
||
[ +
||
||
| +
||
||
[ +
||
||
||
||
| +
I

I

I

I

+--rw bgp-nei ghbor-state

+--rw bgp-nei ghbor-statistics

et al. Expires April
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3.

3.

2

3.

3. BCGP RPKI

rpki-config is used to configure and manage BGP Origin Validation
This feature is specific to IPv4 and | Pv6 Address Families. It is

i ndexed by af-configuration. It contains the configuration conands
for the BGP RPKI Server, RPKI RTR Protocol and the BGP protocol

Thi s includes configuration for the Server address, Server
preference, RPKI RTR protocol specific paranmeters, choice of a
transport for RPKI RTR Protocol, and BGP specific parameters

i ncluding enabling and disabling of this feature for | BGP and EBGP
routes.

The structure of the RPKI configuration data nodel is depicted bel ow,
per the sane conventions used in the earlier diagrans.

nodul e: bgp
+--rw bgp-router
| ...
+--rw rpki-config
| +--rw cache-server-config
[ ...
| +--rwvalidation-config
I
I
I

+--rw best pat h-conput ati on

Prefix Lists

BGP Prefix Lists are used to nmanipulate Prefix information carried
within a BGP. The prefix information carried within BG is filtered
or allowed using BGP Prefix Lists. BGP Prefix Lists consists of an
ordered set of one or nore rules that describe IPv4 or |Pv6 prefixes
range and an associated action rule that describes whether the

mat chi ng prefixes should be dropped or pernmitted. The Prefix Lists
are usually applied to a BGP nei ghbor as part of an inbound policy
(applied to prefixes received by a neighbor) or an outbound policy
(applied to prefixes sent by a nei ghbor).

The structure of the prefix list configuration data nodel is depicted
bel ow, per the sane conventions used in the earlier diagrans.
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nmodul e: bgp
+--rw prefix-lists
+-rw prefix-list [prefix-Ilist-nane]
+--rw prefix-list-name string
+--rw prefixes
+--rw prefix [seqg-nr]
+--rw seq-nr uint16
+-rw prefix-filter
+--rw (i p-address-group)?

+--rw action acti ons-enum

+--rw statistics

Cct ober 2014

Prefix lists are defined in a list in a designated container. Each

prefix list in turn contains a list of prefixes,

i ndexed by a

sequency nunber. Each prefix is conprised of a prefix filter, used
to match BGP packets, an action that is applied when a filter
mat ches, and a set of statistics that indicate how often individual

prefixes are applied.
4. BGP Yang Modul e
<CODE BEG NS> file "bgp@013-07-15. yang"

nmodul e bgp {
nanespace "urn:cisco: parans: xnl : ns: yang: bgp";
/'l replace with | ANA nanespace when assi gned
prefix bgp;

inmport ietf-inet-types {
prefix inet;

}

import ietf-yang-types {
prefix yang;

}

organi zati on
"Cisco Systens
170 West Tasman Drive
San Jose, CA 95134-1706
USA" ;
cont act
" Al eksandr Zhdanki n azhdanki @i sco. com
Keyur Patel keyupate@i sco.com
Al exander C emm al ex@i sco. cont';

Zhdanki n, et al. Expires April 4, 2015
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description
"Thi s YANG nodul e defines the generic configuration
data for BGP, which is conmon across all of the vendor
i npl ementations of the protocol. It is intended that the nodule
will be extended by vendors to define vendor-specific
BGP configuration paraneters and policies,
for exanple route maps or route policies.

Terns and Acronyns

BGP (bgp): Border Gateway Protocol

IP (ip): Internet Protocol

I Pv4 (ipvd):Internet Protocol Version 4
| Pv6 (ipv6): Internet Protocol Version 6
MED(rmed): Multi Exit Discrimnator

IGP (igp): Interior Gateway Protocol

MIU (ntu) Maxi mum Transm ssion Unit

revision 2013-07-15 {
description
“Initial revision.";
}

typedef prefix-list-ref {
description
"Areference to the prefix list which a bgp-nei ghbor can use."
type leafref {
path "/prefix-lists/prefix-list/prefix-Iist-nane";

}
}
typedef neigbour-ref {
description
"A reference to the bgp-nei ghbor."

type leafref {
pat h "/ bgp- nei ghbor s/ bgp- nei ghbor/ as- nunber";
}

}
typedef bgp-peer-adnin-status {

Zhdanki n, et al. Expires April 4, 2015 [ Page 12]
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description
"Admi ni startive status of a BGP peer.";
type enuneration {
enum "unknown";
enum "up";
enum "down";
}
}

typedef actions-enum {
description
"Pernit/deny action.";
type enuneration {
enum "permt";
enum "deny";
}
}

groupi ng ACTI ONS {
description
"Permit/deny action.";
| eaf action {
type actions-enum
mandat ory true;
}
}

groupi ng sl ow peer-config {
description
"Configure a sl ow peer.";
cont ai ner detection {
| eaf enable {
type bool ean;
default "true";

}
| eaf threshold {
type uint16 {
range "120..3600";

}
}
}
| eaf split-update-group {
type enuneration {
enum "dynam c";
enum "static";
}

}
}
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groupi ng updat e- gr oup- nanagenent {
description
"Manage peers in BGP update group.”;
| eaf split-as-override {
description
"Keeps peers with as-override in different update groups.";
type bool ean;

}

groupi ng nei ghbour - base-af -config {
description
"A set of configuration parameters that is applicable to all nei ghbour add
ress famlies.";
| eaf active {
description
"Enabl e the address fanily for this neighbor.";
type bool ean;
default "fal se";

| eaf advertisenment-interval ({
description
"M ni muminterval between sending BGP routing updates.";
type uint32;

| eaf allowas-in {
description
"Accept as-path with nmy AS present in it.";
type bool ean;
default "fal se";
}
| eaf maxi mum prefix {
description
"Maxi mum nunber of prefixes accepted fromthis peer.";
type uint32;

| eaf next-hop-self {
description
"Enabl e the next hop calculation for this neighbor.";
type bool ean;
default "true";

| eaf next - hop-unchanged {
description
"Propagat e next hop unchanged for iBGP paths to this neighbour.";
type bool ean;
default "true";

}

cont ai ner renove-private-as {
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| eaf renove-private-as-nunber {
description
"Renmove private AS nunber from outbound updates.”;
type bool ean;

| eaf replace-with-|ocal-as {
description
"Repl ace private AS nunber with local AS.";
type bool ean;

| eaf route-reflector-client {
description
"Configure a neighbor as Route Reflector client.";
type bool ean;
default "fal se";

| eaf send-community {
description
"Send Comunity attribute to this neighbor.";
type enuneration {
enum "bot h";
enum "ext ended";
enum " st andard";

default "standard";
}
uses sl ow peer-config;
| eaf soo {
description
"Site-of-Origin extended community. Format is ASN:. nn or | P-address:nn";
type string;

}
| eaf weight {
description
"Set default weight for routes fromthis neighbor.";
type uint 16;
}
}

groupi ng nei ghbour - cormon- af - confi g {

description

"A set of configuration parameters that is applicable to all nei ghbour add

ress fanmlies,
except of nsap and rtfilter.";

uses nei ghbour - base- af -confi g;
| eaf prefix-list {

description

"Reference to the prefix list of this neighbour.";
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type prefix-list-ref;

| eaf soft-reconfiguration {
description
"Al'l ow i nbound soft

reconfiguration.”;
type bool ean;

}

groupi ng nei ghbour-cast-af-config {
description
"A set of configuration parameters that is applicable to both unicast and
nmul ti cast sub-address famlies.";
uses nei ghbour - conmon- af - confi g;
| eaf propagate-dnelink-bw {
description

"Propagate the DMZ |ink bandw dth."
type bool ean;

cont ai ner default-originate {
description
"Originate default
| eaf enable {
type bool ean;
default "fal se";

route to this neighbor.";

}
}
}

groupi ng nei ghbour-ip-nulticast-af-config {
description

"A set of configuration parameters that is applicable to ip rmulticast."
uses nei ghbour -cast - af -confi g;
| eaf route-server-client-context {

description

"Specifies Route Server client context nane.";

type string;

}
}

groupi ng nei ghbour-i p-uni cast-af-config {
description

"A set of configuration parameters that is applicable to ip unicast.

This grouping is intended to be extended by vendors as necessary to descr
i be the vendor-specific configuration parameters.”

uses nei ghbour-ip-nulticast-af-config;
}

groupi ng bgp-af-config {
description
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"A set of configuration paranmeters that is applicable to all address fam|l
ies of the BFP router.";
| eaf additional -paths {

description
"Additional paths in the BGP table."

type enuneration {
enum "al |l ";
enum "best-n";
enum " gr oup- best";

}

| eaf advertise-best-external {
description
"Advertise best external path to internal peers.”
type bool ean;

cont ai ner aggregate-tiner {

description

"Configure aggregation timer.";
| eaf enable {

type bool ean;

default "true";
}
| eaf threshold {

type uint16 {

range "6..60";
}

}
}

cont ai ner bestpath {
description
"Change the default bestpath selection.”;
choi ce best pat h-sel ection {
case as-path {
description
"Configures a BGP routrer to not consider the autononous system (AS)
pat h during best path route selection."”;
| eaf ignore-as-path {
type bool ean;
default "fal se";
}
}
case compare-routerid {
description
"Configures a BGP routrer to conpare identical routes received from
different external peers
during the best path selection process and to select the route with
the |l owest router 1D as the best path.";
| eaf ignore-routerid {
type bool ean;
default "fal se”

}
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}

case cost-conmunity {
description
"Configures a BGP router to not evaluate the cost comunity attribut

during the best path selection process.";
| eaf ignore-cost-comunity {
type bool ean;
default "fal se";
}
}
case igp-netric {
description
"Configures the systemto ignore the IGP metric during BGP best path
sel ection.™;
| eaf ignore-igp-netric {
type bool ean;
default "fal se";

}
}

case mad-confed {
description
"Configure a BGP routing process to conpare the Miulti Exit Discrimn
ator (MED)
bet ween pat hs | earned from confederati on peers.";
| eaf enable {
type bool ean;
default "fal se";
}
| eaf m ssing-as-worst {
description
"Assigns a value of infinity to routes that are m ssing
the Multi Exit Discrimnator (MED) attribute,
maki ng the path without a MED val ue the | east desirable path”;
type bool ean;
default "fal se";
}
}
}

}
| eaf danpening {
description
"Enabl e route-flap danpening.";
type bool ean;
default "fal se";
}
| eaf propagate-dnelink-bw {
description
"Use DMZ Link Bandwi dth as weight for BGP nultipaths."”;
type bool ean;
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| eaf redistribute-internal {
description
"Al'low redistribution of iBG into | GPs (dangerous)";
type bool ean;

| eaf scan-tine {
description
"Configure background scanner interval in seconds.";
type uint8 {
range "5..60";
}
}

uses sl ow peer-config;
| eaf soft-reconfig-backup {
description
"Use soft-reconfiguration inbound only when route-refresh is not negotia
ted.";
type bool ean;

}

groupi ng bgp-af-vpn-config {
description
"A set of configuration parameters that is applicable to vpn sub-address f
amly on the BGP router.";
uses bgp-af-config;
uses updat e- gr oup- managenent ;

}

groupi ng bgp-af-nvpn-config {
description
"A set of configuration parameters that is applicable to nvpn sub-address
famly on the BGP router.”
| eaf scan-tine {
description
"Configure background scanner interval in seconds."
type uint8 {
range "5..60";
}
}

uses sl ow peer-config;
| eaf soft-reconfig-backup {
description
"Use soft-reconfiguration inbound only when route-refresh is not negotia
ted.";
type bool ean;

| eaf propagate-dnelink-bw {
description
"Use DWMZ Link Bandwi dth as weight for BGP multipaths."”;
type bool ean;
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I eaf rr-group {
description
"Extended conmunity list nane."
type string;

uses updat e- gr oup- managenent ;

}

grouping redistribute {
description
"Redistribute informati on from another routing protocol.
This grouping is intended to be augmented by vendors to inplement vendor-
specific protocol redistribution configuration options.'
choi ce protocol {
case bgp {
| eaf enabl e-bgp {
type bool ean;

}

case ospf {
| eaf enabl e- ospf {
type bool ean;

}
case isis {
| eaf enable-isis {
type bool ean;

}

case connected {
| eaf enabl e-connected {
type bool ean;

}

case eigrp {
| eaf enable-eigrp {
type bool ean;

}

case nobile {
| eaf enabl e-nobile {
type bool ean;

}

case static {
| eaf enable-static {
type bool ean;
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case rip {
| eaf enable-rip {
type bool ean;

}
}
}

groupi ng router-af-config {
description
"A set of configuration paranmeters that is applicable to all address faml
ies on the BGP router."”;
| eaf aggregate-address {
description
"Configure BGP aggregate address.";
type inet:ip-address;

| eaf distance {
description
"Define an administrative di stance.";
type uint8 {
range "1..255";
}

| eaf network {
description
"Specify a network to announce via BGP."
type inet:ip-address;

uses redi stribute;

}

groupi ng maxi mum pat hs {
description
"Configures packet forwarding over nultiple paths.”
| eaf nunber-of-path {
type uint8 {
range "1..32";
}

}
| eaf ibgp-nunber-of-path {
type uint8 {
range "1..32";
}

}
}

cont ai ner bgp-router {
description
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"This is a top-level container for the BGP router.”
| eaf | ocal -as-nunber {
type uint32;

| eaf local-as-identifier {
type inet:ip-address;

cont ai ner rpki-config {
description
"RPKI configuration paraneters.";
cont ai ner cache-server-config {
description
"Configure the RPKI cache-server paraneters in rpki-server configurati
on node.";
choi ce server {
case ip-address {
| eaf i p-address {
type inet:ip-address;
mandat ory true

}

case host-nane {
| eaf ip-host-address {
type inet: host;
mandat ory true
}
}

choi ce transport {
description
"Specifies a transport method for the RPKI cache.";
case tcp {
| eaf tcp-port {
type uint32;
}

case ssh {
| eaf ssh-port {
type uint32;

}

}

| eaf user-nane {
type string;

}

| eaf password {
type string;

| eaf preference-val ue {
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description

"Specifies a preference value for the RPKI cache.

Setting a | ower preference value is better.";
type uint8 {

range "1..10";
}
}

| eaf purge-time {
description
"Configures the tinme BGP waits to keep routes froma cache after the
cache session drops. Set purge tine in seconds."”
type uintl1l6 {
range "30..360";
}

choice refresh-tine {
description
"Configures the tine BGP waits in between sending periodic serial qu
eries to the cache. Set refresh-tine in seconds.";
case disable {
| eaf refresh-tine-disable {
type bool ean;

}
case set-time {
| eaf refresh-interval {
type uint16 {
range "15..3600";
}

}
}
}
choi ce responce-time {
description

"Configures the tinme BGP waits for a response after sending a seria
or reset query. Set response-tinme in seconds."

case disable {
| eaf responce-tinme-disable {
type bool ean;

}
case set-tinme {
| eaf responce-interval ({
type uint16 {
range "15..3600";
}
}
}
}
}

cont ai ner validation-config {
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description
"Controls the behavior of RPKI prefix validation processing.";
| eaf enable {
description
"Enabl es RPKI origin-AS validation.";
type bool ean;
default "true";
}
| eaf enabl e-ibgp {
description
"Enabl es the i BGP signaling of validity state through an extended-co
mrmunity.";
type bool ean;

choi ce validation-time {
description
"Sets prefix validation tinme (in seconds) or to set off the autonati
c prefix validation after an RPKI update.";
case validation-off {
| eaf disable {
type bool ean;

}

case set-tinme {
| eaf prefix-validation-time {
description
"Range in seconds."
type uintl1l6 {
range "5..60";
}

}
}
}
}

cont ai ner best pat h-conputation {
description
"Configures RPKI bestpath computation options.";
| eaf enable {
description
"Enables the validity states of BGP paths to affect the path’s prefe
rence in the BGP bestpath process."”
type bool ean;

| eaf allowinvalid {
description
"Allows all "invalid paths to be considered for BGP bestpath conput
ation.";
type bool ean;

}
}
}

contai ner af-configuration {
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description
"Top |l evel container for address fam lies specific configuration of the
BGP router.";
container ipvéd {
contai ner nmdt {
cont ai ner bgp {
description
"BGP specific commands for ipv4-ndt address fam|y/sub-addess fani
Iy conbination."”;
| eaf danpening {
description
"Enabl e route-fl ap danpening.";
type bool ean;
default "fal se";
}
| eaf scan-tinme {
description
"Configure background scanner interval in seconds."
type uint8 {
range "5..60";
}

}

uses sl ow peer-config;
| eaf soft-reconfig-backup {
description
"Use soft-reconfiguration inbound only when route-refresh is not
negoti ated.";
type bool ean;

| eaf propagate-dnelink-bw {
description
"Use DWMZ Link Bandwi dth as weight for BGP multipaths."”;
type bool ean;

}
}
contai ner multicast {
cont ai ner bgp {
description
"BGP specific commands for ipv4-nulticast address fam | y/sub-addes
s fanmily conbination.";
uses bgp-af-config;

| eaf auto-summary ({
description
"Enabl e autonatic network nunber summarization"
type bool ean;

uses router-af-config;
| eaf default-metric {
description
"Set nmetric of redistributed routes.”;
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type uint32;
}
}
cont ai ner unicast {
contai ner bgp {
description
"BGP specific commands for ipv4-unicast address family/sub-addess
fam |y conbination."”;
uses bgp-af-config;
| eaf al ways-conpare-ned {
description
"Al'l ow conparing MED fromdifferent neighbors.";
type bool ean;
default "fal se";

| eaf enforce-first-as {
description
"Enforce the first AS for EBGP routes(default).";
type bool ean;
default "true";

| eaf fast-external-fallover {
description
"I'mmedi ately reset session if alink to a directly connected ext
ernal peer goes down.";
type bool ean;
default "true";
}
| eaf suppress-inactive {
description
"Suppress routes that are not in the routing table."
type bool ean;

| eaf asnotation {
description
"Sets the default asplain notation."
type enuneration {
enum "aspl ai n";
enum "dot";
}
}
| eaf enable-client-to-client-reflection {
description
"Manages client to client route reflection.”;
type bool ean;
default "true";

| eaf cluster-id {

description
"Configure Route-Reflector Cluster-id.";
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type string;
}
cont ai ner confederation {
description
"AS confederation paraneters.”
leaf identifier {
description
"Confederation identifier.";
type string;

list peers {
description
"Conf ederation peers.";
key "as-nane";
| eaf as-nane {
type string;
}

}
}

cont ai ner consi stency-checker {
description

"Consi st ency-checker configuration."”;

| eaf enable {
type bool ean;

| eaf interval {
description
"Check interval in mnutes.";
type uintl1l6 {
range "5..1440";
}

}

choi ce inconsistency-action {
case error-nessage {
description

Cct ober 2014

"Specifies that when an inconsistency is found, the

ill only generate a syslog nessage."

| eaf generate-error-nessage-only {

type bool ean;

}

case autorepair {
description

"Specifies that when an inconsistency is found,
the systemw ||l generate a syslog nessage and take action
based on the type of inconsistency found.";

| eaf performautorepair {
type bool ean;
}
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}
}

| eaf deterministic-ned {
description
"If enabled it enforce the determnistic conparison of the MED v
al ue between
all paths received fromw thin the sane autononmpbus system";
type bool ean;

contai ner graceful-restart {
description
"Controls the BGP graceful restart capability."
| eaf enable {
type bool ean;

| eaf restart-tine {
description
"Sets the maximumtinme period (in seconds) that the local rout
er will wait
for a graceful -restart-capable neighbor to return to normal o
peration after a restart event occurs.”
type uintl1l6 {
range "1..3600";

}
default "120";

| eaf stalepath-tine {
description
"Sets the maximumtime period that the local router will hold
stale paths for a restarting peer.";
type uint16 {
range "5..3600";
}
default "360";
}
}

container listener-congfig {
description
"Associ ates a subnet range with a BGP peer group and activate th
e BGP dynani ¢ nei ghbors feature.";
| eaf enable {
type bool ean;

leaf limt {
description
"Sets a maximum linmt nunber of BGP dynam ¢ subnet range nei gh

bors.";
type uint16 {
range "1..5000";
}
default "100";

| eaf range {
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description
"Specifies a subnet range that is to be associated with a spec
i fied peer group.”;
type uintl1l6 {
range "0..32";
}

}

| eaf peer-group {
description
"Specifies a BGP peer group that is to be associated with the
speci fi ed subnet range.";
type string;
}

| eaf | o0g-nei ghbor-changes {
description
"Log nei ghbor up/down and reset reason.";
type bool ean;

| eaf max-as-limt {
description
"Configures BGP to discard routes that have a nunber of autonono
us system nunbers in AS-path that exceed the specified value.";
type uintl1l6 {
range "1..254";
}

}

container router-id {
description
"Configures a fixed router ID for the local BGP routing process.

| eaf enable {
type bool ean;

choi ce config-type {
case static {
| eaf ip-address {
type bool ean;

}

case auto-config {
| eaf enabl e-auto-config {
type bool ean;

}
}
}

contai ner transport {
description
"Manages transport session paraneters.";
| eaf enabl e- pat h-nt u-di scovery {
description
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"Enabl es transport path MIU di scovery.";
type bool ean;
default "true";
}
}

| eaf auto-summary {
description
"Enabl e automati c network nunber sunmari zation”;
type bool ean;

uses router-af-config;
uses maxi num pat hs
| eaf synchroni zation {
description
"Perform | GP synchronization.";
type bool ean;

}

cont ai ner nvpn {
cont ai ner bgp {
description
"BGP specific comands for ipv4-m/pn address fanily/sub-addess fam
ily conbination.";
uses bgp-af - mvpn-confi g;

| eaf auto-summary ({
description
"Enabl e automati ¢ networ k nunber sunmarization.";
type bool ean;
}
}
}

container ipv6 {
contai ner multicast {
contai ner bgp {
description
"BGP specific commands for ipv6-nulticast address fam|y/sub-addes
s fam |y conbination.”
uses bgp-af-config;

uses router-af-config;
}
cont ai ner uni cast {
cont ai ner bgp {
description
"BGP specific comands for ipv6-unicast address fanmily/sub-addess
fam |y conbination.";
uses bgp-af-config;

uses router-af-config;
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| eaf default-metric {
description
"Set metric of redistributed routes.”;
type uint32;

uses maxi mum pat hs
| eaf synchronization {
description
"Perform | GP synchronization.”
type bool ean;

}

cont ai ner nvpn {
cont ai ner bgp {
description
"BGP specific comands for ipv6-m/pn address fanily/sub-addess fam
ily conbination.";
uses bgp-af-nmvpn-config;

}
}

contai ner |2vpn {
contai ner vpls {
cont ai ner bgp {
description
"BGP specific commands for |2vpn-vpls address fam|y/sub-addess fa
m |y conbination."”;
| eaf scan-tine {
description
"Configure background scanner interval in seconds."
type uint8 {
range "5..60";
}

}
uses sl ow peer-config;
}
}
}

cont ai ner nsap {
cont ai ner unicast {
contai ner bgp {
description
"BGP specific commands for nsap-uni cast address fanily/sub-addess
fam |y conbination."”;
cont ai ner aggregate-tiner {
description
"Configure Aggregation Tiner.";
| eaf enable {
type bool ean;
default "true";

}
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| eaf threshold {
type uint16 {
range "6..60";
}
}

}
| eaf danpening {
description
"Enabl e route-fl ap danpening."”
type bool ean;
default "fal se";
}
| eaf propagate-dnelink-bw {
description
"Use DMZ Link Bandwi dth as weight for BGP nultipaths.”
type bool ean;

| eaf redistribute-internal {
description
"Allow redistribution of iBG into | GPs (dangerous)";
type bool ean;

| eaf scan-tine {
description
"Configure background scanner interval in seconds."
type uint8 {
range "5..60";
}

}

uses sl ow peer-confi g;
| eaf soft-reconfig-backup {
description
"Use soft-reconfiguration inbound only when route-refresh is not
negoti ated.";
type bool ean;

}

| eaf default-metric {
description
"Set metric of redistributed routes.";
type uint32;
}
uses maxi mum pat hs
| eaf network ({
description
"Specify a network to announce via BGP.";
type inet:ip-address;

uses redistribute;
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| eaf synchronization {
description
"Perform | GP synchronization."
type bool ean;

}
}
}
container rtfilter {
cont ai ner unicast {
contai ner bgp {
description
"BGP specific commands for rtfilter-unicast address fam|y/sub-addes
s family conbination.";
uses sl ow peer-config;
}
uses maxi mum pat hs
}
}

cont ai ner vpnv4 {
cont ai ner uni cast {
contai ner bgp {
description
"BGP specific comands for vpnv4-unicast address fanily/sub-addess f
am |y conbination.";
uses bgp- af - vpn-confi g;
}
uses maxi mum pat hs
}
contai ner multicast {
cont ai ner bgp {
description
"BGP specific commands for vpnv4-nulticast address fam |y/sub-addess
fam |y conbination.";
uses bgp-af -vpn-confi g;

uses maxi num pat hs
}
}

cont ai ner vpnv6 {
cont ai ner unicast {
contai ner bgp {
description
"BGP specific commands for vpnv6-unicast address fanily/sub-addess f
am |y conbination.";
uses bgp-af -vpn-confi g;

}
}
}
cont ai ner bgp- nei ghbors {
description
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"The top |l evel container for the Iist of neighbours of the BGP router.";
I'ist bgp-neighbor {
key "as-nunber";
| eaf as-nunber {
type uint 32;
}
choi ce peer-address-type {
case ip-address {
| eaf ip-address {
type inet:ip-address;
mandat ory true

}

case prefix {
| eaf prefix {
type inet:ip-prefix;
mandat ory true
}
}
case host {
| eaf ip-host-address {
type inet: host;
mandat ory true
}
}
}
| eaf prefix-list {
type prefix-list-ref;

| eaf default-action {
type actions-enum

cont ai ner af-specific-config {
description

"Address fam ly specific configuration paraneters for the nei ghbours."

cont ai ner ipv4d {
contai ner mdt {
uses nei ghbour - conmon- af - confi g;
}
cont ai ner unicast {
uses nei ghbour-i p-uni cast - af -confi g;
}
contai ner multicast {
uses nei ghbour-ip-nulticast-af-config;
}
contai ner nvpn {
uses nei ghbour - cast - af -confi g;

}
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}

contai ner ipv6é {
cont ai ner uni cast {
uses nei ghbour-i p-uni cast-af-confi g;
}
contai ner multicast {
uses nei ghbour-ip-nulticast-af-config;
}
cont ai ner nmvpn {
uses nei ghbour - common- af - confi g;
}
}
cont ai ner | 2vpn {
cont ai ner evpn {
uses nei ghbour - conmon- af - confi g;
}
contai ner vpls {
uses nei ghbour - common- af - confi g;
}
}
cont ai ner nsap {
cont ai ner uni cast {
uses nei ghbour - base- af - confi g;
| eaf prefix-list {
type prefix-list-ref;

}
}
container rtfilter {
cont ai ner unicast {
uses nei ghbour - base- af - confi g;
| eaf soft-reconfiguration {
description
"Al'l ow i nbound soft reconfiguration."”
type bool ean;

}
oo
cont ai ner vpnv4 {

cont ai ner unicast {
uses nei ghbour - cast -af -confi g;

}

contai ner multicast {
uses nei ghbour - cast - af -confi g;

}

}

contai ner vpnvé {
cont ai ner unicast {
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uses nei ghbour - cast - af -confi g;

}

contai ner multicast {
uses nei ghbour-cast-af-config;
}

}
}
cont ai ner bgp- nei ghbor-state {
description
"The operational paraneters describing the nei ghbour state.
It is intended that this contai ner may be augnented by vendors to ref
| ect the vendor-specific operational state paraneters."”;
| eaf adm nStatus {
type bgp- peer - adm n- st at us;

| eaf in-lastupdatetine {
type yang: tinestanp;

}
cont ai ner bgp- nei ghbor-statistics {
description
"The operational paraneters describing the nei ghbour statistics.
It is intended that this contai ner may be augnented by vendors to ref
| ect the vendor-specific staistical parameters.”
| eaf nr-in-updates {
type uint32;
}

| eaf nr-out-updates {
type uint32;

}
}
}
container prefix-lists {
description
"Contains all prefix lists defined
on a router.";
list prefix-list {
key "prefix-list-nanme";
description
"Aprefix list.";
| eaf prefix-list-nane {
type string;

cont ai ner prefixes {
list prefix {
key "seq-nr";
description
"Aprefix is arule with a BGP filter.
The left hand side of the rule is the prefix filter.
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It specifies a set of |P addresses.
If a BGP announcenent contains an address that matches, the
rule is applied. The right hand side of the rule specifies
the action that is to be applied.";
| eaf seq-nr {
type uint 16;
description
"Sequence nunber of the rule.
The sequence nunber is included for compatibility purposes
with CLI; froma machine-to-nachine interface perspective,
it would strictly speaking not be required as |ist elenents
can be arranged in a particular order.";
}
container prefix-filter {
choi ce i p-address-group {
case i p-address {
| eaf ip-address {
type inet:ip-address;
mandat ory true

}

case prefix {
| eaf prefix {
type inet:ip-prefix;
mandat ory true

}

case host {
| eaf ip-host-address {
type inet: host;
mandat ory true
}
}
case ip-range {
| eaf |ower {
type inet:ip-address;

| eaf upper {
type inet:ip-address;

}

| eaf action {
type actions-enum
mandat ory true
description
"pernit/deny action";
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contai ner statistics {
| eaf prefix-hit-count {
type uint32;
config fal se

L/CCDE ENDS>

5. | ANA Consi derati ons

6. Security Considerations
The transport protocol used for sending the BGP data MJST support
aut henti cati on and SHOULD support encryption. The data-nodel by

itself does not create any security inplications.

This draft does not change any underlying security issues inherent in
[I-D.ietf-netnod-routing-cfq].
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