| DR K. Pat el

I nternet-Draft S. Previdi
I nt ended status: Standards Track C. Filsfils
Expires: January 21, 2016 A. Sreekanti ah
Cisco Systens

S. Ray

Unaffiliated

H Gedler

Juni per Net wor ks
July 20, 2015

Segment Routing Prefix SID extensions for BGP
draft - keyupat e-i dr - bgp- prefix-sid-05

Abst r act

Segnment Routing (SR) architecture allows a node to steer a packet
flow t hrough any topol ogical path and service chain by | everaging
source routing. The ingress node prepends a SR header to a packet
containing a set of "segnments". Each segnent represents a
topol ogi cal or a service-based instruction. Per-flow state is

mai ntai ned only at the ingress node of the SR donain.

Thi s docunment describes the BGP extension for announci ng BGP Prefix
Segrment ldentifier (BGP Prefix SID) information

Requi renents Language

The key words "MJST', "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119]
only when they appear in all upper case. They nmay al so appear in

| ower or mixed case as English words, wi thout any nornmative neaning.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as

"work in progress.”

This Internet-Draft will expire on January 21, 2016.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)

in effect on the date of

publication of this docunment. Please review these docunents

carefully, as they describe your rights

and restrictions with respect

to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.
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1. Segnent Routing Docunents

The main references for this docunent are the SR architecture defined
in[lI-Dietf-spring-segnent-routing] and the rel ated use case
illustrated in [I-D.filsfils-spring-segnent-routing-nsdc].

The Segnment Routing Egress Peer Engineering architecture is described
in [I-D.filsfils-spring-segment-routing-central-epe].

The Segnent Routing Egress Peer Engi neering BGPLS extensions are
described in [I-D.ietf-idr-bgpls-segnent-routing-epe].

2. Introduction

Segment Routing (SR) architecture | everages the source routing
paradigm A group of inter-connected nodes that use SR forns a SR
domai n. The ingress node of the SR donmain prepends a SR header
containing "segnments" to an incom ng packet. Each segnent represents
a topol ogical instruction such as "go to prefix P follow ng shortest
path" or a service instruction (e.g.: "pass through deep packet

i nspection"). By inserting the desired sequence of instructions, the
ingress node is able to steer a packet via any topol ogical path and/
or service chain; per-flow state is nmaintained only at the ingress
node of the SR domai n.

Each segnent is identified by a Segment ldentifier (SID. As
described in [I-D.ietf-spring-segnent-routing], when SRis applied to
the MPLS dataplane the SID consists of a |label while when SR is
applied to the I Pv6 dataplane the SID consists of an | Pv6 prefix (see
[I-D. previdi-6man-segment - routi ng- header]).

A BGP-Prefix Segnent (aka BGP-Prefix-SID), is a BGP segnent attached
to a BG prefix. A BGP-Prefix-SIDis always global within the SR BGP
domain and identifies an instruction to forward the packet over the
ECMP- awar e best-path conputed by BGP to the related prefix. The BGP-
Prefix-SIDis the identifier of the BGP prefix segnent.

Thi s docunment describes the BGP extension to signal the BGP-Prefix-
SID. Specifically, this docunment defines a new BGP attribute known
as the BGP Prefix SID attribute and specifies the rules to originate,
receive and handl e error conditions of the new attribute.

As described in [I-D.filsfils-spring-segment-routing-nsdc], the newy
proposed BGP Prefix-SID attribute can be attached to prefixes from
AFI / SAFI

Mul tiprotocol BGP | abel ed | Pv4/ 1 Pv6 Unicast ([RFC3107]).
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Mul ti protocol BGP ([ RFC4A760]) unl abel ed |1 Pv6 Unicast.

[I-D.filsfils-spring-segnent-routing-nsdc] describes use cases where
the Prefix-SIDis used for the above AFI/ SAFI

3. BGP- Prefi x-SI D

The BGP-Prefix-SID attached to a BGP prefix P represents the
instruction "go to Prefix P' along its BGP bestpath (potentially
ECVP- enabl ed) .

3.1. MPLS Prefix Segnent

The BGP Prefix Segment is realized on the MPLS dataplane in the
foll owi ng way:

According to [I-D.ietf-spring-segnment-routing], each BGP speaker
is configured with a | abel block called the Segnent Routing G oba
Bl ock (SRGB). The SRGB of a node is a local property and could be
different on different speakers.

As described in [I-D.filsfils-spring-segnent-routing-nsdc] the
operator assigns a globally unique "index", LI, to a locally
sourced prefix of a BGP speaker N which is advertised to all other
BGP speakers in the SR domain.

The index L_I is a 32 bit offset in the SRGBB. Each BGP speaker
derives its local MPLS |label, L, by adding L I to the start val ue
of its own SRGB, and prograns L in its MPLS dataplane as its

i nconmi ng/ 1l ocal |abel for the prefix.

If the BGP speakers are configured with the same SRGB start val ue,
they will all programthe same MPLS | abel for a given prefix P
This has the effect of having a single label for prefix P across
al| BGP speakers despite that the MPLS paradi gm of "local |abel"
is preserved and this clearly sinplifies the depl oynent and
operations of traffic engineering in BGP driven networks, as
described in [I-D.filsfils-spring-segnment-routing-msdc].

If the BGP speakers cannot be configured with the sane SRGB, the
proposed BGP Prefix-SID attribute allows the advertisenent of the
SRCGB so each node can advertise the SRGB it’'s configured with. The
drawbacks of the use case where BGP speakers have different SRGBs are
docunented in [I-D.filsfils-spring-segnent-routing-nsdc].

In order to advertise the | abel index of a given prefix P and,
optionally, the SRGB, a new extension to BGP is needed: the BGP
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Prefix SID attribute. This extension is described in subsequent
sections.

3.2. |1Pv6 Prefix Segnent

As defined in [I-D. previdi-6man-segnment-routi ng-header], in SR for
the | Pv6 dat apl ane, the SRGB consists of the set of |Pv6 addresses
used within the SR domain (as described in
[1-D.previdi-6man-segment -routing-header]). Therefore the BGP
speaker willing to process SR | Pv6 packets MJUST advertise an | Pv6
prefix with the attached Prefix SID attribute and related SR | Pv6
flag (see subsequent section).

As described in [I-D.filsfils-spring-segnent-routing-nsdc], when SR
is used over an | Pv6 dataplane, the BGP Prefix Segment is
instantiated by an | Pv6 prefix originated by the BGP speaker.
Each node advertises a globally unique | Pv6 address representing
itself in the domain. This prefix (e.g.: its |oopback interface
address) is advertised to all other BGP speakers in the SR domain.
Al so, each node MUST advertise its support of Segment Routing for
| Pv6 dataplane. This is realized using the Prefix SID Attribute
defined bel ow.

4. BGP-Prefix-SID Attribute

The BGP Prefix SID attribute is an optional, transitive BGP path
attribute. The attribute type code is to be assigned by | ANA
(suggested value: 40). The value field of the BGP-Prefix-SID
attribute has the followi ng format:

The value field of the BGP Prefix SID attribute is defined here to be
a set of elenents encoded as "Type/Length/Value" (i.e., a set of
TLVS). Followi ng TLVs are defi ned:

0 Label -1 ndex TLV

o |Pve SID TLV

0o Oiginator SRGB TLV

Label -1 ndex and Originator SRG TLVs are used only when SR is applied
to the MPLS dat apl ane.

IPv6 SID TLV is used only when SR is applied to the | Pv6 datapl ane.
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4. 1. Label -1 ndex TLV

The Label -1 ndex TLV MJST be present in the Prefix-SID attribute
attached to Label ed |1 Pv4/1Pv6 unicast prefixes ([ RFC3107]) and has
the foll ow ng fornmat

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h [ RESERVED [
T T e e i i e e i i s s S SN SR N SR
| Fl ags | Label | ndex |
e e e e e i e S S e e Tk o S S
| Label | ndex |
Bl o ks ks st S S S i S R S e

wher e:
o Type is 1.
0o Length: is 7, the total length of the value portion of the TLV.

0 RESERVED: 8 bit field. SHOULD be 0 on transni ssion and MJST be
i gnored on reception.

o Flags: 16 bits of flags. None are defined at this stage of the
docunent. The flag field SHOULD be clear on transm ssion and MJST
be ignored at reception.

0 Label Index: 32 bit value representing the index value in the SRGB
space.

4.2. 1Pv6 SID

The Label -1 ndex TLV MJST be present in the Prefix-SID attribute
attached to MP-BGP unl abel ed | Pv6 unicast prefixes ([RFC4760]) and
has the follow ng format:

0 1 2 3
01234567890123456789012345678901
B T e I S S A s T e
| Type | Length | RESERVED |
B T T S e T S S s w i S S S S S R
| Fl ags |
B i S S S i i T S N S

wher e:
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o Type is 2.
0o Length: is 3, the total length of the value portion of the TLV.

o0 RESERVED: 8 bit field. SHOULD be 0 on transni ssion and MJST be
i gnored on reception.

o Flags: 16 bits of flags defined as follow

0 1

0123456789012345
I T T S R
| S I

B Tl T sl i S S S S S
wher e:

* Sflag: if set then it neans that the BGP speaker attaching the
Prefix-SID Attribute to a prefix is capable of processing the
| Pv6 Segnent Routing Header (SRH,
[1-D. previdi-6man-segment -routi ng-header]) for the segnent
corresponding to the originated | Pv6 prefix. The use case
| everaging the S flag is described in
[I-D.filsfils-spring-segnent-routing-nsdc].

The other bits of the flag field SHOULD be cl ear on transm ssion
an MJUST be ignored at reception.

4.3. Oiginator SRGB TLV

The Originator SRG TLV is an optional TLV and has the follow ng
format:
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Lengt h [ FI ags [
B i i S S i I e i S S R L e e e e
[ FI ags |

B L T S A

B i S S T s i S T st i S S S S S S S S i
[ SRGB 1 (6 octets)

| B e i S S e e e o (oI S TR R S
+-

B o T S S it S S

B i S S T s i S T st i S S S S S S S S i
[ SR@GB n (6 octets)

| B e i S S e e e o (oI S TR R S
+-

B et s i T o S S S
wher e:
o Type is 3.

0 Length is the total length of the value portion of the TLV: 2 +
multiple of 6.

o Flags: 16 bits of flags. None are defined in this docunent.
Fl ags SHOULD be clear on transmi ssion an MJST be ignored at
reception.

0 SRGEB: 3 octets of base followed by 3 octets of range. Note that
SRGB field MAY appear nultiple tines.

The Originator SRG TLV contains the SRGB of the router originating
the prefix to which the BGP Prefix SIDis attached and MJUST be kept
in the Prefix-SID Attribute unchanged during the propagation of the
BGP updat e.

The originator SRGB describes the SRGB of the node where the BGP
Prefix Segnent end. It is used to build SRTE policies when different
SRCB' s are used in the fabric
([I-D.filsfils-spring-segnment-routing-nmsdc]).

The originator SRGB may only appear on Prefix-SID attribute attached
to prefixes of SAFI 4 (|abeled unicast, [RFC3107]).
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5.

5.

Recei ving BGP-Prefix-SID Attribute

A BGP speaker receiving a BGP Prefix-SID attribute froman EBGP

nei ghbor residing outside the boundaries of the SR domain, SHOULD
discard the attribute unless it is configured to accept the attribute
fromthe EBGP neighbor. A BGP speaker MAY log an error for further
anal ysi s when discarding an attribute.

1. MPLS Dat apl ane: Label ed Uni cast

The Prefix-SID attribute MIST contain the Label -1 ndex TLV and MAY
contain the Originator SRGB. A BCGP Prefix-SID attribute received

wi t hout a Label -1 ndex TLV MJST be consi dered as "unacceptabl e" by the
recei vi ng speaker.

A BGP speaker may be locally configured with an SREB=[GB_S, GB E].
The preferred nethod for deriving the SRGB is a matter of |ocal
router configuration.

Gven a label index LI, we call L =L I + GB_S as the derived |abel.
A BGP Prefix-SID attribute is called "unacceptable"” for a speaker M
if the derived |abel value L lies outside the SRG configured on M
O herwi se the Label Index attribute is called "acceptable" to speaker
M

The mechani sms t hrough whi ch a given | abel _i ndex value is assigned to
a given prefix are outside the scope of this docunent. The | abel -

i ndex val ue associated with a prefix is locally configured at the BGP
router originating the prefix.

The Prefix-SID attribute MIST contain the Label -Index TLV and MAY
contain the Originator SRGB TLV. A BGP Prefix-SID attribute received
wi t hout a Label -1 ndex TLV MJST be consi dered as "unacceptabl e" by the
recei vi ng speaker.

When a BGP speaker receives a path froma nei ghbor with an acceptabl e
BGP Prefix-SID attribute, it SHOULD programthe derived | abel as the
| ocal label for the prefix inits MPLS dataplane. |In case of any
error, a BGP speaker MJST resort to the error handling rules
specified in Section 7. A BGP speaker MAY log an error for further
anal ysi s.

When a BGP speaker receives a path froma nei ghbor with an
unacceptable BGP Prefix-SID attribute, for the purpose of |abel

all ocation, it SHOULD treat the path as if it cane w thout a Prefix-
SID attribute. A BGP speaker MAY choose to assign a local (also
call ed dynamic) |abel (non-SRGB) for such a prefix. A BGP speaker
MAY | og an error for further analysis.
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A BGP speaker receiving a prefix with a Prefix-SID attribute and a

| abel NLRI field of inmplicit-null froma nei ghbor MJST adhere to
standard behavi or and programits MPLS datapl ane to pop the top | abe
when forwarding traffic to the prefix. The label NLR defines the
out bound | abel that MJST be used by the receiving node. The Labe
Index gives a hint to the receiving node on which |ocal/incom ng

| abel the BGP speaker SHOULD use.

5.2. 1 Pv6 Datapl ane

When a SR | Pv6 BGP speaker receives a | Pv6 Unicast BGP Update with a
prefix having the BGP Prefix SID attribute attached, it checks
whether the IPv6 SID TLV is present and if the S-flag is set. |If the
IPv6 SID TLV is not present or if the S-flag is not set, then the
Prefix-SID attri bute MJUST be consi dered as "unacceptable” by the
recei vi ng speaker.

The Originator SRGB MJST be ignored on reception

A BGP speaker receiving a BGP Prefix-SID attribute froman EBGP

nei ghbor residing outside the boundaries of the SR domain, SHOULD
discard the attribute unless it is configured to accept the attribute
fromthe EBGP nei ghbor. A BGP speaker MAY | og an error for further
anal ysi s when discarding an attribute.

6. Announcing BGP-Prefix-SID Attribute

The BGP Prefix-SID attribute MAY be attached to | abel ed BGP prefixes
(I Pv4/ 1 Pv6) [ RFC3107]or to | Pv6e prefixes [RFC4760]. |n order to
prevent distribution of the BGP Prefix-SID attribute beyond its

i ntended scope of applicability, attribute filtering MAY be depl oyed.

6.1. MPLS Dat apl ane: Label ed Uni cast

A BGP speaker that originates a prefix attaches the Prefix-SID
attribute when it advertises the prefix to its neighbors. The value
of the Label-lIndex in the Label-Index TLV is determ ned by

confi guration.

A BGP speaker that originates a Prefix-SID attribute MAY optionally
announce Originator SRGB TLV along with the mandatory Label -1 ndex
TLV. The content of the Originator SRG TLV is deternined by the
configuration.

Si nce the Label -i ndex val ue nust be unique within an SR donain, by
default an inplenmentati on SHOULD NOT advertise the BGP Prefix-SID
attribute outside an Autononbus Systemunless it is explicitly
configured to do so.
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A BGP speaker that advertises a path received fromone of its

nei ghbors SHOULD advertise the Prefix-SID received with the path

wi t hout nodification regardl ess of whether the Prefix-SID was
acceptable. |If the path did not cone with a Prefix-SID attribute,
the speaker MAY attach a Prefix-SID to the path if configured to do
so. The content of the TLVs present in the Prefix-SID is determ ned
by the configuration.

In all cases, the label field of the NLRI ([RFC3107], [RFC4364]) MJIST
be set to the local/inconmng |abel progranmed in the MPLS dat apl ane
for the given prefix. |If the prefix is associated with one of the
BGP speakers interfaces, this label is the usual MPLS | abel (such as
the inplicit or explicit NULL | abel).

6.2. |Pv6 Datapl ane

A BGP speaker that originates a prefix attaches the Prefix-SID
attribute when it advertises the prefix to its neighbors. The |Pv6
SI D TLV MJST be present and the S-flag MJST be set.

A BGP speaker that advertises a path received fromone of its

nei ghbors SHOULD advertise the Prefix-SID received with the path

wi t hout nodification regardl ess of whether the Prefix-SID was
acceptable. |If the path did not cone with a Prefix-SID attribute,
the speaker MAY attach a Prefix-SID to the path if configured to do
so. The IPv6-SID TLV MIST be present in the Prefix-SID and with the
S-flag set.

7. FError Handling of BGP-Prefix-SID Attribute

When a BGP Speaker receives a BGP Update nessage containing a

mal formed BGP Prefix-SID attribute, it MJST ignore the received BGP
Prefix-SID attributes and not pass it to other BGP peers. This is
equivalent to the -attribute discard- action specified in
[I-D.ietf-idr-error-handling]. Wen discarding an attribute, a BGP
speaker MAY log an error for further analysis.

If the BGP Prefix-SID attri bute appears nore than once in an BGP
Updat e nmessage nessage, then, according to
[I-D.ietf-idr-error-handling], all the occurrences of the attribute
other than the first one SHALL be discarded and the BGP Update
message shall continue to be processed.

When a BGP speaker receives an unacceptable Prefix-SID attribute, it
MAY | og an error for further analysis.
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8. | ANA Consi derati ons

Thi s docunment defines a new BGP path attribute known as the BGP
Prefix-SID attribute. This docunment requests | ANA to assign a new
attribute code type (suggested value: 40) for BGP the Prefix-SID
attribute fromthe BGP Path Attributes registry.

Thi s docunent defines two new TLVs for BGP Prefix-SID attribute
These TLVs need to be registered with 1ANA. W request 1ANA to
create a new registry for BGP Prefix-SID Attribute TLVs as foll ows:

Under "Border Gateway Protocol (BGP) Paraneters" registry, "BGP
Prefix SID attribute Types" Reference: draft-keyupate-idr-bgp-prefix-
si de-05 Regi stration Procedure(s): Values 1-254 First Cone, First
Served, Value 0 and 255 reserved

Val ue Type Ref erence

Reserved draft-keyupat e-i dr-bgp-prefix-side-05
1 Label -1 ndex draft-keyupat e-i dr-bgp-prefix-side-05
2 | Pv6 SID draft-keyupat e-i dr-bgp-prefix-side-05
3 Origi nator SRGB draft-keyupate-idr-bgp-prefix-side-05

4- 254 Unassi gned
255 Reserved draft-keyupat e-i dr-bgp-prefix-si de-05

9. Security Considerations

Thi s docunment introduces no new security considerations above and
beyond those already specified in [ RFC4271] and [ RFC3107].
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