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Abst ract

The Route Target (RT) Constrain nechani smspecified in RFC 4684 is
used to build a route distribution graph in order to restrict the
propagati on of Virtual Private Network (VPN) routes. In network
scenari os where hierarchical route reflection (RR) is used, the

exi sting RT-Constrain nechani smcannot build a correct route

di stribution graph. This docunent describes the problem scenario and
proposes a solution to address the RT-Constrain issue in hierarchical
RR scenari os.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 29, 2015.
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1. Introduction

The Route Target (RT) Constrain mechani smspecified in [RFC4684] is
used to build a route distribution graph in order to restrict the
propagati on of Virtual Private Network (VPN) routes. In network
scenari os where hierarchical route reflection (RR) is used, the

exi sting advertisnent rules of RT nmenbership information as defined
in section 3.2 of [RFC4684] cannot guarantee a correct route

di stribution graph

Thi s docunent describes the probl em scenario and proposes a solution
to address the RT-Constrain issue in hierarchical RR scenarios.

2. Pr obl em St at enent
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Figure 1. RT-Constrain with Hi erarchical RR

As shown in Figure 1, hierarchical RRs are deployed in the network,
RR-2 and RR-3 are route-reflectors of their connecting PEs, and are
also the clients of RR-1. |If each PE advertises RT nenbership
information of RT-1 to the upstream RR, after the best path
selection, both RR-2 and RR-3 would create the CLUSTER LI ST
attribute, prepend their local CLUSTER ID and then advertise the best
path to RR-1 and their clients respectively.

On receipt of the RT-Constrain routes fromRR-2 and RR-3, RR-1 will
sel ect one of the received routes as the best route, here assune the
route received fromRR-2 is selected by RR-1 as the best path. Then
RR-1 needs to advertise the best path to both RR-2 and RR-3 to create
the route distribution graph of VPN-1. RR-1 would prepend its
CLUSTER ID to the CLUSTER LI ST of the path, and according to the
rules in Section 3.2 of [RFC4684], it sets the ORIGANATOR ID to its
own router-id, and the NEXT_HOP to the |l ocal address for the session.
Then RR-1 would advertise this route to both RR-2 and RR-3. On

recei pt of the RT-Constrain route fromRR-1, RR-2 checks the
CLUSTER LI ST and find its owmm CLUSTER ID in the list, so this route
will be ignored by RR-2. As a result, RR2 will not formthe
outbound filter of RT-1 towards RR-1, hence will not advertise VPN
routes with RT-1 to RR-1.

Pr oposed Sol ution
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3.1. Add-path Based Sol ution

During the discussion in the |IDR working group, the add-path based
solution is proposed. It nakes use of the add-path nechani sm as
defined in [I-D.ietf-idr-add-paths] for RTC route advertisenent. The
solution is sumrerized as foll ows:

0 The route-reflector clients which thenselves are al so route-
reflectors SHOULD be identified, then BGP add- paths
[I-D.ietf-idr-add-paths] SHOULD be enabl ed for RT nenbership NLR
on the BGP sessions between the higher layer RR and the | owner
| ayer RRs to ensure that sufficient RT-Constrain routes can be
advertised by the higher layer RRto the lower layer RRs to pass
BGP | oop detection. In this case normal BGP path adverti senent
rules as defined in [ RFC4271] SHOULD be applied. The nunber of
RT-Constrain routes to be advertised is a | ocal decision of
oper at or s.

0 When advertising an RT nenbership NLRI to a route-reflector client
which is not a lower |layer RR, the advertisenment rule as defined
in section 3.2 of [RFC4684] SHOULD be appli ed.

Wth the above advertisenent rule, RR-1 in figure 1 SHOULD advertise
to RR-2 the RT-Constrain routes received fromboth RR-2 and RR-3,
then the RTC route fromRR-3 will pass the BGP | oop detection on RR-
2, thus the route distribution graph can be set up correctly.

4. | ANA Consi derations
Thi s docunment nakes no request of | ANA

5. Security Considerations

Thi s docunent does not change the security properties of BGP based
VPNs and [ RFC4684].
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Appendi x A.  Anot her Possible Sol ution

This section provides another possible solution which was di scussed
anong authors and | DR partici pants.

Since the advertisenment of RT-Constrain route is to set up a route

di stribution graph and not to guide the data packet forwarding,
actually all the avail able RT-Constrain routes should be considered
in setting up the route distribution graph, not just the best one.
Thus the followi ng advertisnment rule for RT nmenbership information is
proposed to replace the rule i and ii in section 3.2 [RFC4684]:

0 \When advertising an RT nenbership NLRI to a route-refl ector peer
(either client or non-client), if the best path as selected by the
pat h sel ection procedure described in Section 9.1 of [RFC4271] is
the path received fromthis peer, and there are alternative paths
received fromother peers, then the nost disjoint alternative
route SHOULD be advertised to this peer. The nost disjoint
alternative path is the path whose CLUSTER LI ST and ORI G NATOR I D
attributes are diverse fromthe attributes of the best path.

Wth the above advertisenent rule, RR-1 in figure 1 would advertise
to RR-2 the RT-Constrain route received fromRR-3, although the best
route is received fromRR-2. Thus RR-2 will not discard the RT-
constrain route received fromRR-1, and the route distribution graph
can be set up correctly.

Dong, et al. Expi res May 29, 2015 [ Page 5]



Internet-Draft RT-Constrain in Hierarchical

Aut hors’ Addr esses

Ji e Dong

Huawei Technol ogi es

Huawei Canpus, No. 156 Beiqi ng Rd.
Beijing 100095

Chi na

Emai |l : jie.dong@uawei.com

Mach( Guoyi) Chen

Huawei Technol ogi es

Huawei Canpus, No. 156 Beiqi ng Rd.
Beijing 100095

Chi na

Emai | : nach. chen@uawei . com

Robert Raszuk
Mrantis Inc.

615 National Ave. #100
M View, CA 94043
USA

Emai |l : robert @ aszuk. net

RR Scenari o

Dong, et al. Expi res May 29, 2015

Novenber 2014

[ Page 6]



