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Abst ract

This docunment is an inplementation report for the BGP Fl ow
Specification Rules for 1Pv6 as defined in
[I-D.ietf-idr-flowspec-v6]. The respondents are experts with the

i mpl ementations they reported on, and their responses are considered
authoritative for the inplenentations for which their responses
represent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 11, 2015.
Copyright Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

In order to share Flow Specification Rules for IPv6 using the BGP
routing protocol a new BGP Network Layer Reachability Information
(NLRI') encoding format is required.

Thi s docunent provides an inplenentation report for the BGP
Di sseni nation of Flow Specification Rules for IPv6 NLRI Format as
defined in [I-D.ietf-idr-flow spec-v6].

The editors did not verify the accuracy of the information provided
by respondents or by any alternative neans. The respondents are
experts with the inplenentations they reported on, and their
responses are considered authoritative for the inplenentations for
whi ch their responses represent.

2. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" are to
be interpreted as described in [ RFC2119] only when they appear in al
upper case. They may al so appear in |lower or m xed case as English
words, w thout any normative neani ng.
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3. Inplenmentation Forns

Contact and inplenentation information for person filling out this
form

Ci sco
Nanme: QGunter Van de Vel de
Emai | : gvandeve@i sco. com
Vendor: G sco Systens, Inc.
Rel ease: 10S-XR
Prot ocol Rol e: Sender, Receiver

Al cat el - Lucent
Nanme: W m Henderi ckx
Email : wi m henderi ckx@l catel -1 ucent. com
Vendor: Al catel -Lucent, Inc.
Rel ease: R12R4
Prot ocol Rol e: Sender, Receiver

4. NLRI and Extended Conmunity subtypes
Does the inplenentation support the Network Layer Reachability (NLRI)
subt ypes as described in Section 3 and 4 of
[I-Dietf-idr-flow spec-v6].

0 NIl: Type 1 - Destination IPv6 Prefix

0 N2: Type 2 - Source |Pv6 Prefix
0 N3: Type 3 - Next Header

o MN4: Type 4 - Port

0 N5: Type 5 - Destination port

o N6: Type 6 - Source port

o N7: Type 7 - ICWP type

0 N8: Type 8 - | CVMP code

o N9: Type 9 - TCP flags

0 NI10: Type 10 - Packet length
o0 N11: Type 11 - DSCP (Diffserv Code Point)

o N12: Type 12 - Fragnent
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0 N13: Type 13 - Fl ow Label

0 El1: Extended Community traffic-rate

0 E2: Extended Conmunity traffic-action

0 E3: Extended Community redirect

0 E4: Extended Community traffic-marking
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oo oo S oo +
| | Gsco | ALU | TBD

o m e e oo o m e e oo Fomm e e +--o - - +
| Rev. N1 | YES | YES | --- |
| Snd. N1 | YES | YES | --- |
| Rev. N2 | YES | YES | --- |
| Snd. N2 | YES | VYES | --- |
| Rcv. N3 | YES | YES | --- |
| Snd. N3 | YES | YES | --- |
| Rev. N4 | YES | YES | --- |
| Snd. N4 | YES | YES | --- |
| Rev.Ns | YES | YES | --- |
| Snd. N5 | YES | VYES | --- |
| Rcv. N6 | YES | YES | --- |
| Snd. N6 | YES | YES | --- |
| Rev. N7 | YES | YES | --- |
| Snd. N7 | YES | YES | --- |
| Rev. N8 | YES | YES | --- |
| Snd. N8 | YES | VYES | --- |
| Rcv. N9 | YES | YES | --- |
| Snd. N9 | YES | VYES | --- |
| Rcv. N1O| YES | YES | --- |
| Snd. N10O| YES | YES | --- |
| Rev.N11] YES | YES | --- |
| Snd. N11| YES | VYES | --- |
| Rcv. N12| YES | YES | --- |
| Snd. N12| YES | YES | --- |
| Rcv. N13| YES | YES | --- |
| Snd. N13| YES | YES | --- |
| Rev.EL | YES | YES | --- |
| Snd. E1 | YES | VYES | --- |
| Rev. E2 | YES | YES | --- |
| Snd.E2 | YES | YES | --- |
| Rev.E3 | YES | YES | --- |
| Snd.E3 | YES | YES | --- |
| Rev.EA |  YES | YES | --- |
| Snd. E4 | YES | VYES | --- |
Fomm e e o - Fomm e e o - S Fomm - - +

Yes
0 Rcv: BCGP speaker can receive the information into the BGP process
0 Snd: BGP speaker can relay the information fromthe BGP process

No
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0 Rcv: BGP speaker can not receive the information into the BGP
process

0 Snd: BGP speaker can not relay the information fromthe BGP
process

5. Interoperable I nplenmentations
Sunmary of executed Interop tests between different inplenentations
5.1. Alcatel-Lucent - Ci sco Systens

This Interop test was between a Cisco I0OS-XR router and a Al catel -
Lucent Router. Between the two BGP devices an i BGP session is
est abl i shed.

The following I Pv6 Flow Specification NLRI is constructed using the
Cisco router as | Pv6 Flow Specification controller

class-map type traffic match-all |nteropMatchLi st
mat ch destination-address ipv6 2001: 2::3/128
mat ch source-address i pv6 2002: 2::3/128
mat ch destination-port 1-5 7-11 13-18 20-25 27-31
mat ch source-port 33-37 39-43 45-50 53-58 60-65
mat ch i pv6 icnp-type 35
mat ch i pv6 icnp-code 55
mat ch packet |ength 120-130 135-140 145-160 165-200 205-225
mat ch dscp 1-10 11-20 22-30 32-40 52-60
mat ch tcp-flag 240 any
mat ch protocol 6-71 73-80 85-90 95-105 110-115
end- cl ass- map
|
policy-map type pbr InteropCi scoAlu
class type traffic InteropMatchlLi st
police rate 200 bps
|

}edirect next hop 2001::1
set dscp 45

!

class type traffic class-default
!

end- pol i cy- map

This results with the foll owing Fl ow Specification Extended
communities and | Pv6 Fl ow Specification NLRI
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AFl: 1 Pv6

NLRI (Hex dunp) :
0x018000200100020000000000000000000000030280002002000200000000000
00000000000030303064547034945500355455a035f 4569036ec5730503014505
0307450b030d451203144519031bc51f 06032145250327452b032d45320335453
a033cc5410781230881370980f 00a037845820387458c039145a003a545¢803cd
c5e10b0301450a030b45140316451e032045280334c53c

Acti ons :Traffic-rate: 200 bps DSCP: 45

Next hop: 2001::1 (policy.1l.testl)

The above | Pv6 Fl ow Specification rule is correctly received by the
Al cat el -Lucent BGP speaker and is reflected as follows on the device:

*A: PE26>confi g>servi ce>vprn>sub-i f >grp-i f >sap>stati c- host# show router 117 bgp
routes fl owipv6

BGP Router ID:195.207.5.200 AS: 65117 Local AS: 65117

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
Oigin codes : i - IGP, e - EG, ? - inconplete, > - best, b - backup

BGP FLOW I PV6 Rout es

Flag Network Next hop Local Pref VED
As- Pat h

u*>i -- 2001::1 100 None
No As-Pat h
Conmuni ty Action: ext:800: 0
Conmuni ty Action: rate-limt: 65117: 110*
Conmuni ty Action: mar k- dscp: 45

NLRI Subconponents:

Dest Pref : 2001:2::3/128 offset O

Src Pref : 2002:2::3/128 offset O

Ip Proto : [ >>6] and [ <= 71 ] or [ >= 73] and [ <= 80 ] or [ >=

Dest Port [ > 1] and [ <=5] or [ >=7 ] and [ <= 11 ] or [ >= 13
Src Port [ >33 ] and [ <= 37 ] or [ >=39 ] and [ <= 43 ] or [ >=
ICWP Type : [ == 35 ]

ICWMP Code : [ == 55 ]

TCP Flags : [ 240 ]

TCP Flags : [ 240 ]

DSCP [ > 1] and [ <=10] or [ >=11] and [ <= 20 ] or [ >=

Routes : 1
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6. | ANA Consi derations
Thi s docunment nmakes no request of | ANA
Note to RFC Editor: The I ANA has requested that this section renmain
in the docunent upon publication as an RFC. This note to the RFC
Editor, however, may be renoved.

7. Security Considerations
No new security issues are introduced to the BGP defined in
Di ssem nation of Flow Specification Rules for |Pv6
[I-Dietf-idr-flow spec-v6].

8. Privacy Considerations
No new privacy issues are introduced to the BGP defined in
Di ssem nation of Flow Specification Rules for |Pv6
[I-Dietf-idr-flow spec-v6].
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