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Abst r act

Thi s docunent specifies the NULL Authentication nethod and the

I D NULL Identification Payload |ID Type for the | KEv2 Protocol. This
allows two | KE peers to establish single-side authenticated or mutua
unaut henti cated | KE sessions for those use cases where a peer is
unwi | ling or unable to authenticate or identify itself. This ensures
| KEv2 can be used for Qpportunistic Security (also known as

OQpportuni stic Encryption) to defend agai nst Pervasive Mnitoring
attacks w thout the need to sacrifice anonymity.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 5, 2015
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Internet Key Exchange Protocol version 2 (I1KEv2), specified in

[ RFC7296], provides a way for two parties to performan authenticated
key exchange. Wile the authentication nethods used by the peers can
be different, there is no method for one or both parties to remain
unaut henti cated and anonynous. This docunent extends the

aut henti cati on nmethods to support unauthenticated and anonynous | KE
sessi ons.

In sone situations nmutual authentication is undesirable, superfluous
or inpossible. The following three exanples illustrate these
unaut henti cated use cases:

0 A user wants to establish an anonynous secure connection to a
server. In this situation the user should be able to authenticate
the server without presenting or authenticating to the server with
their owmn identity. This case uses a single-sided authentication
of the responder.

0 A sensor that periodically wakes up from a suspended state wants
to send a neasurenent (e.g. tenperature) to a collecting server
The sensor nust be authenticated by the server to ensure
authenticity of the measurenent, but the sensor does not need to
aut henticate the server. This case uses a single-sided
aut hentication of the initiator.

0 Two peers without any trust relationship wish to defend agai nst
wi despread pervasive nonitoring attacks as described in [ RFC7258].
Wthout a trust relationship, the peers cannot authenticate each
other. Opportunistic Security [RFC7435] states that
unaut henti cated encrypted conmunication is preferred over
cl eartext conmunication. The peers want to use IKE to setup an
unaut henti cated encrypted connection, that gives them protection
agai nst pervasive nonitoring attacks. An attacker that is able
and willing to send packets can still launch a Man-in-the-Mddl e
attack to obtain a copy of the unencrypted comuni cation. This
case uses a fully unauthenticated key exchange.

To neet these needs, this docunent introduces the NULL Aut hentication
met hod, and the ID NULL ID type. This allows an | KE peer to
explicitly indicate that it is unwilling or unable to certify its
identity.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
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docunment are to be interpreted as described in [ RFC2119].

Snysl ov & Wout ers Expi res Decenber 5, 2015 [ Page 4]



Internet-Draft NULL Auth in | KEv2 June 2015

2

2

2

Using the NULL Authentication Method

In | KEv2, each peer independently selects the nmethod to authenticate
itself to the other side. A peer may choose to refrain from

aut hentication by using the NULL Authentication nethod. |If a host’'s
local policy requires that the identity of its peer be (non-null)

aut henti cated, and that host receives an AUTH payl oad containing the
NULL Aut hentication nmethod type, it MJST return an
AUTHENTI CATI ON_FAI LED notification. If an initiator uses EAP, the
responder MUST NOT use the NULL Authentication Method (in conformance
with the section 2.16 of [RFC7296]).

NULL Aut hentication affects how the Authentication and the
Identification payl oads are forned in the | KE_AUTH exchange.

1. Authentication Payl oad

NULL Authentication still requires a properly forned AUTH payl oad to
be present in the | KE_AUTH exchange nessages, as the AUTH payl oad
cryptographically links the I KE_SA INIT exchange nmessages with the
ot her nessages sent over this | KE SA

When using NULL Authentication, the content of the AUTH payload is
comput ed using the syntax of pre-shared secret authentication
described in Section 2.15 of [RFC7296]. The value of SK pi for the
initiator and SK pr for the responder is used as the shared secret
for the content of the AUTH payload. |Inplenmenters should note this
means that authentication keys used by the two peers are different in
each direction. This is identical to how the content of the two | ast
AUTH payl oads is generated for the non-key-generating EAP net hods
(see Section 2.16 of [RFC7296] for details).

The |1 KEv2 Aut hentication Method value for NULL Authentication is 13.
2. ldentification Payl oad

When a renpte peer is not authenticated, any ID presented in the
Identification Data field of the ID payl oad cannot be validated. To
avoi d the need of sending a bogus ID Type with placehol der data, this
specification defines a new ID Type, ID NULL. The Identification
Data field of the ID payload for this ID Type MJST be enpty.

If NULL Authentication is in use and anonynity is a concern then

I D NULL SHOULD be used in the Identification payl oad. Sonme exanpl es
of cases where a non-null identity type and value with NULL

Aut hentication can be used are |ogging, troubleshooting and in
scenari os where authentication takes place out of band after the |IKE
SA is created (like in [AUTOVPN ). The content of the ldentification
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payl oad MUST NOT be used for any trust and policy checking in
| KE_AUTH exchange when NULL Aut hentication is enployed (see Section
2.4 for details).

ID NULL is primarily intended to be used with NULL Authentication but
coul d be used in other situations where the content of the
Identification Payload is not used. For exanple, I D NULL could be
used when authentication is perfornmed via raw public keys and the
identities are the keys thensel ves. These alternative uses of

I D NULL should be described in their own respective docunents.

The I KEv2 ldentification Payload ID Type for ID NULL is 13.
2.3. |INITIAL_CONTACT Notification

The identity of a peer using NULL Authentication cannot be used to
find existing | KE SAs created by the sanme peer, as the peer identity
is not authenticated. For that reason the I N TI AL_CONTACT
notifications MJST NOT be used to delete any other | KE SAs based on
the sane peer identity without additional verification that the
existing IKE SAs with matching identity are actually stale.

The standard | KE Li veness Check procedure, described in Section 2.4
of [RFC7296], can be used to detect stale |KE SAs created by peers
usi ng NULL Authentication. Inactive unauthenticated | KE SAs shoul d
be checked periodically. Additionally, the event of creating a new
unaut henti cated | KE SA can be used to trigger an out-of-order check
on existing unauthenticated | KE SAs, possibly limted to identical or
close-by I P addresses or to identical identities of the just created
| KE SA.

| mpl enent ati ons shoul d wei gh the resource consunption of sending

Li veness Checks agai nst the nmenory usage of possible orphaned | KE
SAs. Inplenentations may choose to handl e situations with thousands
of unauthenticated IKE SAs differently fromsituations with very few
such SAs.

2.4. Interaction with Peer Authorization Database (PAD)

Section 4.4.3 of [RFC4301] defines the Peer Authorization Database
(PAD), which provides the Iink between Security Policy Database (SPD)
and the | KEv2. The PAD contains an ordered list of records with
peers’ identities along with correspondi ng authentication data and
Child SA authorization data. Wien the IKE SA is being established
the PAD is consulted to determ ne how the peer should be

aut henticated and what Child SAs it is authorized to create.

When using NULL Aut hentication, the peer identity is not
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aut henti cated and cannot be trusted. |If ID NULL is used with NULL
Aut hentication, there is no ID at all. The processing of PAD
described in Section 4.4.3 of [RFC4301] is updated for NULL

Aut hentication as foll ows.

NULL aut hentication is added as one of supported authentication

met hods. This nethod does not have any authentication data. |D_NULL
is included into the list of allowed ID types. The matching rule for
I D NULL consists only of whether this type is used, i.e. no actual ID

mat ching is done, as ID NULL contains no identity data.

When using the NULL aut hentication nmethod those natching rul es MJST
i nclude matching of a new flag in the SPD entry specifying whet her
unaut henti cated users are allowed to use that entry. |.e. each SPD
entry needs to be augnented to have a flag specifying whether it can
be used with NULL authentication or not, and only those rules that
explicitly have that flag turned on can be used with unauthenticated
connecti ons.

The specific updates of text in Section 4.4.3 of [RFC4301] are listed
i n Appendi x A

2.5. Traffic Selectors

Traffic Selectors and narrowing allow two | KE peers to nutually agree
on a traffic range for an | Psec SA. An unaut henticated peer nust not
be allowed to use this nechanismto steal traffic that an | KE peer
intended to be for another host. This is especially problematic when
supporting anonynmous | KE peers behind NAT, as such | KE peers build an
| Psec SA using their pre-NAT I P address that are different fromthe
source I P of their | KE packets. A rogue |KE peer could use mnalicious
Traffic Selectors to trick a renote host into giving it IP traffic
that the renote host never intended to be sent to renote |KE peers.
For exanple, if the renote host uses 192.0.2.1 as DNS server, a rogue
| KE peer could set its Traffic Selector to 192.0.2.1 in an attenpt to
receive the renote peer’s DNS traffic. |nplenmentati ons SHOULD
restrict and isolate all anonymous | KE peers from each other and
itself and only allow it access to itself and possibly its intended
net wor k ranges.

One nethod to achieve this is to always assign internal |IP addresses
to unauthenticated | KE clients, as described in Section 2.19 of
[RFC7296]. I nplenentations may al so use other techni ques, such as

i nternal NAT and connection tracking.

| mpl enent ati ons MAY force unauthenticated | KE peers to single host-

to-host I Psec SAs. Wen using IPv6 this is not always possible, so
i mpl ement ati ons MJUST be able to assign full /64 address block to the

Snysl ov & Wout ers Expi res Decenber 5, 2015 [ Page 7]



Internet-Draft NULL Auth in | KEv2 June 2015

peer as described in [RFC5739], even if it is not authenticated.
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3.

3.

3.

1.

2

Security Considerations

If authenticated | KE sessions are possible for a certain traffic

sel ector range between the peers, then unauthenticated | KE SHOULD NOT
be allowed for that traffic selector range. Wen nixing

aut henti cated and unauthenticated |KE with the same peer, policy
rul es should ensure the highest level of security will be used to
protect the comunication between the two peers. See [RFC7435] for
details.

If both peers use NULL Authentication, the entire key exchange
becones unaut henticated. This nakes the | KE session vulnerable to
active Man-in-the-Mddl e Attacks.

Using an I D Type other than I D _NULL with the NULL Aut hentication
Met hod may conpronise the client’s anonymty in case of an active
M TM at t ack.

| KE i npl ement ati ons without NULL Authentication have al ways perforned
mut ual aut hentication and were not designed for use with

unaut henti cated | KE peers. Inplenentations m ght have made
assunptions that renote peers are identified. Wth NULL

Aut henti cation these assunptions are no |onger valid. Furthernore,
the host itself mght have nade trust assunptions or nay not be aware
of the network topol ogy changes that resulted from | Psec SAs from
unaut henti cated | KE peers.

Audit trail and peer identification

Wth NULL Authentication an established | KE session is no | onger
guaranteed to provide a verifiable (authenticated) entity known to
the systemor network. Any |ogging of unproven |ID payl oads that were
not authenticated should be clearly nmarked and treated as
"untrusted", possibly acconpanied by |ogging the renote | P address of
the IKE session. Rate limting of logging nmight be required to
prevent excessive resource consunption causi ng system danmage.

Resour ce managenent and robust ness

Section 2.6 of [RFC7296] provides guidance for mtigation of "Denia
of Service" attacks by issuing COXKIES in response to resource
consunption of half-open | KE SAs. Furthernore, [DDOS-PROTECTI ON|

of fers additional counter-neasures in an attenpt to distinguish
attacking | KE packets fromlegitimte | KE peers.

These defense nechani sns do not take into account | KE systens that
al | ow unaut henticated | KE peers. An attacker using NULL
Aut hentication is a fully legitimte | KE peer that is only
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di stingui shed fromauthenticated | KE peers by having used NULL
Aut henti cati on.

I mpl enenters that inplenent NULL Aut hentication should ensure their

i mpl enment ati on does not neke any assunptions that depend on | KE peers
being "friendly", "trusted" or "identifiable". While inplenentations
shoul d have been witten to account for abusive authenticated
clients, any om ssion or error in handling abusive clients may have
gone unnoti ced because abusive clients has been a rare or non-

exi stent problem \When addi ng support for unauthenticated |IKE peers,
these inpl enentati on om ssions and errors will be found and abused by
attackers. For exanple, an unauthenticated | KE peer could send an
abusi ve amount of Liveness probes or Del ete requests.

| KE configuration selection

Conbi ni ng aut henti cated and unauthenticated | KE peers on a single
host can be dangerous, assunming the authenticated | KE peer gains nore
or different access from non-authenticated peers (otherw se, why not
only all ow unaut henticated peers). An unauthenticated | KE peer MJST
NOT be able to reach resources only neant for authenticated |KE peers
and MUST NOT be able to replace the Child SAs of an authenticated |KE
peer.

Net wor ki ng t opol ogy changes

When a host relies on packet filters or firewall software to protect
itself, establishing an IKE SA and installing an | Psec SA ni ght
accidentally circunvent these packet filters and firewall
restrictions, as the encrypted ESP (protocol 50) or ESPi nUDP (UDP
port 4500) packets do not match the packet filters defined. |KE
peers supporting unauthenticated | KE MJST pass all decrypted traffic
through the same packet filters and security nechani sns as incom ng
pl ai ntext traffic.
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5. | ANA Consi derati ons

Thi s docunment defines a new entry in the "I KEv2 Authentication
Met hod" registry:

13 NULL Aut henti cati on

This docunent al so defines a new entry in the "I KEv2 Identification
Payl oad I D Types" registry:

13 I D_NULL
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Appendi x A.  Update of PAD processing in RFC4301

This appendix lists the specific updates of the text in Section 4.4.3
of [RFC4301] that should be foll owed when inplenenting NULL
Aut henti cation

A newitemis added to the list of supported ID types in Section
4.4.3.1

o NULL ID (matches ID type only)
and the following text is added at the end of the section:

Added text:
The NULL ID type is defined as having no data. For this name type
the matching function is defined as conparing the ID type only.

Anewitemis added to the list of authentication data types in
Section 4.4.3.2

- NULL authentication
and t he next paragraph is updated as foll ows:

ad:
For authentication based on an X. 509 certificate [...] For
aut henti cation based on a pre-shared secret, the PAD contains the
pre-shared secret to be used by |KE

New:
For authentication based on an X 509 certificate [...] For
aut henti cati on based on a pre-shared secret, the PAD contains the
pre-shared secret to be used by IKE. For NULL authentication the
PAD cont ai ns no dat a.

In addition the following text is added at the end of Section 4.4.3.4
Added text:

When using the NULL authentication method inplenentati ons MJST
make sure that they do not m x authenticated and not-authenticated

SPD rules, i.e. inplenmentations need to keep them separately, for
exanple by adding flag in SPD to tell whether NULL authentication
can be used or not for the entry. |.e. each SPD entry needs to be

augrmented to have a flag specifying whether it can be used with
NULL aut hentication or not, and only those rules that explictly
have that flag set can be used wi th unauthenticated connections.
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