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Abst ract
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and directs the creation of an I ANA registry for various GSS-API
namespaces
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Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
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1. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

ON~NORRDWWNDNN

RPRRPRRRRLREER
WNNNNR OO

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [RFC2119].

2. Introduction

There is a need for private-use and mechani smspecific extensions to
the Generic Security Services Application Progranming Interface (GSS-

APl ). As such extensions are designed and standardi zed (or not),
both at the I ETF and el sewhere, there is a non-trivial risk of
nanespace pollution and conflicts. To avoid this we set out

gui delines for extending the GSS-API and direct the creation of an
| ANA registry for GSS-API nanespaces

Regi strations of individual itens and sub-nanespaces are all owed.
Each sub-namespace may provide different rules for registration,
e.g., for nmechani smspecific and private-use extensions.

3. Extensions to the GSS- AP

Extensions to the GSS-APlI can be categorized as foll ows:

o0 Abstract APl extensions
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o Inplenmentation-specific

0 Mechani smspecific

o Language bindi ng-specific

Extensions to the GSS-API nay be purely semantic, wthout effect on
the GSS-API’s nanespaces. O they may introduce new functions,
constants, types, etc...; these clearly affect the GSS-API
namespaces.

Ext ensi ons that affect the GSS-API namespaces shoul d be registered
with the | ANA as described herein.

4. Generic GSS- APl Nanmespaces
The abstract APl nanespaces for the GSS- APl are:
o Type nanes
o Function nanes
0 Constant nanes for various types
o Constant values for various types
0 Nanme types (O D, type nane and synt axes)

Additionally we have nanespaces associates with the OBJECT | DENTI FI ER
(O D) type. The IANA already maintains a registry of such QO Ds:

0 Mechani sm QO Ds
o Nanme Type O Ds
5. Language Bi ndi ng- Specific GSS- APl Nanespaces
Language bi ndi ng specific nanespaces include, anong others:
0 Header/interface nodul e nanes
0 Object classes and/or types
0 Methods and/or functions
o Constant nanes

o Constant val ues
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6. Extension-Specific GSS-API

Ext ensions to the GSS-API

Section 8. 2.

GSS | ANA I nstructions

7. Registration Form

Regi strations for GSS-API

| Field

Bi ndi ngs

Regi stration
type

bj ect Type

| Synbol
| Nare/ Prefix

WIllians & Ml ni kov

"Generic’
" G bi ndi ngs’
"Java', 'CH,

<pr ogr anmi ng
| anguage nane>

"I nstance’
Nanmespace’

<Synbol > defined by

t he bi ndi ng

| anguage (for
exanpl e ' Dat a-
Type’,
" Met hod’

"I nteger’,
"String’, 'AD,

" Cont ext-Fl ag’,

" Name- Type’
"Macro’, ' Header-
Fi | e- Nane’,

" Modul e- Nane’
"Cass’)

<Synbol nanme or
name pattern>

Expi res Cctober

" Function’,

Nanmespaces

may create additiona

March 2017

nanmespaces. See

nanespaces SHALL take the follow ng form

I ndi cates the nane of the |
progranmm ng | anguage t hat |
this registration invol ves,
or, if "CGeneric', that this |
is an entry for the generic |
abstract GSS-APlI (i.e., not |
specific to any progranm ng

| anguage) . |

I ndi cates whether this entry |
reserves a given synbol nane |
(and possi bly, constant |
val ue), or whether it |
reserves an entire sub- |
nanespace (the nane is a [
pattern) or constant val ue |
range. [

I ndi cates the type of the |
obj ect whose synbolic nane
or constant value this entry |
regi sters. The possible |
val ues of this field depend
on the programm ng | anguage
in question, therefore they
are not all specified here. |
I
I
I
I
I
I

The nane of a synbol or |
synbol sub-nanmespace bei ng

1, 2017 [ Page 4]
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Bi ndi ng of

Const ant
Val ue/ Range

Regi stration

I I
| Rules [
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
S +
| Reference [
I I
I I
I I
I I
| |
S +
| Expert |
| Reviewer [

WIllians & Ml ni kov
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<Nanme of abstract
APl el emrent of
whi ch this object
is a binding>

<Const ant val ue> or

<const ant val ue
range>

<Ref erence> to an
| ANA registration
Policy defined in
[ RFC5226] (or an
RFC t hat updat es
it), for instance
" | ESG Approval ',

" Expert Review ,
"First Cone First
Served’, 'Private
Use’ .

<Ref er ence>

<Nane of expert
revi ewers,

Expi res Cctober

possi bly |

1, 2017

regi stered. See Section

8.2.1

If the registrationis for a
speci fic | anguage bi ndi ng of
the GSS-API, then this nanes
the abstract APl el ement of
which it is a binding

(OPTI ONAL) .

The val ue of the constant
naned by the <Synbol

Nane/ Prefi x>. This field is
present only for Instance
and Sub- namespace

regi strations of Constant
obj ect types.

Description of the
registration. Miltiple
instances of this field may
result (see Section 8.2.3).

Describes the rules for

al l ocation of itens that
fall in this sub-nanespace,
for entries with

Regi stration Type of Sub-
nanespace (OPTIONAL). For
private use sub-nanespaces
the subnmitter MJST provide
the e-nmil address of a
responsi ble contact. If
this field is not specified
for a sub-nanespace, the
default registration rules
specified in Section 8.2

apply.

Ref erence to a docunent that
describes the registration,
if any (OPTIONAL). Miltiple
instances of this field are
al l owed, with one reference
each.

OPTI ONAL, see Section 8.2.2.
Mul tiple instances of this

March 2017
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WG nanes> | field are allowed, with one

| expert reviewer per- |
| instance. Leave this field

| blank when requesting a [
| registration. It will be |
| filled in by the Expert who |
I I

reviews the registration

<Notes fromthe
expert revi ew>

Expert
Revi ew Not es

| Expert reviewers may request |
| that some conments be [
| included with the |
| registration, e.g., [
| regarding security |
| considerations of the |
| registered extension. |

S Fom e e e e oo oo o mm e e e e e e e e e m oo oo +
| Status | 'Registered or | Status of the registration. |
| | ' Obsol eted | |
. e e e e e -- +
bsol eting <Ref er ence> Ref erence to a document, if

I I
Ref er ence | any, that obsoletes this |
| registration. Miltiple [
| instances of this field are
| allowed, with one reference
I I

each. (OPTI ONAL)

The 1 ANA should create a single GSS-APlI nanespace registry, or
multiple registries, one for synbolic nanes and one for constant

val ues, and/or it may create a registry per-progranmni ng | anguage, at
its convenience.

Entries in these registries should consist of all the fields from
their corresponding registration entries.

Entries should be sorted by: progranm ng | anguage, registration type,
obj ect type, and synbol nane/pattern

8. | ANA Consi der ations

This docunent deals with | ANA consi derations throughout.

Specifically it creates a single registry of various kinds of things,
though the I ANA nay instead create nultiple registries, each for one
of those kinds of things. O particular interest may be that | ANA
will now be the registration authority for the GSS-API nane type O D
space.
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8.1. Initial Namespace Registrations

Initial registry content corresponding to the itenms defined in

[ RFC2743], [RFC2744], [RFC2853], [RFC1964] and [ RFC4121] and others
will be supplied during the | ANA review portion of the RFC publishing
process. [[Note to RFC Editor: Delete the foll owi ng sentence before
publication:]] The KITTEN WG chairs MJST indicate that such content
has been reviewed by the W5 and that there is W5 consensus that the
entries are in agreenment with those RFCs.

8.1.1. Exanple registrations

In order to sanity check reconmended | ANA regi stration tenplates,
this section registers several entries.

e e e e e e oo oo o s m o e e e e e e e e e e e e e e e e e e e e e e me— oo oo +
| Registration Field | Possible Val ues |
oo oo e e e e e e e e e e e e e e e e e e e e meee—o - +
| Bi ndi ngs | C- bindings [
Fom e e e e e e e e oo o m e m e e e e e e e e e e e e e e e e e e e e e e e e mm e e am o +
| Registration type | Instance |
e e e e e e oo oo o s m o e e e e e e e e e e e e e e e e e e e e e e me— oo oo +
| Object Type | Function |
oo oo e e e e e e e e e e e e e e e e e e e e meee—o - +
| Synbol Name | gss_init_sec_context |
Fom e e e e e e e e oo o m e m e e e e e e e e e e e e e e e e e e e e e e e e mm e e am o +
| Binding of | GSS_Init_sec_context |
e e e e e e oo oo o s m o e e e e e e e e e e e e e e e e e e e e e e me— oo oo +
| Constant | NA |
| Val ue/ Range | |
Fom e e oo e e e e e e e e e e e e e e e e e eeo oo - +
| Description | Create a security context by initiator |
e m e e e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e me e aa oo +
| Registration Rules | NA [
o e e oo e e e e e e e e e e e e e e e e e eeee—o - +
| Reference | RFC 2744 [
Fom e e oo e e e e e e e e e e e e e e e e e eeo oo - +
| Expert Reviewer | Kitten WG |
e m e e e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e me e aa oo +
| Expert Review [ [
| Notes | |
oo oo e e e e e e e e e e e e e e e e e e e e meee—o - +
| Status | Registered |
Fom e e e e e e e e oo o m e m e e e e e e e e e e e e e e e e e e e e e e e e mm e e am o +
| Obsoleting | NA |
| Reference [ [
o e e oo e e e e e e e e e e e e e e e e e eeee—o - +
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Fom e e oo e e e e e e e e e e e e e e e e e eeo oo - +
| Registration Field | Possible Val ues |
e m e e e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e me e aa oo +
| Bi ndi ngs | C bindings [
o e e oo e e e e e e e e e e e e e e e e e eeee—o - +
| Registration type | Instance |
Fom e e oo e e e e e e e e e e e e e e e e e eeo oo - +
| Object Type | Function |
e m e e e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e me e aa oo +
| Synbol Nane | gss_accept_sec_context [
o e e oo e e e e e e e e e e e e e e e e e eeee—o - +
| Binding of | GSS Accept _sec_cont ext [
Fom e e oo e e e e e e e e e e e e e e e e e eeo oo - +
| Constant | NA |
| Val ue/ Range | |
e e e e e e oo oo o s m o e e e e e e e e e e e e e e e e e e e e e e me— oo oo +
| Description | Accept a security context frominitiator |
oo oo e e e e e e e e e e e e e e e e e e e e meee—o - +
| Registration Rules | N A |
Fom e e e e e e e e oo o m e m e e e e e e e e e e e e e e e e e e e e e e e e mm e e am o +
| Reference | RFC 2744 |
e e e e e e oo oo o s m o e e e e e e e e e e e e e e e e e e e e e e me— oo oo +
| Expert Revi ewer | Kitten WG |
oo oo e e e e e e e e e e e e e e e e e e e e meee—o - +
| Expert Review | |
| Notes | |
e m e e e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e me e aa oo +
| Status | Registered [
o e e oo e e e e e e e e e e e e e e e e e eeee—o - +
| Obsol eting | NA |
| Reference | |
Fom e e e e e e e e oo o m e m e e e e e e e e e e e e e e e e e e e e e e e e mm e e am o +
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e o m e e e e +
| Registration Field | Possible Val ues |
e m e e e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e me e aa oo +
| Bi ndi ngs | C bindings [
e o m e e e oeaoiiaoo-- +
| Registration type | Instance |
e e o m e e e e +
| Object Type | Context-Flag |
e m e e e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e me e aa oo +
| Synbol Nane | GSS_C DELEG FLAG [
e o m e e e oo +
| Binding of | deleg state or deleg req flag |
e o m e e e e e eeeao - +
| Constant | 1 |
| Val ue/ Range | |
e e e e e e oo oo o s m o e e e e e e e e e e e e e e e e e e e e e e me— oo oo +
Description On output (if set): Delegated credentials

I I
| are available via the delegated_cred_handle |
| parameter of GSS_Accept_sec_context. On |
| input (if set): Wth the call to |
| GSS_ Init_sec_context, delegate credentials |
| to the acceptor. [

o e e oo e e e e e e e e e e e e e e e e e eeee—o - +
| Registration Rules | N A |
Fom e e oo e e e e e e e e e e e e e e e e e eeo oo - +
| Reference | RFC 2744 |
e m e e e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e me e aa oo +
| Expert Reviewer | Kitten WG [
o e e oo e e e e e e e e e e e e e e e e e eeee—o - +
| Expert Review [ [
| Notes | |
Fom e e e e e e e e oo o m e m e e e e e e e e e e e e e e e e e e e e e e e e mm e e am o +
| Status | Registered |
e e e e e e oo oo o s m o e e e e e e e e e e e e e e e e e e e e e e me— oo oo +
| Obsol eting | NA |
| Reference | |
Fom e e oo e e e e e e e e e e e e e e e e e eeo oo - +

8.2. Registration Mintenance Cuidelines

St andards- Track RFCs can create new itens with any non-conflicting
Symbol Name/ Prefix value for this registry by virtue of |ESG approval
to publish as a Standards-Track RFC -- that is, w thout additional
expert review

St andards- Track RFCs can mark existing entries as obsolete, and can

even create conflicting entries if explicitly stated (the | ESG of
course, should review conflicts carefully, and may reject them.
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I ANA shall al so consider subm ssions fromindividuals, and via

I nformational and Experinmental RFCs, subject to Expert Review. |ANA
SHALL all ow such registrations if a) they are not conflicting, b)
provided that the registration is for object types other than

Cont ext-Fl ags, and c) subject to expert review Quidelines for
expert reviews are given bel ow.

8.2.1. Sub- Nanespace Synbol Pattern Matching

Sub- nanespace regi strations nust provide a pattern for matching
synbol s for which the sub-namespace’s registration rules apply. The
pattern consists of a string with the followi ng special tokens:

o ’'*', meaning "match any string."
o "%, neaning "match any nmechanismfanmly short-hand nane."
o "%", meaning "match any inplenmentor vanity short-hand nane."

For exanple, "GSS %n *" matches "GSS krb5 foo" since "krb5" is a
common short-hand for the Kerberos V GSS-API nmechani sm [ RFC1964] .

But "GSS %n *" does not match "GSS foo bar" unless "foo" is asserted
to be a short-hand for sone nmechani sm

8.2.2. Expert Reviews of Individual Subnissions

[[ The foll ow ng paragraph should be deleted fromthe docunent before
publication, as it will not age well. It should be noved to the
shepherding wite-up.]]

Expert review selection SHALL be done as follows. [If, at the tine
that the I ANA receives an individual subnmission for registration in
this registry, there are any | ETF Wrking G oups chartered to produce
GSS- APl -rel ated docunents, then the | ANA SHALL ask the chairs of such
Wes to be expert reviewers or to nanme one. |f there are no such Wss
at that tine, then the I ANA SHALL ask past chairs of the KITTEN WG
and the author/editor of this RFC to act as expert reviewers or nane
an alternate.

Expert reviewers of individual registration subnissions with

Regi stration Type == Sub-nanmespace shoul d check that the registration
request has a suitable description (which doesn't need to be
sufficiently detailed for others to inplement) and that the Synbol
Nanme/ Prefix is sufficiently descriptive of the purpose of the sub-
nanespace or reflective of the nane of the subnmitter or associated

conpany.

Expert reviewers of individual registration subnissions with
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Regi stration Type == Instance should check that the Synbol Nane falls
under a sub-namespace controlled by the submitter. Registration of
such entries which do not fall under such a sub-nanmespace may be

al | oned provided that they correspond to | ong existing non-standard
extensions to the GSS-API and this can be easily checked or
denmonstrated, otherwi se | ESG Protocol Action is REQU RED (see
previous section). Al so, reviewers should check that any
registration of constant values have a detailed description that is
suitable for other inplenmentors to reproduce, and that they don’'t
conflict with other usages or are otherw se dangerous in the
reviewers estimation.

Expert reviewers should review inpact on nechanisns, security and
interoperability, and may reject or annotate registrations which can
have mechani sminpact that requires | ESG protocol action. Consider
for exanple, new versions of GSS Init_sec_context() and/or

GSS _Accept _sec_context which have new i nput and/or output paraneters
whi ch inply changes on the wire or in behaviour that nmay result in
interoperability issues. A reviewer could choose to add notes to the
regi stration describing such issues, or the reviewer m ght conclude
that the danger to Internet interoperability is sufficient to warrant
rejecting the registration

8.2.3. Change Contro

Regi stered entries may be nmarked obsol eted using the same expert
review process as for registering new entries. Cbsoleted entries are
not, however, to be deleted, but nerely marked havi ng Obsol et ed
Status. Note that entries may be created as obsoleted to record the
fact that the given synbol (s) have been used before, even though
continued use of themis discouraged.

Regi stered entries may al so be updated in two other ways: additiona
ref erences, obsoleting references, and descriptions nay be added.

Al'l changes are subject to expert review, except for changes to
registrations in a sub-nanespace which are subject to the rul es of
the rel evant sub-nanespace. The submitter of a change request need
not be the same as the original submtter

Regi strations may be nodified by addition, but under no circunstance
may any fields be nodified except for the Status field or Contact
Address, or to correct for transcription errors in filing or
processing registration requests.

The 1 ANA SHALL add a field describing the date that a an addition or
nmodi fi cati on was nmade, and a description of the change.
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9.

10.

10.

10.

Security Considerations

General security considerations relating to I ANA registration
services apply; see [ RFC5226].

Al so, expert reviewers should | ook for and may docunment security
related i ssues with submtters’ GSS-API extensions, to the best of
the reviewers’ ability given the information furnished by the
submitter. Reviewers nmay add comments regarding their limted
ability to review a subm ssion for security problens if the submtter
is unwilling to provide sufficient docunentation.
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