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Abst r act

Thi s docunent defines extensions to the Kerberos protocol and the
GSS- APl Ker ber os nechani smthat enable a GSS-APlI Kerberos client to
exchange nessages with the KDC by using the GSS-API acceptor as a
proxy, encapsul ating the Kerberos nmessages inside GSS-API tokens.
Wth these extensions a client can obtain Kerberos tickets for
services where the KDC is not accessible to the client, but is
accessible to the application server.
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1. Introduction

When aut henticating using Kerberos V5, clients obtain tickets froma
KDC and present themto services. This nodel of operation cannot
work if the client does not have access to the KDC. For exanple, in
renote access scenarios, the client nust initially authenticate to an
access point in order to gain full access to the network. Here the
client may be unable to directly contact the KDC either because it
does not have an | P address, or the access point packet filter does
not allowthe client to send packets to the Internet before it

aut henticates to the access point. The Initial and Pass Through

Aut henti cation Using Kerberos (I AKERB) nechanismall ows for the use
of Kerberos in such scenarios where the client is unable to directly
contact the KDC, by using the service to pass nessages between the
client and the KDC. This allows the client to obtain tickets from
the KDC and present themto the service, as in nornmal Kerberos
operati on.

Recent advancenents in extendi ng Kerberos pernmit Kerberos
aut hentication to conplete with the assistance of a proxy. The
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Ker beros [ RFC4120] pre-authentication framework [ RFC6113] prevents

t he exposure of weak client keys over the open network. The Kerberos
support of anonymity [RFC6112] provides for privacy and further
complicates traffic analysis. The kdc-referrals option defined in

[ RFC6113] nmay reduce the nunber of nmessages exchanged whil e obtaining
a ticket to exactly two even in cross-real mauthentications.

Bui | di ng upon these Kerberos extensions, this docunent extends

[ RFC4120] and [ RFC4121] such that the client can communicate with the
KDC using a Generic Security Service Application ProgramInterface
(GSS- APl) [ RFC2743] acceptor as a nmessage-passing proxy. (This is
conpletely unrelated to the type of proxy specified in [ RFC4120].)
The client acts as a GSS-API initiator, and the GSS-APlI acceptor

rel ays the KDC request and reply nessages between the client and the
KDC, transitioning to normal [RFC4121] GSS-krb5 messages once the
client has obtained the necessary credentials. Consequently, |AKERB
as defined in this docunment requires the use of the GSS-API

The GSS- APl acceptor, when rel aying these Kerberos nmessages, is
call ed an | AKERB proxy.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. GSS- APl Encapsul ation

The GSS- APl mechani sm Obj ection Identifier (O D) for | AKERB is id-
ker ber os-i akerb

i d-kerberos-iakerb ::=
{ iso(1l) org(3) dod(6) internet(1l) security(5) kerberosV5(2)
i akerb(5) }

Al'l context establishnent tokens of | AKERB MJUST have the token
fram ng described in section 4.1 of [RFC4121] with the nechanism O D
bei ng id-kerberos-iakerb. MT inplenented an earlier draft of this
specification; details on howto interoperate with that

i mpl ementation can be found in Appendi x A

The client starts by constructing a ticket request, as if it is being
made directly to the KDC. |Instead of contacting the KDC directly,
the client encapsul ates the request nmessage into the output token of
the GSS Init_security context() call and returns

GSS_S CONTI NUE_NEEDED [ RFC2743], indicating that at |east one nore
token is required in order to establish the context. The output
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token is then passed over the application protocol for use as the

i nput token to the GSS Accept _sec_context() call in accordance with
GSS- API.  The GSS- APl acceptor extracts the Kerberos request fromthe
i nput token, |ocates the target KDC, and sends the request on behal f
of the client. After receiving the KDC reply, the GSS-API acceptor
then encapsul ates the reply nessage into the output token of
GSS_Accept _sec_context(). The GSS-APlI acceptor returns

GSS_S CONTI NUE_NEEDED [ RFC2743] indicating that at |east one nore
token is required in order to establish the context. The output
token is passed to the initiator over the application protocol in
accordance with GSS-API.

For all context tokens generated by the | AKERB nechani sm the

i nner Token described in section 4.1 of [RFC4121] has the foll ow ng
format: it starts with a two-octet token-identifier (TOKID), which
is followed by an | AKERB nessage or a Kerberos nessage.

Only one | AKERB specific nmessage, nanely the | AKERB_PROXY nessage, is
defined in this docunment. The TOK I D val ues for Kerberos nessages
are the same as defined in [ RFC4121].

Token TOK I D Val ue in Hex

| AKERB_PROXY 05 01

The content of the | AKERB PROXY nessage is defined as an | AKERB-
HEADER structure inmediately foll owed by a Kerberos nessage, which is
optional. The Kerberos nessage can be an AS-REQ an AS-REP, a TGS
REQ a TGS-REP, or a KRB-ERROR as defined in [ RFC4120].

| AKERB- HEADER : : = SEQUENCE {
-- Note that the tag numbers start at 1, not 0, which would
-- be nore conventional for Kerberos.

target-realm [1] UTF8Stri ng,
-- The nane of the target realm
cooki e [2] OCTET STRI NG OPTI ONAL,

-- Opaque data, if sent by the server,
-- MJST be copied by the client verbatiminto
-- the next | AKRB PROXY nessage.
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The | AKERB- HEADER structure and all the Kerberos nmessages MJST be
encoded using Abstract Syntax Notation One (ASN.1) Distinguished
Encodi ng Rul es (DER) [CCI TT. X680.2002] [ CClI TT. X690. 2002] .

The client fills out the | AKERB-HEADER structure as follows: the
target-real mcontains the real mnane the ticket request is addressed
to. In the initial message fromthe client, the cookie field is
absent. The client MAY send a conpletely enpty | AKERB_PROXY nessage
(consisting solely of the octets 05 01 and an | AKERB_HEADER wi t h
zero-length target-realm in order to query the Kerberos real mof the
acceptor, see Section 3.1. 1In all other cases, the client MJST
specify a target-realm This can be the realmof the client’s host,
if no other realminformation is available. client’s host.

Upon recei pt of the | AKERB_PROXY nessage, the GSS- APl acceptor
inspects the target-realmfield in the | AKERB HEADER, |ocates a KDC
for that realm and sends the ticket request to that KDC. The | AKERB
proxy MAY engage in fallback behavior, retransnmitting packets to a

gi ven KDC and/or sending the request to other KDCs in that realmif
the initial transm ssion does not receive a reply, as would be done
if the proxy was making requests on its own behal f.

The GSS- APl acceptor encapsul ates the KDC reply nessage in the
returned | AKERB nessage. It fills out the target real musing the
real msent by the client and the KDC reply nessage is included

i medi ately foll owi ng the | AKERB- HEADER header .

When the GSS- APl acceptor is unable to obtain an | P address for a KDC
inthe client’s realm it sends a KRB ERROR nessage with the code
KRB_AP_ERR | AKERB_ KDC NOT_FOUND to the client in place of an actua
reply fromthe KDC, and the context fails to establish. There is no
acconpanying error data defined in this document for this error code

KRB_AP_ERR | AKERB_KDC_NOT_FOUND 85
-- The | AKERB proxy could not find a KDC.

When the GSS- APl acceptor has an | P address for at |east one KDC in
the target realm but does not receive a response fromany KDC in the
realm (including in response to retries), it sends a KRB_ERROR
message with the code KRB_AP_ERR | AKERB KDC NO RESPONSE to the client
and the context fails to establish. There is no acconpanying error
data defined in this document for this error code

KRB_AP_ERR | AKERB_KDC_NO RESPONSE 86
-- The KDC did not respond to the | AKERB proxy.

The | AKERB proxy can send opaque data in the cookie field of the
| AKERB- HEADER structure in the server reply to the client, in order
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to, for exanple, mnimze the anount of state information kept by the
GSS- APl acceptor. The content and the encoding of the cookie field
is alocal matter of the | AKERB proxy. Wenever the cookie is
present in a token received by the initiator, the initiator MJST copy
the cookie verbatiminto its subsequent response tokens which contain
| AKERB_PROXY nessages.

The client and the server can repeat the sequence of sending and
recei ving the | AKERB nmessages as descri bed above for an arbitrary
nunber of nessage exchanges, in order to allowthe client to interact
with the KDC through the | AKERB proxy, and to obtain Kerberos tickets
as needed to authenticate to the acceptor.

Once the client has obtained the service ticket needed to
authenticate to the acceptor, subsequent GSS-APlI context tokens are
of type KRB_AP_REQ not | AKERB PROXY, and the client perforns the
client-server application exchange as defined in [ RFC4120] and

[ RFC4121] .

For inplenmentations conformng to this specification, both the

aut henti cat or subkey and the GSS_EXTS FI Nl SHED ext ensi on as defi ned
in Section 4 MIST be present in the AP-REQ authenticator. This
checksum provides integrity protection for the | AKERB nessages
previ ously exchanged, including the unauthenticated clear texts in
t he | AKERB- HEADER st ructure

If the pre-authentication data is encrypted in the long-term
passwor d- based key of the principal, the risk of security exposures
is significant. Inplenentations SHOULD utilize the AS REQ arnoring
as defined in [RFC6113] unless an alternative protection is depl oyed.
In addition, the anonynous Kerberos FAST option i s RECOMVENDED f or
the client to conplicate traffic anal ysis.

3.1. Enterprise principal nanes

The introduction of principal nane canonicalization by [ RFC6806]
created the possibility for a client to have a principal name (of
type NT-ENTERPRISE) for which it is trying to obtain credentials, but
no i nformati on about what realms KDC to contact to obtain those
credentials. A Kerberos client not using | AKERB woul d typically
resol ve the NT-ENTERPRI SE nane to a principal nane by starting from
the realmof the client’s host and finding out the true real mof the
enterprise principal based on referrals [ RFC6806] .

A client using | AKERB may not have any real minformation, even for
the realmof the client’s host, or may know that the client host’s
realmis not appropriate for a given enterprise principal nanme. In
such cases, the client can retrieve the real mof the GSS-APlI acceptor
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as follows: the client returns GSS_ S CONTI NUE_NEEDED wi th the out put
token contai ning an | AKERB nessage with an enpty target-realmin the
| AKERB- HEADER and no Kerberos nessage foll ow ng the | AKERB- HEADER
structure. Upon receipt of the real mrequest, the GSS-APlI acceptor
fills out an | AKERB_PROXY response nessage, filling the target-realm
field with the real mof the acceptor, and returns

GSS_S CONTI NUE_NEEDED with the output token containing the | AKERB
message with the server’s real mand no Kerberos nmessage follow ng the
| AKERB- HEADER header. The GSS-APlI initiator can then use the
returned real min subsequent | AKERB nessages to resolve the NT-
ENTERPRI SE nane type. Since the GSS-APlI acceptor can act as a

Ker beros acceptor, it always has an associ ated Kerberos realm

4. Finish Message

For inplenentations conformng to this specification, the

aut henti cator subkey in the AP-REQ MUST al way be present, and the
Exts field in the GSS-API authenticator [RFC6542] MJST contain an
ext ensi on of type GSS_EXTS FI NI SHED wi t h extension data containing
the ASN. 1 DER encoding of the structure KRB-FI Nl SHED.

GSS_EXTS_FI NI SHED 2
--- Data type for the | AKERB checksum

KRB- FI NI SHED : : = {
-- Note that the tag nunmbers start at 1, not 0O, which would be
-- nore conventional for Kerberos.
gss-nmic [1] Checksum
-- Contains the checksum [ RFC3961] of the GSS-API tokens
-- exchanged between the initiator and the acceptor,
-- and prior to the containing AP_REQ GSS- APl token.
-- The checksumis performed over the GSS-API tokens
-- exactly as they were transmitted and received,
-- in the order that the tokens were sent.

The gss-mic field in the KRB-FI Nl SHED structure contains a Kerberos
checksum [ RFC3961] of all the preceding context tokens of this GSS-
APl context (including the generic token fram ng of the GSSAPI - Token
type from[RFC4121]), concatenated in chronol ogical order (note that
GSS- APl context token exchanges are synchronous). The checksum type
is the required checksumtype of the enctype of the subkey in the
aut henticator, the protocol key for the checksum operation is the
aut henti cat or subkey, and the key usage nunmber is KEY_USAGE_FI NI SHED.

KEY_USAGE_FI NI SHED 41
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The GSS- APl acceptor MJUST then verify the checksum contained in the
GSS_EXTS _FI NI SHED extension. This checksum provides integrity
protection for the nmessages exchanged incl udi ng the unauthenti cated
clear texts in the | AKERB- HEADER st ruct ure.

5. Addresses in Tickets

In I AKERB, the machi ne sending requests to the KDC is the GSS-API
acceptor and not the client. As a result, the client should not
include its addresses in any KDC requests for two reasons. First,
the KDC may reject the forwarded request as being fromthe wong
client. Second, in the case of initial authentication for a dial-up
client, the client machi ne may not yet possess a network address.
Hence, as allowed by [ RFC4120], the addresses field of the AS-REQ and
TGS- REQ request s SHOULD be bl ank

6. Security Considerations

The | AKERB proxy is a man-in-the-niddle for the client’s Kerberos
exchanges. The Kerberos protocol is designed to be used over an
untrusted network, so this is not a critical flaw, but it does expose
to the I AKERB proxy all information sent in cleartext over those
exchanges, such as the principal nanes in requests. Since the
typical usage involves the client obtaining a service ticket for the
service operating the proxy, which will receive the client principa
as part of normal authentication, this is also not a serious concern
However, an | AKERB client not using an arnmored FAST channel [RFC6113]
sends an AS REQ with pre-authentication data encrypted in the |ong-
term keys of the user, even before the acceptor is authenticated.
This subjects the user’s long-termkey to an offline attack by the
proxy. To nmitigate this threat, the client SHOULD use FAST [ RFC6113]
and its KDC authentication facility to protect the user’s
credenti al s.

Sinmlarly, the client principal nanme is in cleartext in the AS and
TGS exchanges, whereas in the AP exchanges enbedded in GSS cont ext
tokens for the regular krb5 mechanism the client principal name is
present only in encrypted form Thus, nore information is exposed
over the network path between initiator and acceptor when | AKERB is
used than when the krb5 nmechanismis used, unless FAST arnor is

enpl oyed. (This information would be exposed in other traffic from
the initiator when the krb5 nmech is used.) As such, to conplicate
traffic analysis and provide privacy for the client, the client
SHOULD request the anonynous Kerberos FAST option [ RFC6113].

Simlar to other network access protocols, | AKERB all ows an

unaut henticated client (possibly outside the security perineter of an
organi zation) to send nessages that are proxied to servers inside the
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perimeter. To reduce the attack surface, firewall filters can be
applied to restrict fromwhich hosts client requests can be proxied,
and the proxy can further restrict the set of realns to which
requests can be proxied.

In the intended use scenario, the client uses the proxy to obtain a
TGT and then a service ticket for the service it is authenticating to
(possi bly preceeded by exchanges to produce FAST arnor). However,
the protocol allows arbitrary KDC-REQs to be passed through, and
there is no limt to the nunber of exchanges that nmay be proxied.

The client can send KDC-REQs unrelated to the current authentication
and obtain service tickets for other service principals in the

dat abase of the KDC being contacted.

In a scenario where DNS SRV RR's are being used to | ocate the KDC

| AKERB i s being used, and an external attacker can nodify DNS
responses to the | AKERB proxy, there are several counterneasures to
prevent arbitrary nmessages from being sent to internal servers

1. KDC port numbers can be statically configured on the | AKERB
proxy. In this case, the nmessages will always be sent to KDC s.
For an organi zation that runs KDC's on a static port (usually
port 88) and does not run any other servers on the sanme port,
this counterneasure would be easy to admi nister and shoul d be
effective.

2. The proxy can do application | evel sanity checking and filtering.
This counterneasure should elimnate nany of the above attacks.

3. DNS security can be deployed. This counterneasure is probably
overkill for this particular problem but if an organization has
al ready depl oyed DNS security for other reasons, then it m ght
make sense to leverage it here. Note that Kerberos could be used
to protect the DNS exchanges. The initial DNS SRV KDC | ookup by
the proxy will be unprotected, but an attack here is at nost a
deni al of service (the initial |ookup will be for the proxy’s KDC
to facilitate Kerberos protection of subsequent DNS exchanges
between itself and the DNS server).
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8.

10.

10.

Assi gned Nunbers

The value for the error code KRB _AP_ERR | AKERB KDC NOT_FOUND i s 85.
The value for the error code KRB_AP_ERR | AKERB_ KDC NO RESPONSE i s 86.
The key usage number KEY_USACE_FI NI SHED is 41.

The key usage nunber KEY_USAGE | AKERB_FI NI SHED i s 42.

| ANA Consi derati ons

I ANA is requested to nake a nodification in the "Kerberos GSS-API
Token Type ldentifiers" registry.

The following data to the table:

Fom e e o TS +
| ID | Description | Reference |
Fomm oo - B s +
| 05 01 | I AKERB_PROXY | [TH S RFC] |
Fom oo - S Fom e e o +
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Appendi x A.  Interoperate with Previous MT version

MT inplemented an early draft version of this document. This
section gives a nmethod for detecting and interoperating wi th that

ver si on.

Initiators behave as foll ows:
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o If the first acceptor token begins with generic token fram ng as
described in section 3.1 of [RFC2743], then use the protocol as
defined in this docunent.

o If the first acceptor token is missing the generic token fram ng
(i.e., the token begins with the two-byte token ID 05 01), then

* \When creating the finish nmessage, the value of one (1) should
be used in place of GSS_EXTS_FI NI SHED.

* \When conputing the checksum the val ue of
KEY_USACE_| AKERB_FI NI SHED shoul d be used in place of
KEY_USAGE_FI NI SHED.

KEY_USACE_| AKERB_FI NI SHED 42

Acceptors behave as foll ows:

0 After the first initiator token, allowinitiator tokens to onit
generic token franming. This allowance is required only for
| AKERB_PROXY nessages (those using token ID 05 01), not for tokens
defined in [ RFC4121].

o |f the AP-REQ authenticator contains an extension of type 1
contai ning a KRB-FI Nl SHED nessage, then process the extension as
if it were of type GSS _EXTS FI Nl SHED, except with a key usage of
KEY_USACE_| AKERB_FI Nl SHED (42) instead of KEY_USAGE _FI Nl SHED (41).
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