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Abstract

The Incident Object Description Exchange Fornmat (1 ODEF) provides a
Ref erence class used to reference external entities (such as
enuneration identifiers). However, the nmethod of external entity
identification has been left unstructured. This docunent describes a
met hod to provide structure for referencing external entities for the
| ODEF Reference class and thus updates | ODEF s Ref erenceName
(RFC5070) .

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htm
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docunment authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document nmay not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages other
than Engli sh.
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1 Introduction

There is an identified need to specify a format to include rel evant
enuneration values in an | ODEF docunent. It is anticipated that this
requirenent will exist in other standardization efforts within
several | ETF Wrking Groups, but the scope of this docunent pertains
solely to | ODEF [| ODEF].

1.1 Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Referencing External Enunerations

The need is to place enuneration identifiers and their references in
| ODEF [I ODEF]’' s Reference class. There are several ways to
acconplish this goal, but the nbst appropriate at this point is to
require a specific format for the ReferenceNane string of the | ODEF
[ ODEF] Reference class, and use an | ANA registry to nmanage the
resulting reference fornats.

| [ <> --------- [ ReferenceNane ]
| | <>--{0..*}--[ URL
| | <>--{0..*}--[ Description ]

FIGURE 1: | ODEF [| ODEF] Reference C ass

Per | ODEF [1 ODEF] the ReferenceNane is of type ML_STRING This
beconmes probl ematic when specific references, especially enumerations
such as CVE [CVE], CCE [CCE], CPE [CPE] and so on, are referenced -
how is an inplenenter to know which type of reference this is, and
thus how to parse it? One solution, presented here, is to require
that ReferenceNane follow a particular format.

I nclusi on of such enunerations, especially those related to security
automation, is inportant to incident communication and investigation.
Typically, an enunmeration identifier is sinply an identifier with a
specific format as defined by an external party.

2.1 Reference Nane For nat
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The Reference Nane Format uses XM. to provide the structure for
enunmeration identification, and requires that a specific |Index be
associated with the ID. An inplenenter can ook up the ID type (as
referenced by the Index) in the ANA table (see Section 4) to
understand how the IDis structured. The Index field in the XM
unanbi guously indicates which | ANA registry entry is to be used to
correctly reference the enuneration specification, which avoids
interpretation of version strings that may have specification-
specific formats.

<Ref erence>
<Ref er enceNane>
<l ndex>1</ | ndex>
<| D>CXI - 1234- XYZ</ | D>
</ Ref er enceNane>
<URL>ht t p: // cxi . exanpl e. conx/ URL>
<Descri pti on>Foo</ Descri pti on>
</ Ref er ence>

LI STING 1: Exanple Use of | ODEF Enumerati on Reference Format
Information in the 1 ANA table (see Section 4) would incl ude:

Full Name: Concept X ldentifier

I ndex: 1

Versi on: any

Specification URI: http://cxi.exanple.conm spec_url

2.3 Reference Method Applicability

Whil e the scope of this docunment pertains to | ODEF [I ODEF], it
shoul d be readily apparent that any standard needing to reference
an enuneration identified by a specially formatted string can use
this method of providing structure after the standard has been
published. In effect, this nethod provides a standardi zed
interface for enunerations, thus allowing a | oose coupling between
a given standard and the enuneration identifiers it needs to
reference now and in the future.
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3 Security Considerations

Producers of | ODEF [| ODEF] content SHOULD be careful to ensure a
proper nmappi ng of enuneration reference ID elenents to the correct
I ndex. Potential consequences of not mapping correctly include

i naccurate information references and simlar distribution of

m si nformati on.

Use of enuneration reference IDs fromtrusted sources SHOULD be
preferred by inplenmenters to mtigate the risk of receiving and/or
providing nmisinformation. Trust decisions with respect to
enuneration reference providers is beyond the scope of this
docunent .

In sone cases it mght be possible for a third-party to host
content associated with an enuneration reference ID. In such a
circunstance, trust SHOULD extend fromthe origin of the
enuneration reference IDto the third-party, effectively making
the third-party a trusted third-party in the context of providing
a particular set of enunmeration reference |Ds.

4 | ANA Consi derations

Thi s docunment specifies an identifier format for the | ODEF [ | ODEF]
Ref erenceNanme string of the Reference class.

This meno creates the following registry for | ANA to nanage:
Nane of the Registry: "Enuneration Reference Type ldentifiers"
Fields to record in the registry:

Ful | Nanme: The full nane of the enuneration as a string from
the printable ASCI| character set.

Abbrevi ati on: An abbreviation may be an acronym- it consists
of upper-case characters (at |east two, upper-case is used to
avoid m smatches due to case differences), as specified by this
ABNF [ RFC5234] synt ax:

ABBREVI ATI ON = 2*UC- ALPHA ; At least two
UC- ALPHA = 9% 41- 5A y A-Z

Multiple registrations MAY use the sane Abbreviation but
MJUST have different Versions.

Index: This is an | ANA-assigned positive integer that
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identifies the registration. The first entry added to this
registry uses the value 1, and this value is incremented for
each subsequent entry added to the registry.

Version: The version of the enuneration as a free-formstring
fromthe printable ASCI| character set excepting white space

Specification URI: A list of one or nore URIs [ RFC3986] from
which the registered specification can be obtained. The

regi stered specification MIST be readily and publicly avail able
fromthat URI. The URI SHOULD be a stable reference to a
specific version of the specification. URIs that designate the
| atest version of a specification (which changes when a new
versi on appears) SHOULD NOT be used.

Initial registry contents: None.

Al'l ocation Policy: Specification Required [ RFC5226] (which inplies
Expert Revi ew [ RFC5226]).

The Designated Expert is expected to consult with the MLE (Managed

I nci dent Li ghtwei ght Exchange) working group or its successor if any
such WG exists (e.g., via email to the working group’s mailing list).
The Designated Expert is expected to review the request and validate
the appropriateness of the enuneration for the attribute. If a
specification is associated with the request, it MJST be revi ewed by
t he Designated Expert.

The Designated Expert is expected to ensure that the Full Nane,
Abbrevi ati on and Version are appropriate and that the infornmation at
the Specification URI is sufficient to unanbi guously parse
identifiers based on that specification. Additionally, the Designated
Expert shoul d prefer short Abbreviations over |ong ones.
5 | ODEF XM. Schema Changes

The changes to the | ODEF [| ODEF] schenm are detailed below Note
that in addition to the el enent changes described bel ow, certain
attributes of the xs:schema element in the schema docunent should be
updated, as well as certain information in the docunent class.
The xs:schenma attributes are updated as foll ows:

t ar get Nanespace="urn:ietf: params: xm : ns:iodef-1.01"

xm ns="urn:ietf:parans: xm :ns:iodef-1.01"

xm ns:iodef="urn:ietf:parans: xm :ns:iodef-1.01"
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The | ODEF- Docunent el ement description is updated to have a fixed
version of "1.01" instead of "1.00", such that:

<xs: el enent nanme="1| ODEF- Document " >
<xs: conpl exType>
<Xs: sequence>
<xs: el enent ref="iodef:Incident" naxOccurs="unbounded"/>
</ xs: sequence>
<xs:attribute name="version" type="xs:string" fixed="1.00"/>
<xs:attribute name="I| ang" type="xs:|anguage" use="required"/>
<xs:attribute name="fornmatid" type="xs:string"/>
</ xs: conpl exType>
</ xs: el ement >

I s changed to:

<xs: el enent nanme="1| ODEF- Document " >
<xs: conpl exType>
<XS:sequence>
<xs: el enent ref="iodef:|ncident" maxQccur s="unbounded"/>
</ xs: sequence>
<xs:attribute nanme="version" type="xs:string" fixed="1.01"/>
<xs:attribute name="I| ang" type="xs:|anguage" use="required"/>
<xs:attribute name="fornmatid" type="xs:string"/>
</ xs: conpl exType>
</ xs: el emrent >

The ReferenceNane el enent is updated by replacing the following Iine
in the 1.00 schena:

<xs: el enent name="Ref erenceNanme" type="iodef: M.StringType"/>
Wt h:

<xs: el enent name="Ref erenceNane" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="1ndex" type="xs:integer"/>
<xs: el enent nanme="1D" type="xs: NCNane"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

LI STING 2: | ODEF Enunerati on Reference Format Schema Changes
This change to the | ODEF [| ODEF] schenma nay cause interoperability

i ssues depending on tool inplenentation. |If strict schema validation
is used by a 1.00 tool when parsing an inconmi ng | ODEF [| ODEF] 1.01

Adam W Mbntville Expi res Decenber 22, 2014 [ Page 7]



| NTERNET DRAFT | ODEF Enuner ati on Reference Fornmat June 20, 2014

docunent, the el enents under ReferenceNane nay not be understood and
could cause errors. |If strict schema validation is not used when
parsing an incomng | CDEF [| ODEF] 1.01 docunent with a 1.00 tool, the
el ements under ReferenceNane should sinply be present in the object
nodel , but this may | ead to unpredictable results.

I mpl enenters are encouraged to update their code to handl e the | ODEF
[ ODEF] 1.00 schema and the 1.01 schemas explicitly to avoid any
unhandl ed exceptions that may occur when a 1.00 inplenentation
attenpts to parse a 1.01 docunent.
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