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Abst ract

Source routed tunnel stacking is a technique that can be | everaged to
provide a nethod to steer a packet through a controlled set of
segnments. This can be applied to the Multi Protocol Label Sw tching
(MPLS) data plane. Entropy label (EL) is a technique used in MPLS to
i mprove | oad bal ancing. This docunent exam nes and describes how ELs
are to be applied to source routed stacked tunnels.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 28, 2015.
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1. I nt roducti on

The source routed stacked tunnels paradigmis |everaged by techni ques
such as Segnent Routing (SR) [I-D.filsfils-spring-segnent-routing] to
steer a packet through a set of segnents. This can be directly
applied to the MPLS data plane, but it has inplications on | abel
stack depth.

Clarifying statenents on | abel stack depth have been provided in

[ RFC7325] but they do not address the case of source routed stacked
MPLS tunnels as described in [I-D.gredler-spring-npls] or
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[I-D.filsfils-spring-segnent-routing] where deeper |abel stacks are
nmore preval ent.

Entropy | abel (EL) [RFC6790] is a technique used in the MPLS data

pl ane to provide entropy for |oad bal ancing. Wen using LSP

hi erarchies there are inplications on how [ RFC6790] shoul d be
applied. One such issue is addressed by
[1-D.ravisingh-npls-el -for-seam ess-npls] but that is when different
| evel s of the hierarchy are created at different LSRs. The current
docunent addresses the case where the hierarchy is created at a
single LSR as required by source stacked tunnels.

A use-case requiring load balancing with source stacked tunnels is
given in Section 3. A reconmended solution is described in Section 4
keeping in consideration the linmtations of inplenentations when
appl yi ng [ RFC6790] to deeper |abel stacks. Options that were
considered to arrive at the recommended sol ution are docunented for
hi storical purposes in Section 5.
1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
Al t hough this document is not a protocol specification, the use of
this language clarifies the instructions to protocol designers
produci ng solutions that satisfy the requirenments set out in this
docunent .
2. Abbreviations and Term nol ogy

EL - Entropy Label

ELI - Entropy Label ldentifier

ELC - Entropy Label Capability

SR - Segment Routing

ECMP - Equal Cost Milti Paths

MPLS - Ml tiprotocol Label Switching

SID - Segnent ldentifier

RLD - Readabl e Label Depth
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3.

QAM - (peration, Adm nistration and Mintenance
Use-case for nultipath | oad bal ancing in source stacked tunnels

Source stacked tunnel s have several use-cases, one of which is
service chaining [I-D.filsfils-spring-segnent-routing-use-cases].
Consi der the service-chaining network in Figure 1 that has MPLS as
the data plane. The requirenent of the use-case is to create a LSP
fromsource LSR S, apply the services S1, S2 and finally term nate
the LSP at destination LSR D. Local |oad balancing is required
across the parallel links between P1 and S1. Local |oad balancing is
al so required between the ECW paths from Sl to S2 i.e., between the
pat hs S1-P1-P2-P3-S2 and Sl1-P1-P2-P4-S2. Segnent routing can be used
to achieve this. A segnent to Sl is stacked above the segnent to S2
which in turn is stacked above the segment to D. Labels for service
instructions are also inserted in the stack at appropriate depths so
that services S1 and S2 are executed. To achieve local |oad

bal ancing the SIDs of specific interfaces is not specified. Since
entropy label is a standardi zed [ RFC6790] mnechani sm defined for MPLS
it can be adapted to the case of source stacked tunnels. Miltiple
ways to apply entropy | abels exist and a reconmended solution is
described in Section 4 and all the options considered are listed in
Section 5 along with their tradeoffs. W denote SN to be the node
SID of LSR N and SN{L1,L2,...} to denote the SID of the adjacency for
the set for links {L1,L2,...} of LSR N and S-SvcN to denote the SID
for a service at service LSR N. The | abel stack that the source LSR
S uses for the LSP can be <SS1, S-SvcSl, SS2, S-SvcS2, SD> or <SP1,
SP1{L1, L2}, S-SvcSl, SS2, S-SvcS2, SD-.
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4.
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S=Source LSR, D=Destination LSR, Sl1, S2=service-LSRs, L1, L2=links,
P1, P2, P3, PA=Transit LSRs

Figure 1: Service chaining use-case
Recomended EL sol ution for SPRI NG
The sol ution described in this section follows [RFC6790].

An LSR may have a limtation in its ability to read and process the

| abel stack in order to do nmultipath load balancing. This limtation
expressed in terms of the nunber of |abel stack entries that the LSR
can read is henceforth referred to as the Readabl e Label Depth (RLD)
capability of that LSR If an EL does not occur within the RLD of an
LSR in the | abel stack of the MPLS packet that it receives, then it
woul d I ead to poor |oad balancing at that LSR The RLD of an LSR is
a characteristic of the forwarding plane of that LSR s inplenentation
and determining it is outside the scope of this docunent.

In order for the EL to occur within the RLD of LSRs al ong the path
corresponding to a | abel stack, nultiple <ELI, EL> pairs MAY be
inserted in the |abel stack as long as the | abels bel ow which they
are inserted are entropy | abel capable. The LSR that inserts <ELI
EL> pairs MAY have linitations on the nunber of such pairs that it
can insert and also the depth at which it can insert them |[|f due to
any limtation, the inserted ELs are at positions such that an LSR
al ong the path receives an MPLS packet wi thout an EL in the |abe
stack within that LSR s RLD, then the | oad bal anci ng perforned by
that LSR woul d be poor. Special attention should be paid when a
forwardi ng adj acency LSP (FA-LSP) [ RFC4206] is used as a link along
the path of a source stacked LSP, since the |labels of the FA-LSP
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5.

5.

woul d additionally count towards the depth of the | abel stack when
calculating the appropriate positions to insert the ELs. The
recomendations for inserting <ELI, EL> pairs are:

0 An LSRthat is limted in the nunber of <ELI, EL> pairs that it
can insert SHOULD insert such pairs deeper in the stack

0 An LSR SHOULD try to insert an <ELI, EL> pair within the RLD of
t he maxi num nunber of LSRs along the path as it can

0 An LSR SHOULD try to insert the m ni mum nunber of such pairs while
trying to satisfy the above criteria.

A sample algorithmto insert ELs is shown bel ow. |nplenentations can
choose any algorithmas long as it follows the above recommendati ons.

Initialize the current EL insertion point to the
bottommost |abel in the stack that is EL-capable
whi |l e | ocal -node can push nore | abels OR
top of stack has been reached {
insert an ELI+EL at current insertion point
nmove insertion point up until current EL is out of RLD
AND
insertion point is EL-capable
set current insertion point to new insertion point

Figure 2: Algorithmto insert <ELI, EL> pairs in a |label stack

The RLD can be advertised via protocols and those extensions would be
described in a separate docunent.

The recomendati ons above are not expected to bring any additional
OAM consi derati ons beyond those described in section 6 of [ RFC6790].
However, the OAMrequirenents and solutions for source stacked
tunnels are still under discussion and future revisions of this
docunent will address those if needed.

Options consi dered
1. Single EL at the bottom of the stack of tunnels

In this option a single EL is used for the entire | abel stack. The
source LSR S encodes the entropy | abel (EL) bel ow the | abels of al
the stacked tunnels. In Figure 1 |abel stack at LSR S woul d | ook
like <SP1, SS1, S-SvcSl, SS2, S-SveS2, SD, ELI, EL> <renmining packet
header>. Note that the notation in [RFC6790] is used to describe the
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| abel stack. An issue with this approach is that as the | abel stack
grows due an increase in the nunber of SIDs, the EL correspondi ngly
goes deeper in the |label stack. As a result, internediate LSRs (such
as Pl) that have to walk the |label stack at least until the EL (if
found) to performload bal anci ng deci si ons have to access a | arger
number of bytes in the packet header when meki ng forwarding
decisions. A |oad bal anced network design using this approach nust
ensure that all intermediate LSRs have the capability to traverse the
maxi mum | abel stack depth in order to do effective | oad bal anci ng.
The use-case for which the tunnel stacking is applied would determne
the maxi mum | abel stack depth.

In the case where the hardware is capabl e of pushing a single <ELI
EL> pair at any depth, this option is the sane as the recomended
solution in Section 4.

This option was di scounted since there exist a nunber of hardware

i mpl emrent ati ons whi ch have a | ow maxi nrum r eadabl e | abel dept h.
Choosing this option can lead to a | oss of |oad-bal ancing using EL in
a significant part of the network but that is a critical requirenent
in a service provider network

5.2. An EL per tunnel in the stack

In this option each tunnel in the stack can be given its owmn EL. The
source LSR pushes an <ELI, EL> before pushing a tunnel |abel when

| oad balancing is required to direct traffic on that tunnel. For the
same Figure 1 above, the source LSR S encoded | abel stack woul d be
<SS1, ELI, EL1, S-SvcSl, SS2, ELI, EL2, S-SvcS2, SD> where all the
ELs can have the same value. Accessing the EL at an internmediate LSR
i s i ndependent of the depth of the label stack and hence independent
of the specific use-case to which the stacked tunnels are applied. A
drawback is that the depth of the |abel stack grows significantly,
alnost 3 times as the nunber of labels in the |abel stack. The

net wor k desi gn shoul d ensure that source LSRs should have the
capability to push such a deep | abel stack. Also, the bandw dth
overhead and potential MIU issues of deep |abel stacks should be
accounted for in the network design.

In the case where the RLD is the mininmnumvalue (3) for all LSRs, al
LSRs are EL capable and the LSR that is inserting <ELI, EL> pairs has
no linmt on how many it can insert then this option is the same as
the recomended solution in Section 4.

This option was di scounted due to the existence of hardware

i npl ementations that can push a limted nunber of |abels on the | abe
stack. Choosing this option would result in a hardware requirenent
to push two additional |abels per tunnel label. Hence it would
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restrict the nunber of tunnels that can forma LSP and constrain the
types of LSPs that can be created. This was considered unacceptabl e.

5.3. A re-usable EL for a stack of tunnels

In this option an LSR that terninates a tunnel re-uses the EL of the
term nated tunnel for the next inner tunnel. It does this by storing
the EL fromthe outer tunnel when that tunnel is termnated and re-
inserting it below the next inner tunnel |abel during the |abel swap
operation. The LSR that stacks tunnels SHOULD i nsert an EL bel ow the
outernost tunnel. It SHOULD NOT insert ELs for any inner tunnels.

Al so, the penultimate hop LSR of a segment MJST NOT pop the ELI and
EL even though they are exposed as the top |abels since the

term nating LSR of that segnent would re-use the EL for the next
segnent .

For the sane Figure 1 above, the source LSR S encoded | abel stack
woul d be <SS11, ELI, EL, S-SvcSl, SS2, S-SvcS2, SD>. At Pl the

out goi ng | abel stack would be <SS1, ELI, EL, S-SvcSl, SS2, S-SvcS2
SD> after it has |oad bal anced to one of the links L1 or L2. At S1
the outgoing | abel stack would be <SS2, S-SvS2, ELI, EL, SD>. At P2
the outgoing | abel stack would be <SS2, ELI, EL, S-SvcS2, SD> and it
woul d | oad bal ance to one of the nexthop LSRs P3 or P4. Accessing
the EL at an internediate LSR (e.g. P3) is independent of the depth
of the I abel stack and hence i ndependent of the specific use-case to
whi ch the stacked tunnels are applied.

This option was discounted due to the significant change in | abe
swap operations that would be required for existing hardware.

5.3.1. EL at top of stack

A slight variant of the re-usable EL option is to keep the EL at the
top of the stack rather than below the tunnel label. 1In this case
each LSR that is not terminating a segnent should continue to keep
the received EL at the top of the stack when forwardi ng the packet
along the segnment. An LSR that terminates a segnment should use the
EL fromthe term nated segnent at the top of the stack when
forwardi ng onto the next segment.

This option was di scounted due to the significant change in | abe
swap operations that would be required for existing hardware.

5.4. ELs at readabl e | abel stack depths
In this option the source LSR inserts ELs for tunnels in the | abe

stack at depths such that each LSR al ong the path that nust | oad
bal ance is able to access at |east one EL. Note that the source LSR
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9.

1.

may have to insert multiple ELs in the | abel stack at different
depths for this to work since internediate LSRs may have differing
capabilities in accessing the depth of a | abel stack. The | abe

stack depth access value of internediate LSRs nust be known to create
such a | abel stack. How this value is determ ned is outside the
scope of this docunent. This value can be advertised using a
protocol such as an IGP. For the same Figure 1 above, if LSR P1
needs to have the EL within a depth of 4, then the source LSR S
encoded | abel stack would be <SS1, S-SvcSl, ELI, EL2, SS2, SD> where
all the ELs would typically have the sane val ue

In the case where the RLD has different values along the path and the
LSR that is inserting <ELI, EL> pairs has no linmit on how many pairs
it can insert, and it knows the appropriate positions in the stack
where they should be inserted, then this option is the same as the
recomrended sol ution in Section 4.

A variant of this solution was sel ected which bal ances the nunber of
| abel s that need to be pushed agai nst the requirenment for entropy.
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