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Abst ract

In | EEE 802.11 Wreless Local Area Network (W.AN) architecture, in
order to satisfy the scalability requirenent, custoner data franes
are desired to be distributed to an endpoint as Access Router(AR)
different fromthe Access Controller (AC). For tunneling the data
franmes, there are many known alternate tunnel technol ogi es can be
used, such as IP-GRE, |P-in-1P, CAPWAP, L2TP/L2TPv3, etc. To assist
a WIP to set up the alternate tunnels for data plane, this docunent
ext ends the CAPWAP nessage el enents.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Control and Provisioning of Wrel ess Access Poi nts ( CAPWAP)

([ RFC5415], [RFC5416]) defines CAPWAP tunnel node which can be used
to encapsul ate data frames and control /managenent frames of a station
bet ween the Wrel ess Transm ssion Point (WIP) and the Access
Controller (AC). The custoner data traffic on WIP can be either
locally bridged or tunneled to the AC. |In practice, operators who
have depl oyed | arge nunbers of WIPs desire to distribute the data
traffic to a different entity (e.g., Access Router) rather than the
AC for redundancy reasons. The architecture for tunneling W.AN user
data frames to ARs is defined in [I-D.ietf-opsawg-capwap-alt-tunnel]
and shown in Figure 1.

Tunnel to AR

+-- - - - + ( ) S +
| WIP | ======+Internet + | Access Rout er (AR)
e + (. } T +
w.oo
\\ ( ) CAPWAP R S — +
++==| nt er net + | AC |
I ( ) R +
M
e +H/l ( ) - +
| WIP | ====+Internet + | Access Router |
+=====+ ( _________ } B +

Tunnel to AR
Figure 1: Centralized Control with Distributed Data

How the WIP can be configured with this alternate tunnel is already
defined in [I-D.ietf-opsawg-capwap-alt-tunnel]. However,
[I-D.ietf-opsawg- capwap-alt-tunnel] specifies only the generic
contai ner of the extensi on CAPWAP nessage el enents used for this
alternate tunnel (see Figure 2). The nessage elenents infornmation
rely on a binding specification for a particular alternate tunne
protocol, such as GRE, IP-in-1P, CAPWAP, L2TP/L2TPv3 etc. This
speci fication defines the binding specific CAPWAP nessage el enents
for using the different alternate tunnel protocols, one for each
alternate tunnel protocol. Different Alternate Tunnel sub-nessage
el ements are defined
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0 1 2 3
01234567890123456789012345678901
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[ Tunnel - Type [ Info El enent Length [
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[ I nfo El enent
B e o e e e e s

Figure 2: Alternate Tunnel Encapsul ati ons Type
2. Data Frame Alternate Tunnel in WAN
2.1. CAPWAP

When the WIP joins the AC, it should indicate its alternate tunne
encapsul ati on capability and the CAPWAP protocol should be one
option. |If the CAPWAP encapsul ation is selected by the AC and
configured by the ACto the WIP, the Info Elenent field of the
generic encapsul ati on shown in Figure 2 should contain the foll ow ng
i nformati on:

0 Access Router Infornmation: |1Pv4 address or | Pv6 address or Fully
Qualified Donmain Nane (FQDN), which includes the Access Router
informati on with which the WIP can associated for tunneling the
user traffic.

0 Tunnel DTLS Policy: The CAPWAP protocol allows optional protection
of data packets using DILS. Use of data packet protection on a
WP is deternined by the associated AC policy. Wen the AC
determines the DILS is utilized, the D bit should be set.

O herwi se, clear data packets will be encapsul ated (see
[ RFC5415]).

o | EEE 802. 11 Tagging Mode Policy: It is used to specify how the
CAPWAP data channel packet are to be tagged for QoS purposes (see
[ RFC5416] ) .

o CAPWAP Transport Protocol: The CAPWAP protocol supports both UDP
and UDP-Lite (see [RFC3828]). Wen run over [Pv4, UDP is used for
the CAPWAP data channels. When run over |Pv6, the CAPWAP data
channel may use either UDP or UDP-lite.

The message el ement structure for CAPWAP encapsul ation is shown in
Fi gure 3:
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2

2

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Tunnel - Type=0 [ Info El enent Length [
B e i T i i S S R S S e i et ot E S S e S e s S
Access Router |Information Sub-El enent
R e R e i i o i B S O e e e i i b NI R D S R S S o S e o
Tunnel DTLS Policy Sub-El enent

B o o ks s S S e i el T R e S S e o o o o o =
| EEE 802. 11 Taggi ng Mbde Policy Sub-El enent .

e e e e e e e e e A e e e e b e e b e e e e e e e e e e A e e et
CAPWAP Transport Protocol Sub-El enent

R e R e i i o i B S O e e e i i b NI R D S R S S o S e o

Figure 3: Alternate Tunnel Encapsul ation - CAPWAP
L2TP

Layer Two Tunneling Protocol (L2TP) can pass PPP franes over an L2TP
tunnel within a UDP datagram \When a AC selects the L2TP as the
alternate tunnel encapsul ation and reports the selection to the WIP
the WIP initiates the L2TP data tunnel establishnment with the
specific AR(s). The AR whose responsibility is to be a L2TP Network
Server (LNS) (see [RFC2661]) should configure WIP during the calling
request fromhosts attaching to the WIP in | EEE 802. 11 network. For
L2TP, the Info Elenent field of the generic encapsul ation shown in
Figure 2 should contain the follow ng information (not-exhaustive):

0 Access Router (acts as LNS) Information: |Pv4 address or |Pv6
address or Fully Qualified Domain Name (FQDN), which includes the
Access Router information with which the WIP can associate for
tunneling the user traffic.

The nmessage el enent structure for L2TP encapsulation is shown in
Fi gure 4:

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Tunnel - Type=1 [ Info El enent Length [
B e i T i i S S R S S e i et ot E S S e S e s S

Access Router (LNS) Information Sub-el enent .
R e R e i i o i B S O e e e i i b NI R D S R S S o S e o

Figure 4: Alternate Tunnel Encapsulation - L2TP
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2.3. L2TPv3

L2TPv3 (see [RFC3931]) borrows largely fromL2TPv2. L2TPv3 tunne
can be used over nultiple Packet-Sw tched Networks (PSN) such as IP
UDP, Frane Relay, ATM MPLS, etc. L2TPv3 data tunnels nay be
utilized with or without the L2TP control channel, either via nanual
configuration or via other signaling methods to per-configure or
distribute L2TP session information. 1In this docunent, L2TPv3
control channel is assumed to establish, manage and tear down the
L2TPv3 data tunnels. For L2TPv3, the Info Elenment field of the
generic encapsul ati on shown in Figure 2 should contain the foll ow ng
i nformati on:

0 Access Router (acts as LNS) Information: |Pv4 address or |Pv6
address or Fully Qualified Domain Name (FQDN), which includes the
Access Router information with which the WIP can associ ate for
tunneling the user traffic.

The message el ement structure for L2TPv3 encapsul ation is shown in
Fi gure 5:

0 1 2 3
01234567890123456789012345678901
T T R e e e e s S e e ik i NI SR
[ Tunnel - Type=2 [ Info El enent Length [
B e e s i i o e S e e sl sl s TR S S S S S S S

Access Router (LNS) Information Sub-el enent
R i i T I S N e e i e e et S R R RIS R R R R I S S i el I S

Figure 5: Alternate Tunnel Encapsulation - L2TPv3
2.4. IP-in-IP

If IP-in-1P encapsul ati on (see [ RFC2003]) is selected by AC, the user
traffic that arrives to a WIP i s encapsul ated within |IP datagrans and
delivered to an internmedi ate destination which is the Access Router
Once the encapsul ated datagram arrives the AR it is decapsul ated.

In the general case, the encapsul ator WIP shoul d obtain the AR as the
decapsul ator. If IP-in-1P encapsulation is selected by AC and
configured by ACto WIP, the Info Elenent field of the generic
encapsul ati on shown in Figure 2 should contain the follow ng

i nformati on:

0 Access Router Information: |Pv4 address or | Pv6 address or Fully
Qualified Domain Nanme (FQDN), which includes the Access Router
informati on with which the WIP can associate for tunneling the
user traffic.
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The message el ement structure for IP-in-1P encapsulation is shown in
Fi gure 6:

0 1 2 3

01234567890123456789012345678901

o T g S S

[ Tunnel - Type=3 [ Info El enent Length [

B i sl o e S e e S S T sl st it S SRR R R S SR o S S it S SR
Access Router |Information Sub-el enent

R i i T I S N e e i e e et S R R RIS R R R R I S S i el I S

Figure 6: Alternate Tunnel Encapsulation - IP-in-1P
2.5. PMPv6

Proxy Mobile I Pv6 (PM Pv6, see [ RFC5213]) is one option for alternate
tunnel encapsul ati on between the WIP and the AR In this scenario, a
WP shoul d act as the Mobile Access Gateway (MAG function that
manages the nmobility-related signaling for a station that is attached
to the WP | EEE 802. 11 radi o access. The Local Mobility Anchor (LM
function should be located at the AR In Proxy Mbile |IPv6, the
address of the LMA should be discovered by the MAG |If PM Pv6
encapsul ation is selected by the AC and configured by the ACto a
WP, the Info Elenent field of the generic encapsul ation shown in
Figure 2 should contain the follow ng information:

0 Access Router (acts as LMA) Information: |1Pv6 address or Fully
Qualified Donmain Nane (FQDN), which includes the Access Router
i nformati on with which the WIP can associate for tunneling the
user traffic.

The message el ement structure for PM Pv6 encapsul ation is shown in
Figure 7:

0 1 2 3

01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| Tunnel - Type=4 | Info El enent Length |
B o o ks s S S e i el T R e S S e o o o o o =

Access Router (LMA) Information Sub-el enent
+++++++++++++++++++++++++++++++++

Figure 7: Alternate Tunnel Encapsulation - PM Pv6
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2.6. CREv4/6

In order to encapsul ate data traffic using CGREv4/6 (see and

[ RFC1701] [ RFC2784]), the WIP needs to obtain the destination node IP
address of a GRE tunnel (e.g., the AR address). Optionally, GRE Key
Sub- el enent (see [ RFC2784] and [ RFC2890]) is needed for WIP to
configure the conplenentary tunnel information. |If WP obtains the
GRE Key Sub-el enent, the key MJST be inserted into the GRE
encapsul ati on header. The Key is used for identifying extra context
i nformati on about the received payl oad on AR |If the WIP obtains the
Key information fromthe AC, the payl oad packets without the
correspondent GRE Key or with an unmatched GRE Key will be silently
dropped on the AR For GRE, the Info Element field of the generic
encapsul ati on shown in Figure 2 should contain the follow ng

i nformati on (not-exhaustive):

0 Access Router Information: |Pv4 address (for GREv4) or |Pv6
address (for GREv6) or Fully Qualified Domain Nane (FQDN) (For
bot h GREv4 and GREv6), which includes the Access Router
i nformati on with which the WIP can associate for tunneling the
user traffic.

0 CRE Key: The Key field contains a four octet number which is
inserted by the WIP as defined in [ RFC2890].

The message el ement structure for GREv4 encapsulation is shown in
Fi gure 8:

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| Tunnel - Type=5 | Info El enent Length |
B o o ks s S S e i el T R e S S e o o o o o =
Access Router |Infornation Sub-el emrent
o e e e e e e e e e e b e m e e e e e e b e e e e e e e e e e e

GRE Key Sub- el enent

I I i i i e i i S ik Sie HiE NN

Figure 8 Alternate Tunnel Encapsul ation - CGREv4

The nmessage el enent structure for GREv6 encapsulation is shown in
Fi gure 9:
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3.

3.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Tunnel - Type=6 [ Info El enent Length [
B e i T i i S S R S S e i et ot E S S e S e s S
Access Router |nformation Sub-el enent
R e R e i i o i B S O e e e i i b NI R D S R S S o S e o

GRE Key Sub- el enent
B o o ks s S S e i el T R e S S e o o o o o =

Figure 9: Alternate Tunnel Encapsul ation - CGREv6
Alternate Tunnel Information El enents
1. Access Router Infornmtion Sub-El enents

The Access Router Information Sub-El enents allow the ACto notify a
WP of which AR(s) are available for establishing a data tunnel. The
AR information may be | Pv4 address, |Pv6 address, or AR domai n nane.
If a WIP obtains the correct AR FQDN, the Nane-to-1P address mappi ng
is handled in the WIP (see [ RFC2782]).

The following are the Access Router Information Sub-El enents defined
in this specification. The AC can use one of themto notify the
destination information of the data tunnel to the WIP. The Sub-

El ements containing the AR | Pv4 address MJST NOT be used if an |IPv6
data channel such as PM Pv6 or GREv6 is used.

1.1. AR I Pv4 Address Sub-El enent

This Sub-El ement (see Figure 10) is used by the ACto configure a WIP
with the AR | Pv4 address avail able for the WIP to establish the data
tunnel for user traffic.

0 1 2 3
01234567890123456789012345678901
R e i ol T i s s I S i e iy
| Type=1 | Length |
B e o S T e S S i ik i T e e L +

AR | Pv4 Address

+ B e i e e i s el S R e S O S T ot St R R +
Fi gure 10: AR | Pv4 Address Sub- El enent
Type: 1 for AR | Pv4 Address

Length: 4
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AR | Pv4 Address: 32-bit integer containing AR | Pv4 Address.
3.1.2. AR IPv4 Address for Load-bal ance Sub-El enent

This Sub-El enment (see Figure 11) is used to satisfy |oad-bal ance and
reliability requirenents. There nmay be nmultiple AR addresses

avail able for a WIP and provided by an AC. The WIP can use the AR
information to send user traffic.

0 1 2 3
01234567890123456789012345678901
T T R e e e e s S e e ik i NI SR
[ Type=2 [ Length [
B e i S e S T e R e e e +
| Priority | AR | Pv4 Address |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

[ .
+- - - -+
Figure 11: AR | Pv4 Address for Load-bal ance Sub-El enent

Type: 2 for AR | Pv4 Address for Load-bal ance

Lengt h: >=5

Priority: A value between 1 and 255 specifying the priority order for
the preferred AR For instance, the value of one (1) is used to set
the primary AR, the value of two (2) is used to set the secondary;
two instances with the sane val ue are used for |oad-bal ance, etc.
AR | Pv4 Address: 32-bit integer containing AR | Pv4d Address binding
with the specific priority. There may be an array of pairs binding
priority and AR | Pv4 address.

3.1.3. AR IPv6 Address Sub-El enent

This Sub-El ement (see Figure 12) is used by the ACto configure a WIP

with the AR | Pv6 address available for the WIP to establish the data
tunnel for user traffic.
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

| Type=3 | Length |
e T e S o e +
. AR | Pv6 Address .
R R s s o e i e i S e e s

Figure 12: AR | Pv6 Address Sub-El enent
Type: 3 for AR | Pv6 Address
Length: 16
AR | Pv6 Address: 128-bit integer containing AR | Pv6 Address
3.1.4. AR IPv6 Address for Load-bal ance Sub-El enment
This Sub-El ement (see Figure 13) is used to satisfy |oad-bal ance and
reliability requirements. There may be multiple AR addresses
avail able for a WIP and provided by an AC. A WP can use the AR
information to send user traffic.
0 1 2 3

01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| Type=4 | Length |
BT R i i o S e e i i i T +
| Priority | AR | Pv6 Address |

B E e r e s i s i o T T s S S S S 2

| .

+- - - -+

Figure 13: AR I Pv6 Address for Load-bal ance Sub-El enent

Type: 4 for AR I Pv6 Address for Load-bal ance
Lengt h: >= 17
Priority: A value between 1 and 255 specifying the priority order of
the preferred AR For instance, the value of one (1) is used to set
the primary AR, the value of two (2) is used to set the secondary;
two instances with the sane val ue are used for |oad-bal ance, etc.
AR | Pv6 Address: 128-bit integer containing AR I Pv6 Address binding

with the specific priority. There may be an array of pairs binding
priority and AR | Pv6 address.
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3.1.5. AR FQDN Sub- El enment

This Sub-El ement (see Figure 14) is used by the ACto configure a WIP
with AR FQDN avail able to establish the data tunnel for user traffic.
Based on the FQDN, a WIP can acquire the AR I P address via DNS.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type=5 [ Lengt h [
e i i e i S S S e S +

AR FQDN .

.+- B T T S T s i T e e S I S
Figure 14: AR FQDN Sub- El enent
Type: 5 for AR FQDN
Lengt h: >=1
AR FQDN: A variable-length string containing the AR FQDN
3.1.6. AR FQDN for Load-bal ance Sub-El enent

This Sub-El ement (see Figure 15) is used to satisfy |oad-bal ance and
reliability requirenments. There nmay be multiple AR FQDNs avail abl e
for a WIP and provided by an AC. A WP can use the AR information to
send user traffic.

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
[ Type=6 [ Length |
i e i i S i i S S i e e e i R i +
| Priority | AR FQDN I
B i i i e R S e S i s e e S T g e S I T i st S TR I S S

+- - - +-.+
Fi gure 15: AR FQDN for Load-bal ance Sub- El enent
Type: 6 for AR FQDN for Load-bal ance
Prefer: A value between 1 and 255 specifying the priority order of
the preferred AR For instance, the value of one (1) is used to set

the primary AR, the value of two (2) is used to set the secondary;
two instances with the sane val ue are used for | oad-bal ance, etc.
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AR FCQDN: Variable-length string containing AR FQDN binding with the
specific priority. There may be an array of pairs binding priority
and AR FQDN

3.2. Tunnel DTLS Policy Sub-El enent

The AC distributes its DILS usage policy for the CAPWAP data tunne
between a WIP and the AR There are multiple supported options,
represented by the bit field below as defined in AC Descri ptor
message el enents. The WP MUST abi de by one of the options for
tunneling user traffic with AR The Tunnel DTLS Policy Sub-El enent
obey the definition in [RFC5415]. |If there are nore than one ARs
information provided by the AC for reliability reasons, the sane
Tunnel DTLS Policy (see Figure 16) is generally applied for al
tunnel s associated with the ARs. O herw se, Tunnel DTLS Policy MJST
be bonding together with each of the ARs, then WIP will enforce the
i ndependent tunnel DTLS policy for each tunnel with a specific AR

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type=7 [ Lengt h [
T T s i i e S e s o S I SR S
| Reserved |AID R
T e e e i e S S e R CE o o R

AR I nformation (optional)
B o o ks s S S e i el T R e S S e o o o o o =

Fi gure 16: Tunnel DTLS Policy Sub-El enent
Type: 7 for Tunnel DTLS Policy
Length: >=6

Reserved: A set of reserved bits for future use. Al inplenentations
complying with this protocol MJST set to zero any bits that are
reserved in the version of the protocol supported by that

i mpl ementation. Receivers MIST ignore all bits not defined for the
versi on of the protocol they support.

A If Abit is set, there is an AR information associated with the
DTLS policy. There may be an array of pairs binding DTLS policy

i nformati on and AR information contained in the Tunnel DTLS Policy
Sub- El ement. O herw se, the same Tunnel DTLS Policy (see Figure 16)
is generally applied for all tunnels associated with the ARs
configured by the AC

D: DTLS- Enabl ed Data Channel Supported (see [ RFC5415]).
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C. dear Text Data Channel Supported (see [ RFC5415]).
R A reserved bit for future use abide (see [ RFC5415]).
3.3. | EEE 802. 11 Taggi ng Mode Policy Sub-El enent

In 802.11 networks, |EEE 802.11 Taggi ng Mbde Policy Sub-Elenent is
used to specify how the WP apply the QoS tagging policy when

recei ving the packets fromstations on a particular radio. Wen the
WP sends out the packet to data channel to the AR(s), the packets
have to be tagged for QoS purposes (see [ RFC5416]).

The | EEE 802. 11 Taggi ng Mbde Policy abides the | EEE 802. 11 WP
Quality of Service defined in Section 6.22 of [RFC5416].

3.4. CAPWAP Transport Protocol Sub-El enent

The CAPWAP data tunnel supports both UDP and UDP-Lite (see

[ RFC3828]). Wen run over |Pv4, UDP is used for the CAPWAP data
channel s. When run over |Pv6, the CAPWAP data channel may use either
UDP or UDP-lite. The AC specifies and configure the WIP for which
transport protocol is to be used for the CAPWAP data tunnel

The CAPWAP Transport Protocol Sub-El enent abides the definition in
Section 4.6.14 of [RFC5415].

0 1 2 3
01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s

| Type=51 | Length |
e e i e T s e e o o
| Transport |

B e s i s s i i S S N
CAPWAP Transport Protocol Sub-El enent
Type: 51 for CAPWAP Transport Protocol [RFC5415].
Length: 1

Transport: The transport to use for the CAPWAP Data channel. The
foll owi ng enunerated val ues are support ed:

1 - UDP-Lite: The UDP-Lite transport protocol is to be used for the
CAPWAP Data channel. Note that this option MJST NOT be used if the
CAPWAP Control channel is being used over | Pv4d and AR address is |Pv4
contained in the AR I nformation Sub-El ement.
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3.

6.

5.

1.

2 - UDP: The UDP transport protocol is to be used for the CAPWAP Dat a
channel .

GRE Key Sub- El enent

If a WIP receives the GRE Key Sub-Elenment in the Alternate Tunne
Encapsul ati on nmessage el ement for GREv4 or CGREv6 sel ection, the WP
must insert the GRE Key to the encapsul ati on packet (see [RFC2890]).
An AR acting as decapsul ating tunnel endpoint identifies packets
belonging to a traffic fl ow based on the Key val ue.

The GRE Key Sub-El enent field contains a four octet nunber defined in
[ RFC2890] .

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
[ Type=8 [ Lengt h [
R R e R e s s e o S S e R e o o
| GRE Key |
B i S S T s i S T st i S S S S S S S S i

GRE Key Sub- El enent
Type: 8 for GRE Key Sub- El enent
Length: 4

GRE Key: The Key field contains a four octet nunber which is inserted
by the WIP according to [ RFC2890].

| ANA Consi derations
To be specified in |ater versions.
Security Considerations
To be specified in |ater versions.
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