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Abst ract

In MPLS and MPLS-TP environnents,

statically provisioned Single-

Segment Pseudowi res (SS-PW) are protected against tunnel failure via

MPLS-1 evel and MPLS-TP-1 evel

protection. Wth statically

provi sioned Milti-Segnent Pseudow res (Ms-PW), each segnent of the

Ms-PWis |ikewi se protected fromtunnel
MPLS- TP- 1| evel tunnel protection.

failures via MPLS-1evel and
However, static MS-PWs are not

protected end-to-end against failure of one of the sw tching PEs
(S-PEs) along the path of the M5-PW This docunment describes how to
achieve this protection by updating the existing procedures in RFC

6870. It also contains an optional

Pr ot ecti on.
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1. Introduction

As described in RFC 5659 [ RFC5659], Milti-Segnent Pseudowi res (Ms-

PWs) consist of terminating PEs (T-PEs), switching PEs (S-PEs), and

PW segments between the T-PEs at each of the M5-PWand the interior
S-PEs. In MPLS and MPLS-TP environnents, statically provisioned

Si ngl e- Segnent Pseudowi res (SS-PW) are protected agai nst tunnel
failure via MPLS-1evel and MPLS-TP-Ievel tunnel protection. Wth
statically provisioned Milti-Segnent Pseudow res (Ms-PW), each PW
segrment of the M5-PWis |ikew se protected fromtunnel failure via

MPLS-| evel and MPLS-TP-1evel tunnel protection. However, PSN tunnel

protection does not protect static M5-PW fromfailures of S-PEs
al ong the path of the Ms-PW

wWnN
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RFC 6718 [ RFC6718] provides a general framework for PWprotection,
and RFC 6870 [ RFC6870], which is based upon that framework, describes
protection procedures for M5-PW that are dynam cally signal ed using
LDP. This docunent describes how to achi eve protection agai nst S-PE
failure in a static M5-PWby extending RFC 6870 to be applicable for
statically provisioned M5-PW pseudow res (PW) as well.

Thi s docunent al so contains an optional alternative approach based on
MPLS- TP Li near Protection. This approach, described in Appendi x A,
MUST be identically provisioned in the PE endpoints for the protected
Ms-PWin order to be used. See Appendix A for further details on
this alternative approach.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Extension to RFC 6870 to Protect Statically Provisioned SS-PW and
MB- PV

Section 3.2.3 of RFC 6718 and Section A 5 of RFC 6870 docunment how to
use redundant MsS-PW to protect an M5-PWagainst S-PE failure in the

case of a singly-honed CE, using the follow ng network nodel from RFC
6718:
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Native |[<----------- Pseudowires ----------- >  Native
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Figure 1: Single-Homed CE with Redundant NMs-PW

In this figure, CELl is connected to PE1l and CE2 is connected to PE2.
There are three M5 PW. PW is switched at S-PE1, PW2 is sw tched at
S-PE2, and PWB is switched at S-PE3. This scenario provides N1
protection against S-PE failure for the subset of the path of the
emul ated service fromT-PEL to T- PE2.

The procedures in RFCs 6718 and 6870 rely on LDP-based PW status
signaling to signal the state of the primary Ms-PWthat is being
protected, and the precedence in which redundant MsS-PWSs) should be
used to protect the primary M5-PWshould it fail. These procedures
make use of information carried by the PWStatus TLV, which for
dynanically signaled PW is carried by the LDP protocol.

However, statically provisioned PW (SS-PW or Ms-PW) do not use the
LDP protocol for PWset and signaling, rather they are provisioned by
net wor k managenent systens or other neans at each T-PE and S-PE al ong
their path. They also do not use the LDP protocol for status
signaling. Rather, they use procedures defined in RFC 6478 [ RFC6478]
for status signaling via the PWOAM nessage using the PW Associ ated
Channel Header (ACH). The PWStatus TLV carried via this status
signaling is itself identical to the PWStatus TLV carried via LDP-
based status signaling, including the identical PW Status Codes.

Sections 6 and 7 of RFC 6870 describes the nmanagenent of a prinmary PW
and its secondary PWs) to provide resiliency to the failure of the
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primary PW They use status codes transnitted between endpoint T-PEs
using the PWStatus TLV transmitted by LDP. For this nmanagenment to
apply to statically provisioned PW, the PWstatus signaling defined
in RFC 6478 MUST be used for the prinmary and secondary PWs. [|n that
case, the endpoint T-PEs can then use the PWstatus signaling

provi ded by RFC 6478 in the place of LDP-based status signaling, but
otherw se operate identically as described in RFC 6870.

3. Operational Considerations

Because LDP is not used between the T-PEs for statically provisioned
Ms- PWs, the negotiation procedures described in RFC 6870 cannot be
used. Thus, operational care nust be taken so that the endpoint
T-PEs are identically provisioned regarding the use of this document,
specifically whether or not Ms-PWredundancy is being used, and for
each protected M5-PW the identity of the primary Ms-PWand t he
precedence of the secondary Ms- PW.

4. Security Considerations

The security considerations defined for RFC 6478 apply to this

docunent as well. As the security considerations in RFCs 6718 and
6870 are related to their use of LDP, they are not required for this
docunent .

If the alternative approach in Appendix A is used, then the security
consi derations defined for RFCs 6378, 7271, and 7324 al so apply.

5. | ANA Consi derati ons
There are no requests for 1 ANA actions in this docunent.

Note to the RFC Editor - this section can be renoved before
publi cati on.

6. Acknow edgenents

The authors would |ike to thank Matthew Bocci, Yaakov Stein, and
David Sinicrope for their coments on this docunent.

Figure 1 and the explanatory paragraph following the figure were
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Appendi x A, Optional Linear Protection Approach
A. 1. Introduction

In "MPLS Transport Profile (MPLS-TP) Linear Protection" [RFC6378], as
well as in the later updates of this RFC in "MPLS Transport Profile
(MPLS-TP) Linear Protection to Match the Operational Expectations of
SDH, OIN and Et hernet Transport Network Operators" [RFC7271] and in
"Updates to MPLS Transport Profile Linear Protection" [RFC7324], the
Protection State Coordi nation (PSC) protocol was defined for MPLS
LSPs only.
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Thi s Appendi x extends these RFCs to be applicable for PW (SS-PWand
Ms-PW as well. This is useful especially in the case of end-to-end
static provisioned M5-PW running over MPLS-TP where tunnel
protection al one cannot be relied upon for end-to-end protection of
PW against S-PE failure. It also enables a uniformoperational
approach for protection at LSP and PWIlayers and an easi er nanagenent
integration for networks that already use RFCs 6378, 7271, and 7324.

This Appendix is optional alternative approach to the one in

Section 2, therefore all inplenentations MJUST include the approach in
Section 2 even if this alternative approach is used. The operationa
considerations in Section 3 continue to apply when this approach is
used, and operational care rmust be taken so that the endpoint T-PEs
are identically provisioned regarding the use of this docunent.

A. 2. Encapsul ation of the PSC Protocol for Pseudow res

The PSC protocol can be used to protect against defects on any LSP
(segnent, link or path). 1In the case of M5-PW the PSC protocol can
al so protect failed internediate nodes (S-PE). Linear protection
protects an LSP or PWend-to-end and if a failure is detected,
switches traffic over to another (redundant) set of resources.

Qobviously, the protected entity does not need to be of the sane type
as the protecting. For exanple, it is possible to protect a |ink by
a path. Likewise it is possible to protect a SS-PWw th a M5 PW and
Vi ce versa.

From a PSC protocol point of viewit is possible to viewa SS-PWas a
single hop LSP, and a M5-PWas a nultiple hop LSP. Thus, this
provi des end-to-end protection for the SS-PWor M5-PW The G ACh
carrying the PSC protocol information is placed in the |abel stack
directly beneath the PWidentifier. The PSC protocol will then work
as specified in RFCs 6378, 7271, and 7324.
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