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Abst ract

Thi s docunment describes a franework and several scenarios for
pseudowi re (PW dual -honming |ocal protection. A Dual-Node

I nterconncetion (DNI) PWis provisioned between the dual - honi ng

Provi der Edge (PE) nodes for carrying traffic when failure accurs in
the Attachment Circuit (AC) or PWside. |In order for the dual -hom ng
PE nodes to determne the forwarding state of AC, PWand the DNI PW
necessary state exchange and coordi nati on between the dual - hom ng PEs
are needed. The PWdual -hom ng | ocal protection nmechanismis

conpl enentary to the existing PWprotection nechani sns.

Requi rement s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 30, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

[ RFC6372] and [ RFC6378] describe the framework and nechani sm of MPLS-
TP Li near protection, which can provide protection for the MPLS LSP
or PWbetween the edge nodes. Such mechani sm does not protect the
failure of the Attachement Circuit (AC) or the Provider Edge (PE)
node. [RFC6718] and [ RFC6870] describe the framework and mechani sm
for PWredundancy to provide protection for AC or PE node failure.
The PWredundancy nmechanismis based on the signaling of Labe
Distribution Protocol (LDP), which is applicable to PW with a
dynanic control plane. [I1-D.ietf-pwe3-endpoint-fast-protection]
describes a fast local repair nechanismfor PWegress endpoint
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failures, which is based on PWredundancy, upstream | abel assignnment
and context specific |label switching. Such mechanismis applicable
to PW with a dynam c control plane.

In sone scenarios such as nobil e backhauling, the MPLS PW are

provi sioned with dual -honing topol ogy, in which at | east the CE node
in one side is dual-homed to two PEs. If some fault occurs in the
primary AC, operators usually prefer to have the sw tchover only in
t he dual -hom ng PE side and keeps the working pseudow res unchanged
if possible. This is to avoid nmassive PW swi tchover in the nobile
backhaul network due to one AC failure in the core site, and al so
coul d achi eve efficient and bal anced |ink bandwi dth utilization
Simlarly, it is preferable to keep using the worki ng AC when one
working PWfails in the PSN network. To nmeet the above requirenent,
a fast dual -hom ng PWI ocal protection nmechanismis needed to protect
the failures in AC, the PE node and the PSN network.

Thi s docunent describes a franework and several scenarios for
pseudowi re (PW dual -honing | ocal protection. A Dual-Node
Interconncetion (DNI) PWis provisioned between the dual - hom ng

Provi der Edge (PE) nodes for carrying traffic when failure accurs in
the AC or PWside. |In order for the dual -hom ng PE nodes to
deternmine the forwarding state of AC, PWand DNl PW necessary state
exchange and coordination between the dual -homing PEs is needed. The
nmechani smdefined in this document is conplenentary to the existing
protection mechani sms. The neccessary protocol extensions will be
described in a seperate docunent.

The proposed nechani sm has been depl oyed in several nobile backhau
net wor ks whi ch use static MPLS-TP PWs for the backhauling of nobile
traffic.

2. Reference Mddel s of Dual -hom ng Local Protection
This section shows the reference architecture of the PE for dual -
homi ng PWIlocal protection and the usage of the architecture in
di fferent scenarios.

2.1. PE Architecture

Figure 1 shows the PE architecture for dual -homing |ocal protection

This is based on the architecture in Figure 4a of [RFC3985]. In
addition to the AC and the service PW a DNI PWis provisioned to
connect the forwarders of the dual-homing PEs. It can be used to

forward traffic between the dual -hom ng PEs when failure accurs in
the AC or service PWside. As [RFC3985] specifies: "any required
switching functionality is the responsibility of a forwarder
function", in this case, the forwarder is responsible for swtching
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t he payl oads between three entities: the AC, the service PWand the
DNI PW The specific behavior of forwarder is determ ned according
to the forwarding state nachine defined in this docunent.

NN +
| Dual - hom ng PE Devi ce |
Single +------mm +
AC | | | Service PW
<------ >0 For war der + Servi ce X<===========>
I I PW I
S NIy S NIy + |
| DNl PW | |
oo - Xemmomenn T +
N
| DN PW
I
Y
Fommamann e +
[ Peer Dual - honi ng PE Devi ce [
B +

Figure 1: PE Architecture for Dual -hom ng Protection
2.2. Dual -Honing Local Protection Reference Scenarios
2.2.1. One-Side Dual -Homing Protection

Figure 2 illustrates the network scenario of dual -hom ng PWI ocal
protection where one of the CEs is dual-honed to two PE nodes. CE1

i s dual -homed to PE1 and PE2, while CE2 is single-homed to PE3. DN -
PWis established between the dual -honing PEs, which is used to
bridge traffic when a failure occurs in the PSN network or in the AC
side. A control nechani smenables the PEs and CE to determ ne which
AC should be used to carry traffic between CEL and the PSN networ k.
These nechani sns/ protocols are beyond the scope of this docunent.

The wor ki ng and protection PW can be deternined either by
configuration or by existing signaling nechani sns.

This scenario can protect the node failure of PEL or PE2, or the
failure of one of the ACs between CE1 and the dual -honming PEs. In
addi tion, dual-honing PWprotection can protect the failure occured
in the PSN network which inpacts the working PW thus it can be an
alternative to PSN tunnel protection nechanisns. This topol ogy can
be used in nobile backhauling application scenarios. For exanple,
the NodeB serves as CE2 while the RNC serves as CEl. PE3 works as an
access side MPLS device while PE1 and PE2 works as core side MPLS
devi ces.
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Fi gure 2. One-side dual -honing PWprotection

Consider in nornal state AClL fromCELl to PE1 is initially active and
AC2 fromCELl to PE2 is initially standby, PWM is the working PWand
PW2 is the protection PW

When a failure occurs in ACl, then the state of AC2 changes to active
based on sonme AC redundancy nechanism |In order to keep the

swi tchover local and continue using PWM to forward traffic, the
forwarder on PE2 needs to connect AC2 to the DNI PW and the
forwarder on PEl1 needs to connect the DNI PWto the PWL. 1In this way
the failure in the ACL do not inpact the forwarding of the service
PW across the network. After the switchover, traffic will go

t hrough the path: CE1l-(AC2)-PE2- (DN - PW - PE1- ( PW) - PE3- ( AC3) - CE2.

When a failure in the PSN network affects the working PW(PW),
according to PWprotection nechanisns, traffic is switched onto the
protection PW(PW), while the state of ACl renmains active. Then the
forwarder on PE1l needs to connect ACl1 to the DN PW and the
forwarder on PE2 needs to connect the DNI PWto PW. In this way the
failure in the PSN network do not inpact the state of the ACs. After
the switchover, traffic will go through the path: CE1l-(ACl)-PE1l- (DN -
PW - PE2- ( PW2) - PE3- ( AC3) - CE2.

In both AC and PWfailure cases, the dual -hom ng PWprotection needs

to coordinate the PEs to set the forwarding state between the AC
service PWand DNI PW properly.
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2.2.2. Two-side Dual -Homing Protection

Figure 3 illustrates the network scenario of dual -hom ng PW
protection where the CEs in both sides are dual -honed. CE1 is dual -
homed to PE1 and PE2, and CE2 is dual -homed to PE3 and PE4. A dual -
homi ng control nechani smenables the PEs and CEs to deternine which
AC should be used to carry traffic between CE and the PSN net work.

The DNl - PWs are provisioned between the dual -hom ng PEs on both side.
One service PWis established between PE1 and PE3, another service PW
is established between PE2 and PE4. The role of working and
protection PWcan be deternined either by configuration or via

exi sting signaling nechansins.

This scenario can protect the node failure of one of the dual-honing
PEs, or the failure of one of the ACs between the CEs and their dual -
homi ng PEs. Meanwhil e, dual -honing PWprotection can protect the
failure occured in the PSN network which inpacts one of the PW, thus
it can be an alternative to PSN tunnel protection nmechanisns. This
scenario is mainly used for services provisioning for inportant

busi ness customers. In this case, CEl and CE2 can be regarded as
servi ce access points.

R Enul ated Service -------------- >
[ <-------- Pseudowire ------ >|

I

I

I I

| | | <-- PSN Tunnel s-->| |
[ Y Y Y Y
Y

ACL  +----+ +----+ AC3 V
+--- - + | | ...]...PW. (working)..|... | | +--- - +
| [EREREEEEES | PEL| = | |
| | oo oo | |
I I I I I I
| CE1 | DNl PWL | | DN PW2 | CE2 |
I I I I I I
| | SRR SRR | |
I I I I I I I I
| |- | PE2| | PEA4J---oe-e- | |
+----- + | | ...|.PW.(protection).|... | | +----- +

AC2 +----+ o e e -+ ACA

Fi gure 3. Two-side dual -honi ng PWprotection

Consider in normal state ACl fromCEl to PE1 is initially active and
AC2 fromCELl to PE2 is initially standby, AC3 fromCE2 to PE3 is
initially active and AC4 fromCE2 to PE4 is initially standby, PWM is
the working PWand PW2 is the protection PW
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When a failure occurs in ACL, the state of AC2 changes to active
based on sonme AC redundancy nechanism |In order to keep the

swi tchover |ocal and continue using PWM to forward traffic, the
forwarder on PE2 needs to connect AC2 to the DNI PW and the
forwarder on PE1 needs to connect the DNI PWwith PW. In this way
failures in the AC side do not inpact the forwardi ng of the service
PW across the network. After the switchover, traffic will go

t hrough the path: CE1l-(AC2)-PE2- (DN - PW) - PE1- ( PW) - PE3- ( AC3) - CE2.

When a failure occurs in the working PW(PW), according to the PW
protection nechanism traffic is switched onto the protection PW
"PW2". In order to keep the state of ACL and AC3 unchanged, the
forwarder on PEl1 needs to connect ACl to the DNI-PW, and the
forwarder on PE2 needs to connect the DNI-PW to PW. On the other
side, the forwarder of PE3 needs to connect AC3 to the DN -PW2, and
the forwarder on PE4 needs to connect PW2 to the DNI-PW2. In this
way, the state of the ACs will not be inpacted by the failure in the
PSN network. After the switchover, traffic will go through the path:
CE1- (ACl) - PE1- (DNI - PW) - PE2- ( PW2) - PE4- ( DNI - PW2) - PE3- ( AC3) - CE2.

In both AC and PWfailure cases, the dual -hom ng PWprotection needs
to coordinate the PEs to set the forwarding state between the AC
service PWand the DNl PW properly.

3. Generic Dual -hom ng PWProtection Mechani sm
As shown in the above scenarios, with the described Dual - Hom ng PW
Protection, the failures in the AC side do not inpact the forwarding
behavior of the PW in the PSN network, and vice-versa. This is
achi eved by properly setting the forwardi ng state between the
followi ng entities:
o AC
0 Service PW
o DN PW

The forwardi ng behavi or of the dual -hom ng PE nodes are determ ned by
the forwarding state machine as shown in table 1:
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6

6

1.

2

Fommemeeeas I oo T +
| Service PW| AC | DN PW| Forwarding Behavi or

Fom e e e e - - Fomm e o Fom e e e - - e e e e e e e e o +
| Active | Active | Up | Service PW<-> AC

N N Fommnaann . +
| Active | Standby | Up | Service PW<-> DNI PW
Fommemeeeas N I e +
| Standby | Active | Up | DNl PW<-> AC |
Fom e e e e - - Fomm e o Fom e e e - - e e e e e e e e o +
| Standby | Standby | Up | Drop all packets

N N Fommnaann . +

Tabl e 1. Dual - homi ng PE Forwarding State Mchine

In order for the dual-honing PEs to coordinate the traffic forwarding
during the failures, synchronization of the status information of the
i nvol ved entities and coordination of sw tchover between the dual -
honmi ng PEs are needed. For PW with a dynam ¢ control plane, such

i nformation sychronization and coordi nati on can be achieved with a
dynani ¢ protocol, such as [RFC7275], possibly with sone extensions.
For PW which are manually configured without a control plane, a new
mechani smis needed to exchange the status information and coordi nate
swi tchover between the dual-homing PEs. This is described in a
separat e docunent.

| ANA Consi derati ons
Thi s docunment does not require any | ANA acti on.
Security Considerations

The mechani sm defined in this docunent do not affect the security
nmodel as defined in [ RFC3985].
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