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Abst r act

SI PREC i s capable of recording interactive text media that is
transmtted via RTP. However that format is not comonly used for
message or chat scenarios. There is also a need for recording text
medi a carried via MSRP. One case of note is exchange of text between
hearing-i npaired users and energence service bureaus. Al so,
recordi ng support is needed for MSRP used in chat conferences and

mul ti medi a conf erences.

Thi s docunent describes how to achi eve MSRP channel recording wthin
the mechani sm of SIP Recording (SIPREC).

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 28, 2015.
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1. Introduction

SI PREC i s capable of recording interactive text media that is
transmitted via RTP, as defined by [ RFC4103]. However that format is
not comonly used for nmessage or chat scenarios. There is also a
need for recording text nmedia carried via MSRP. One case of note is
exchange of text between hearing-inpaired users and energence service
bureaus. Also, recording support is needed for MSRP used in chat
conferences (as defined by [I-D.ietf-sinple-chat]) and nmultinmedia
conferences (as defined by [ RFC4597]).

I nstant nessage nedia is carried by a variety of protocols such as

I RC, MBRP and XMPP/JINGLE. The SIP based MSRP protocol (as defined
by [ RFC4975] and [ RFC4976]) supports the delivery of nessages and
files fromone SIP UA to another. Wen a SIPREC SRC is recording a
CS that contains an MSRP channel, it may want to record the nessages
passi ng over that channel. To gain access to the nessages, the SRC
may act as an MSRP client, relay, or switch. The SRC needs to
replicate and deliver the nmessages over an MSRP channel within a
Recording Session (RS) to an SRS. The replicated content could be in

Message/ CPI M format containing plain text, HTM., inmages, etc. In
this docunent, file delivering sessions have not yet been consi dered.
O her instant nessage protocols, like IRC or XMPP, are out of scope.

Thi s docunent describes how MRSP sessions are established between an
SRC and SRS, and used for conveying the replicated MSRP Media, and

al so specifies nmetadata that describes the recorded MSRP sessions. A
Recordi ng Sessi on enploying MSRP is established using the nornal
procedures for establishing INVITE initiated dial ogs [ RFC3261] and
uses SDP [ RFC4566] for describing the nedia to be used during the
session as described by the SI PREC Architecture [ RFC7245].

1.1. EDI TOR NOTES

Thi s version addresses comments received on the -01 version, both on
the mailing list and at I ETF90. The following is ny list of things
t o address:

0o Define a new MME type that is used to wap the CS MSRP nessages
that are being recorded. This allows the original nmessage to be
left as-is, so it is always clear what it was. Wile CPIMcould
be used for this, defining a newtype will allow capturing other
necessary netadat a.
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Need to further consider the need to track nmessage tining. Can
the tinming of messages received by the SRS on the RS MSRP stream
be considered a sufficient proxy for the timng of nmessages in the
CS, or should we explicitly pass tinestanps of nessages as
received on the CS? (The issue was raised but not decided.)

We need to clarify that there is no guarantee that nessages
recei ved on the CS have been recorded.

It was agreed that there is no need to record the MSRP URI's that
are used to establish the CS MSRP sessi on.

It is important that we maintain a 1:1 consistency between MSRP
MESSAGE- | Ds used in recorded CS sessions and the MESSAGE-I|Ds used
in the RS. But we should not violate MSRP by using the same
MESSAGE-1Ds. We canme up with the idea of adding an SRC specific
prefix to the CS nessage ids to create unique ones for the RS
This should be done in a standard way so that the SRS can recover
the original CS nessage ids, in order to support correlation
across redundant SRCs.

WIl need to work out the details of what happens when a CS MSRP
session is termnated with an inconplete nessage. It wll be
necessary to send the inconplete nessage to the SRS, but nust it
appear to be inconplete within the SRS MSRP sessi on?

There are a variety of reasons why the SRC may not want, or be
abl e to, record individual nessages in the CS session. (One
exanpl e i s because the nessage size is greater than the naxi mum

i ndi cated by the SRS. Another is because the mnme type of the
nmessage is a type that the SRS did not indicate support for.)
There should be a type of placehol der nmessage that can be sent to
the SRS to indicate a nmessage has been dropped, why, and some key
attributes about the nessage. The new SI PREC wrapper mne type
coul d be designed to serve this purpose.

REPCRT nmessages on the CS can't be sent directly on the RS. The
new SI PREC w apper mime type could also serve as a way to
encapsul ate t hose.

The prinmary change is to introduce a new wapper M M type
("application/msrp-recording") that is used in RS MSRP sessions for

al |

CS MSRP nessages that are to be recorded. This is used with SEND

messages whether they have a CPIM wapper or not. It also allows
non- SEND nmessages fromthe CS to be sent intact in the RS for
recording. And it provides a vehicle for carrying other data as
needed.
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Addi ng anot her |ayer of wrapper could substantially increase the
total anmount of data send on the RS session, relative to what is
present on the CS. |’'ve tried to mtigate that via the details of
the design. For SEND nessages, only the body of the SEND nessage is
wrapped. And From and To headers in this wapper can be onmtted in
cases where that information is redundant. |’ve assuned that
nmessages ot her than SEND should in general be infrequent enough that
extra overhead when sending themisn't worth a | ot of concern

This wrapper can carry a DateTinme header. This provides a nmechani sm
to address the timestanp issues. |'ve left it as optional to use.

| clarified the non-guarantee of recording in the architecture
secti on.

I"ve provided a special header in the wapper to carry the MESSAGE-I D
from SEND nessages in the CS. And SEND nessages will get a separate
MESSAGE- | D on the RS MSRP session when sent to the SRS. This

provi des the SRS with enough information to solve the correl ation
probl em when a nessage is inconplete in one CS MSRP session and is
resuned on another. (The problem of reassenbly is left to the SRS.)

The wrapper format includes a nmechanismfor the SRC to report dropped
messages to the SRS

The wrapper format al so includes a nmechani smfor encapsul ati ng CS
REPORT nmessages for sending to the SRS

| realized that this |evel of wapping provides an opportunity to
nmul ti plex unrel ated CS MSRP sessions on a single RS MSRP session. To
allow this |I’ve provided a way to include the session-id fromthe

met adata, that identifies the particular CS MSRP session, as a val ue
in the wapper of the nmessage sent on the RS. But | also nade that
optional when it is redundant. This gives a choice: multiplex but
make the nessages bigger, or create a separate RS MSRP session for
each CS MSRP session and keep the nessages smaller. |[|’'ve included
this as a trial balloon for discussion. |1’'mundecided about it.

The formatting of all of this could be better. But for now | just
wanted to get the basic concepts down for review Once the approach
is reasonably well worked out I'Il try to inprove the formatting.

There are many pl aces here where | amuncertain what normative

strength to apply to individual requirenments. |’ve indicated this
inline for many of those. Please conment on this.
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2. Definitions
(TBD...)
3. MBRP Recording Architecture

For consistency with the SI PREC Architecture [RFC7245] and the SIPREC
Protocol [I-D.ietf-siprec-protocol] MSRP recording needs to deliver
dupl i cated MSRP nessage content fromthe SRC to the SRS, with

sui tabl e descriptive netadata. The SRC may be associated with SIP UA
(endpoint) with an MSRP client, or with a SIP B2BUA that accesses the
media via an MRSP Relay. An SRC may al so be associated with a SIP
conference focus and an MSRP switch.

Not e: The decision to record or not is a policy decision on the part
of both the SRC and the SRS. Support for this specification provides
no guarantee that any particular MSRP session, or nessage within a
session, will be recorded. However MSRP recording is subject to the
notification requirenents called out in Section 6.1.2 of
[I-D.ietf-siprec-protocol]

3.1. MSRP dient acts as SRC

[ RFC4975] and [ RFC4976] describe how an MSRP client comunicates to
another MSRP client via a SIP session. A MSRP client that has access
to the MSRP content to be recorded may act as SRC. The MSRP client
may send the replicated media to the SRS al ong with correspondi ng

net adat a.

If the MSRP client/SRC is aware the MSRP session needs to be
recorded, it can initiate the establishnent of a SIP RS by sending an
INVITE to SRS, or vice-versa. The MSRP client/SRC is responsible for
notifying the other MSRP client involved in the CS that the MSRP
session is being recorded. The MBRP client/SRC is responsible for
complying with request fromrecording aware UAs or through sone
configured policies indicating that the CS should not be recorded.
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o m e +
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v
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Figure 1: MBRP Cient Acts as SRC
3.2. MSRP Relay acts as SRC

(TBD... RFC4976)

| SIP
S + (Recording Session) +------------- +
| MBRP RELAY |<--------------"-------- >| Recorder |
| (SRO) | SI P/ Met adat a | (SRS) |
o m e + o m e +
I
|
v
S +
| MSRP CLIENT |
o m e +

Figure 2: MSRP Relay Acts as SRC
3.3. MBRP Switch acts as SRC

(TBD... ietf-sinple-chat)
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. + . +
| MSRP CLI ENT | | MSRP CLI ENT |
TSRS + TSRS +
AN AN
\ SIP [/ (Comuni cati on Sessi on)
\ / SIP
. + . +
| MBRP switch | (Recording Session) | Recorder |
| (SRO <o > (SRS |
S + S| P/ Met adat a S +
/ \
/ SIP \ SIP
% %
o m e e oo o - + o m e e oo o - +
| MSRP CLI ENT | | MSRP CLI ENT |
e e e - + e e e - +

Figure 3: MSRP Switch Acts as SRC
4. MSRP Media Stream M xi ng
[TODO. Revise this to cover nultiplexing of unrelated nedia streans. ]
Not e: SI PREC netadata all ows both the inclusion of multiple
participants within a single <streanr el enent, and the mappi ng of
multiple <streanr elements to a single MSRP mline in the RS
These provide two ways to do very simlar things.

Mapping nultiple participants to a single <stream> is natural for
a conference. It works well for MSRP chat sessions

By providing a way to specify the streamid with an individual

message on the RS, |'ve introduced a way to denux nessages from
mul tiple <streanps that are napped to the same MSRP mline. This
provides a way reduce the nunber of MSRP sessions in the RS. It

al so avoi ds confusi on when an RS MSRP session is serially reused
for distinct CS MSRP sessi ons.

I"mstill considering whether it is good to have both of these
mechani sns, or if one of them should be renmoved. Until | make a
decision | haven't updated all the text that pertains to this.
Feedback on this will be appreciated.

As with RTP-based nedia, CS MSRP nedia streans fromdifferent

participants may be mxed into a single RS nedia stream or they nmay
be conveyed as separate MSRP streans. |In RTP, when nedia from
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different participants is mxed, it is distinguished by CNAME and
SSRC or CSRC. In MSRP, nedia fromdifferent participants is

di stingui shed by wrapping the the nmessage in a CPIM body, with the
sender identified by the From header in the CPIM If the SRC m xes
MSRP nedia fromnultiple senders, then each nessage that isn't
already in CPIMformat SHOULD be enbedded in a CPI M nmessage, and the
From and To headers of that CPI M wrapper SHOULD identify the sending
and receiving participants for that nmessage

5. MBRP Session Usage by the SRC
[TODO Revise this to cover nultiplexing of unrelated nedia streans.]

When preparing to record a CS MSRP nedia stream the SRC MUST choose
a correspondi ng RS MSRP session. CS MSRP sessions that are being

m xed share an RS MSRP session, while those that are not being n xed
are assigned to unique RS MSRP sessi ons.

The RS MSRP session MAY be newly created, or a pre-existing RS MSRP
session that is no longer in use MAY be repurposed. Wen an MSRP
session is repurposed, the SRC conmuni cates this change to the SRS
via a change in the netadata. The SRC is responsible for ensuring
that nessages for the new session are not sent until the SRS has
recei ved the nmetadata describing this new session

MBRP nessage flow on a RS MSRP session is always fromthe SRC to the
SRS. The SRC generates SEND nmessages, and may recei ve REPORT
messages. |t does not receive SEND nessages or send REPORT nessages.

6. MBRP Session Usage by the SRS
[TODO Revise this to cover nultiplexing of unrelated nedia streans. ]

The SRS MUST be abl e handle a case where an RS MSRP session if first
used to record one CS MBRP session and then is repurposed to record a
different CS MSRP session. The SRS is learns of this change via a
change in the netadata.

MBSRP nessage flow on a RS MSRP session is always fromthe SRC to the
SRS. The SRS receives SEND nessages, and sends REPORT nessages. It
does not generate SEND nmessages or recei ve REPORT nessages.

7. File Transfer
A mechanismfor doing file transfer via MSRP is specified in

[ RFC5547]. If this nechanismis used in the CS, then the SRC MAY use
it inthe RSto record those files. 1In turn, the SRS MAY choose to
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accept sone or all of those file transfer requests, or MAY reject
t hem

Both file push and file pull operations are defined. |If the SRC
chooses to record a file transfer, whether it is initiated in the CS
via a push operation or a pull operation, within the RS the SRC MJUST
initiate the transfer with a push operation in an SDP O fer

(SRS initiation of a file transfer is out of scope of this document.)

It is possible that the SRC may support file transfer while the SRS
does not. If the SRC sends an SDP offer to the SRS containing an
mline initiating a file transfer, and the SRS sends an answer
accepting the MSRP session, but fails to include a matching fil e-
transfer-id, then the SRC MIST NOT send the content of CS MSRP file
transfer session to the SRS

8. Recording Chatroons

An CS MSRP session night involve a chatroom The SRC di scovers this
by observing use of the features defined in [I-D.ietf-sinple-chat]

When the CS MSRP session involves a chatroom the SRC SHOULD [ MUST?]
indicate this in the corresponding RS MSRP session. The key uni que
features of chatroons are nicknames and private nmessages. |f either
of these features is indicated in an SDP ’'chatroom attribute in the
CS, then this MAY al so be indicated in the RS SDP

Requests for nickannmes in the CS via the N CKNAVE nessage are
reported to the SRS using the nechani sm described in Section 11.3.

When nmessages are sent by sources that have had a ni cknane assi gned,
the nicknanme is conveyed to the SRS using the mechani sm described in
Section 10. 4.

Private nessages used in a chatroomare identified in the CS via a
CPI M wrapper with a To header that identifies the intended

reci pient(s) rather than the URI of the chatroomitself. This
information is retai ned when the nessage is forwarded to the RS
while the chatroom URI is also conveyed using the "To" header of the
"application/nsrp-recordi ng" wapper, as described in section
Section 11.

9. Met adat a

The netadata defined in [I-D.ietf-siprec-netadata] can be used
wi t hout change to descri be MSRP streans.
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10. M ME Type for MSRP Recording

The docunent defines a new M ME type "application/ nsrp-recordi ng" as
an extension to type "application/cpimt. This type includes new
headers for carrying details about the wapped nmessage. The new

headers are all identified by a nanespace prefix of "rs.".
[Note: |I found the details of how to nmake an application-specific
extension to CPIMto be vague in RFC3862. |'muncertain if

ext ensi on headers nust be referenced with a prefix, but that is ny
best guess. The details need nore research.]

10.1. CPIM Extension Header - rs. Content
The value of the "rs.Content” header is a token identifying the sort
of content contained in the body of this nmessage. The follow ng
types of content are defi ned:
o send
o drop

0 nsrp

At nost one "rs.Content" header nay be present in a message. |If no
"rs.Content" header is is present, then "rs.Content: send" is

i mpli ed.
The 'send’ token indicates that the content of the nessage contains
all or a fragnment of the body of an MSRP SEND nessage.

The 'drop’ token indicates that the content of a SEND nessage in the
CS is not being sent to the RS for recording.

The "'msrp’ token indicates that the body of the nessage contains a
compl ete MSRP nessage fromthe CS. This form MAY be used to convey
REPORT nmessages, N CKNAME nessages, and transacti on responses.

10.2. CPI M Extension Header - rs.Stream|D
The val ue of the "rs.Stream | D' header is the streamid used in the

SI PREC netadata to identify the streamthat this message bel ongs to.
This header MAY be omitted if the SIPREC netadata associ ates exactly

one streamwi th this MSRP session. |f present, the value MJST match
the streamid of exactly one of the streanms associated with this MRP
sessi on.
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10.3. CPI M Extensi on Header - rs.Message-1D

The val ue of the "rs. Message-I1 D' header carries the value of the
"Messsage-1 D' fromthe MSRP SEND nessage. At nobst one "rs. Message-

I D' header may be present in a nessage. |t MJST be present when the
"rs.Content" value is 'send’ or 'drop’, and MJST NOT be present in
ot her cases.

10.4. CPI M Extensi on Header - rs. N cknane

The val ue of the "rs. N cknane" header carries the nicknane of the
sender of the MSRP SEND nessage. At nost one "rs. N cknane" header
may be present in a nessage. It MAY be present when the "rs. Content"
value is 'send’ or ’'drop’, and MJUST NOT be present in other cases.

10.5. CPI M Extensi on Header - rs. Unsupported-Type

The val ue of the "rs. Unsupported-Type" header carries a content-type
froma CS MSRP SEND nessage that is not supported by the SRS. It may
be the outernost type, or the type of a component of a container
type. Any nunber of "rs.Unsupported-Type" headers may be present in
a nmessage. It MAY be present when the "rs.Content" value is ’drop’
and MUST NOT be present in other cases.

10. 6. CPIM Extension Header - rs.Size
The value of the "rs. Size" header carries the integer size of an CS
MSRP SEND nessage. At nost one "rs.Size" header may be present in a
message. It MAY be present when the "rs.Content" value is ’drop’
and MUST NOT be present in other cases.

11. Representation of CS MSRP Messages in the RS

When CS MBRP nessages are being recorded, the SRC encapsul ates them

in the wapper type "application/nsrp-recording”. This wapper type
is used to encapsul ate the basic MSRP SEND nessage content, and al so
to send CS MSRP control nessages that should be recorded. It also

provi des the means for conveyi ng per-nessage netadat a.

The CPIM From and To headers of the wapper are optional. They MJST
be supplied when the proper value cannot be deternined by other
neans:

o0 The From header may be onmitted if the nmetadata for the stream
indicates that there is only one possible sender, or if the
message bei ng encapsul ated contains a CPI M From header with the
proper val ue.
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0 The To header may be onitted if the netadata for the stream
indicates that there is only one possible receiver, or if the
message bei ng encapsul ated contains a CPI M To header with the
proper val ue.

The CPI M Dat eTi me header MAY be included. |If included, it SHOULD
indicate the tine that the corresponding CS nessage was sent or
recei ved by the SRC

11.1. Recording CS SEND Messages

When the SRC wi shes to record a SEND nessage fromthe CS it rew aps
t he message, taking body fromthe CS SEND nessage, placing that into
the body of a new "application/ msrp-recordi ng" nessage, and then
sending that with a SEND nessage in the correspondi ng RS MSRP

sessi on.

The SRC MAY retain the fragmentation present in the CS, mapping one
CS SEND nessage to one RS SEND nmessage. O it MAY nerge CS nessage
fragments and/or re-fragnent CS SEND nessage fragments. |If a
received fragment ends with a continuation-flag of "#", then | ast
fragment sent on the RS MUST also end with a continuation-flag of
"

Each SEND nessage fragnment MAY, but need not, contain a "rs.Content:
send" header.

Each SEND nessage fragnent MJST contain an "rs. Message-|1 D' header
i dentifying the Message-1D fromthe correspondi ng CS MSRP SEND
message. (The resulting RS MSRP SEND nessage will also contain a
Message-IDin the RS. This is a distinct value.)

If the SRC knows that the sender of the nmessage on the CS has an
associ ated Nicknane [I-D.ietf-sinple-chat], then the SRC SHOULD
insert an "rs. N cknane" header containing the nicknane.

11.2. Dropping CS SEND Messages

[ QUESTION: Do we need a way for the SRS to indicate a desire (or not)
to receive indications of dropped nessages?]

The SRC mi ght decide not to record selected SEND nessages fromthe CS
MBRP session. When doing so is MAY send a 'drop’ mnessage as a

i ndi cator that a nessage has been dropped. The foll ow ng

consi derations apply when deciding whether to send a ’drop’ nessage:
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11.

o Wiile the SRCis honoring a request within the CS to disable
recording, it SHOULD [ MUST?] NOT send ’'drop’ nessages for CS SEND
nessages.

o If the total size fromthe Byte-Range of the initial fragnent of a
SEND nessage in the CS is acceptable for the CS, but exceeds the
max-si ze for the RS session, then the SRC SHOULD send a ’drop’
message, and SHOULD i nclude an "rs. Size" header indicating the
total size of the nessage

o |If a SEND nessage in the CS contains a continuation fragnment, with
a Byte-Range indicating that the total message will exceed the
max-si ze for the RS session, then the SRC SHOULD send a ’drop’
message, and SHOULD include an "rs. Size" header indicating the
total size of the nessage

o |If a SEND nessage has a content type accepted by the ’accept-
types’ and 'accept-w apped-types’ attributes of the CS but is not
accepted by the 'accept-types’ or 'accept-w apped-types
attributes of the RS, then the SRC SHOULD send a ’'drop’ nessage.
The 'drop’ nessage SHOULD contain an "rs. Unsupported- Type" header
identifying the type that is not supported. (Wwen a nmultipart
body is present, the SRC MAY include nmultiple "rs. Unsupported-
Type" headers identifying nultiple types.) The SRC MAY choose to
send a limted nunber of 'drop’ nessages for particular stream -
either in total or per unacceptable type.

When a 'drop’ nessage is sent:
0 it MIST be terminated with a continuation-flag of "#";

0 additional fragments with the sane CS Message-1D MJUST NOT be sent
on the RS

3. Recording NI CKNAVE Messages
The SRC SHOULD forward N CKNAME nessages in the CS to the SRS

[ QUESTION: Do we need a way for the SRS to indicate a desire (or not)
to receive CS Transaction Error nessages?]

To forward a NI CKNAME nessage fromthe CS to the RS, the SRC pl aces
the entire NI CKNAME nessage into the body of of a new "application/
nmsr p-recordi ng" message, and then sends that with a SEND nessage in
the correspondi ng RS MSRP sessi on
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4. Recording CS REPORT Messages
The SRC SHOULD [ MUST?] forward CS Failure Report nessages on the RS
The SRC MAY [ SHOULD?] forward CS Success Report nessages on the RS

[QUESTION: Do we need a way for the SRS to indicate a desire (or not)
to receive CS REPORT nessages?]

To forward a REPORT nessage fromthe CSto the RS, the SRC pl aces the
entire REPORT nessage into the body of of a new "application/nsrp-
recordi ng" nessage, and then sends that with a SEND nessage in the
correspondi ng RS MSRP sessi on.

5. Recording CS Transaction Responses

The SRC SHOULD [ MUST?] forward CS transaction responses indicating
errors to the SRS

The SRC MAY, but SHOULD NOT forward CS transaction responses
i ndi cating success to the SRS. An exception is success responses to
NI CKNAME nessages, which MAY [ SHOULD?] be passed to the SRS

[ QUESTION: Do we need a way for the SRS to indicate a desire (or not)
to receive CS transaction response nessages?]

To forward a transaction response fromthe CSto the RS, the SRC
pl aces the entire transaction response nessage into the body of of a
new "application/ nsrp-recordi ng" nessage, and then sends that with a
SEND nmessage in the correspondi ng RS MSRP sessi on

Open | ssues

| ANA Consi derations
[ TODO. Regi ster application/nsrp-recording.]

Security Considerations
Not explicitly covered in this version
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