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Abst ract

Thi s docunent describes several typical nultiple prefixes use cases,
and di scusses that running nultiple IPv6 prefixes/addresses in one
net wor k/ host shoul d be conmon proactice that adm nistrators need to
adapt .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 26, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Liu, et al. Expi res Septenber 26, 2015 [ Page 1]



Internet-Draft draft-1liu-v6ops-running-nultiple-prefixes March 2015

Tabl e of Contents

7.1. Nor mati ve References
7.2. Informative References
Aut hors’ Addr esses

1. Introduction . 2
2. Miltiple Prefixes UBe cases . . 3
2.1. Miltiple Prefixes with Di fferent Scopes . 3
2.2 Mul ti homi ng based on Multiple PA Prefixes . . 3
2.3 Mul tiple Prefix Co-existing during Network Renunberlng 4
2.4. Service Prefixes . 4
3. Operational Availability and Cbn3|derat|ons . 4
3.1 Mul tiple prefix provisioning 4
3.2. Address Selection . Co 5
3.3. Exit-router selection . 5
4. Security Considerations . 6
5. 1 ANA Considerations . 6
6. Acknow edgenents 6
7. References 6
6

7

8

1. I nt roduction

In I Pv6 networks, there are depl oynent scenarios in which nultiple
prefixes coexists sinultaneously in one network. Several typical use
cases are:

Multiple Prefixes with Different Scopes (described in Section 2.1)

- | Pv6 multihom ng based on multiple PA prefixes (described in
Section 2.2)

- Make-bef ore-break renunbeirng (described in Section 2.3)

- An IPv6 network with nmultiple services, each of which has a
distinct prefix (described in Section 2.4)

To support the multiple prefixes running node, there have been sone
technol ogi es devel oped. This docunent discusses these technol ogies
of different aspects, which could all ow and snoothen the nmultiple
prefiex operation.

Note that, although MF (Miltiple InterFaces) [RFC6418] architecture
al so involves nutliple IPv6 prefixes, it mainly targets different
interfaces which attach to different networks respectively. This
docunent discusses the multiple IPv6 prefixes running in the sane
net wor K.
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2. Miltiple Prefixes Use cases
2.1. Miltiple Prefixes with Different Scopes

| Pv6 contains |ink-l1ocal addresses, global addresses and uni que | oca
addresses, which by definition are global but nornmally are site-scope
by practice.

As specified in [ RFC4291], all interfaces are required to have at

| east one Link-Local unicast address. This is the basic case of
running multiple prefixes. However, this does not require operations
fromthe network adnministrators since it is automatically processed

Besi des Li nk-Local addresses, the Unique Local Addresses (ULAs,

[ RFC4193]) might also be used for the interal comunication within a
site network. In many deploynent, the ULA is used along with PA
(Provi der Aggregated) addresses, which connect to the public network.
The benefit of such conbination is to provide seperate | oca

communi cati on fromthe globally comunication so that the |oca
communi cati on woul d not be inpacted when ISP uplink fail or
prefix(es) be renunbered. It is especially benificial for the home
network and private OAM plane or internal-only nodes in an
enterprise.

2.2. Miltihonm ng based on Miltiple PA Prefixes

When a network is multihomed, the nultiple upstream network providers

woul d assign prefixes respectively. |If a network does not acquires a
Pl (Provider |Independent) address spaceu, nultihomng will result
coexistent nultiple PA prefixes. |In such network, a single host have

mul ti ple PA | Pv6 addresses that assoicated with different prefixes.

This scenario rarely exists in | Pv4d networks, since IPv4 only allows
single address per interface. But it is quite practical in |IPv6.
This new feature of I Pv6 allows the SMEs (Snal |/ Medi um Enterprises)
to nmultihome without the burden of running Pl address space or
running 1 Pv6 NAT. Furthernore, multiple PA spaces do not have the
potential global routing systemscal able issue as the Pl does

[ RFC4894] .

However, nmultihonming with nultiple PA prefixes has some operationa

i ssues which mainly include address sel ection, next-hop selection
and exit-router selection. For detailed discussion, please refer to
[RFC7157]. [Editor’s note: nore discussion to be filled.]
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2.3. Miltiple Prefix Co-existing during Network Renunbering

[ RFCA192] describes a procedure that can be used to renunber a
network fromone prefix to another snoothly through a "nake-before-
break" transition. In the transition period, both the old and new
prefixes are avail able; the usage of multiple prefixes provides the
snooth transition and avoids the session outage issue in nmost of
renunberi ng operations.

2.4. Service Prefixes

An | Pv6 network may simnultaneously provide multiple services, such as
| PTV, Internet access, VPN, etc. Each of these services should have
a distinct prefix. The network may apply different policy based on
the distingui shed prefixes. This deploynent would sinplify the
managenent and processing on network devices, such as forwarding
routers, access authentication devices, account devices, bourder
filter, etc. The ISPs would provide one subscriber multiple
addresses/prefixes to access different services. This deploynent
woul d paricularly benefit for traffic recognision and managenent.

3. Operational Availability and Consi derations

Thi s section discusses sone technol ogi es of different aspects, which
could all ow and snmooth the nultiple prefiex operation

3.1. Miltiple prefix provisioning
o Miltiple Prefixes fromDifferent Provisioning Donains

In [I-D.ietf-nif-npvd-arch], provisioning domain is defined as
consi stent set of network configuration information
Classically, the entire set available on a single interface is
provi ded by a single source, such as network adm nistrator, and
can therefore be treated as a single provisioning donain.

But in nmodern | Pv6 networks, nultihom ng or service prefixes
may result in provisioning information fromnore than one
provi sioni ng donmai ns being presented on a single link. In
these scenarios, current technol ogi es | ack support of

di stinguishing information fromnultiple provisioning donains,
thus the host would not be able to associate configuration
informati on with provisioni ng domai ns.

However, there are several techniques under developing in MF

WG to solve the problens, we could expect themto be
standardi zed in the near future.
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0 Co-existing DHCPv6/ SLAAC

Bot h SLAAC [ RFC4862] and DHCPv6- PD [ RFC3633] coul d assign | Pv6
prefixes. DHCPv6-PD is normally run between routers and
routers or routers and DHCPv6 [ RFC3315] servers; while SLAAC is
normal ly run between routers and downstream hosts. The two
protocols could collabarate sufficiently to cover the whole
networ k’ s prefix provi sioning.

If operate properly, SLAAC and DHCPv6 coul d al so co-exist for

| Pv6 addresses provisioning based on different prefixes. They
need to carefully deal with the interaction between the two
protocols. It is nostly regarding to the Mflag in Nei ghbor

Di scovery [ RFC4861] nessages.

3.2. Address Sel ection

In order to support nultiple addresses well, |1Pv6 introduced address

sel ection mechani smwhich utilize a address selection policy table to
cal cul ate a proper source address for a given destination address.

O cource, destination adresses selection is also defined. [RFC6724]
described the rationale and algorithnms in detail, and al so defines a

default address selection policy table for operating systens.

Note that, the [RFC6724] is a replacenent of the old [ RFC3484]
specification to inprove sone behaviors (e.g. to prefer |Pv4 over
ULA for outside connectivity). Currently, so far there haven't been
many operating systens supporting the new standard, but we could
expect that the new standard would be available in all new rel eased
operating systens and becones the nmainstreamin the near future.

3. 3. Exit-router selection

In nmultiple PA nultihonmng networks, if the | SPs enabl e ingress
filtering at the edge (BCP38, [RFC2827]), then there cones the exit
router selection issues that outgoing packets are routed to the
appropriate border router and ISP link. Normally, a packet sourced
froman address assigned by ISP X should not be sent via ISP Y,
otherwise it would be filtered by ISP Y.

In the past, the adm nistrators have to either communicate with the
ISP for not filtering the prefixes or manually configure routing
policies within the network to nake sure the traffics are forwarded
to the right upstreamlink, based on source prefixes. Now, there are
some source-based routing technol ogi es under devel opment and
standardi zati on. W could expect these solutions avail abl e soon
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1.

Security Considerations

Thi s docunment does not introduce any new nmechani snms or protocols
technol ogi es and as such does not introduce any new security threads.

Nevert hel ess, relevant inportant security considerations are worth to
be iterated here:

o [RFC7157] gives the security considerations for nulti-prefix based
mul ti honmi ng.

0 Address selection relevant security considerations are descri bed
in [ RFC6724].

0 ND cache exhausion caused by nultiple addresses per host in a big
L2 network is described in Section 3.2. It is possibility that
mal i ci ous users intentionally configure massive addresses on host
to nake the gateway ND cache exhausted. So administrators always
need to consider mitigation operations for potential ND cache DoS
attack which is docunmented as [ RFC6583].

| ANA Consi derations
This draft does not request any | ANA acti on.
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