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Abst ract

Experience with the "Connection of IPv6 Domains via |Pv4d C ouds
(6tod4)" 1Pv6 transition mechani smdefined in RFC 3056 has shown t hat
when used in its anycast node, the nmechanismis unsuitable for

wi despread depl oynent and use in the Internet. This docunent
therefore requests that RFC 3068, "An Anycast Prefix for 6to4 Relay
Routers”, be made obsol ete and noved to historic status. It also
obsol etes RFC 6732 "6to4 Provider Managed Tunnels". |t recomends
that future products shoul d not support 6to4 anycast and that

exi sting deployments should be reviewed. This conplenents the

gui delines in RFC 6343.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on August 1, 2015.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The original formof the 6to4 transition nmechani sm[RFC3056] relies
on uni cast addressing. However, its extension specified in "An
Anycast Prefix for 6to4 Relay Routers" [RFC3068] has been shown to
have severe practical problens when used in the Internet. This
docunent requests that RFC 3068 and RFC 6732 be noved to Historic
status as defined in section 4.2.4 of [RFC2026]. It conplenents the
depl oynent guidelines in [ RFC6343].

6t 04 was designed to help transition the Internet fromlIPv4d to | Pv6.
It has been a good mechani sm for experinenting with | Pv6, but because
of the high failure rates seen with anycast 6to4 [HUSTON], end users
may end up disabling IPv6 on hosts as a result, and in the past sone
content providers were reluctant to nmake content avail able over |Pv6
for this reason.

[ RFC6343] anal yses the known operational issues in detail and
describes a set of suggestions to inprove 6to4 reliability, given the
wi despread presence of hosts and customer prenises equi pnent that
support it. The advice to disable 6to4 by default has been w dely
adopted in recent operating systens, and the failure nodes have been
wi dely hidden fromusers by nmany browsers adopting the "Happy
Eyebal | s" approach [ RFC6555].
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Nevert hel ess, a neasurabl e anount of 6to4 traffic is still observed
by 1 Pv6 content providers. The remaining successful users of anycast
6to4 are likely to be on hosts using the obsolete policy table

[ RFC3484], which prefers 6to4 above |1Pv4, and running wthout Happy
Eyeballs. Furthernore, they nust have a route to an operationa
anycast relay and they must be accessing an |IPv6 host that has a
route to an operational return relay.

However, experience shows that operational failures caused by anycast
6t 04 have continued, despite the advice in RFC 6343 being avail abl e.

1.1. Related Wrk

| Pv6 Rapid Depl oynment on | Pv4 Infrastructures (6rd) [ RFC5969]
explicitly builds on the 6to4 nechani sm using a service provider
prefix instead of 2002::/16. However, the depl oynent nodel is based
on service provider support, such that 6rd avoids the problens
observed with anycast 6t o4.

The framework for 6to4 Provider Managed Tunnels [RFC6732] is intended
to hel p a service provider manage 6t o4 anycast tunnels. This
framework only exists because of the problens observed with anycast
6t 04.

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [RFC2119].

The word "deprecate"” and its derivatives are used only in their
generic sense of "criticize or express disapproval” and do not have
any specific normative neaning. A deprecated function might exist in
the Internet for many years to all ow backwards conpatibility.

3. 6to4 operational problens

6to4 is a nechani smdesigned to allow isolated IPv6 islands to reach
each other using IPv6 over |Pv4 automatic tunneling. To reach the
native | Pv6 Internet the nechanismuses relay routers both in the
forward and reverse direction. The nmechanismis supported in many

| Pv6 inmplenentations. Wth the increased depl oyment of |Pv6, the
mechani sm has been shown to have a number of shortconi ngs.

In the forward direction a 6to4 node will send |IPv4 encapsul ated | Pv6

traffic to a 6to4 relay, that is connected both to the 6to4 cloud and
to native IPv6. In the reverse direction a 2002::/16 route is
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injected into the native | Pv6 routing domain to attract traffic from

native | Pv6 nodes to a 6to4 relay router. It is expected that
traffic will use different relays in the forward and reverse
di rection.

One nodel of 6to4 deploynment, described in section 5.2 of RFC 3056
suggests that a 6to4 router should have a set of managed connections
(via BGP connections) to a set of 6to4 relay routers. Wile this
makes the forward path nore controlled, it does not guarantee a
functional reverse path. |In any case this nodel has the sane
operational burden as nanually configured tunnels and has seen no
depl oynent in the public Internet.

RFC 3068 adds an extension that allows the use of a well known |Pv4
anycast address to reach the nearest 6to4 relay in the forward
direction. However, this anycast nechani sm has a nunber of
operational issues and problens, which are described in detail in
Section 3 of [RFC6343]. This docunent is intended to deprecate the
anycast mechani sm

Peer -t o- peer usage of the 6to4 nechanismexists in the Internet,

i kely unknown to many operators. This usage is harmess to third
parties and is not dependent on the anycast 6to4 nechanismthat this
docunent deprecates

4. Deprecation

This docunent formally deprecates the anycast 6to4 transition
mechani sm defined in [ RFC3068] and the associ ated anycast | Pv4
address 192.88.99.1. It is no |longer considered to be a useful
service of last resort.

The prefix 192.88.99.0/24 MIST NOT be reassigned for other use except
by a future | ETF standards action

The basi c uni cast 6to04 nechani smdefined in [ RFC3056] and the
associ ated 6to4 | Pv6 prefix 2002::/16 are not deprecated. The
default address selection rules specified in [ RFC6724] are not
nodi fi ed.

In the absence of 6to4 anycast, 6to4 Provider Managed Tunnel s
[ RFC6732] will no |onger be necessary, so they are also deprecated by
this docunent.

Incidental references to 6to4 should be reviewed and possibly renoved

fromother | ETF docunents if and when they are updated. These
docunent s include RFC3162, RFC3178, RFC3790, RFC4191, RFCA4213,
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RFC4389, RFC4779, RFC4852, RFC4891, RFC4903, RFC5157, RFC5245,
RFC5375, RFC5971, RFC6071 and RFC6890.
5. I npl enentati on Recommendati ons

It is NOT RECOMVENDED to include the anycast 6to4 transition

mechani smin new inplenmentations. |If included in any
i mpl ement ati ons, the anycast 6to4 mechani sm MUST be di sabl ed by
defaul t.

In host inplenentations, unicast 6to4 MJST al so be di sabl ed by
default. Al hosts using 6to4 MJST support the | Pv6 address
sel ection policy described in [ RFC6724].

In router inplenentations, 6to4 MJIST be disabled by default. In
particul ar, enabling IPv6 forwarding on a device MJUST NOT
autonatical ly enabl e 6to4.

6. Operational Reconmendati ons

Thi s docunment does not inply a recommendation for the generalized
filtering of traffic or routes for 6to4 or even anycast 6to4. It
simply recommends agai nst further deploynent of the anycast 6to4
mechani sm calls for current 6to4 deploynents to evaluate the
efficacy of continued use of the anycast 6to4 nechanism and makes
recomendati ons intended to prevent any use of 6to4 from hanpering
br oader depl oynent and use of native IPv6 on the Internet as a whole.

Net wor ks SHOULD NOT filter out packets whose source address is
192.88.99.1, because this is nornmal 6to4 traffic froma 6tod4 return
relay somewhere in the Internet. This includes ensuring that traffic
froma local 6to4 return relay with a source address of 192.88.99.1
is allowed through anti-spoofing filters such as those described in

[ RFC2827] and [ RFC3704] or through Uni cast Reverse- Pat h- Forwardi ng
(uRPF) checks [ RFC5635].

The guidelines in Section 4 of [RFC6343] remain valid for those who
choose to continue operating Anycast 6to4 despite its deprecation

Current operators of an anycast 6to4 relay with the | Pv4 address
192.88.99.1 SHOULD review the information in [ RFC6343] and the
present docunent, and then consider carefully whether the anycast
relay can be discontinued as traffic dimnishes. Internet service
provi ders that do not operate an anycast relay but do provide their
custonmers with a route to 192.88.99.1 SHOULD verify that it does in
fact lead to an operational anycast relay, as discussed in

Section 4.2.1 of [RFC6343]. Furthernore, Internet service providers
and ot her network providers MJUST NOT originate a route to
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192.88.99.1, unless they actively operate and nonitor an anycast 6t o4
relay service as detailed in Section 4.2.1 of [RFC6343].

Qperators of a 6to4 return relay responding to the I Pv6 prefix
2002::/16 SHOULD review the information in [ RFC6343] and t he present
document, and then consider carefully whether the return relay can be
di scontinued as traffic dimnishes. To avoid confusion, note that
nothing in the design of 6to4 assunmes or requires that return packets
are handl ed by the sane relay as outbound packets. As discussed in
Section 4.5 of RFC 6343, content providers m ght choose to continue
operating a return relay for the benefit of their own residual 6to4
clients. |Internet service providers SHOULD announce the I Pv6 prefix
2002::/16 to their own custoners if and only if it leads to a
correctly operating return relay as described in RFC 6343. |Pv6-only
service providers, including those operating a NAT64 service

[ RFC6146], are advised that their own custoners need a route to such
arelay in case a residual 6to4 user served by a different service
provider attenpts to communicate with them

Operators of 6tod4 Provider Managed Tunnel s [ RFC6732] SHOULD careful |y
consi der when this service can be discontinued as traffic di mnishes.

7. | ANA Consi derations

The document creating the | ANA | Pv4 Speci al - Pur pose Address Registry
[ RFC6890] included the 6to4 relay anycast prefix (192.88.99.0/24) as
Table 10. Instead, 1ANA is requested to mark the 192.88.99. 0/ 24
prefix originally defined by [ RFC3068] as "Deprecated (6to4 Rel ay
Anycast)", pointing to the present docurment. Redelegation of this
prefix for any usage requires justification via an | ETF Standards
Action [ RFC5226] .

8. Security Considerations

There are no new security considerations pertaining to this docunent.
General security issues with tunnels are listed in [ RFC6169] and nore
specifically to 6to4 in [ RFC3964] and [ RFC6324].
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