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Abst r act

Japan Conput er Energency Response Team Coordi nati on Center, known
as JPCERT/ CC have been researching about vul nerability in use of
| Pv6. JPCERT/CC provided the information toward vendors in Japan
They also verified the occurring those security incidents with
several products.

In 2013, JPCERT/CC called for vendors to participate their |Pv6
security program JPCERT/CC collects the results of equipnents and
open to the public for an user reference of procurenent.

In this document we describe about the programto share the
experinent of activity.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htn
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The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htm

Copyright and License Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

I nt roducti on

JPCERT/ CC started "The I Pv6 Security Test"” in Japan in 2013. The
target equipnents are routers and to verify their ability for the
protection of vulnerabilities which are pointed out in RFC or
Internet-Drafts. JPCERT/ CC focuses exclusively on the possible
attacks coming fromthe Internet. Providing test material s(tool and
docunent), JPCERT/CC collects the results fromvendors and published
| Pv6 Security Test respondent product List. This list is keeping to
be up to date. In this docunent we describe about the programto
share this experinental activity.

1.1 Requirenments Language

Take careful note: Unlike other |ETF docunents, the key words
" MUST", "MUST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD',
" SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are not used as described in RFC 2119 [ RFC2119]. This docunent
uses t hese keywords not strictly for the purpose of
interoperability, but rather for the pur pose of establishing
i ndustry-common baseline functionality. As such, the docunent
points to several other specifications (preferable in RFC or stable
forn) to provide additional guidance to inplenenters regardi ng any
protocol inplementation required to produce a  successful CE router
that interoperates successfully with a particul ar subset of
currently depl oying and pl anned common | Pv6 access networks.

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3 IPv6 Vulnerability Test Program
3.1 Test Concept and requirenent

This test programis focused on exclusively on the inbound attacks
whi ch possibly caused at WAN port (then through LAN port). JPCERT/ CC
narrowed down 15 itens out of 80[Appendix.A]. Fig.1l shows basic
network topology. In this test. Basically test packets sent to both
LAN and WAN then confirm the robustness.

Figure.1 Basic Network Topol ogy

to---@------- +
| User Router |

to---@------- +

3.2 Test Itens and its Criteria
Here is 15 test itens.

[01] Disabling type O routing header processing
[02] Protection for a DoS attack on the router by hop-by-hop option
header
[03] Protection for unexpected junbo packet by extra |arge payl oad
option
[04] Corresponding conmpletely overwite packet information by
unaut hori zed fragnent header(overl ap-first-zero fragnmentation)
[ 05] Corresponding conpletely overwite packet information by
unaut hori zed fragnent header(overl ap-1ast-zero fragnentation)
[06] Corresponding partially overwite packet information by
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unaut hori zed fragnment header (overlap-first-hop fragnentation)
[07] Corresponding partially overwite packet information by
unaut hori zed fragnent header (overl ap-1ast-hop fragnentation)
[08] Detection of a DoS attack by tiny fragment header
[09] Protection for tiny fragnent of a DoS attack with a |l arge
amount of using the small fragnent header
[10] Protection for a DoS attack by transnmitting the first
fragment ed packet only
[11] Protection for a DoS attack by single fragmented packet
usi ng atom c fragnent
[12] Protection for a DoS attack by single fragnmented packet
with a large anount of atomic fragnments
[13] Protection for an attack fromthe off-path attacker by fragnent
I D prediction
[14] Protection for a DoS attack to the router using the nei ghbor
di scovery service
[15] Protection for a DoS attack by sending a | arge nunber of
br oken packets to the router

Table.1 Type of Attack and Criteria for the evaluation

o e e e e e e e e aaao o oo e e e e e e e e e e e e e e eaao o +
| No. | Type of Attack |[Criteria |
o oo e e e e e e e e e e e eaaa o +
|01 | DoS Attack | conmply the DoS resistance policy(*) |
| | packet filtering evasion|discard packet or error reply |
e e +
|02 | DoS Attack | comply the DoS resistance policy(*) |
oo e e e e e e a oo oo m e e e e e e e e e e e eeaa o +
| 03 | DoS Attack | conply the DoS resistance policy(*) |
B B +
| 04 |packet filtering evasion|discard packet or error reply |
e e +
| 05 |packet filtering evasion|discard packet or error reply |
oo e e e e e e a oo oo m e e e e e e e e e e e eeaa o +
| 06 |packet filtering evasion|discard packet or error reply |
B B +
| 07 | packet filtering evasion|discard packet or error reply |
e e +
| 08 | DoS Attack | comply the DoS resistance policy(*) |
oo e e e e e e a oo oo m e e e e e e e e e e e eeaa o +
|09 | DoS Attack | conply the DoS resistance policy(*) |
B B +
| 10 | DoS Attack | comply the DoS resistance policy(*) |
e e +
| 11 | DoS Attack | conmply the DoS resistance policy(*) |
oo e e e e e e a oo oo m e e e e e e e e e e e eeaa o +
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| 12 | DoS Attack | conply the DoS resistance policy(*) |
|13 |mos atack |comply the DoS resistance policy(s) |
114 |Dos Atack |comply the DoS resistance policy(s) |
|15 oos Atack [compl y the DoS resi stance policy(s) |
Fom e e e e e e o e e e e e e e e e e e memea—a +

(*) the DoS resistance policy

Rout er that "PASSED' this test has ability with all the result
in the bel ow.

1. do not reboot

2. do not hung-up
(sl ow-down will be acceptable)

3. return to the original condition after DoS attack stopped
(to see the condition of the router, ping to the router
froma connected node)

3.3 Providing Test Tools and Manual

JPCERT/ CC provides a testing tool to an applicant devel oper due to
execute these tests at sane procedure and met hodology. Prior to the
open up this test program JPCERT/ CC exami ned test cases itself and
test tool with open source software then conbined sone software into
a distribution tool

Current test tool includes these software ; - THC | Pv6 Tool ki t
2.3THC I Pv6 Toolkit 2.3 - SI6 Networks IPv6 ToolKit vi1.4.1 - nnap
6.40 - WreShark Version 1.2.15 - mnicom

slight nodification was made to the software to fix for the test
cases.

JPCERT/ CC al so provides a technical guide and an manual. The
techni cal guide is can be downl oaded fromtheir Wb page[ WEB] for the
general test guide to public.

3.4 Handling results
JPCERT/ CC asks for the result of the test from associate
participants. Results are listed and rel eased in the JPCERT/CC s web

site[ WEB] under an agreenent. JPCERT/CC updates the list continually
when they gets new infornation.
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4 Concl usi on

IPv6 is in the way of universal deploynment. In Japan, an

organi zati on named JPCERT/CC started to provide a | Pv6 rel ated
security evaluation program After one year of the activity,
JPCERT/ CC al so publish the result of test. End users of snall and
ni d-si zed conpanies or Slers can refer the list for an procurenent
even if they have lack of know edge about IPv6 and its security
consi deration. For the vendors, they can develop |IPv6 secure
apprai sal product that suited for targeted conpanies in base |line.

The benefit of this activity is;

(1) devel oper and JPCERT/ CC
JPCERT/CC is able to informed possible threats to vendors
proactively. Vendors are able to create nore safer products
in advance. This schene changes incident-first to
i nformation-first approach

(2) customer
Especially for a small and m d-sized conpanies, they are
going to start to adopt IPv6 easier if they don't have nuch

know edge.
Currently JPCERT/ CC defined 15 itens for the test case. Beyond
controversy they will review and enhance the test programfromtime
to tine.
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5 Security Considerations

Possi bl e security threats are same as what pointed out in original
protocol s and technol ogies referred in this docunent.

6 | ANA Consi derations
Thi s docunent has no actions for | ANA
7 Acknow edgenents

Thanks for the follow ng vendors/organi zations with the contribution
of this activity.

I Pv6 Pronotion Council, Brocade Conmunications Systens Inc., NEC

Pl atforms, Ltd., Furukawa Electric Co., Ltd.,H tachi Metals, Ltd,
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1-16

A: I Pv6 vulnerability reference RFCs and i-Ds
is possible threats list and related RFC and internet-drafts.
si ¢ Header/ Extensi on Header definition

Access filtering policy evasion using by Type 0 Routing Header
RFC4942; RFC5095; RFC5871
DoS attack caused by Type O Routing Header
RFC4942; RFC5095; RFC5871
DoS attack caused by Hop by Hop Option Header
RFC4942
Handl i ng probl em and resource managenent probl em of jumbogram
RFC4942
Packet overwite by unauthorized fragnment header
RFC4942; RFC5722
DoS attack caused by tiny fragnented packets,
RFC7112
Abuse by receiving a lot of first fragment packets
DoS attack caused by atom c fragment header,
RFC6946
DoS attack caused by prediction of fragnent identification
val ues,
draft-ietf-6man-predictabl e-fragnment-id-01
Di stinctiveness on firewall inplementation for packet
reassenbl y,
RFC4942; RFC7112; RFC5722
I npl enent ati on probl ens in processing extension
header chai n;
RFC4942; RFC7112; RFC5722
I mpl ement ati on probl ems in Unknown Headers/ Destination Options,
RFC4942; RFC6564
Abuse using by Padl and PadN Options in Hop-by-Hop and
Destination option headers,
RFC4942
DoS attack using by old specification of Flow Label
RFC3697; RFC6437
Covert Channel using by Fl ow Label
RFC6437; draft-gont - 6rman-f 1 ow abel - security-03
I nformation Leaking by Fl ow Label
RFC6437; draft-gont - 6rman-f1 ow abel - security-03

2. NDP (link layer address resolution)

2-1

2-2

<JPCERT

Nei ghbor Solicitation/Advertisenent Spoofing,
RFC3756; RFC6980

Nei ghbor Unreachability Detection (NUD) failure,
RFC3756; RFC6980
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2-3 Duplicate Address Detection DoS Attack

RFC3756; RFC6980; draft -i et f - 6man- enhanced- dad- 06
2-4 Nei ghbor Discovery DoS Attack

RFC3756; RFC4942
2-5 Abuse on Nei ghbor cache tabl e,

RFC3756; RFC4942

3. NDP (address auto-configuration)

3-1 Juggl ed default route,
RFC3756; RFC6104; RFC6105; RFC7113
3-2 Juggl ed prefixes,
RFC3756; RFC6104; RFC6105; RFC7113
3-3 Juggl ed DNS server information
RFC3756; RFC6104; RFC6105; RFC6106; dr af t - gont - 6nman- sl aac- dns-
config-issues-00
3-4 Sniffing caused by follow ng old specification of on-1link
assunpti on,
RFC3756; RFC4943; RFC6104; RFC6105; RFC6583; RFC7113
3-5 Paraneter Spoofing,
RFC3756; RFC6104; RFC6105; RFC7113
3-6 DoS attack caused by Router Advertisenent,
RFC3756; RFC6104; RFC6105; RFC7113
3-7 Filtering Policy Evasion by fragment packets
RFC7113; RFC5722

4. | CWPv6

4-1 Spoofed Redirect Message,
RFC3756; dr af t - gont - opsec-i pv6- nd- shi el d- 00; RFC6980

4-2 DoS attack to Upper-layer protocol by crafted | CMPv6 error
nessages,
RFCA4942; RFC5927

4-3 Covert conversation through the payload of | CMPv6 error
nessages,
RFC4942

4-4 DoS attack by unprocessabl e packets to router
RFCA4942; RFC5927

5. | P Address definition

5-1 Anycast Traffic ldentification
RFC4942; RFC4291
5-2 Site Local Address as well-known DNS server addresses,
draft-ietf-ipngwg-dns-di scovery-03; RFC6586
5-3 Malicious use of |Pv6 addressing schene,
RFC4942; RFC5157; draft-ietf-opsec-i pv6-host-scanni ng- 04
5-4 Dynamic DNS and secure updates
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5-5

5-8

RFC4942; RFC4472

Conpl exity on plural address operating by |Pv4-mapped address,
RFC4942

Filtering policy evasion using by |IPv4-nmapped address

RFC4942

Firewal | s cannot perform deep packet inspection and filtering
with | PSec,

RFC4942

I Pv6 tunnel s break |IPv4 network security policy,

RFC4942

6. Multicast

6-1

6-2

6-3

6-4

6-5

6- 6

DoS attack by hijacked nulticast router,

RFC3810

DoS attack by forged Report message in M.D,

RFC3810; RFC2710

Extra processing on the network equi prent by forged Done
messages in M.D,

RFC3810; RFC2710

DoS attack over nulticast network with | CMPv6 error nessages,
RFC4942

Abuse in nulticast distribution tree on PIMDMw th
tenporary addresses,

RFC3973

Deni al - of - Service Attack on the Link

RFC5294

7. Mobile | Pv6

7-1

7-2

At t acks agai nst Bi ndi ng Update Protocols,
RFC4225

Filtering Policy evasion due to not support type 2 routing
header,
RFCA4225; RFC6275

8. Tunneling

8-1

8-2

8-3

<JPCERT

Filtering Policy evasion occurred in IPv6 transition/coexistence
technol ogi es on "I Pv4-only" networks,

RFC4942; RFC6169; RFC7123

Source Routing after the Tunnel Cient conbined with old
specification of Routing Header O,

RFC6169; RFC5095; RFC7123

Attacks by malicious use of NDP may go to 6t o4 Router/6to4

Rel ay Router/6rd Border Router

RFC3964; RFC4942; RFC5969; RFC7123

Attack toward I Pv6 clients fromI|Pv4 network via
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6t 04 Router/6to4 Rel ay Router
RFC3964; RFC6169RFC5969; RFC7123

8-5 Attack toward 6to4 clients fromlPv4 network via
6t 04 Router/ 6t o4 Relay Router
RFC3964; RFC6169RFC5969; RFC7123

8-6 | Pv4 broadcast attack via 6to4 Router/6to4 Relay Router,
RFC3964; RFC6169RFC5969; RFC7123

8-7 Sniffing at 6to4 Router/6to4 Relay Router,
RFC3964; RFC6169; RFC5969; RFC7123

8-8 Routing Loop Attack Using | Pv6 Automatic Tunnels,
RFC6324

8-9 Filtering bypass by Teredo,
RFC6169; RFC7123

8-10 Port exposure with Teredo,
RFC6169; RFC5991; RFC7123

8- 11 Teredo Tunnel Address Concerns,
RFC6119

8-12 Sniffing at Teredo Router/Teredo Rel ay Router
RFC3964; RFC6169; RFC5969; RFC7123

9. Transl ation

9-1 Address Spoofing used by | Pv4-enbedded | Pv6 address,
RFC6052; RFC6145; RFC6889

9-2 Concerns of using DNS64,
RFC6147; RFC6889

10. DNS

10-1 Dual stack operation bring overloading to nane servers,
RFC4472; RFCA942; draft-ietf-dnsop-respsize-15

10-2 Operational difficulty of reverse zones and concerns,
RFC4472; RFC4942

10- 3 Rogue DHCPv6 Servers
draft-ietf-opsec-dhcpv6-shiel d-04

11. Gt her Operational concerns
11-1 Network segnment violation by | eakage of NDP in VLAN networks
11-2 RFC5952 text representation conpliance for safer operation

RFC5952
11-3 Dual stack nodes in |Pv4d only network w thout supervision
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EMai | : ki taguchi @nt. kanazawa-u. ac. | p

Keni chi Nagam
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1- 3-3, Shinsuna, Koto-ku, Tokyo,
Japan

EMai | : nagam @ netcore.com

Masat aka Kosugi
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626-1, Kyoda, Takaoka-City, Toyanm,

Japan

EMai | : kosugi _masat aka@ntec.co.jp

Ruri Hirom
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Japan
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