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Abst ract

Depl oyment of | Pv6-only networks are inpacted by assunptions of
I Pv4-only or dual-stack transition scenarios. For exanple, these
assunptions are in the operations of DNS. This neno is problem
statenment and hopes to eventually propose a mitigation technique.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 30, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

It’'s coommonly believed that the dual -stack nodel is the best practice
for IPv6 transition in which IPv4 and | Pv6 function can work in
paral l el w thout nutual interference. Based on this nodel, |IP stacks
and applications are expected to be converted into I Pv6 snmoothly when
| Pv4 address pool run out. The dual -stack approach gives |Pv4/1lPv6
capability on end system network devices, DNS and application
servers, but, as a side effect, brings additional problens, such as

| Pv4 fall back [ RFC6555] or even | Pv4/1Pv6 conpetition. This issue
makes the dual stack nmodel nore conplicated to depl oy and nmanage, and
overall network less reliable.

To accelerate the transition to a fully connected | Pv6 network,

| Pv6-only experinents [ RFC6586] and | ETF standards [ RFC6333],

[ RFC7040] are docunented. Sone techniques verify |IPv6 capability and
support the IPv6-only deploynment. In IPv6-only environments, DNS
resol vers or nmodul es are provisioned only with IPv6 address. It is
mai nly due to three aspects:

1) To save nore free | Pv4 addresses in deploying new DNS resol vers;

2) To reduce the cost and risk of managenent in dual stack
envi ronnent ;

3) To follow the inherent requirenent in the IPv6 transition
scenarios, such as DS-Lite [ RFC6333];
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3.

3.

It’s worthwhile to mention that the tunnel technol ogy provides an
approach that allow I Pv6-only network depl oynent becone independent
fromthe rest of the world which makes the I Pv6-only strategy nuch
porpular. In the IPv6-only network, the ISPs only provision | Pv6
address to the end system network and DNS el enent via DHCPv6.
However, |Pv6-only resolver will face an Internet which are partly
running in I Pv4d only environnent and partly in dual-stack, yet with
| Pv4d-prefered paradigm As a result, the DNS elenent in | Pv6-only
environnment is suggested to be forwarding requests by relying on the
upstream dual - stack DNS recursive server section 5.5 [1] in

[ RFC6333]. However, using the DNS proxy nechanismis a conpronise in
I Pv6 transition context, which still has inplicit limtations

[ RFC5625] .

This meno revisits the behavior and inplicit inertia of DNS in
exi sting architecture which nmy hinder the | Pv6-only DNS devel opnent.

Ter m nol ogy
A: A resource record type used to specify an | Pv4 address [ RFC1034]

AAAA: A resource record type used to specify an | Pv6 address
[ RFC3596]

EDNSO: Version 0 of Extension nmechani snms for DNS [ RFC6891]
DNSSEC: DNS Security Extensions [ RFC4033]

MIU:. Maxi mum Transm ssion Unit, the maxi mumsize for a datagramto be
forwarded on an interface w thout needing fragnentati on [ RFC0791],
[ RFC2460]

Addi tional Section: Section in DNS query/response carrying RRs which
may be hel pful in using the RRs in the other sections [ RFC1034].
Note that in this menp the data in additional section is the A AAAA
i nformati on of NS server, particular for root zone.

Revisit to current situation
1. DNS Referral Response Size limtation

Due to the required mininumIP reassenbly limt for |IPv4, the
original DNS standard [ RFC1034][ RFC1035] linited the UDP nessage size
to 512 octets. It becanme an historical and practical hard DNS
protocol limt, even after EDNSO [ RFC6891] was introduced to mitigate
this issue[draft-ietf-dnsop-respsize-15]. This limt presents s for
zones wishing to (1) add nore authority servers or (2) advertise the
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| Pv6 addresses of newly updated dual -stack NS name servers, or (3)
use DNSSEC.

In the context of this neno, the linmtation may be rel axed due to the
| arger base MIU of |Pv6 (1280 octets) which is the default for
| Pv6-only networks.

3.2. Additional section in |IPv4/IPv6 Environnents
Gven there is hard limtation in the DNS referral response size, the

i mpl ementations preferably decide to keep as nuch data as possible in
the UDP responses no nmatter it is "critical" or "courtesy"

Appendix B.2 in [RFC4472] . It is a typical case in primng exchange
bet ween recursive resolver and root server. Wen a nane server
resol ver bootstrap, it perfornms the NS | ookup for root zone. 1In the

response packet fromroot server, the additional section is supposed
to contain all the A & AAAA records of NS dormain nanme. Utimtely,
when all 13 root nane servers are assigned | Pv6 addresses, the
primng response will increase in size to 800 bytes.

There are different strategies for root server operators to choose
whi ch RRset (A or AAAA) should be in the additional data if not all
of the glue information can be included. Note that in dual-stack
environnment, |Pv4 glue and | Pv6 glue of same zone are actually
competing for the roomof DNS UDP packets. For exanple, sone of DNS
root servers prefer to return as nmany | Pv4 glue records as possible.
In that case only 2 out 10 I Pv6 glues are included as shown bel ow,
irrespective of IPv4d or | Pv6 DNS transport.

;; ADDI TI ONAL SECTI ON

a.root-servers.net. 518400 IN A 198.41.0.4
b.root-servers.net. 518400 IN A 192.228.79. 201
c.root-servers.net. 518400 IN A 192.33.4.12
d.root-servers.net. 518400 IN A 199.7.91.13
e.root-servers.net. 518400 IN A 192.203. 230. 10
f.root-servers.net. 518400 IN A 192.5.5.241
g.root-servers.net. 518400 IN A 192.112.36.4
h.root-servers.net. 518400 IN A 128.63.2.53
A

i.root-servers.net. 518400 IN 192. 36. 148. 17
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j.root-servers.net. 518400 IN A 192.58.128. 30
k.root-servers.net. 518400 IN A 193.0.14.129

| .root-servers.net. 518400 IN A 199.7.83.42

m root-servers.net. 518400 IN A 202.12.27.33
a.root-servers.net. 518400 I N AAAA 2001: 503: ba3e: : 2: 30
b.root-servers.net. 518400 | N AAAA 2001:500:84::Db

In the context of IPv6-only deploynents, these glue records are much
|l ess optimal. They are based on I Pv4 or dual -stack assunptions,
where IPv4 is still domnant. It may negatively inpact the |Pv6
services in |IPv6-only depl oynents.

If the glue set sent in the response is correlated with the IP
version of the DNS transport, then the answer, in nost cases, wll be
more optimal. There are two reasons why it is not adopted as an
optimzation. One is that it breaks the nodel of independence of DNS
transport and resource records section 1.2 [2] in [RFC4472]. Another
is that it will bring unpredictable risk to the perfornmance and
stability of current root server system

3.3. DNS proxy

In I Pv6-only networking, DNS proxy approach is recommended for

| Pv6-only DNS elenent. On one hand, it avoids the difficulty to
performall DNS resolution over |Pv6 transport, given that still nany
networks on Internet are only on IPv4. On another hand, it |oses the
opportunity to performa full recursive resolver function via |IPv6,

at least in Root and TLD I evel which are nmostly | Pv6 enabl ed.

In additional, as described in the beginning of [RFC5625], the DNS
proxy function is not an optimal solution to serve the |Pv6-only
resol ver requirement. Large packets caused by prinming request or
DNSSEC val i dati on packets will be bl ocked due to the proxy

i npl ementation. It is suggested that: "To ensure full DNS protoco
interoperability it is preferred that client stub resolvers should
communi cate directly with full-feature, upstreamrecursive resolvers
wher ever possible.”

As nore and nore NS servers updated to | Pv6 transport and reachable
over the IPv6 Internet, the direct IPv6 resolution will be preferable
in |Pv6e-only resolver. But regarding the long-tail feature of |Pv6
adoption in NS servers, certain back-forward conpatibl e nechani sm
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shoul d be designed, which indeed nmake an incentive nodel for |Pv6
adoption over |Pv4d as well.
4, Mtigation approach
TBD
5. Security Considerations
TBD
6. | ANA Consi derations
TBD
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TBD
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