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Abstract

In an I Pv6-only environnent with DNS64/ NAT64 based translation
service, there is no way to get access a URL whose donai n nanme part
includes an I Pv4 address literal. This nmeno proposes a speci al
purpose TLD so that the I Pv4 address literal is accessible from such
a DNS64/ NAT64 envi ronments.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 30, 2015.
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunment may contain material from | ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.

1. I ntroducti on and Overvi ew

When a host in an |Pv6 only environnment (an |Pv6-only host) has to
access an | Pvd-only destination, a transl ator-based approach is a
powerful tool. The translator-based approach is usually conposed of
a DNS64 server [RFC6147] and a stateful NAT64 translator [RFC6146].
The DNS64 server responds with a AAAA record of an |Pv4 enbedded | Pv6
address with a certain I Pv6 prefix assigned to the NAT64 transl ator,
for exanple, the well known NAT64 prefix (64:ff9b::) or a gl obal |Pv6
prefix. The IPv6-only host sends an | Pv6 packet, which is translated
by the NAT64 box to an |IPv4 packet. |In this nmenmo, an | Pv4 enbedded

| Pv6 address with a NAT64 prefix is described as *‘Pref64::/n
address’’. The translation of responded |IPv4 packet back into an

| Pv6 packet is also perforned in the NAT64 transl ator

The NAT64 with DNS64 approach works well for npbst destinations. But
it does not work well when the DNS response packet resulted NXDOVAI N
or SERVFAIL to the AAAA query, partly described in [ RFC4074].

Resol utions of this case are out of scope of this neno.

It is legitimte to enbed an I Pv4 address literal in an URL such as
fol | ows:

http://192.0.2.10/i ndex. htm
In the environnment described above, the destination is not accessible
froman I Pv6-only host. This problemhas already been reported in
[ RFC6586] and ot hers.

The reason why the destination specified by above notation cannot be
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accessible is that no DNS | ookup is performed, and no DNS64 service
is able to tell a Pref64::/n address to the host. To perform DNS64/
NAT64 transl ati on agai nst such an I Pv4 address literal notation, sone
mechanismwi || be required.

This meno proposes a speci al - purpose TLD and defi nes behavi ors of
resol vers and of the authoritative servers to treat the special-
purpose TLD. This nmeno al so considers inplenmentation strategy of
.TLD and side effects of .TLD usages to the current comunications on
the Internet. The special-purpose TLD is denoted as . TLD which wll
be replaced with an actual TLD allocated by | ANA

The concept of .TLD is sinmple: Al I1Pv4 address literal notations are
rewitten to ‘‘<ipv4-address-literal> TLD ' on a host. As ‘‘<ipv4-
address-literal > TLD ' is seened to be a regular FQDN, *‘<ipv4-
address-literal > TLD ' |l ets DNS64 servers resol ve | Pv4 address

literal as a regular FQDN and translate the A record of *‘‘<ipv4-
address-literal > TLD * to a corresponding Pref64::/n address on each
| eaf network. For exanple, 192.0.2.10.TLD i n DNS64/ NAT64 environnent
woul d be translated to a Pref64::c000:020a. In an |IPv4 environnent,
192.0. 2. 10. TLD woul d be resol ved just as an A record about
192. 0. 2. 10.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Scope of this nmeno

This meno focuses only on snooth migration to an | Pv6-only
environment with the DNS64/NAT64 solution. Therefore, this neno

focuses on only ‘‘1Pv4 address literal’’ problem nentioned in
[ RFC6586] .
The ‘1 Pv6 address literal’’ is out of scope of this nmenp, because an

URL including | Pv6 address literal can be accessible in |IPv6-only
networ ks and in dual stack networks. The solutions to keep |IPv4-only
hosts or IPv4-only applications in IPv6 only environment are out of
scope on this neno.

3. A special -purpose TLD for |1 Pv4 Address Litera
When the part of I1Pv4 address literal is witten to forma pseudo
FQDN and the pseudo FQDN is resolved as an | Pv4 address, a DNS64

server can return a AAAA record with the specified | Pv4 address that
is mapped to an appropriate NAT64 prefix.
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Once a AAAA record is obtained, the |IPv6-only host can send | Pv6
packets to the destination. |Pv6 packets will be translated back via
NAT64 translator in exactly the sane as a regular |Pv4-only

desti nati on.

3.1. .TLD Authoritati ve DNS server behavi or

The authoritative DNS server of .TLD SHOULD be operated only for a

speci al purpose.

1. If a DNS query asks ‘‘<ipv4-address-literal> TLD ', .TLD
authoritative server MJST return ‘‘<ipv4-address-literal >’ as
the A record of ‘‘<ipv4d-address-literal > TLD '’.

2. Oherwise, .TLD authoritative server MJST return NXDOVAI N.

3. 2. DNS64 behavi or s

When a DNS64 receives a query of <ipv4-address-literal > TLD, it
SHOULD i ssue a DNS query to one of the .TLD authoritative servers.
The response from.TLD authoritative server will be either an A
record of the issued <ipv4-address-literal> or NXDOVAIN. |f the
response contains an A record, the DNS64 MJST translate the |IPv4
address in the Arecord to the AAAA record by Pref64::/n address
according to [ RFC6147].

Taking into account of scalability, the DNS64 WOULD cache the AAAA
record of <ipv4-address-literal> TLD in a certain interval. As one
of possible ways to get nore scalability, the DNS64 CLOUD have the
function of .TLD authoritative server

3.3. dient behaviors
3.3.1. Case 1: manual type-witing

When a client (human) wants to access an | Pv4 only server by |IPv4
address literal in a DNS64/ NAT64 network, he / she nanually attaches
.TLD to the I Pv4 address of the IPv4 only server. Wen the network
has DNS64/ NAT64 function, the AAAA record, that is Pref64::/n address
of the issued <ipvé4-address-literal>, will be return

The client COULD attach .TLD to the | Pv4 address of the IPv4 only
server in an | Pv4d only network or a dual stack network. Wen the
network situation is IPv4 only or dual stack, the A record of the
i ssued <ipv4-address-literal> TLD will be returned.

If the client uses FQDN or | Pv6 address literal, he / she MJST NOT
attach . TLD.
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3.3.2. Case 2: device or application

A client (device or application), that has a name resol ution
function, SHOULD attach . TLD when the input value of getaddrinfo is
an | Pv4 address literal. For exanple, <ipv4-address-literal> SHOULD

be rewitten to <ipv4-address-literal > TLD. |f the input val ue of
getaddrinfo is not IPv4 address literal, the client MJUST NOT attach
. TLD.

O course, the client CAN take sel f-synthesizing of mapped address
mentioned in [ RFC7050], or MAY conbine . TLD nethod and [ RFC7050]
sel f-synt hesi zi ng net hod.

Some access authentication may not allow any external accesses unti
access authentication procedure is finished, and may use an | Pv4
address literal on the redirected authentication web page. Taking

i nto account such corner case, client WOULD check the reachability to
the external network initially.

NOTE: migrating fromlIPv4 to | Pv6, access authenticati on SHOULD avoi d
to use I Pv4 address literal and SHOULD use FQDN for dual stack client
or IPv6 only client.

3.4. DNS query flow
Figure 1 shows a DNS query flow on the . TLD

1. An application on a client creates <ipv4-address-literal > TLD.

2. The application inputs the query of AAAA or ANY about <ipv4-
address-literal > TLD. to its local resolver

3. The local resolver forwards the query to a recursive resol ver
that would be a DNS64 server in DNS64/NAT64 environment.

4. The recursive resolver sends a recursive query of <ipv4-address-
literal > TLD.

5. .TLD authoritative server creates the A record of the issued
<i pv4-address-literal >. TLD, and MAY check PTR record of the
i ssued <ipv4-address-literal>  Then, .TLD authoritative server
returns the DNS response to the recursive resol ver.

6. \When the recursive resolver has DNS64 function, it creates the
AAAA record according to [RFC6147] and replies the AAAA record to
the local resolver on the client. |f the recursive resolver does
not have DNS64 function, the recursive resolver returns the A
record responded from.TLD authoritative server

7. The application on the client gets the appropriate | P address
(I Pv4 address or Pref64::/n address), then creates an appropriate
socket .
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This solution would not require the nodification of common shared
libraries on any Operating Systems. The DNS inpl enentations, SHOULD
support .TLD. As the query flow nentioned above, .TLD authoritative
server SHOULD be placed. The nodification of NAT64 or DHCP are not
required in this method.

Use cases
1. Use case 1: nanual type-witing

For exanple, consider living on an | Pv6-only network w th DNS64/
NAT64, and receiving a nessage |like ‘‘please dowload a file foo.doc
froma ftp server 192.0.2.10"'. Usually, you nmay estinmate the NAT64
prefix and cal cul ate Pref64::/n address through [ RFC7050] or
[ RFC7051]. Under the proposed nechanismon this meno, you can j ust
type as follow

%ftp 192.0.2.10.TLD

The packet would be transferred al ong with [ RFC6384].

2. Use case 2: browser plug-in

An | Pv4 address literal is often used in URL for the | azy DNS
operation, a tenporary HITP server or a hidden (private) server.

Taking into account user convenience, a browser plug-in can be
devel oped that it converts the <ipv4-address-literal > on the hostnanme
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part of an URL to <ipv4-address-literal> TLD. It may be suggested to
turn this function on when the host is on I Pv6-only network, however,
it may not be easy to detect the situation of the network (IPv4 only,
dual stack or DNS64/ NAT64 environnent). A sanple of Googl e Chrone
plug-in is attached in Appendix B

3.6. Recommendati on

For usability in manual type-writing, the . TLD SHOULD be as short as
possi bl e, and SHOULD express the special purpose in the nane space.
“*.v4’ is recomended as a candidate of .TLD, because of the
simplicity and the expression of |Pv4.

4. Considerations
4.1. Attached the special -purpose TLD to a regular FQDN

Conceptual Iy, the special -purpose TLD woul d be attached to only | Pv4
address literals, however, the special-purpose TLD may be attached to
a regular FQDN notation like '‘foo.bar.comTLD . Such m suses
SHOULD be avoi ded

4.2. An enbedded |P address literal in the content part of URL

In sone case, <ipv4-address-literal> may be enbedded into the content
part of a URL, however, it may be difficult for users or browser

pl ug-ins to recogni ze unanbi guously that a string |ike <i pv4-address-
literal > surely neans sone | Pv4 address. Fromthe point of view of

| Pv6 nigration, enbedded IP address literal in the content part of an
URL MUST be avoi ded.

4.3. Prevention the | eak of the special-purpose TLD

When . TLD is actually enployed in the operation, .TLD may | eak to the
public DNS infrastructure including root DNS servers as seen in
“*.local’’. Therefore, once consensus is obtained, the relevant TLD
SHOULD be delegated to a set of DNS servers

Two possi bl e DNS operation nethods can be considered. One is to
del egate the TLD to AS112 servers [asll2-servers]. Wen one of the
AS112 servers received a query with . TLD, it returns with NXDOVAI N.

The ot her possible DNS operation is to deploy a set of special

pur pose DNS servers which accept queries with . TLD and synt hesi ze an
A record corresponding to the I Pv4 address in the QNAVE when it is a
legitimate | Pv4 address. O herw se, NXDOVAIN MUST be returned.
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4.4. Possibility to break connections with Apache Virtual Host concept

Changi ng the URL (swapping the DNS name or adding in a Pref64)
frequently breaks the connections since the application is aware of
the nane it expects, and connecting correctly to the correct IP
address is not sufficient, the name nust al so be the sane in many
cases.

For exanple, many websites use the Apache Virtual Host concept. Wen
a web site that changes contents along with accessed | P address
famly like http://ww. kanme. net/ or http://dual.tlund.se/ , and if
some client accesses such web site by <ipv4-address-literal > TLD

i nstead of FQDN, the Virtual Host may not work as intended.

Therefore, such web site, that uses the Apache Virtual Host concept,
SHOULD NOT use <ipv4-address-literal> in URL and SHOULD use
appropriate FQDN

4.5. Inaffinity with HTTP/ HTTPS Cooki e
This solution may not work with HTTP/ HTTPS cookie. W should al so
consider the HTTP security considerations for the cases where soneone
puts one of the names into a URL. For exanple, consider
http://192.0.2.10. TLD/ to an origin that sets a cookie on the domain
"* 10. TLD".

There are likely already plenty of ways to do the sanme thing out
there, so this may not be a nmjor issue.

4.6. TLD alternatives

In Section 3.6, we propose .v4 as the TLD, and conpari sons with other
candi dates are di scussed as foll ows.

4.6.1. .v4. arpa

‘“‘v4.arpa’’ may be a candidate of .TLD that does not require new TLD,

however, it may be confued with [RFC7050] ‘‘ipvdonly.arpa’’, and the
length (8 characters) of ‘‘.v4.arpa’’ is bit longer than the length
(3 characters) of ‘‘.v4’’ for type-witing usages.

4.6.2. .host

‘*.host’’ has already been assigned as one of the new gTLDs, and not
consi dered a candi date here unless the authority of .host offers 256
(or 356 -- see discussion in Section 4.6.3) delegations to this

pur pose.
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4.6.3. TLD |l ess del egation

When it is feasible to "del egate"” 256 TLDs (from".0" through ".255")

or 366 TLDs (".00", ".000", and others are added) for this particular
purpose, it is possible to inplenent the functionality described in
this neno without assigning a particular .TLD. It contributes 256

(or 356) extra TLDs in the Root zone.

It is knowmn that DNS queries with such TLDs have been observed, and
this delegation may interfere with undocunented usage of such TLDs.

If such 256 (or 366) delegations is suitable, bogus such queries to
the root servers will be redirected to the DNS server described in
Section 5.

4.7. Usages of IPv6 address litera
The speci al - purpose TLD may be applied to | Pv6 address cases in sane
ways, however, such notation is not required in dual stack / |Pv6-
only environnent, generally.

4.8. RFC7050 ipvdonly. arpa
[ RFC7050] defines a nethod to estinmate a NAT64 prefix by querying
Wl | - Known | Pv4-only Nanme ‘‘ipvdonly.arpa ’'. [RFC7050] does not

cover several situations. .TLD nmethod is ained to sol ve such
situations as follows:

4.8.1. Miltiple NAT64 prefixes for |oad bal anci ng
One of situations is multihonming, illustrated in Figure 2. In this

situation, the NAT64 prefix estimted by [ RFC7050] nethod may be
different fromthe one that the operator intends.
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. + oo - + T +
| +====| NAT64 |=====+ | Pv4d ISP A

+o----- + | 1Pv6 Only | +o---- - + R LR +

|client|====] Segnent [

e + | | S RS + e +
| +====| NAT64 |=====+ | Pv4 ISP B
. + oo - + T +

Situation A : multiple NAT64 prefixes for optimizing routes on
mul ti hom ng

Figure 2

4.8.2. Miltiple NAT64 prefixes for external / internal |Pv4 only
net wor ks

Anot her situation is where nultiple NAT64 prefixes are operated for
accessing the external IPv4 Internet and an internal private |Pv4
only network froman internal IPv6 only network. Figure 3 draws this
situation. In this situation, the NAT64 prefix estimted by

[ RFC7050] nethod could not be reached to the internal |Pv4 only

net wor k.
Fom oo - +
| DNS64 |
Homm oo+
I
o m e e oo o - + Fomm e - - + Fomm e e e o - +
| | e L I N + | |
| internal +===| NAT64 |==+ Only +==] NAT64 | ==+ |Pv4 |
| net wor k | Fo---- - + | Seg. | H------- + | Internet
S + o m e e oo + [ RS +
I
B
| client |
Hom e e oo - +

Situation B : multiple NAT64 prefixes for internal / externa

Figure 3
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4.8.3. Difficulty of conversion fromoctet expression to hex expression
by human type-witing

As the initial notivation of this meno, |Pv4 address literal is often
used for a personal / private server that is not registered in DNS
record because of |azy operation, tenporal usage, or the intention to
hi de from DNS query scans. ‘‘ipvdonly.arpa’’ solution can be

avail able to synthesize the Pref64::/n address for the private
server, however, the owner of the private server has to convert the
octet expression of the |IPv4 address on his/her private server to the
hex expression by manual. Usually, conversion fromoctet expression
to hex expression by manual is difficult or tiresone operation

5. Inplenentation Strategy

It is suggested to inplenment the .TLD rewiting as in the foll ow ng

order:

1. Define .TLD
Once the community agrees to accept the rewiting scheme
described in this meno, it nust fix the .TLD to be used. The
. TLD WOULD require the update of [RFC6761].

2. .TLD del egation
DNS queries with . TLD can leak to the DNS of the gl oba
Internet, it is highly suggested to delegate .TLD to a set of
authoritative DNS servers as discussed in Section 4.3.

3. DNS64 nodification
DNS64 i npl enmentation is suggested to nodify to respond
correspondi ng AAAA record to a query with . TLD. This process
can be done in parallel to the step 2 above.

4. Start using .TLD rewiting
After, at least the step 2 is conpleted, the TLD rewiting may
be used in manually described in Section 3.5.1 or
automatically by browser plugins described in Section 3.5.2.
Whil e further discussions and observation is required, the use
of an URL in IPv4 literal enbedded m ght be di scouraged.
Instead, the use of .TLD notation as a legitimte URL m ght be
encouraged even in the server side.

6. Security Considerations
The recommrendati on contains security considerations related to DNS
The special purpose DNS servers of this nmeno only treats the |IPv4
address literal with . TLD. Therefore, the special DNS MAY use self-

signed / authorized key for DNS responses.

When a client is to access an URL with IPv4 literal address enbedded,
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it triggers a DNS query, and the query may be sent over the Internet
to the nearest authoritative .TLD DNS server. It may break the
confidentiality against the DNS service.

TBD

7. | ANA Consi der ati ons

This meno calls for ‘*.v4’’ as the special -purpose TLD to the | ANA
registry.
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Appendi x A, A Test Server of the special TLD

We run a prototype inplenentation of the special - purpose DNS server
in the WDE backbone (AS 2500). W use ‘‘.v4.wide.ad.jp’’ as .TLD

Appendi x B. Sanpl e extension for Googl e Chrone

We devel oped a sample plug-in code for Google Chrone ‘‘I|Pv4 Address
Literal Appender’’ that automatically converts <ipv4-address-literal >
in URL to <ipv4-address-literal> TLD. The .TLD can be custom zed in
the option. The ‘‘I1Pv4 Address Literal Appender’’ is freely
avai l abl e in Google Chrome Wb Store, and also in github

htt ps://github. com nunnun/ nat 64-v4-1iteral -extension
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var w = chronme. webRequest ;

var v4Suffix = ".TLD';
var i pAddrRegex = /~(\d|[01] 2\ d\d| 2[ 0-4]\d| 25[0-5])\.(\d|[01] 2\ d\d
2[ 0-4]\d| 25[0-5])\. (\d|[01] 2\ d\d| 2[ 0-4]\d| 25[0-5])\. (\d|[01]?\d\d]| 2

[0-4]\d| 25[0-5])$/ ;

function onBeforeRequest(details) {
var tmpuri = new URI (details.url);
var tnphost = tnpuri.host();
var finalUi ="";
t nphost . repl ace(i pAddr Regex, functi on(str, pl, p2, p3, p4, of fset, s){
final Ui =tnpuri.host(pl+"."+p2+"."+p3+"."+p4+v4Suffix).toString();
1)
if(’" !'=finalUi) {
console.log(final Ui);
return {redirectUl: final Uri};
}
i

wr . onBef or eRequest . addLi st ener (onBef or eRequest, {urls: ["https://*/*",
“http://*/*", "“ftp://*/*"]}, ["Dblocking"]);
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