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Abst ract

The 1 Pv6 Nei ghbor Di scovery (ND) Protocol [RFC4861] specifies an

| CMPv6 Router Advertisenent (RA) nessage. The RA nessage contains
three flags that indicate which address autoconfiguration nechani sns
are available to on-link hosts. These are the M O and A flags. The
M O and A flags are all advisory, not prescriptive.

In [I-D.ietf-v6ops-dhcpv6-sl aac-problen, test results show that in
several cases the M O and A flags elicit divergent host behaviors,
whi ch ni ght cause sone operational problens. This docunent ains to
provi de sone operational guidance to elimnate the inpact caused by
di vergent host behaviors as nuch as possible.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on April 30, 2015.

Copyright Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

The 1 Pv6 Nei ghbor Discovery (ND) Protocol [RFC4861] specifies an

| CMPv6 Router Advertisenent (RA) nessage. The RA nessage contains
three flags that indicate which address autoconfiguration mechani sns
are available to on-link hosts. These are the M O and A flags. The
M O and A flags are all advisory, not prescriptive.

In [I-D.ietf-v6ops-dhcpv6-sl aac-probleni, test results show that in
several cases the M O and A flags elicit divergent host behaviors,
whi ch ni ght cause sone operational problens. This docunent ains to
provi de sone operational guidance to elimnate the inpact caused by
di vergent host behaviors as nmuch as possible.

Thi s docunment does not intent to cover the topic of selection between
RA and DHCPv6 [ RFC3315] for the overlapped functions. There always
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are arguments about what should be done through RA options or through
DHCPv6 options. For this general issue, draft
[1-D.yourtchenko-ra-dhcpv6-conmpari son] could be referred.

2. Operational Guidance
2.1. Always Turn RAs On

Currently, turning RAs on is actually a basic requirenment for running
| Pv6 networks since only RAs coul d advertise default route(s) for the
end nodes. And if the nodes want to communi cate with each other on
the sane |ink via DHCPv6-configured addresses, they also need to be
advertised with L flag set in RAs. So for current networks, an | Pv6
network could NOT run without RAs, unless the network only demands a
communi cation via |link-1ocal addresses.

2.2. CQuidance for DHCPv6/ SLAAC Provi si oning Scenari os
2.2.1. DHCPv6-only

In IPv4, there is only one method (DHCPv4) for automatically
configuring the hosts. Many network operations/ nechanisns,
especially in enterprise networks, are built around this central -
managed nodel. So it is reasonable for people who are accustoned to
DHCPv4- only depl oynent still prefer DHCPv6-only in | Pv6 networKks.
Besi des, some networks just prefer central managenent of all IP
addressing. These networks may want to assign addresses only via
DHCPv6.

This can be acconplished by sending RAs that indicate DHCPv6 is

avail able (M=1), installing DHCPv6 servers or DHCPv6 rel ays on al
links, and setting A=0 in the Prefix Information Options of all
prefixes in the RAs. (Instead of forcing the A flag off, sinply not
including any PIOin RAs could al so nake the sanme effect). But
before doing this, the adm nistrators need to be sure that every node
in their intended nanagenent scope supports DHCPv6.

Note that RAs are still necessary in order for hosts to be able to
use these addresses. This is for two reasons:

o If there is no RA, sone hosts will not attenpt to obtain address
configuration via DHCPv6 at all.

0o DHCPv6 can assign addresses but not routing. Routing can be
i npl emented on hosts by nmeans of accepting and inpl ementing
i nformati on from RA nessages contai ning default-route, Prefix
Information Option with O=1, or Route Information Option, or by
configuring manual routing. Wthout routing, |Pv6 addresses won't
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be used for communication outside the host. Thus, for exanple, if
there is no RA and no static routing, then addresses assigned by
DHCPv6 cannot be used even for communi cati on between hosts on the
same |ink.

Al so note that unlike SLAAC [ RFC4862], DHCPv6 is not a strict
requirenent for |1 Pv6 hosts [ RFC6434], and sone nodes do not support
DHCPv6. Thus, this nodel can only be used if all the hosts that need
| Pv6 connectivity support DHCPv6.

2.2.2. SLAAC-only

In contrast with DHCPv6-only, sonme scenarios night be suitable for
SLAAC-only which allows m nimal adm nistration burden and node
capability requirement.

The adninistrators MUST turn the A flag on, and MJST turn Mflag off.
Note that sone platfornms (e.g. Wndows 8) might still initiate
DHCPv6 session regardless of Mflag off. But since there is no
DHCPv6 service available, the only problemis that there would be
some unnecessary traffic.

2.2.3. DHCPv6/ SLAAC Co- exi st ence
- Scenarios of DHCPv6/ SLAAC Co- exi st ence

* For provisioning redundancy: If the admnistrators want al
nodes at |east could configure a gl obal scope address, then
they could turn A flag and Mflag both on in case sone nodes
only support one of the nmechanisns. For exanple, sonme hosts
nm ght only support SLAAC, while sonme hosts mght only support
DHCPv6 due to manual / ni st aken confi gurations.

* For different provisioning: the two address configuration
mechani sns ni ght provi de two addresses for the nodes
respectively. For exanple, SLAAC-configured address is for
basi ¢ connectivity and anot her address configured by DHCPv6 is
for a specific service

- Cautions

* Notice that enabling both DHCPv6 and SLAAC woul d cause one host
to configure nore | Pv6 addresses. Typically, there would be
one nore DHCPv6-confi gured address than SLAAC only
configuration; and two nore addresses based on SLAAC and
privacy extension than DHCPv6-only configuration. Too nmany
addresses m ght cause ND cache overfl ow problemin sone
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situations (please refer to Section 3.4 of
[1-D.Iiu-v6ops-running-nultiple-prefixes] for details).

For provisioning redundancy scenario, there is a concern that
SLAAC/ DHCPv6 addr esses based on the sane prefix might cause
some applications confusing. [Qpen Question] Call for rea
experiences on this issues.

Besi des address configuration, DNS can al so be configured both
by SLAAC and DHCPv6. |f the DNS information in RAs and DHCPv6
are different, the host might confuse. So in terns of
operation, the operators should nmake sure DNS configuration in
RAs and DHCPv6 are the sane.

Gui dance for Renumbering

Thi s docunent only considers the renunbering cases where DHCPv6/ SLAAC
interaction is involved. These renunbering operations need the A/ M
flags transition which mght cause unpredictabl e host behaviors. Two
renunberi ng cases are discussed as the foll ow ng.

Addi ng a New Address from anot her Address Configuration

Mechani sns

Addi ng a DHCPv6 Address for a SLAAC-configured Host

As discussed in Section 2.2.3, some operating systens that
havi ng configured SLAAC addersses woul d NOT care about the
newl y added DHCPv6 provision unless the current SLAAC address
lifetime is expired. |In theory, one possible way is to stop
advertising RAs and wait the SLAAC addresses expired (this
makes the hosts return to the initial stage), then advertise
RAs again with the Mflag set, so that the host would configure
SLAAC and DHCPv6 addresses sinultaneously. However, there
woul d be sone outage period during this operation, which m ght
be unacceptable for nmany situations. Thus, It is better for
the adninistrators to carefully plan the network provisioning
so that to make SLAAC and DHCPv6 avail abl e simul taneously
(through RAwith Mc1) at the initial stage rather than
configuring one and then configuring another

Addi ng a SLAAC Address for a DHCPv6-configured Host

As tested in [I-D.ietf-v6ops-dhcpv6-sl aac-probleny.), current
mai nst ream operating systens all support this renunbering
operation. The only thing need to care about is to nmake sure
the Mflag is on in the RAs, since sone operating systens woul d
i mredi ately rel ease the DHCPv6 addresses if Mflag is off.
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2. Switching one Address Configuration Mechani smto another
o DHCPv6 to SLAAC

This operation is supported by all the tested operating systens
in [l-D.ietf-v6ops-dhcpv6-slaac-probleni. However, the
behaviors are different. As said above, if Aflag is on while
Mflag is off, a flash swi tching renunberi ng woul d happen on
some operating systems. So while turning the Aflag on, it is
recommended to retain the Mflag on and stop the DHCPv6 server
to response the renew nessages so that the DHCPv6 addresses
coul d be rel eased when the lifetines expired.

0 SLAAC to DHCPv6

This operation is also supported by all the tested operating
systens. And the behaviors are the sane since no operating
systens would i medi atly rel ease the SLAAC addresses when A
flag is off. However, for safe operation, while turning the M
flag on, it is also reconended to retain the A flag on and
stop advertising RAs so that the SLAAC addresses could be

rel eased when the lifetines expired

Security Considerations

No nore security considerations than the Nei ghbor Discovery protoco
[ RFC4861] .

| ANA Consi derations
This draft does not request any | ANA action.
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