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Abst r act

Thi s docunent describes an extension of the SIIT-DC
[1-D.anderson-v6ops-siit-dc] architecture, which allows applications
that are inconpatible with IPv6, SIIT-DC and/ or Network Address
Translation in general to operate correctly in an SIIT-DC
environnent. This is acconplished by introducing a new conponent
called a SIIT-DC Host Agent, which reverses the transl ati ons nade by
an Sl I T-DC Gateway. The application is thus provided with seeningly
native | Pv4 connectivity.

The reader is expected to be famliar with the SII1T-DC architecture
described in [I-D. anderson-v6ops-siit-dc].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on March 19, 2015.

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

SIIT-DC [ | -D. ander son-v6ops-siit-dc] describes an architecture where
| Pv4-only users can access | Pv6-only services through a statel ess
transl ati on gateway. However, this only works for applications that
are conpatible with Network Address Translation (NAT), due to the
fact that the SIIT-DC Gateway will rewite the addresses in the IP
header as part of the translation process. SIIT-DCwill also fail to
work correctly for applications that nake use of |egacy |Pv4-only
socket calls.

Thi s docunment renedies this problem by defining an extension to SIIT-
DC. Translations performed by the SIIT-DC Gateway will al so be done
in reverse by an SIIT-DC Host Agent running on the server. The
resulting | Pv4 packets are then passed to the application. This way,
the application will be able to use | egacy |Pv4-only socket calls and
/or include references to its own |IPv4 address in the application
payl oad, while naintaining correct operation

The approach is heavily inspired by and very simlar to 464XLAT

[ RFC6877]. The SIIT-DC Host Agent described in this docunent is
al nost identical to the CLAT conponent in 464XLAT, except for the
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fact that it will be located on a server, rather than on the
custoner-side node. Furthermore, an SIIT-DC Host Agent uses
statically configured public |IP addresses, whereas a 464XLAT CLAT
uses a dynanic | Pv6 address and a private |Pv4 address. The SIIT-DC
Gat eway described in [I-D. anderson-v6ops-siit-dc] is used instead of
t he PLAT described by 464XLAT.

2. Term nol ogy
Thi s docunent nakes use of the follow ng terns:

| Pv4 Service Address A public |Pv4 address with which | Pv4-only
clients will communicate. This conmunication will be translated
to IPv6 by the SIIT-DC Gat eway.

| Pv6 Service Address A public |IPv6 address assigned to a server or
application in the IPv6 network. |Pv6-only and dual stacked
clients conmunicates with this address directly w thout invoking
SIIT-DC. [IPv4-only clients al so conmunicate with this address
through the SI1T-DC Gateway and via an | Pv4 Service Address.

SII T-DC Host Agent A logical function very similar to an SIIT-DC
Gat eway that resides on a server and provides virtual |Pv4
connectivity to applications, by performnng
[1-D. anderson-v6ops-siit-dc] translation on packets passing
through it. See Section 3.

SIIT-DC Gateway A device or a logical function that translates
between I Pv4 and | Pv6 in accordance with
[I-D. ander son-v6ops-siit-dc].

Static Address Mapping A bi-directional mapping between an | Pv4
Servi ce Address and an | Pv6 Service Address configured in the
SII T-DC Gateway. Wen translating between | Pv4 and | Pv6, the
SI I T- DC Gat eway changes the adddress fields in the translated
packet’s | P header according to any natching Static Address
Mappi ng.

Translation Prefix An IPv6 prefix into which the entire |IPv4 address
space is mapped. This prefix is routed to the SIIT-DC Gateway’ s
IPv6 interface. It is either an Network-Specific Prefix or a
Vel | -Known Prefix as specified in [ RFC6052]. When translating
between 1 Pv4 and | Pv6, the SIIT-DC Gateway prepends or strips the
Translation Prefix fromthe address fields in the translated
packet’s | P header, unless a Static Address Mapping exists for the
| P address in question.
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3. SIIT-DC Host Agent Specification

The SI1T-DC Host Agent runs on the servers hosting application which
do not work correctly with the SIIT-DC architecture as specified by
[I-D. anderson-v6ops-siit-dc]. Its task is the perform ng the exact
sane packet translation as the SIIT-DC Gateway, only in reverse. |t
therefore shares the same inplenentation requirenments as the SIIT-DC
Gat eway defined in Section 4 of [I-D.anderson-v6ops-siit-dc], wth
one exception: The SIIT-DC Host Agent is not required to support
configuring an arbitrary nunber of Static Address Mappings, but it
nmust support at |east one.

The SI'1T-DC Host Agent nust be configured with a Static Address
Mappi ng that corresponds exactly with the sane mappi ng found on the
SII T-DC Gateway. The |IPv4 address of the Static Address Mapping
(i.e., the I Pv4 Service Address) nust be configured on a virtua
network interface which applications running on the server can bind
to, and the server is expected to install a default |Pv4 route
poining to this virtual 1Pv4 interface. The |Pv6 address of the
Static Address Mappi ng nmust be a secondary address that is routed to
the server by the IPv6 network. The server nust forward all packets
it receives destined for this IPv6 address to the SIIT-DC Host Agent.

4. Architectural Overview

The followi ng figure shows how an application (that is presumably

i nconpatible with standard SI1T-DC) is being nmade available to the

I Pv4 Internet on the | Pv4 address 192.0.2.4. The application will be
able to know that this is its local address and thus be able to
provide correct references to it in application payl oad.

The figure al so shows how the sane application is avail able over |Pv6
on its IPv6 Service Address 2001:db8:12:34::3. This is included in
order to illustrate how native | Pv6 connectivity is not inpacted by
the SIIT-DC Host Agent, and also to illustrate how the address
assigned to the SIIT-DC Host Agent (2001:db8:12:34::4) is separate

fromthe primary | Pv6 address of the server. It is however inportant
to note that the application in question does not have to be dual -
stack capable at all. [1Pv4-only applications wuld also be able to

operate behind a SIIT-DC Host Agent in the exact sane nmanner

Note that the figure below could be considered a nore detail ed view
of Customer A's FTP server fromthe exanple topology figure in
Appendi x A of 1-D.anderson-v6ops-siit-dc

[1-D. ander son-v6ops-siit-dc]. Both figures intentionally use the
exact sane exanple | P addresses and prefixes.

SII T-DC Host Agent Architecture
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Dual - st acked application

Figure 1
5. Depl oynment Consi derations
5.1. 1Pv6 Path MIu

The 1 Pv6 Path MIU between the SIIT-DC Host Agent and the SIIT-DC
Gateway will typically be larger than the default value defined in
Section 4 of [RFC6145] (1280), as it will typically contained within
a single admi nistrative domain. Therefore, it is reconmended that
the 1 Pv6 Path MIU configured in the SIIT-DC Host Agent is raised
accordingly. It is RECOWENDED that the SIIT-DC Host Agent and the
SI | T-DC Gateway use identical configured | Pv6 Path MIU val ues

5.2. [1Pv4 MU

In order to avoid fragnentation, it is RECOWENDED that the virtua

I Pv4 interface is configured with an MIU val ue identical to the
configured IPv6 Path MIU - 20. This ensures that the application may
do its part in avoiding I P-level fragnentation fromoccurring, e.g.
by segnenting/fragnenting outbound packets at the application | ayer
and advertising the maximumsize its peer may use for inbound packets
(e.g., through the use of the TCP MSS option).
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7. Requirenments Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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8.

9.

10.

10.

| ANA Consi der ati ons

This draft nakes no request of the 1ANA. The RFC Editor may renove
this section prior to publication

Security Considerations

This section discusses security considerations specific to the use of
a SIIT-DC Host Agent. See the Security Considerations in I-D

. ander son-v6ops-siit-dc [I-D. anderson-v6ops-siit-dc] for additiona
security considerations applicable to the SIIT-DC architecture in
gener al

1. Address Spoofing

If the SIIT-DC Host Agent receives an | Pv4 packet fromthe
application froma different source address than the one it has a
Static Address Mapping for, the both the source and destination
addresses will be rewitten according to [ RFC6052]. After undergoing
the reverse translation in the SIIT-DC Gateway, the resulting | Pv4
packet routed to the IPv4 network will have a spoofed | Pv4 source
address. The SII T-DC Host Agent should therefore ensure that ingress
filtering (cf. BCP38 [ RFC2827]) is used on the SIIT-DC Host Agent’s

I Pv4 interface, so that such packets are inmediately di scarded

If the SIIT-DC Host Agent receives an | Pv6 packet with both the
source and destination address equal to the one it has a Static
Address Mapping for, the resulting packet would appear to the
application as locally generated, as both the source address and the
destination address will be the sane address as the one configured on
the virtual IPv4d interface. This could trick the application into
thi nking this packet came froma trusted source, and give el evated
privileges accordingly. To prevent this, the SIIT-DC Host Agent
shoul d di scard any received | Pv6 packets that have a source address
that is equal either to either the I Pv4 (after undergoi ng [ RFC6052]
translation) or the IPv6 address in the Static Address Mappi ng.
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