Dane/SMIMEA Mail User Agent
Prototype



Prototype Goals

Learn about usage of S/MIME with DANE within a common MUA
Give an open/free utility to the community

Step 1:

— Develop an S/MIME client that uses DANE work to support the
discovery and usage of S/MIME certificates from DNS.

Step 2:

— Consider observed pain-points and other foreseeable deployment
issues

Based on our prototype/evaluation of the draft SMIMEA proposal:
— Weincluded _sign and _encr proposed enhancements
— Support Cert Access field (NAPTR) as part of record
— SHA224 encoding of local email



SMIMEA aspects

 We did query and processing in demo software using
the getdns library / API

— All DANE logic is encapsulated into a library shim above
libgetdns

* We manually provisioned SMIMEA records into
VerisignLabs.com test domain

— Then signed normally

e Currently, users drive when DANE is used, using Ul
buttons

— It’s not automagic (yet), users still invoke actions



Encryption and Sending

800
File Edit View Insert Format Options Tools Help

\ Write: Example of an Encrypted Email

7 [} ]
L@ g v M v lj v ‘&12 v
end | Speling  Attach  Securty  Save
From: Test User 2 <testvrsn2@mail-01.dane hive vertst .
v To: testvrsnl@dane hive.verisignlabs.com
' To.
Subject:  Example of an Encrypted Email
Body Text v | | sans-serif v ! AR aaad 3]

http:/fwww.lipsum.com

The standard Lorem Ipsum passage, used since the 1500s

"Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod

tempor incididunt ut labore et dolore magna aligua. Ut enim ad minim veniam,
quis nostrud exercitation ulamco laboris nisi ut aliquip ex ea commodo
consequat. Duis aute irure dolor in reprehenderit in voluptate velt esse cilum

____________________________ I e Pt

sunt in culpa qui officia deserunt mollt anim id est laborum.”

% Write: Example of an Encrypted Email
Fle Edit View Insert Format Options Tools Help

e 4 £ : 2
[ = ¢ .8 &, @ (3
Send | spelling Attach Security Save Dane-Sign Dane-EnCrypt
From: Test User 2 <testvrsn2@mail-01.dane.hive verisignlabs.com=
To: testvrsnl@dane hive verisignlabs.com
To:
Subject:  Example of an Encrypted Email
Body Text v | | sans-serif v Ik AR &aaasad =0 =] =S

MIME-Version: 1.0

Content-Disposition: attachment; filename="smime.p7m"

Content-Type: application/x-pkcs7-mime; smime-type=enveloped-data; name="smime.p7m"
Content-Transfer-Encoding: base64

MIE1IwY|KoZ IhveNAQcDollIEyDCCBMQCAQAXgg)8MIICeAIBADBgMFsxCzA|BgNV
BAYTANTMQBwWDQYDVQQIDAZSZXNOb2 4xFTATBgNVBACMDERIZmF 1bHQgQ2I0eTER
MABGATUECgwIVmMVyaXNpZ24xETAPBgNVBASMCFRoZSBlaXZIAGEBMAOGCSqGSIb3
DQEBAQUABIICAA+HNEX 1avT2mLM|Z4101zPs+ksEVkdZ7iAgry0+Re5Ag500p
tFT33Gau+E/+zNUS4AIXOE| LIp2upaxd97msLBux) WCKNbtiW3gGdks5ZjIMChso

0QJP2ZrQFcLONgc8nis W LIA3K7QuITWXMpHBCy 11xk0YjbL16tn73kglGY,
VzAI37XKpdMLIbpDgk2aQmyx 7w5uYxRjShD3NN TGO LiITcpKWEGY3zvBaviOTDf
Digt/EI2x)VONB7/z518gaiiljlzmAxlohyKudX + 06N +8/tL3TpxxfyLBRgOFM]h
maj|Bhee5opFPUKBNVD]YKKQfzDcB) IxBIpPTtLGF +]X 5SPPEEPOR/ON/iu00ix
0C+Adjgknbcble+U+Tz+czFeFvQddaV2L JixXWR50wX2 ITCVczn)wEbe3LHF/c27
OhYktSDgt6gXapOW +kLtNapGiTXvKBed4hiS8H/e4Uyw5XU5183xkQp/YEm/rqad

t92 1X8Zy6UUECQKSXMXMsr TWUE16gz4UNBtLBf/DgTHK34zA1HdpCIKBA2Q2 XMd7
MM6aB8+Y9dGCa+802G1Q7Lpbj/7yc|ZfQofBLUQL7 +gTBQMr WRWiw0gZuMIICPQY]
KoZlhveNAQcBMBQGCCqGSIb3DQMHBANRPrEO7f8pV5YCCAN3bW qoaxKDblOrrOeO
iMicdwY4wagbjz +x5qqQQFSJASGVGCarcUmOmLEDRyrmILbfMxuBlk7D3GEYSFIjyc

72)1KHbj3d/DBpcNAOF2YhiOen| C26EdHNEPSS5ck86LcZ2XVTWO3hNM4IsMBLS
TeMNvPeX1klbZYU7bniGPO9X43f/SKAFEL1zKZLBAINVIEBS +|ZNgNgbtUKEVGE




File Edit Wiew Go Messa

Encryption and Reading

N\ Inbox - testvrsnl@dane.hive.verisignlabs.com - Mozilla Thunderbird

ge Tools Help

5 Inbox - testvrsnl@dane.... | f¢ Add-ons Manager
il = @
&2 . ‘_|/ - @ O @ Vrfy-Signed o~ =
Get Messages Write  Chat Address Book Tag Quick Filter
-/~ testvrsnl...nlabs.com | 1+ &% & Subject es  From & Date A~ B

Simple Signed Email Test User 2 02:54 AM

-] Drafts (1)

E Sent

[&] Archives

& Trash
|testvrsn2...nlabs.com
) Inbox

] Drafts

H; Sent

[&] Archives

& Trash

-8 |ocal Folders

& Trash

[E5] Outbox

Simple Email Signed Test User 2 02:49 AM
Example of Signed Message Test User 2 02:18 AM
Example of an Encrypted Email ©  Test User 2 © 02:06 AM
Email with no signature Test User 2 01:42 AM

4 Reply || =» Forward Archive | @ Junk @ Delete

From Me <testvrsn2@mail-01.dane.hive verisignlabs.com= .7
Subject Example of an Encrypted Email 02:08 AM
To Me <testvrsnl@dane hive verisignlabs.com= Other Actions™

http:/fwww.lipsum.com The standard Lorem Ipsum passage, used since the 1500s "Lorem
ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut
labore et dolore magna aligua. Ut enim ad minim wveniam, quis nostrud exercitation ullamco
laboris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor in reprehenderit in
voluptate wvelit esse cillum dolore eu fugiat nulla pariatur. Excepteur sint occaecat cupidatat
non proident, sunt in culpa qui officia deserunt mollit anim id est laborum."

Unread: 0 Total: 5

Decrypted for
display pane
only

Encryption is
preserved
(clear text not
written to disk).

Plugin scans
email on
selection



Encryption and Reply/Forwarding

@00 |\ Write: Fwd: Example of an Encrypted Email
File Edit View Insert Format Options Tools Help
) ) | - =
= ¢ 0 8 8. & (3
spelling Attach Security Save Dane-Sign Dane-EnCrypt

From: Test User 1 <testvrsnl@dane.hive verisignlabs.com=

i To:

Subject: Fwd: Example of an Encrypted Email

Body Text v | | sans-serif v ll— A R a a &

———————— Forwarded Message --------
Subject: Example of an Encrypted Email
Date: Mon, 29 Sep 2014 02:06:29 -0400

el

From: Test User 2 <testvrsn2@mail-01.dane.hive.verisignlabs.com=
To: testvrsnl@dane. hive verisignlabs.com

MIME-Version: 1.0
Content-Disposition: attachment; filename="smime.p7m"
Content -Type: application/x—pkcs?—mime snime-type=enveloped-data;

Content Transfer- Encoding: base&4

MIIElwYJKoZIhvcNAQcDoIIEYDCCBMQTAQAXggIBMIICe ATIBADBgMFsx Cz AJBgNY
BAYTALVTMQEwWDQYDVQQIDAZSZXNOb 24X FTATBgNVBACMDERL ZnF1bHQgQ210e TER
MASGALUECGwWIVmVyaXNpZ24xET APBgNVBASMCFRoZSBIaXZ 1 AgEBMAOGCSGSIb3
DOEBAQUABIICAA+IHThJExlavT2mLMIZ410IzPs+ksEVkdZ71Aqry C+ReSAgS00p
tFT33Gx+E/+zNUS4ATX0EI1 Ip2upaxd97msLBux JINCKNb t iW3gGdksSZj1MChso
W7YHR11b14XXD5aX8Hnz ZBxk6QXAGce Ty A3wKSOIUccahLWgD+wCoxFwpWpChEs

R P S . I T T R T

|u1n

Encryption is
preserved.

Original
encryption must
have included
potential
additional
recipients for
further
dissemination



Message Signing/Verification

e oo N\ Write: Simple Signed Email

®O® N\ Write: Simple Signed Email
File Edit View Options Tools Help File Edit View Options Tools Help
- g . & . &. 0] B | e ¢ . 8 B#H. @# @
Send Attach Security Save bane-Sign J Dane-EnCrypt Send Attach ~ Securty  Save  pane-sign Dane-EnCrypt

" . - From: Test User 2 <testvrsn2@mail-01.dane hive verisignlabs.com=
From: Test User 2 <testvrsn2@mail-01.dane.hive esefnlabs.co... M
- To: | | testvrsnl@dane.hive.verisignlabs.com

- To: | testvrsnl@dane hive.verisignlabs.com

= o | $
Subject:  Simple Signed Email
Subject:  Simple Signed Email ] a o aé £ | =
F aaa £ MIME-Version: 1.0
Content-Type: I
Testing a very short email for signing. boundary="----1117353F5E4879503E1C144846EC1331"

This is an S/MIME signed message

------ 1117353F5E4879503E1C144846EC1331
Testing a very short email for signing.

------ 1117353F5E4879503E1C144846EC1331
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64

MillagY|KoZlhveNAQcColllWzCCCFcCAQEXCTAHBgUrDgMCGJALBglkghkiGOwOB
BwGgggTyMIIE7]CCALYCAQEWDQY|KoZIhveNAQEFBQAWPTELMAKGATUEBhMCWVMx
CzA|BgNVBAGTAIZBMSEWHWYDVQQKExh]bnRIcm5IdCBXaWRnaXRzIFBOeSBMdGQw
HhcNMTQwWOTI3MTEYODEX WhcNMTUwWOTISMTEYODEX WjASMQswCQYDVQQGEW]VUZzEL
MAKGALUECBMCVKEXITAFBgNVBAOTGEIUAGVyYbmVOIFdpZGdpdHMgUHRSIEX0ZDCC
AllwDQY]KoZlhveNAQEBBQADggIPADCCAgoCagIBALMQzSWUQUP99YQmM43fyz|Dj
+]SzW3pphz3UBAgh4HeSGIcpQWELGBWhKPWU17hExt)2ldb W ey T4he W W ImPPUsK
b30kclE+CkMDoOZKynBH4a+MyqClJHZLNikXhrolEkhOZ 12VNIFVzovIIAGZpX5

laMbdjze ZkkoPxzvYXnxf+mv7A4PILNAX4D35zlalOnsjV/3cB81H+ZPpBFR5Cq

M Found an attachment keyword: attachment Add Attachment... Remind Me Later

7



Message Signing/Verification

%\ Inbox - testvrsnl@dane.hive.verisignlabs.com - Mozilla Thunderbird

File Edit VWiew Go Message Tools Help

[ B Inbox - testvrsnl@dane.... | f¢ Add-ons Manager
& v = = v @ \rfy-Signed Q =
Get Messages Write  Chat Address Book Tag Puick Filter
-/~ /testvrsnl...nlabs.com | 1 % & Subject es  From & Date A~ B
Simple Signed Email © Test User 2 © 02:54 AM
L Drafts (1) Simple Email Signed Test User 2 02:49 AM
| Sent Example of Signed Message Test User 2 02:18 AM
(Bl Archives Example of an Encrypted Email Test User 2 02:06 AM
Fwrash Ermnail with no signature Test User 2 01:42 AM
-Il~|testvrsn2...nlabs.com
) Inbox
[E] Drafts
I Sent
[&] Archives X| DavaScript Application]
& Trash -
-/ = Local Folders 41\, Vvalid Signature
& Trash Q
[E5] Outbox rward Archive || @ Junk || @ Delete

QK

02:54 AM

To Me <testvrsnl@dane.hive verisignlabs.com= Other Actions v

MIME-Version: 1.0
Content-Type: multipart/signed; protocol="application/pkcs7-signature”; micalg="shal";
boundary="----1117353F5E4879503E1 C144846EC1331"

This is an S/MIME signed message

------ 1117353F5E4879503E1C144846EC1 331
Testing a very short email for signing.

------ 1117353FSE4879503E1C144846EC1331

Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7s"

MIITagYJKoZIhvcNAQcCoIIIWzCCCFeCAQEXCTAHBgUrDgMCG]ALBgkghkiGowoB
BwGgggTyMIIEY jCCATYCAQEWDQY JKoZIhvcNAQEFBQAWPTELMAK GALUEBhMCVVMx

EE Unread: 0 Total: 5

On Demand
signer
verification

One button
validation of
the
signature.



Thanks



