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Prototype	
  Goals	
  
•  Learn	
  about	
  usage	
  of	
  S/MIME	
  with	
  DANE	
  within	
  a	
  common	
  MUA	
  
•  Give	
  an	
  open/free	
  uIlity	
  to	
  the	
  community	
  

•  Step	
  1:	
  
–  Develop	
  an	
  S/MIME	
  client	
  that	
  uses	
  DANE	
  work	
  to	
  support	
  the	
  

discovery	
  and	
  usage	
  of	
  S/MIME	
  cerIficates	
  from	
  DNS.	
  
•  Step	
  2:	
  

–  Consider	
  observed	
  pain-­‐points	
  and	
  other	
  foreseeable	
  deployment	
  
issues	
  

•  Based	
  on	
  our	
  prototype/evaluaIon	
  of	
  the	
  draR	
  SMIMEA	
  proposal:	
  
–  We	
  included	
  _sign	
  and	
  _encr	
  proposed	
  enhancements	
  
–  Support	
  Cert	
  Access	
  field	
  (NAPTR)	
  as	
  part	
  of	
  record	
  
–  SHA224	
  encoding	
  of	
  local	
  email	
  	
  

2	
  



SMIMEA	
  aspects	
  
•  We	
  did	
  query	
  and	
  processing	
  in	
  demo	
  soRware	
  using	
  
the	
  getdns	
  library	
  /	
  API	
  
–  All	
  DANE	
  logic	
  is	
  encapsulated	
  into	
  a	
  library	
  shim	
  above	
  
libgetdns	
  

•  We	
  manually	
  provisioned	
  SMIMEA	
  records	
  into	
  
VerisignLabs.com	
  test	
  domain	
  
–  Then	
  signed	
  normally	
  

•  Currently,	
  users	
  drive	
  when	
  DANE	
  is	
  used,	
  using	
  UI	
  
bu[ons	
  
–  It’s	
  not	
  automagic	
  (yet),	
  users	
  sIll	
  invoke	
  acIons	
  



EncrypIon	
  and	
  Sending	
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EncrypIon	
  and	
  Reading	
  
•  Decrypted	
  for	
  

display	
  pane	
  
only	
  

•  EncrypIon	
  is	
  
preserved	
  
(clear	
  text	
  not	
  
wri[en	
  to	
  disk).	
  

•  Plugin	
  scans	
  
email	
  on	
  
selecIon	
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EncrypIon	
  and	
  Reply/Forwarding	
  
•  EncrypIon	
  is	
  

preserved.	
  

•  Original	
  
encrypIon	
  must	
  
have	
  included	
  
potenIal	
  
addiIonal	
  
recipients	
  for	
  
further	
  
disseminaIon	
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Message	
  Signing/VerificaIon	
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Message	
  Signing/VerificaIon	
  

•  On	
  Demand	
  
signer	
  
verificaIon	
  

•  One	
  bu[on	
  
validaIon	
  of	
  
the	
  
signature.	
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Thanks	
  


