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Overview	
  

•  Need	
  for	
  the	
  draI	
  –	
  what	
  is	
  the	
  threat?	
  
•  DMM	
  design	
  phase	
  must	
  consider	
  implica.ons	
  
of	
  iden.fier	
  persistence	
  

•  Known	
  privacy	
  considera.ons	
  
•  Some	
  solu.on	
  approaches	
  
•  Next	
  steps?	
  
– a	
  gap	
  analysis?	
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Need	
  for	
  the	
  draI	
  

•  Recent	
  awareness	
  of	
  privacy	
  issues	
  for	
  many	
  
Internet	
  protocols	
  

•  Persistent	
  iden.fiers	
  can	
  enable	
  tracking	
  
•  cookies	
  can	
  be	
  correlated	
  with	
  other	
  
informa.on	
  

•  DMM	
  requires	
  security;	
  security	
  is	
  typically	
  
based	
  on	
  some	
  sort	
  of	
  iden.fier	
  or	
  cookie	
  

•  Mobile	
  IP	
  solu.ons	
  have	
  also	
  enabled	
  visibility	
  
of	
  	
  iden.fiers	
  within	
  tunnels	
  /	
  redirec.ons	
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DMM	
  design	
  phase	
  

•  Now	
  is	
  the	
  .me	
  to	
  discuss	
  the	
  issues	
  
•  Does	
  not	
  necessarily	
  have	
  to	
  fit	
  in	
  the	
  
architectural	
  diagrams,	
  but	
  architecture	
  needs	
  
to	
  be	
  realis.c	
  if	
  iden.fiers	
  are	
  not	
  persistent	
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Known	
  privacy	
  considera.ons	
  

•  Trackable	
  iden.fiers	
  
•  Confiden.ality	
  for	
  sensi.ve	
  iden.fiers	
  
•  Other	
  non-­‐privacy	
  security	
  maXers	
  not	
  
covered	
  in	
  the	
  draI	
  (e.g.,	
  non-­‐repudia.on)	
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Some	
  solu.on	
  approaches	
  

•  Pseudo-­‐home	
  address	
  feature	
  [RFC5726]	
  
•  Short-­‐lived	
  source	
  IPv6	
  address	
  for	
  data	
  
•  MPTCP	
  for	
  protec.on	
  against	
  traffic	
  analysis	
  
•  MAC	
  randomiza.on	
  
– Genera.ng	
  Opaque	
  IIDs	
  with	
  SLAAC	
  	
  [RFC	
  7217]	
  
– Apple	
  announcement	
  
– Privacy	
  EC	
  SG	
  in	
  IEEE	
  802	
  studying	
  the	
  issues	
  
–  ief-­‐PrivRandMAC	
  SSID	
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Next	
  Steps	
  

•  Solicit	
  inputs	
  from	
  WG	
  and	
  from	
  task	
  groups	
  

Future	
  work	
  
•  Add	
  more	
  privacy	
  threats	
  
•  Include	
  more	
  privacy-­‐enhancing	
  solu.ons	
  
possibly	
  useful	
  for	
  DMM	
  design	
  phase	
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