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Motivation (1/2) ¢ -
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¢ Internet of Things (loT) Devices at Home
- Lots of loT devices are populated at home.

Smoke Detector

Pull Cord 2 _ Movement Detector
> - N (PIR)
Epilepsy Sensor \*J (i)
— . Fall Detector
Enuresis Sensor % /‘1._
S
Flood Detector
Bed/Chair
Occupancy Sensor -=-
\

- Sounder Beacon

Pillow Alert | ’ ' i (5] t - l'\ = X

s R i

v

Environmental
. | Control Solutions

Pressure Mat e - ,

(-
ya N =
- el LL |
iy R e - Carbon Monoxide Detector
Natural Gas Detector —E= L {
\\
Medication

) Reminder/Dispenser

Amie+/Gem+ -
Triggers Bogus Caller
=) Button
Temperature Video Door
Extremes Sensor i Entr
User/Carer Pager Proggg;éfxn y
Alert

Source: Wulian Smart Home, http://smarthome01.com/2013/12/18/smart-home-make-a-better-life/



Motivation (2/2) ¢ -

“*Naming for loT Devices
- DNS naming for IoT devices facilitates the usage of loT devices.
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Target Application for Smart Fome -

Current AllJoyn for loT Devices New AllJoyn for loT Devices
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Limitation of IPv6 Stateless AutoGonfiguration

*» IPv6 Stateless Autoconfiguration for loT Devices
- Prefix Information, Default Gateway, and MTU
» Neighbor Discovery for IP version 6 (RFC 4861)

- IPv6 Address
» |Pv6 Stateless Address Autoconfiguration (RFC 4862)

- Recursive DNS Server Addresses & DNS Search List
» |IPv6 Router Advertisement Options for DNS Configuration
(RFC 6106)

- Missing?
« DNS Name Autoconfiguration for loT-Device DNS Name

» DNS Configuration for loT Devices can be automated without
the intervention of a network administrator (or home users).



' .
DNS Name Autoconfiguration (1/2) -

+*loT Device’s DNS Name Generation

Refrigerator generates its DNS name as
refrigeratorl.samsung RH269LP.refrigerator.home)

Smartphone

e Access Point
|'I -
: ’ B | ﬂ%—f

DAD for DNS Namp 1Pv6 Host

Router === o~
RA Option (DNS Search List)
e DHCP Option (DNS Search List)

DHCPv6 Server DNS Search List:

.home)

-/




' .
DNS Name Autoconfiguration (2/2) -

“*loT Device’s DNS Name Registration

My DNS name is
refrigeratorl.samsung RH269LP.refrigerator.home)
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Location-Aware DNS Name Au%ocfonf'

Smart TV’s DNS name becomes
smart_tvl.samsung HG32NA470PFXZA.smart _tv.living room.home
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Smart TV is known to be located
at Living Room by Localization.)

.\
Localization:
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§
Security Considerations

+*DNS Name Collection is based on Node Information
(NI) Protocol.

“* Security issues are the same as NI Protocol in RFC
4620.



Discussion

** Thanks for your attention.

“* Any Comments or Questions?
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